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Abstract 

This study reviews the current state of Internet of 

Things (IoT) technology, regarding methane sensors 

that could be deployed in residential applications as 

a means to make homes safer. It assesses the security 

risks inherent with wireless IoT methane sensors, and 

reviews the security technologies and practices to 

mitigate the risks in an IoT environment. Using a 

publically available methane dataset, this study used 

a big data analytics tool to validate the dataset and 

to build a prototype software model to simulate real-

time sensor data streams, establish event thresholds, 

and automatically trigger early warning alerts to a 

communications medium such as email, pager or 

SMS text message. 

Keywords: Internet of Things, Wireless sensors, gas 

detector, methane, big data analytics 

1. Introduction 

The Internet of Things (IoT) promises an ecosystem 

of everyday devices connected to each other over the 

Internet. Low cost microelectronic sensors and 

ubiquitous connectivity are the underlying 

technologies fueling the IoT revolution. Gartner, Inc. 

forecasts that there will be 4.9 billion devices 

connected in 2015, growing to over 25 billion 

connected IoT devices by 2020 [8]. These devices 

will generate an unprecedented amount of data. 

Market research firm, International Data Corporation, 

predicts that storage for all this data will grow from 

4.4 zettabytes in 2013 to over 44 zettabytes by 2020 

[9]. In addition to the data storage and data 

processing requirements, system designers must also 

address new data integrity and data security 

challenges inherent in implementing IoT device 

architectures. 

Wireless Sensor Networks (WSNs) provide efficient, 

accurate monitoring of combustible and toxic gases 

that were traditionally addressed by networking 

sensor arrays through wires. Drawbacks to wired 

networks include: extensive time and resources to 

deploy, expensive on-going system and cable 

maintenance costs, and dependence on a cabled 

network for telemetry/signal/data acquisition [17]. 

With the wide availability of inexpensive catalytic 

and semi conductive sensors that provide both high 

sensitivity and specificity (accuracy of the gas 

measured and ability to measure a specific gas), 

wireless sensors can ensure early leak detection 

resulting in faster operator alarms. Sensor designs are 

typically based on the following designs: catalytic 

and semiconductor in Figure 1 [3]. 

Figure 1 Sensor Types 
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Various wireless standards have been developed for 

use in WSNs, Table 1 [14] illustrates a range of WSN 

standards and applications.  There are numerous 

manufacturers who provide WSN components for 

hazardous gas detection, including turnkey systems 

and solutions for wireless sensing networks, data 

collection, data transmission and event notification 

[10].  

WSN solutions are readily available from multiple 

vendors as commercial off-the-shelf fully integrated 

platforms and as individual components [10].  An 

example of a turnkey WSN that follows the highly 

adopted and low-cost ZigBee standard is illustrated in 

Figure 2 [1]. 

Table 1 Application Specific Sensors 

 

Protocol 

Standard & 

Operating 

Frequency 

 

Description 

ZigBee 
IEEE 

802.15.4ISM 

band 2.4GHz 

and 900MHz 

Mesh-network standard & 

monitoring; building 

automation, embedded 

sensing.  Range: <50m 

HART-

protocol: 

Highway  

Addressable 

Remote 

Transducer 

IEEE 

802.15.4ISM 
band 2.4GHz 

Mesh-network standard 

for process monitoring & 
control.  Range: <30m 

IS-100.11a 
IEEE 

802.15.4 

ISM band 
2.4GHz 

Standard for reliable & 

secure wireless 

connectivity for control & 

monitoring consumption. 

Range: 600m 

Wi-Fi 
IEEE 

802.11a/b/g/n

/ac2.4 GHz 
and 5GHz 

Wireless standard 

developed for commercial/ 

consumer use.         

Range: 200m 

Bluetooth 
IEEE 

802.15.1ISM 
band 2.4GHz 

Replaces serial 

connections like RS-232 
and RS-485 and Ethernet  

Range: <100m 

 

 

 

 

 

 

 

Figure 2 Commercial off the Shelf WSN Design 

 

This comprehensive platform scales from a few sensors 

to a self-organized smart mesh of network sensors, 

includes Supervisory Control and Data Acquisition 

(SCADA) compliant monitoring software, and is 

capable of wirelessly transmitting the data to a remote 

server. 

This paper will determine if data CIA    

(Confidentiality, Integrity, and Availability) 

principles can be achieved in a WSN designed with 

off-the-shelf IoT sensors and devices. By reviewing 

current Wi-Fi security best practices, the feasibility 

of implementing the same security practices for 

wireless methane sensors will be assessed.  

In addition, using big data analytics, a publically 

available methane sensor dataset will be analyzed to 

represent information that a WSN would generate. 

Based on the accuracy of the data analysis, the 

feasibility of storing WSN data-streams in cloud-

based systems for analysis and reporting will be 

examined.  

Finally, examples of a user-friendly interface will be 

mocked up, and a software prototype will be 

developed to ingest the simulated sensor data, to 

determine if common web technologies can stream 

the large amounts information and raise alerts 

reliably with an easily accessible web-app. 

The study is organized as follows: Section 2 presents 

the methodology of the study. Section 3 reviews 

current Wi-Fi security protocols and methodologies, 

and assesses the feasibility of applying the same 

protocols for wireless methane sensor networks. 

Section 4 reviews the publically available dataset 

used and the results of the data analytics performed 

on the methane dataset. Section 5 describes the 

design and software development methodology of the 

sensor data ingest and alerting system software 

prototype. Section 6 presents the results and 
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conclusions of the experimental software prototype 

and a review of the publically available dataset. 

2. Methodology 

Methane gas is the predominant gas used in 

residential homes. It is a lighter-than-air gas (density 

= 0.6 relative to air = 1.0), is considered to be an 

asphyxiate, and can present an explosive danger to 

residential occupants [15].  

 

Before a fire or explosion can occur, three conditions 

must be met simultaneously. A fuel (i.e., combustible 

gas) and oxygen must exist in certain proportions, 

along with an ignition source, such as a spark or 

flame. The ratio of fuel and oxygen that is required 

varies with each combustible gas or vapor [18].  

 

The sensors in our research model measures gas in 

parts per million (ppm) but the gas measurements in 

the publically available data set used for our demo 

are measured in parts per billion (ppb).  The 

conversion from ppb is relatively simple; for 

example, if a room measuring 100m x 100m x 100m 

(1 million cubic meters) has 10 cubic meters of air 

replaced by a pure gas, then the gas concentration is 

expressed as 10ppm. 

Part of the proposed alert system relies on accurate 

thresholds of methane levels found in the air. The 

lower explosive limit (LEL) is the minimum 

concentration (% in air) of a substance in air; which 

is required for ignition. Concentrations below the 

LEL will not ignite. Methane’s LEL is 50,000ppm or 

5%.  Any level below 5% is not explosive because 

the concentration of methane is “lean” enough that it 

will not burn [16]. Methane’s High Explosive Limit 

[HEL] is 15% and anything above this concentration 

of gas is considered too “rich” and no longer 

considered within flammable range [1]. Figure 3 

illustrates the LEL for CH4/methane. 

 

 

 

 

 

 

 

 

Figure 3 CH4 (Methane) Combustible Levels 

 

The proposed point of contact between the alert 

system and a user (such as a first responder) is in the 

form of a web-app. A software prototype will be built 

to simulate a WSN that can perform real-time 

monitoring and applies preset combustible gas 

thresholds in which the system will then 

automatically generate an alert warning of an 

impending dangerous event.  

 

3. Overview of Wi-Fi Security Protocols 

Security is a broad term that has the “meanings of 

integrity, privacy, authentication, non-repudiation, 

and anti-playback” [18]. As an increased amount of 

data is being transported across the network, security 

has become even more important.  

 

Sensor nodes in a WSN design require the network 

elements to be enclosed in secure, tamper-resistant 

enclosures built to withstand physical elements (e.g., 

environmental elements) [4]. For data network 

security, implementation of a secured virtual private 

network with redundant wireless links is 

recommended for mission-critical applications.  The 

wireless sensor network should provide bidirectional 

communication in order to ensure a true reading, 

where the sensor sends its readings, and the interface 

can verify the communication link with a sensor [19]. 

A power source is required, ideally in the form of a 

rechargeable battery with a solar panel or connection 

to a local power grid [6]. Figure 4 illustrates a typical 

wireless sensor connection from a router/gateway to a 

network terminal where the sensor date is being 

retrieved [4].  
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Figure 4 WSN Dataflow 

   
 

WSNs can be attacked through the routers, switches, 

and gateways in its network. The sensors that would 

be used in a methane-detecting network could also 

provide an exploitable point.  The information may 

be altered, spoofed, copied or vanish [19].  Wireless 

communication is vulnerable to eavesdropping; an 

attacker can interrupt, modify or make up packets of 

data, which in turn would provide the wrong 

information [2]. 

 

Current wireless encryption protocols can be 

leveraged to protect the transmission of data. The 

connections between the router and other devices 

have to use the same form of encryption, as different 

protocols cannot be mixed [6].  Options for protocols 

are as follows:   

 

 WEP – Wireless Encryption Protocol 

 WPA – Wireless Protected Access 

 WPA2 – Wireless Protected Access Ver. 2  

 

The WEP standard has been replaced by the WPA 

and WPA2 protocols as these protocols include 

dynamic security key changes, which makes them 

nearly impossible to hack [13]. There is a common 

misconception that the protection built into most 

routers protects every avenue of exploitation.  

Although a terminal or personal computer is not 

likely to be hacked, wireless signals can still be 

intercepted [4]. 

 

Other solutions to prevent unauthorized access to the 

router include turn off any router beacons so it does 

not send out a signal; essentially hiding the network.  

Changing the name of a router also is helpful because 

routers these days come with default passwords per 

manufacture and these default passwords usually be 

found online [2]. 

 

Additionally, implementing MAC address filtering 

settings, consisting of listing the MAC address of 

each wireless sensor in a ‘white’ list reference by the 

router only allows those devices with the MAC 

address information on the router to connect [6]. 

 

The types of attacks against networks are growing, 

both by how many times a system network gets 

attacked, and by the different ways, and different 

methods.  Similar to Transmission Control Protocols 

(TCP), the mobile node is vulnerable to the classic 

SYN flooding attack or session hijacking attacks 

[4][6][13]. A SYN flooding attack is a type of denial-

of-service attack where an attacker creates a large 

number of TCP connections and leaves them open, 

never completing the handshake.  By thinking like 

the attacker better security and intrusion detection 

technology can be developed [4][6]. 

As noted above, there are a number of current 

wireless networking best practices that can be 

implemented to protect and secure a WSN. 

Implementing these data security practices and 

technologies are critical to secure and detect 

anomalies within the network [11]. 

 

4. Research Data Analysis 

To get a better understanding of the nature and 

fluctuation of methane gas readings, a publically 

available dataset of methane gas readings collected 

by the World Data Centre for Greenhouse Gases 

(WDCGG) has been utilized. Measurements were 

made using an Agilent 6890N gas chromatograph, 

covering a period from January 2003 through 

December 2014. This instrument collects its reading 

by measuring vapor and the results are presented in 

ppb and can be manipulated to be used in the data 

analysis to determine the LEL and in the software 

prototype [20]. 

 

Continuous measurements (hourly, daily and 

monthly) of CH4 (methane) data using the gas 

chromatograph are available from January 1st, 1988 

through December 31, 2014 [20].  Using Rstudio 

v0.99.489, Figure 5 illustrates the twelve-year 

monthly average readings of methane (CH4) in the 

air. 
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Figure 5 CH4 levels, from 2003-2014 

 
A structured data set was used to convert the 

WDCGG text file to a comma separated 

values (.CSV) file which was then fed into the 

Watson Analytics engine. The resulting data quality 

score of 16 as illustrated in Figure 6, measures the 

degree to which the data is suitable for predictive 

analysis. The higher the quality score is, the better the 

data is for analyzing.  It is an average of the data 

quality score for every field in the data set; as 

determined by missing and constant values, 

influential categories, outliers, imbalance and 

skewedness [19]. The reason for the low quality score 

may be in part due to the small number of fields in 

the data set used. However data sets with low quality 

scores may still be sufficient for data exploration, 

even if they are not acceptable for predictive analysis. 

Figure 6 Data Quality Assessment

 

Skewedness indicates that a field's values are not 

symmetrically distributed around the central value. 

Negative skewedness denotes that a subset of records 

is trailing off to the left side of the field's distribution. 

This subset of data has values that are much lower 

than most. Positive skewedness signifies a subset of 

records that is trailing off to the right and those 

values are much higher than most. Figure 7 shows the 

data field distribution. This distribution concludes 

that the sensor data is not a good candidate for big 

data analysis (predictive analysis). Table 3 supports 

the findings that the dataset analyzed has negative 

skew is not a good candidate for big data analytics.  

Figure 7 Data Quality by Field

 

Table 3 Data Skewness  

According to the data, the average methane 

concentration reading between 2003-2014 was 1874 

ppb or 1.874ppm.  The maximum gas reading 

between 2003-2014 was 1962ppb (1.962ppm) and the 

minimum was 1815.5 ppb (1.815 ppm).  From 2003-

2014, methane levels have shown a 3.8% increase 

between the first reading and last reading of the data 

set. 

By observing the data over the years it can also be 

concluded that the methane concentration in the 

atmosphere has been rising. This trend can be seen in 

Figure 8.  This type of data is useful for 

environmental protection purposes. Sensors can use 
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used to detect rising levels of methane and other 

greenhouse gases to help learn what sources are 

releasing the most methane. This can guide the public 

on taking precautions against further methane 

production.  

This type of data can also be applied to data from 

indoor sensors to predict where CH4 is highest in a 

building and prevent ignition of fires or CH4 levels 

from reaching toxicity levels that may be hazardous.  

Figure 8 Average Methane Concentration by year 

 

Some of the sources of error in the analysis of the 

data can be attributed to the fact that there were no 

recordings for most of the year of 2013 but it was still 

sufficient enough to work with for the purposes of 

this study.  

5. Prototype software design 

The prototype that demonstrates our proposed alert 

system was developed with great consideration for 

responsiveness and adaptability.  A system that 

requires the purchase of additional dedicated 

equipment is less practical then a system that can be 

accessed with devices readily available, and 

ultimately the latter will prove to be more efficient.  

The web technologies used XHTML, JavaScript, 

CSS and AngularJS; all packaged and extended 

through the rapid prototyping framework currently 

known as Ionic.  This framework proved ideal in this 

scenario because the nature of Ionic is the production 

of a responsive web-app. 

Upon opening the application the first screen that 

loads is an at-a-glance list of all sensors (Figure 8).  

The design of this first screen is done in a way where 

a number of scenarios can be quickly recognized, 

including but not limited to: color coded critical 

alerts, detecting sensors that have gone offline, 

determining air quality, and any other scenario useful 

to first responders.  

Figure 9 Web-app List of Sensors 

 

Further detailed information (including prior data 

ingestion, informative charts, sending alerts via 

reliable communication, etc.) would be placed on a 

second screen, for each individual sensor as 

demonstrated in Figure 6.  Automated alerts should 

be sent for absolute critical alerts.  The logic driving 

the alert system and storing the data should also be 

done server side to implement security protocols.  

A color-coded flag system is also ideal as it makes 

critical alerts easy to spot as demonstrated in Figure 

10.  Any lists or charts that can depict a timeline of 

readings should also be developed and included on 

the screen that shares details on a sensor-by-sensor 

basis.  
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Figure 10 Color-coded flag system

 

6. Conclusions 

Our research concludes that there exists a robust 

ecosystem of various methane gas sensor types for 

WSNs based on industry and proprietary standards 

(e.g., Zigbee standard) [14]. The Internet of Things 

has already impacted standards, cost, sensor 

availability and data schema standards for wireless 

methane sensors for use in residential applications. 

 

Based on research papers and published books on 

WSNs, and in particular, data security for WSNs, the 

following can be concluded: (a) Commercial off the 

shelf sensors designed specifically for gas sensing are 

available in two major categories; 1) electrical 

variation sensors (e.g., semiconductor), and 2) other 

methods such as chromatographs. (b) Multiple 

wireless standards implementing gas sensors for both 

industrial and residential WSN designs are deployed 

and in-use today. (c) WSN designs do present 

additional data security challenges relative to 

traditional sensing networks that utilized private, 

secured point-to-point networks (e.g., private T1 

networks).  

 

Robust implementation of physical (hardened, tamper 

proof enclosures to prevent sensors from being 

manipulated or modified), virtual and network data 

security equipment and protocols (firewalls, Intrusion 

Detection Systems, data encryption) are paramount 

and must be an integral part of the WSN architecture 

with constant and vigilant surveillance systems and 

protocols, regular security audits, and updates.  

 

We were not able to readily acquire public data for 

CH4 sensor readings in residential environments. 

Using sample public data from other non-residential 

sources allowed us to make some initial conclusions: 

(a) the publically available “big data” CH4 dataset 

(WDCGG) was run through the Watson Analytics 

engine indicated low predictive insight due to the 

data format (same fields, very little variation). (b) To 

identify what environmental factors in the home 

could be monitored to detect lower explosive limit 

conditions as early as possible. We know that 

fluctuating heat and methane levels have the potential 

to create explosive conditions. (c) Future research 

may include studying the factors that increase 

likelihood of methane levels rising in residential 

environments. 

 

A software prototype to represent data cannot be 

created until a valid data source is established. A 

real-time data source would allow the software to 

process and analyze information as events happen. 

Developing a system with programmable thresholds 

and the accompanying rules/logic that drive the 

event/alarm notification sub-system is 

straightforward and proven to work effectively with 

the software prototype. 

 

For the application of designing a utility-scale WSN 

to monitor residential methane levels for the purpose 

of providing an early-warning mechanism to avoid 

explosive events, we conclude that future research 
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could include the development of an experimental 

system that would: (a) Utilize off-the-shelf, low cost 

sensors that could be deployed throughout a 

residence by combining the CH4 sensors with every 

smoke detector in a household. (b) Develop a Cloud-

based data collection system in order to scale and 

manage millions of sensor inputs. 
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