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Abstract—This paper shows, a summarized view of higher
education networks, through data analysis what applications are
utilizing the network by evaluating the unique application
signatures in the network packets. This is then categorized with
the intent to offer insight as to what the network is
supporting. This paper brings current knowledge, offers insight,
and confirms the expectations of network administrators.
Keywords—network; higher education; application traffic;
network; packet signature

I. INTRODUCTION
Why have universities spent so much keeping their network
infrastructure so up to date? Is it to support some large
demand that is being put onto them? Or is it simply a selling
point used to attract students and faculty from all over? It
could be as simple as planning for the future. A common
thought is that these networks are built out to support all of the
technology that is scattered across campuses that is used to
conduct research. An additional view, which is equally as
common, is that the students need to have access to these high
end networks in order to study and prepare themselves for their
academics. Is the reality that these expensive networks are
being used very heavily as entertainment networks? A better
understanding of what these networks are supporting needs to
take place not just how much bandwidth is being used or how
much wireless coverage there is.
II. METHODOLOGY
The report that will be created is made up of data that has
been collected in monthly phases. At the end of each month a
report was run. This report included the total bytes, bytes
sent, bytes received, application category, app technology, and
number of sessions for the top fifty used applications. The
monthly data is run through a consolidation process leaving a
single data set to work with.
The study is conducted using a firewall appliance. This is
a piece of computer networking hardware that was specifically
engineered for its purpose. It was engineered to be able to
process large volumes of data packets. Not only do they have
to handle large volumes of traffic but they need to be able to

process all the traffic, by comparing the traffic to the
configured rules, and pass it along without disturbing the flow
and speed of the traffic. This is a capability that could not be
handled by a software firewall like the ones installed on a
desktop computer. The hardware resources alone limit the
capabilities of these desktop firewalls. This is why the
firewall appliances are used and why they are a great place to
collect and analyze data.
Applications are determined by their unique signature.
Each application has its own signature that is used to identify
it by the firewall. Signatures are determined by a detailed
analysis of the data packet and crafted around content that is
unique and yet the same for all data packets generated by the
applications. There is further discussion about the application
signatures and their generation in this dissertation.
Many firewall appliance manufacturers maintain a database of
application signatures. These database are updated on a
frequent bases as new application traffic is discovered. In
addition the manufacturer creating and maintaining the
signature database, customers have the ability to create their
own signatures and update their local copy of the signature
database.
The top applications are then sorted and organized by the
application categories, the summarized data is analyzed. Pivot
tables have been compiled to help create a visual
representation of the collected data. The report is then created
showing the pivot tables and break down of the categories that
make up the data.
III. LITERATURE REVIEW
When researching in the area around Higher Education,
which includes colleges and universities, and how that
industry uses technology, the current trend of discussion is
toward the bandwidth usage of students in the residence halls
along with what devices the students are trying to connect to
the network. Higher Education is more concerned in the
speeds, consumption, and devices on its network rather than
evaluation of what applications are running across it and what
that could mean.
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A. ResNet
Since 2012 ACUTA has been the primary group to
provide data surrounding the residential network at Higher
Education institutes. Even at this early point ACUTA
recognized that schools are responsible for providing a fast
and robust network to the students living on campus. “Each
fall, a new generation of technology-savvy residents arrives on
campus with an expanding set of mobile devices, greater
demand for pervasive wireless coverage, and complex needs
for connectivity support.[1]” This growth puts schools in a
very unique position as an Internet Service Provider ensuring
an internet connection that is used for more than just academic
use. “Colleges and universities today are among the largest
Internet Service Providers (ISPs) in the nation.[1]” Being an
ISP means that you must keep up with the customer demands
for connectivity. Evaluating the individual studies will show
the historical growth of bandwidth demand, wireless growth,
and the increase in devices being put on the network.

the schools. At this time, 56.4% of schools are offering 81100% coverage. The breakdown of offering can be seen in the
following figure.

In the 2012 study 249 universities or colleges where
represented. In terms of bandwidth 42.5% of the schools
shared an internet connection with the residence halls which

Fig. 2 – What Percentage of Your Current Residential Footprint has DenseCapacity Wireless Coverage

Fig. 1 - How Much Total Bandwidth is Available in Your Residential
Computer Network’s Connection to the Internet

was portioned out. However, a whopping 41.3% of the
schools share an internet connection with the residence halls
which was not capped. The remaining 8.7% of schools
outsourced their residence hall networks. At this time the
following chart shows the breakdown of allotted bandwidth to
residence hall networks with the largest chunk being 100 to
500 Mbps.
In addition to just bandwidth, the study makes mention of
the available wireless footprint in the residential locations at

The 2013 study represented 251 university and colleges.
In terms of bandwidth this study does not breakdown how
much of the overall schools bandwidth is shared with the
residence halls or what might be outsourced. However it still
gives us the results of what bandwidth is available. It is of no
surprise that there has been an increase in the bandwidth
offerings with the most schools still offering 100-500 Mbps,
36% of the schools. However, 1 GB or more is a close second
with 33% of the schools offering the higher capacity.
By analyzing the State of ResNet Report for each year
from 2012 through 2016 there has been a clear focus on the
overall bandwidth made available to students in residence
halls. There is a clear trend over the years to meet a growing
demand for more bandwidth by the students to increase the
amount available to them. When the study started there was
minimal amount of bandwidth needed by the students as they
only had one or two devices. As time moves forward the era
of Bring Your Own Device has students increasing the
number of devices they bring to campus who eat up
bandwidth. This BYOD then shifts into the current state of
Bring Your Own Everything which has the students
demanding even more bandwidth. Not only do these studies
show a drive for increased bandwidth but also an increasing
demand for wireless access and a trend of schools growing
their coverage to meet this demand. These reports offer some
very significant facts to keep in mind.
• “Schools are bolstering their residential networks
with more bandwidth for two reasons: To meet
the BYOE (bring your own everything) demands
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•

•

•

of the millennial residents and to support
increasingly
sophisticated
educational
applications and techniques.[2]”
“More than 64% of institutions now offer 1 Gb or
more of bandwidth per student – a more than
two-fold increase from 25.5% in 2012. Twentyone percent of campuses offer as much as 7Gb or
more to accommodate student needs.[2]”
“Eighty percent of colleges that have in-house
Internet
are
implementing
bandwidth
management practices, such as shaping by
protocol, compared with just 11% of those that
have outsourced ResNet.[2]”
“Today, 83% of campuses provide a robust strong
wireless connection, almost doubling from 45%
in 2013.[2]”

B. Bring Your Own Device
The use of bandwidth consumed in residence halls is not
the only topic being discussed with regards to higher
education computer networks. Just as import, is the concern
for Bring Your Own Device (BYOD) movement or the Bring
Your Own Everything Era. These are terms used to describe
the vast amount of connected devices that students are
leveraging for entertainment, lifestyle, and education. Pearson
publishes the “Student Mobile Devices Survey,” one of a few
publications that is trying to get a grasp on the overall volume
of devices and how students might be using them. The first
publication was is 2011 and for the purposes of being current
years 2013, 2014, and 2015 have been evaluated. These
studies evaluate both two and four degree schools with a
sampling of about 1,200 students[3]. What is illustrated in the
below diagram is that for the three past years of the study
almost 90% of students have both a laptop and a smartphone.
In addition to this we also see that in 2015 52% of students
also own a tablet. This means that over half the student
population have three devices that they would like to connect
to the network with another 40% having two devices that they
would like to connect.

Fig. 3 – Device Ownership

IV. DATA AND DATA ANALYSIS
A. Data
The data is collected in monthly phases, this is due to the
configuration of the device. The recommended best practice
for the appliance is to only store logs for thirty days. At the end
of each month a report was run. This report included
categories which include the application, application category,
application technology. It also included component data that is
associated with the categories which includes bytes, bytes sent,
bytes received and the number of sessions. This was all
collected for the top fifty used applications. These applications
are determined by packet signatures.
The packet signatures are unique to each application. For
example, traffic being exchanged with YouTube is uniquely
identified and cataloged based off of the signature. The
volume of bytes sent and received along with sessions to
YouTube is then able to be recorded.
B. Analysis Process
The data that was exported from the firewall was placed
into Microsoft Excel 2013 spreadsheets, then all of the
spreadsheets are then consolidated down to a single
spreadsheet.
Each month had a limit of the top fifty applications and the
final consolidated list had a total of 140 different applications.
This clearly shows that the top fifty applications every month
changes frequently and drastically. The top applications are
then sorted and organized by the application categories, the
summarized data is analyzed. In addition to the summarized
data each application category and application technology can
be analyzed. Pivot table, charts, and graphs have been
compiled to help create a visual representation of the collected
data. This is very helpful for gaining insight, understanding,
and overall examination of the collected and grouped data.

A1-3

C. Application Categories
There are a total of six application categories being used to
analyze the traffic. The following is a list of the application
categories and a description of what types of applications are
associated with the category.
• business-systems: This category is made up of
applications that focus on cloud based business
services, software or hardware update services,
databases, and applications that provide overall
support to business processes and operations.
• collaboration: Applications that make up the category
are focused on communication and consist of social
media, conferencing, messaging, and email.
• general-internet: These applications focus on http
traffic, web browser based applications, and
supportive applications.
• media: This category is made up of applications that
are primarily used for entertainment. They include
gamming, video streaming, and photo sharing or
viewing.
• networking: These applications take on a supportive
role to all of the other applications that process across
the network while also maintaining and keeping the
network communicating.

•

unknown: There is not enough information available
to help fully classify the traffic.

D. Summarized Application Categories
Before proceeding with any type of analysis, it is
important to define what entertainment is. The author is
defining entertainment applications as applications that are
used to view video, images, gaming, and any supporting
applications that might be needed to help operate the
entertainment applications. For example a portion of the DNS
usage would have to be associated with entertainment since
DNS is needed to help resolve names for most video
streaming applications.
This pivot table shows the summarization of the
applications within a category. The categories offer a high
level organized view to what the volume or use of applications
are across the network. We can see that applications that fall
within the networking category are used the most. This is
followed by applications that fall into the media category. In
addition, we see that other categories fall to about half of what
the networking and media categories are consuming. This
offers some insight showing that business-systems and
collaboration tools are not used as often as one might think.

Table 1 – Summarized Application Categories

V. OBSERVATIONS AND DISCUSSION
What is the summarization of the categories table describing?
• Business-systems utilize almost the same amount of
traffic as general-internet at 15.05%, this equates to
about 1,165 GB.
• Business-systems are consuming traffic at almost an
identical volume as general-internet usage and this is
most likely due to the ever growing push to cloud
hosted solutions.
• It comes as a surprise that collaboration applications
are only moving 4.65% or about 360 GB worth of
data. This category includes applications that are
heavily used by students for social interaction such as
snapchat, Facebook, and twitter.
• General-internet usage is a small 16.05% which is
about 1,242 GB. This is about half of either
networking or the media categories. That is no small
gap in traffic consumption.
• Media is a close second consuming 28.72% or nearly
2,223 GB.
• Media applications although making up about 29% of
the traffic are using very few sessions at only about
5% of them which is about 2,436,554.
• Networking applications are utilizing 34.16% of the
traffic or approximately 2,644 GB.
• Networking applications use the most sessions out of
all the categories with a whopping 56.64% or
30,623,092 with business-systems being the next
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closest with just 18.18% of the sessions which equals
9,826,955.
The current major observation is that the largest use of the
network involves supporting itself. This is discussed further in
the Networking section. Closely behind the Networking
applications are the Media applications. More discussion
follows about what is being used in the Media section.
However it would appear that the overall use of the network is
to provide entertainment applications.

applications are functioning as entertainment, we can see how
the overall usage is really just supporting users’ entertainment
needs and demands.
It has been made clear that applications that make up the
network application category are the largest users of network
resources. Again, applications in the media application
category are a close second. Due to the fact that network
applications play a supportive role to all other applications, the
overall usage of the network can be viewed as an
entertainment network.
Entertainment has been defined as applications that are
used to view video, images, gaming, and any supporting
applications that might be needed to help operate the
entertainment applications.
Applications in the media
application category without the supportive applications use
about 29% of the overall bandwidth. This is a staggering
amount, with Netflix and YouTube being at the top of the list.
We have clearly seen that the academic computing network is
not supporting much academics.
VI. CONCLUSION

Fig. 4 – Summarized Application Categories Percentage of Sessions

As mentioned earlier the network application category
consumes the most network resources and visually, in figure
16, we can see it consumes 57% of the used sessions. This
would consume more sessions easily since a single session
would be generated every time a DNS request is made.
Overall, media applications would only open a single session
and then consume more bandwidth over the life of the session.

Fig. 5 – Summarized Application Categories Percentage of Bytes

Now when looking visually at the consumed bandwidth in
figure 17, we see that the media application category is a very
close second to networking application category. Now when
factoring in that a portion of the networking applications are
used to directly support the media applications and even
portions of the general internet applications and collaboration

The main focus has been to show what Higher Education
Computing Networks are being used for. There has been
much discussion in the bandwidth use in the residence halls,
the deployment and coverage of wireless networks, and finally
the amount of devices that are being brought onto campus and
will need to have adequate network connectivity.
This research adds to the current and existing body of
knowledge which focuses on Higher Education Technology
by providing a summary and analysis of the application traffic
traversing the network. Currently there is no snapshot or
writing describing the applications that are being used across
the network. It is the goal of this paper to provide such
information.
A. Contributions
Through the use of pivot tables, figures, and tables this
dissertation is able to produce a snapshot of application traffic
that is being used across a universities computing network. It
is this type of insight which has value and can be used for a
number of purposes such as network planning, residence
improvements, campus improvements, enhancement of the
student experience, and much more.
By having the applications organized into categories, the
author is able to illustrate the overall uses of the network. It is
far easier to understand categories such as collaboration,
media, and business systems than it is to take in and process
all the individual applications.
This paper confirms, based on analysis of the categories
that higher education computing networks are being heavily
used as entertainment networks. It is the hope that others will
have an interest and now an understanding of how to gather,
collect, and analyze their own networks in an effort to gain
their own insights.
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B. Limitations
There are a few limitations to the study worth mentioning.
These limitations are around the demographics and the
collection the data. There may be other less significant
limitations but it is the author’s belief that the two following
have merit worth mentioning.
The overall size of the demographic could be considered a
limitation. The study was limited to one institution of a
defined size. Universities and colleges come in different
sizes. It is very possible that a larger institution would
generate different results as different factions of the
population could gravitate to different applications which
would change the weight of their usage. This could also be
said for smaller institutions.
A second limitation is the collection of data for the study,
it has been limited to a period at the end of a spring semester
and the beginning of a fall semester when students are actively
living on campus and classes are in session, along with
summer break when fewer students are on campus. It should
also be considered that not all higher education institutions
function under the dual semester model. There are many
institutions that operated under trimesters or a year round
model.
As with most research there are limitations. Even with the
limitations of this dissertation it is believed that this research is
able to offer a valuable result and insight into the usage of
academic computer networks in higher education.
C. Future Work
As it has been mentioned, this paper had pointed out a few
limitations of the study. Below are some areas of future
research that are recommended to continue the work.
In order to compensate for the demographic limitation it is
recommended to expand the study by including a large set of
universities of varying sizes. This would allow for a more
complex and diverse population of network users.

In addition, the amount of data analyzed could be
expanded to fill the duration of a semester or full academic
year. This would hopefully give a better overall picture of
network usage and could be helpful when dealing with
institutions that operate under trimesters or full year models.
A comparison study as to when classes are in session and
when universities are on break would also be an area of
interest. This type of study could shed light onto the uses of
the network when students are using it and when the network
is being used for just administrative purposes.
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Abstract—The Internet of Things in a few words is the
interconnected nature between billions of objects that industry
experts refer to as “smart devices”. These objects, which can be
anything from a smartphone to an SUV, have enabled humans to
begin the integration of our tangible world with networked
computer systems. Utilizing the capabilities of an Arduino
microcontroller, this project created a system to measure,
manage, and broadcast temperature and oxygen levels in any
given body of water. This study tested the system at Pace
University’s Choate Pond, and in due time, it will be expanded
to the Hudson River. This concept involved a consistent
dissemination of data over an indefinite period. A direct result of
this was an incredibly large amount of information that needed to
be stored in a logical manner. With the combined functions of
Big Data management and Internet of Things devices, this
project sought to prove an effective method for sensing general
environmental data.
Index Terms— Environment Sensing, Internet of Things, Big
Data
I.

T

INTRODUCTION

he Choate Pond at Pace University is a 10-foot deep
isothermal dimictic body of water. The main goal of this
study is to develop a hardware and software package that will
(a) measure several variables starting with water and air
temperature and (b) create a platform for storing and reporting
these findings. Another outcome of this research is the
development of a curriculum for other universities who have
similar interests.
This study aims to develop the hardware and software
needed to develop an environment sensing system using
Internet of Things (IoT) and Big Data. Members of the
research team soldered, programmed, and installed a
waterproof device which serves as a prototype for this project.
This device is not only able to detect water temperature at
three levels, but is also able to be used as a platform for
measuring levels of various elements to deliver a
comprehensive picture of the surrounding environment. This
includes nitrogen levels or oxygen percentage. Further, the
device is able to transmit the measurements to a database for
further manipulation.

After this small-scale study in Choate Pond, the project
will be expanded to capture the same type of data in larger
bodies of water, such as the Hudson River.
We used the idea of potentially testing on the Hudson River
to guide us in our development. Our team created a scalable
model because while the Choate Pond is merely 10-feet deep,
the Hudson River is reportedly up to 200-feet deep in some
parts according to the National Water Quality Assessment
Program [3].
The second section of this paper summarizes the research
that was conducted. Section III discusses the development of a
physical and virtual system. Section IV is a brief look at the
future of the study, specifically where developments can and
should be made. The final section is a summary and conclusion
of the aforementioned materials.
II. RESEARCH
A. Solar Paneling
A major requirement when dealing with a self-sufficient
system is power supply. A crude solution would involve the
use of an electric generator. While this is technically viable,
generators cannot be truly self-sufficient, and they depend on
a significant amount of exposed wire, which would jeopardize
the rest of the equipment. These shortcomings among several
others are simply unacceptable for anything other than a shortterm project. The sensor system that we developed thrives on
big data gathered over a period of time. With that in mind, our
goal was to identify the best possible power supply for a
project with a potentially indefinite span. After thorough
research and careful thought, the team decided to utilize solar
panel technologies.
A Solar Electric Photovoltaic (PV) Module is the proper
name of the equipment that we commonly refer to as solar
panels. The Photovoltaic effect, in essence, is a conversion
process where light changes to electricity at an atomic level.
There were several variables based on current latitude that
needed to be determined before deciding where to situate our
solar panels [17]. The goal is to position these modules in such
a way that they are absorbing the most amount of sunlight
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possible without the need for any adjustments throughout the
year.
This would be considered a fixed angle, and it should be
noted that there is a downside when taking this approach.
Since the sun is highest in the sky during the summer, and vice
versa, adjusting the solar panels four times a year or even
twice a year can result in increased energy absorption [15].
The increase, however, is not dramatic enough to warrant any
changes in our project thus prompting us to move forward
with a fixed angle module.

Fig. 1. Optimal PV module energy absorption rates for different adjustment
patterns

The graph above demonstrates the different energy
absorption levels for modules with varying angles. The blue,
red, and purple lines represent a fixed, an adjusted (four times
a year), and a winter angle, respectively. Each of these is
compared to the green line which represents a (unattainable)
100% optimal situation [11]. The relatively small discrepancy
between each of the different angles was the essential deciding
factor when choosing to use a fixed angle solution.
The next step was to determine which direction to face our
module. In general, a solar panel should always face true south
in the Northern Hemisphere and true north in the Southern
Hemisphere [15]. For our purposes in Choate Pond, we placed
our module on the island facing true south. Using the
following formula (1), we were able to determine the angle (to
the nearest tenth of a degree) needed for our solar panels:
∠ = (Latitude * 0.76) + 3.1 °

(1)

Using the approximate latitude of Choate Pond (41.13°), an
optimal angle of 34.4° was determined. The calculation above
assumes an altitude near sea level and is meant to generate an
optimum angle for consistent exposure throughout the day
[11].
B. Big Data
A byproduct of the Internet of Things is a massive influx of
data. Every electronic device, whether it be a household
appliance, a coffee webcam, or an aircraft engine over the
Indian Ocean, is undergoing a transition toward the need to be
“smarter”, or having a greater interconnectivity leading to

increased interactivity and/or autonomy. They collect and
exchange data, and that data in turn becomes what is known as
big data. The IT research firm Gartner defines big data as
“high-volume, high-velocity, and/or high-variety information
assets that demand cost-effective, innovative forms of
information processing that enable enhanced insight, decision
making, and process automation” [19].
Gartner’s definition is divided into three parts. The first
part of the definition is attributed to Laney who coined the
dimensions driving big data quantification as the three
V’s: volume (scale of data), velocity (real-time analytics and
rate of data change), and variety (different forms of
data). Later added is a fourth dimension called veracity, or the
uncertainty of data. For the second part, big data is about
finding cost-effective information processing solutions that fit
with current technological capabilities. Finally, the third and
most important part refers to the ultimate goal of creating
value [1].
C. Cloud Computing
For an agile deployment, we took advantage of cloud
computing services. Gartner defines cloud computing as “a
style of computing in which scalable and elastic IT-enabled
capabilities are delivered as a service to external customers
using Internet technologies” and lists five attributes of cloud
computing as service-based, scalable and elastic, shared,
metered by use, and uses Internet technologies [6]. There are
three types of service models which are software as a service
(SaaS), platform as a service (PaaS), and infrastructure as a
service (IaaS) (see Table I on next page) [2].
For our project, we had convenient access to IBM Bluemix.
Bluemix is IBM’s cloud platform that combines PaaS with
IaaS and offers a catalog of cloud services. Among the
services is the IBM Internet of Things service, which provides
application program interfaces (API) to connect devices to
Bluemix’s IoTcloud [8].
D. Cloud Security
When dealing with Cloud platforms where sensitive data is
stored and used, such as Node-RED, it is extremely important
to have a strong level of cloud computing security. This is
used as a line of user technologies and policies that follow
regulatory compliance rules and keep important information,
data applications, and infrastructure that supports cloud
computing safe.
The cloud is a platform that is accessed and used by
multiple people; therefore, the areas that need to be strongly
monitored and protected are privacy, access control, and
identity management. Organizations that work with a cloud
computing provider need to be aware of the important need for
strong cloud security thanks to the fact that many companies
have now turned cloud computing providers for their data
operations. With more companies now than ever before
turning to cloud solutions, the need for strong cloud security
solutions is at an all-time high.
If a cloud computing security system is to be successful, it
should work on the security controls that the cloud computing
provider uses to uphold the company’s information integrity
and compliance with important and mandatory regulations.
Business continuity and data redundancy must also be
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addressed before any changes are made in the event of an
information breach in the cloud’s security program [18].
A big fear in terms of security that many companies
interested in cloud computing, as well as the providers of
cloud computing often are forced to face is the potential of
losing control over the IT infrastructure and applications once
a cloud provider has managed to take over the system and
started their work on managing it. However, this fear is often
assuaged by the many security technologies available, as help
to put them back in control and allow them to see the
important information that they need to access.
TABLE I
COMPARISON TABLE AMONG THE THREE MODELS OF SERVICES
SAAS, PAAS, AND IAAS [2]
SaaS model

PaaS model

IaaS model

Characteristics:
- Users are provided
with accessible
applications.

- Users are provided with a - Users are provided
platform for developing
with virtualized
applications.
hardware and
storage.
- Access via web to
- Separate development
commercial software. environments.
- Dynamic/selfscaling.
- No need to manage
- Web-based user interface
- Alterable cost,
software.
creation tools.
utility pricing
- APIs integrate
- Web service and database model; Pay-as-yougo model.
different software.
integration via common
standards.
- Ability to provide
- UI powered by “thin
single hardware to
client” applications.
- Support for development
many users. The
team collaboration.
costs are less due to
- Stateless and loosely
this sharing of
coupled.
- Tools for billing and
subscription management. infrastructure.
- Modular.
- Supported OS and
- Customizable /
platform
programmable UI.
- Semantic
independent.
interoperability.
- Unlimited database
- Applications /
customizations.
- Centralized hosting /
frameworks.
delivery.
- Solid workflow
- Uniform platform for engine/capabilities.
delivery.
- Flexible “serviceenabled” integration
- Open collaboration /
sharing.
model.
Typical level of control granted to cloud consumer:
Usage and usagerelated configuration

Limited administrative

Full administrative

Test, develop, manage,
and deploy cloud-based
solutions and services.

Configure and setup
bare infrastructure;
install, manage, and
monitor any
required software.

Pre-configure platform;

Manage and

Consumer activities:

Configure cloud
services.

Provider activities:
Manage, maintain,

and implement cloud
services; and monitor
usage of consumers.

provision underlying
infrastructure,
middleware, and other
required IT resources; and
monitor usage of
consumers.

provision storage
and processing; and
monitor usage of
consumers.

Services:
Email, CRM, website
testing, virtual
desktop, wiki, blog,
automation

Service and application
testing, development,
integration, and
deployment

Virtual machine,
OS, message queue,
network, storage,
CPU, memory,
backup service

Cloud access security brokers and other important tools can
target hybrid cloud computing environments and multi-cloud
environments before they have a chance to add to the list of
potential vulnerabilities that companies are already trying to
prevent. The most important thing enterprises can do to take
on cloud security problems is to be productive and proactive
against cloud security risks by forming a strong and
comprehensive strategy to protect themselves.
Some companies may want to transition into a public cloud
infrastructure because it is efficient and inexpensive; however,
they should understand the necessity of secure private cloud
computing services for security reasons. Public cloud services
can easily introduce new IT risks due to insufficient protection
levels. The biggest cloud security risks could be shadow IT,
compliance issues, and improper encryption techniques. For
all businesses that go the way of the cloud eventually, they
should take a hard look at their current IT strategy and then be
willing to completely revamp it to accommodate cloud
computing security strategies. They should never assume that
their cloud computing provider can handle all the security
needs of the company, as there’s no way to think of every
possible risk. While using the cloud, it is important to make
sure whatever technologies that are influenced by the cloud
computing services are constantly updated to reflect the
updates from the services used. The research team followed
this same strategy, as ignoring Cloud Security could have
derailed the whole project if the data becomes lost or
intercepted during transport.
E. Database Management System
When the topic of storing, manipulating, and querying data
comes up, the conversation eventually leads to choosing the
right database management system (DBMS). A DBMS is
general-purpose software for collecting and accessing
interrelated data. The goals of a DBMS are an attractive user
interface, efficiency, fault tolerance, security, integrity, and
concurrency control [20]. For this project, we needed to
choose a database system that is relevant to and fits within the
project demands. The scope of the project involves using
three remote sensors to collect temperature data (along with
additional variables in the future) every minute for an
indeterminate amount of time at three separate
depths. Collected temperature data is time-stamped with
expected temperature values ranging from -25.0 to 40.0
degrees Celsius -- the record high and low for Pleasantville,
NY is -23.33 and 37.78 degrees Celsius, respectively [22]. If
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temperature data is collected uninterrupted for an entire year,
there would be over 1.5 million data points. This amount of
data puts an emphasis on the efficiency goal of a DBMS.
To narrow down the list of database management systems,
we considered one that is scalable for big data, within our time
and resource constraints, and readily available in IBM
Bluemix for IoT. Fig. 2 depicts four classes of databases as
they came to fruition. Among these classes, the most common
one is a relational, or SQL, database, but it lacks the
“horizontal” scaling required by big data applications. This
flaw has led to the era of NoSQL databases, which are used to
analyze the majority of data on the Internet. Likewise,
performance challenges have led to NewSQL databases which
are capable of analytics within a database. Polystore is a
recent innovation that will not be explored further here due to
its infancy [10].

Fig. 2. Evolution of SQL, NoSQL, NewSQL, and polystore databases. Each
class of database delivered new mathematics, functionality, and performance
focused on new application areas [10].

Each class of database is designed for specific applications
using a different approach in terms of data models and
mathematical theories (see Fig. 3). Databases specially
designed for specific applications can be 100x faster than
general-purpose databases [10]. Due to time and resource
constraints, building a special-purpose DBMS from the
ground up is not feasible. Instead, one must be chosen from
among those that are available on IBM Bluemix for IoT and
that suit our application.

Fig. 3. Focus areas of SQL, NoSQL, NewSQL, and Polystore databases [10].

For our endeavor, almost all operations involve inserting
new data, and deleting or modifying data is rare. Further,
adding new data is sequential with discrete intervals. Using a
simple approach to structure our data, we would get:
CREATE TABLE station (station_id INT,
description TEXT);

CREATE TABLE temp (id INT, station_id
INT, time TIMESTAMP, temp_value
FLOAT);
Notwithstanding its simplicity, this approach would create
several inefficiencies. Copying the data would require a
statement for every record, which in our case means over five
hundred thousand statements per sensor. A better way to
structure our data is to use an array DBMS that is separated
into page size-friendly chunks. For example, we could use
two tables -- one for the station_id and counters and one for
the temperature data -- and separate the data into chunks by
day.
CREATE TABLE station (station_id INT,
last_day DATE, last_pos INT,
description TEXT);
CREATE TABLE temp (station INT, day
DATE, temp_value FLOAT []);
Additional improvements in the database model can be
made which has led to the emergence of array and time-series
database management systems. In fact, the SQL: 1999
revision added support for arrays, and the main feature
adopted by the SQL: 2011 revision is improved support for
temporal databases [12].
F. MQTT
In order for the IoT aspect of this project to work out, it
needs a messaging protocol to send data collected about
temperatures, oxygen content, etc. to an online database. This
is where MQTT (MQ Telemetry Transport), designed in 1999
by Dr. Andy Stanford-Clark of IBM and Arlen Nipper of
Eurotech, comes in. MQTT is used for pushing information
(with a maximum message size of 256MB) in a
publish/subscribe system, and it works with devices in less
than ideal network conditions. The MQTT standard is designed
to be a workaround for bad network conditions, as it is not
very resource-intensive. It is also very reliable. Thanks to
MQTT, M2M (machine to machine) and IoT are able to
function without a mass amount of bandwidth or battery
power. MQTT is already used in many projects, such as a
British Sign Language avatar rendering, location-based
messaging accessibility, a house that can use Twitter, and
FloodNet – an environmental information project that warns
someone if river levels become too high [13].
MQTT was originally developed to monitor an oil pipeline
in the desert while using little bandwidth and battery because it
used, at the time, an expensive satellite link. MQTT’s
publish/subscribe system is much different from HTTP’s
request/response system. This allows MQTT to be eventdriven and send data to users in the form of 256MB messages.
Since MQTT uses a broker, every user can subscribe to see the
data that they want, and the broker will send them messages
when necessary. This allows clients to not have to
communicate with each other making MQTT very scalable.
Currently, MQTT v3.1.1 has a royalty-free license, and
became an OASIS Standard on November 7th, 2014. It is used
by IBM in the WebSphere MQ Telemetry project to be
implemented as a scalable project. There is also a list of
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software on GitHub where MQTT is implemented, working for
brokers/servers, devices that are known as “Things” by
MQTT, plugins for different software, tools, applications, and
client libraries. In order to work, MQTT uses standard TCP/IP
ports. The Internet Assigned Numbers Authority has reserved
port 1883 to be used with MQTT. Port 8883 was also
registered, and uses MQTT over SSL.
Because MQTT is so bare-bones and is not resourceintensive, the security support is not efficient. Version 3.1 of
MQTT does allow users to send a username and password in a
sent packet, but SSL is widely responsible for the rest of the
network encryption. Using SSL can be done outside of the
MQTT protocol, and it does hog a lot of network resources.
This could possibly defeat the whole purpose of using MQTT,
so those who want network encryption might wish to look at
protocols other than MQTT. Some applications are made to
encrypt data that they send and receive, but MQTT was
designed not to do this so that it could remain bare-bones. By
not encrypting the data that is sent back and forth, MQTT
could possibly open the opportunity for unwanted traffic, such
as MAC spoofing, IP spoofing, and other negative actions. If a
company using MQTT controls the system they are using and
know their clients’ IP addresses, they should restrict access to
defined IP ranges.
Another way to help alleviate the strain of MQTT lacking
essential security features is to use a load balancer, which
proxies traffic to different MQTT brokers. This helps to keep
downstream systems from overloading. This is useful for when
there is high traffic and the MQTT brokers are becoming
overwhelmed. A demilitarized zone is also extremely useful
thanks to its additional firewall. Since there are now firewalls
from different vendors, if one aspect of MQTT is
compromised, the rest of it will remain safe. Lastly, keeping
MQTT and its software up to date is always the simplest way
to keep everything running safely and smoothly [14].
There have been several companies that use MQTT
extensively due to its low resource load, such as Eclipse and
Facebook. Facebook has used MQTT for the Messenger app
for notifications and updates. The MQTT protocol is great for
the messenger app, as it is extremely efficient with resources,
and does not use much of a device’s CPU, battery, or network
thanks to the low resource overhead of the protocol.
There are many services other than MQTT that also
performs the function of moving data between a series of
devices, including CoAP, XMPP, DDS, AMQP, and SOAP.
MQTT is bare-bones and easy to program with on IoT devices.
Nevertheless, it requires a server to work, which makes it a bad
choice for a local network, as it requires an additional broker.
MQTT can also be considered a device to server
communicator. CoAP is used for document transportation
between devices and servers. XMPP is useful for connecting
devices and users, and it is considered a device to server
protocol because the users are connected to the servers. SOAP
is not used very often as a potential protocol for IoT as it has
not had very favorable reviews, although it will suffice if
needed. DDS is a device to device protocol that allows
machines to interact with each other. Lastly, AMQP is used for
server to server connection. It can be used for device to server
connection if needed, but that is a complicated undertaking.
Due to all the inefficiencies in other devices related to this

study, MQTT was chosen as the working messaging protocol
[9].
G. Node-Red
An inherent problem when dealing with the Internet of
Things is the development of an affinity. One of the largest
advantages that these smart devices offer is their ability to
collect and subsequently exchange data. This ability, however,
is arguably pointless if the data cannot be controlled in a
logical manner. The innate flaw here is an absence of
organization, which is characteristically hindering to just
about any situation. In an effort to prevent any unnecessary
confusion, our team decided to use the Node-RED
programming tool as a means of organizing the transmission
of data between our IoT devices.
Node-RED is a software tool developed by IBM that
features a browser-based flow editor to "wire" together
devices, APIs and web services. Flow-based programming
"…is a way of describing an application’s behavior as a
network of black-boxes, or “nodes” as they are called in NodeRED. Each node has a well-defined purpose; it is given some
data, it does something with that data and then it passes that
data on." [16]. The true potential of Node-RED lies in its
ability to transform robust IoT systems into a visual
representation of synchronous events. This tool will ultimately
conduct the flow of data between our physical/virtual devices
and structure our project in a scalable fashion.

Fig. 4. Node-RED Flow

Fig. 4 represents an image from the backend view of a
sample Node-RED application. This flow consists of several
nodes that will listen for information published on a specified
MQTT channel and push that info to a payload and then to a
line chart/gauge for display. The result is shown in Fig. 5
below.
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Fig. 5. Node-RED Output

The implementation of Node-RED has had three significant
effects on the project. The first advantage described earlier in
this section is the new found sense of organization. Node-RED
serves as a functional and visual representation of the big data
flow. Another added benefit of this tool is its ability to address
some of the scalability issues with this project. The flow-based
programming simplifies the concept of expanding the breadth
of sensors. For example, adding another MQTT broker would
be as simple as dragging out another MQTT node and entering
the proper information. The third and final benefit seen from
using this tool lies in the platform it creates. The ultimate goal
is to create an application that will analyze data or at least
view its history. Node-RED creates and stores its flow using
JSON which can be imported/exported to almost any
environment.
III.

ARCHITECTURE

To accomplish this project, we used hardware and software
devoted to IoT – Arduino, temperature sensors, soldered pipes,
an Otter Box, Solar Panels for energy, Node-Red
programming, Wi-Fi signals, and MongoDB on IBM Bluemix.
A. Adafruit Feather
The research team used the Adafruit Feather because of the
temperature sensors attached to it that meet the environmental
sensing needs of the study. The sensors are in a waterproof
coating and travel to a pipe’s connection matrix. This allows
easy attachment of power and I/O lines from the Arduino’s
microcontroller. The Adafruit Feather needs code written for it
to connect to Wi-Fi, sense temperatures, send data to the
Cloud for storage, and be able to sleep for five minutes
between temperature readings in order to save on stored solar
energy.

Fig. 6. Adafruit Feather Top and Bottom

The sensors are exposed in the pond, but the
microcontroller needs to stay dry and powered on. First, we
placed the electronics on the island, and tethered them to the
pipe in the water. The battery for the electronics on the island
charges via solar panels.

Fig. 7. Solar Panel and 3.7v Power Cell

B. Pipe Design
The pipe needs to hold three waterproof temperature
sensors that can be queried. The wires that connect the sensors
to the microcontroller need to be waterproofed, as parts of the
device are submerged. The pipe has a connection matrix to
allow for power and I/O lines from the microcontroller to
connect. The sensors are separated by 1-2 feet inside the pipe.
There is also a water sensor inside the pipe to see if the pipe is
taking in water. The first prototype for this pipe design is
named “Tiny Tim”.
C. Code
The main goal of this iteration of the project is to extract
and display the temperatures from three points in Choate Pond.
In order to do this, the structure of both the apparatus and the
coding has to be effective.
In the physical construction of the structure, there is a
temperature sensor at three different levels. The thermometers
are secured to a waterproof pipe which protects the wires and
connect the sensors to the Arduino which is located at the top
of this device. The Arduino contains the code that reads the
temperature of the water every minute and the authentication
code for the wireless router, both of which are written in
C/C++.
Using Node-Red, the team created a trigger that will
activate the temperature reading script on the Feather. The
Node-Red process automation also creates an MQTT listener
on the framework which, when triggered by a message, can
automatically transform the data from a string into a JSON
object so that it might be sent into the database with relative
ease.
The Node-Red framework also allows the device to connect
through the internet using its order of operations. When the
Node-Red sends the correct information to the router, it
recognizes the Arduino as a registered device and then it
allows the Arduino to connect so that the MQTT messages can
be transmitted seamlessly. If the team was managing the
server, they would have complete access to the code and all of
the data; however, the time and money spent on managing the
security, data compression, and the networking issues could
potentially outweigh the benefits of having complete and open
access to all hardware and software involved in the project.
Due to these reasons, the team has decided to manage the data
on a cloud platform; i.e. Node-Red.
The team used a MongoDB database to organize the
collected data. There is one database for each sensor, which in
our first prototype includes one sensor/database for each level
of the pond. The tables are organized by the date, and inside of
each table, the collection is organized first by the hour from
00-23, then by the minute from 00- 59, and finally by the
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temperature (measured in Fahrenheit) from 000-100. So that a
sample temperature might appear to be in database 2, table
03052017, and collection 0548063. This would tell us that for
sensor 2 on March 5, 2017, the temperature was 63 degrees
Fahrenheit at 5:48 AM.
The Node-Red code stamps the data received by the
receiver with the date and the time in which the message was
received then proceeds to input it into the correct location
within the database by the use of a sorting function
automatically inside of the cloud server. The database
connection code is triggered by the reception of the string sent
by means of MQTT, where the temperature is sent over as an
argument. This database integration script also includes a
check that the network is connected. If the Adafruit Feather is
not connected to the WiFi, Node-Red invokes the script which
connects the Arduino to the server over Wi-Fi. It continues to
attempt to connect the Arduino to the Wi-Fi until the
connection is confirmed. In case connection to Wi-Fi proves
impossible, measurements are stored in a local database
located in a flash drive connected to the Arduino to prevent
data from being lost. However, as this code is still not entirely
completed, the backend developer is still able to manipulate
various features of this framework code.
Once the data is stored on MongoDB, the front end
developers are able to extract the data to create any display that
would best express the information within the Node-Red
framework.
The code for MQTT was written as follows:
{Loc: [location] / Body: [body of water
sensor is in] / TS: [timestamp] / N:
[name of device being used] / S:
[sensor number] / {id=1 (sensor1), /
Temp=x} / {id=2 (sensor2) / Temp=y}]}
Data gathered from the sensors will then be returned.
D. Data Visualization
The final development of this project is to transform the
information (now stored in a database) from a group of related
numbers to something visually interpretable. This technique is
referred to as data visualization and can be described as “…the
science of visual representation of “data”, defined as
information which has been abstracted in some schematic
form, including attributes or variables for the units of
information.” [5]. For the purpose of this particular project, a
dynamic webpage is sufficient. The end goal is to create a
scalable system that will design graphs and charts based on
real-time data. The first step in the creation of this system is to
take a closer look at the fundamental principles of an
informative visual display.
Reading information from a visual source (as opposed to a
numerical source) can represent comparisons and causalities in
a much better light, but only if the visual is created properly.
Vitaly Friedman, co-founder and editor-in-chief of Smashing
Magazine, explains that “to convey ideas effectively, both
aesthetic form and functionality need to go hand in hand…by
communicating its key-aspects in a more intuitive way.” [4].
Just like any type of dynamic webpage, the functionality and
the aesthetics must agree with each otherwise user experience,

and the accuracy of information, will suffer greatly. The
following are four key points (in no particular order) to
observe when creating a visual display:
1) Induce the viewer to think about the substance rather
than about methodology, graphic design, the
technology of graphic production, or something else.
2) Avoid distorting what the data has to say.
3) Make large data sets coherent.
4) And serve a reasonably clear purpose: description,
exploration, tabulation or decoration [21].
Ignoring any of these points could result in a misleading
graph which would defeat the entire purpose of this project.
These four points are general guidelines to observe when
determining an appropriate tool for a particular project.
Because this study is an abbreviated portion of a much larger
project, it did not require the breadth of a full visualization
tool. With that in mind, this iteration of the study aimed to
conclude with some suggestions based on our findings from
the semester.
IV. FUTURE RESEARCH
The next major development in this project is visualization of
data in a controlled, consistent environment. Every component
described in this study is chosen with scalability as the
foremost concern. The Hudson River will introduce several
different variables that will inevitably require a more
extensive means of visualizing data. The following is a
suggestion for a data visualization tool that can be
implemented to a Node-Red flow.
A. Google Charts (Visualization Tool)
Google Charts is the successor service to Google Charts
API and was released in February 2010. It enables users to
create line, bar, pie and radar charts among many other
designs. The main difference between the now deprecated
Google Charts API and current Google Visualization API is
the latter’s ability to connect charts and data sources all over
the web.
The Visualization API is a web service dedicated to creating
graphical charts, which suggests a higher quality of
representation than the capabilities of Node-Red alone. The
output produced by our Node-Red flow (see Figures 4 and 5)
is sufficient for this phase of the project, however, a more
versatile solution is ideal. The JavaScript platform makes
implementing Google Charts to a Node-Red flow a rather
trivial process.
V. CONCLUSION
The main purpose of this iteration of the project was to
create a scalable prototype of a sensor system using concepts
of Big Data storage, and Internet of Things devices. By using
Node-Red to execute the computational aspects of this project,
the team was able to create a paradigm for the individuals who
will continue to develop this system. The team also decided on
storing the data in a cloud server, BlueMix, which has the
ability to be expand or conform to the needs of the user. These
tools combined with the physical model were all chosen with
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mutability in mind. Our software and hardware architecture
have sustained initial trials and should foreseeably maintain
their efficacy throughout the course of any associated longterm project.
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be done with it.
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Abstract— With the expansion and evolution of digital
technology, the amount of data that people deal with
increases significantly. The use of an automated and
computerized approach to store and organize vast amount
of information has become a necessity. Relying on
traditional methods such as paper or simple spreadsheets is
becoming impractical and obsolete. It is time consuming
and costly to handle large amounts of data manually,
especially for businesses. Nowadays, billions of dollars of
transactions are conducted over the internet. What
facilitates this process and makes it feasible is the use of
online systems that store and process data rapidly. These
data are stored in online repositories, or databases, and are
retrieved instantly when needed. This entire process is
convenient for both the provider and the consumer. The
purpose of this project is to optimize and improve a
previously developed inventory system for research papers.
This system is in the form of a web application, or an online
repository, that is accessible over the internet via an
interactive interface.

Controller) design pattern – a separation of concern model
used in software and systems development [2]. First, the
front-end, or the View component of VMC model, which
is the GUI that the user sees initially when the application
is accessed, usually through a web browser (Figure 1).
With this dynamic GUI, the user can read, write and
update the content of the database. Secondly, the Model
component of the VMC design, which is responsible for
handling the requests made thru the GUI by the user. A
computer server is used to respond and interpret these
actions and execute the commands to affect the back-end
of the application. Thirdly, this back-end component, or
the Controller components of the VMC, represents the
database itself where the data are stored and arranged into
tables of rows and columns [3].

Keywords: PHP, MySQL, database system, graphical user
interface, web application development, MVC design pattern,
client-server architecture.
Figure 1. System Architecture

I. INTRODUCTION

T

he study focused on developing a web application that
will hold all the information about various research
projects conducted, or being conducted, in the Hudson
Valley Mohawk River (HVMR) watershed, in Upstate,
New York. This online database serves as an electronic
repository for storing and managing research papers and
various details about them. These details include
information about the researchers and their studies (e.g.,
category, location, date, publication status, and citation).
The reports about the projects are stored in a dynamic
database that is manageable via a graphical user interface
(GUI) and is made available on the internet [1].
A. System architecture and design pattern
The web application is composed of three major
parts that are based on the VMC (View-Model-

B. The users of the system
The web application is intended to be used by
four types of users, with varying tasks, access rights and
privileges. First, the super administrator who has full
access to the system and can create users and assign levels
of access and rights. Second, there is the regular
administrator who has limited access and capabilities.
Their main tasks include inserting data, updating and
deleting them. Third, the members, who are the authors or
researchers, will have their accounts and be able to write,
delete and update their own papers and reports only.
Finally, the public user, who does not need to have an
account to search through the repository, view, save and
print reports.
C. Technology and development tools
To build the system, various technologies were
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used for different models of the application. There are
many languages and platforms available for web design
and development. One of the widely used building
environments comes bundled in a suite called XAMPP,
which combines MySQL database management system,
an Apache Sever, and the PHP Scripting Language
interpreters. More details about these components will be
discussed later.
The front-end or the GUI was designed using
HTML5 and CSS6, for the structure, layout and styles of
the web pages. For the interactivity of these pages with
the user, two main scripting languages, PHP and
JavaScript, were embedded into HTML5 to carry
instructions and queries to the back-end of the
application.
PHP was originally called Personal Home Page
and was used for basic programming of web pages. Since
then it has evolved into a more advanced back-end
scripting language and was renamed PHP: Hypertext
Preprocessor. It is contained in the XAMPP suite and is
available free of charge under general public license from
Apache and Friends community [4]. This platform is
compatible with different operating systems (OS) such as
Linux, Window, and Macintouch. PHP has various builtin features that work well with web applications. This
helps developers use functions like GET and POST,
URLs and HTML easily [5]. Since PHP is an open source
language, it has a large number of libraries and extensions
that add more functions to it [6].
In addition to PHP, XAMPP also comes with different
databases, their management tools, and consoles. One of
these databases, which was the choice for this project, is
MySQL, an open-source, cross-platform Relational
Database Management System (RDBMS). It comes in
two different editions: MySQL Community Server, the
one used for this project, and Enterprise Server. The
RDBMS is equipped with a GUI console that enables
users to create and manipulate data stored in the online
repositories [7].”
Using MySQL RDBMS, an admin can create and
manipulate the database. Most commercial RDBMSs use
the Structured Query Language (SQL) as a programming
language to build databases and define queries to interact
with them. Therefore, MySQL was an adequate option for
web applications; it is flexible and easily used to manage
databases.
The RDBMS is the intermediary between
MySQL and the GUI console. Besides, the RDBMS
facilitates the dynamic information storage and retrieval,
eliminates data redundancy thorough normalization, and
improves the consistency to increase the efficiency of the
database’s search and performance [8]. The console that

provides the GUI to manage and create databases using
MYSQL is called phpMyAdmin [9]. Operations such as
managing databases, columns, relations, indexes, and
users, are also performed via this interface. However,
SQL statements can still be entered manually and
executed directly on phpMyAdmin console [10].
Since there is a large community for PHP
developers, a variety of support can be obtained from
online forums and blogs. But despite the popularity of
PHP, it has some security issues, such as SQL Injections
and other harmful, malicious inputs. These concerns will
be addressed when creating, troubleshooting the database,
and coding the web pages. Some of the solutions to
circumvent these problems are: input validation, data
sanitization, and string escaping, as discussed towards the
end of this report.
II. BACKGROUND
The Environmental Consortium of Colleges &
Universities (ECCU) does numerous environmental
researches in The HVMR region, which consists of one
fourth of the larger Hudson River basin in Upstate, New
York. The ECCU needed an online repository system to
store its research discoveries and make them accessible
for electronic retrieval by different entities such as Pace
University and other organizations. In the past, the ECCU
utilized unstructured spreadsheets to store data; that made
the latter unorganized and difficult to search and sort.
Fortunately, the online system is used to store and manage
all the data about the researches done in that area, using a
web application containing a structured online database.
This project was started previously by a team of
Pace University students who detailed their work in a
published technical paper entitled as “A Research
Inventory Database for the Hudson/Mohawk River
Watershed Project” [11]. The purpose of this system is
to incorporate all the information obtained from the
researches and make them available and easily searchable
using precise criteria. To accomplish this, a web
application was developed. It is constructed utilizing both
PHP and MySQL that resides in an Apache Web Server
[12]. PHP is utilized for the Server-Side Scripting of the
web application, while MySQL DBMS is used to create a
database in the form of interrelated tables that hold
different types of data and make them available to
retrieve, update and delete, as illustrated in Figure 1
previously [13].
The previous team had achieved the results by
designing a simple and clear wireframe for the web,
interface, which was later implemented using, HTML5
and CSS [14]. They laid out a schema for the MySQL DB
with various relations between tables [15]. The prototype
completed contains all these features in the form of a web
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application. Subsequently, our team became in charge of
the project to improve, optimize, and extend the features
of the system. The work achieved is summarized in the
following segments.
A. Previous Development Cycle Overview
The application was improved, debugged and new
functionalities were implemented as requested by the
customer. These results were accomplished by fixing the
existing issues, cleaning up the GUI and the search fields,
and optimizing the back-end code.
Upon frequent physical meetings, collective effort and
communication the system was successfully enhanced
and deployed. To achieve this, various collaborative tools
such as Email attachments, GitHub and Google Docs
were used to share resources and work on them
concurrently. Besides, instant group messaging such as
WhatsApp and email services were used for
communication between the members of the team. The
rest of this section describes the results achieved and
illustrates them through screenshots taken from the
working system.
B. Bug Removal
As a first step in improving the system, the web
application was run, the source code was debugged for
apparent issues and malfunctions. To do so, the PHP
scripts for each existing page were investigated and fixed
before composing new ones. Additional pages and blocks
of code were added to fix and incorporate more features
as the project evolved.
C. Database Schema Improvement
Upon changing the fields of the search criteria in the
GUI, adjustments to the database schema and tables had
to be made, as shown below in Figure 2. The Schema
shows the tables in the database and how they are

interrelated, since MySQL was used as a RDBMS [16].
The relations between the tables have also been improved.
The schema was constantly checked to ensure the
accuracy of the data types and minimize errors and
security risks through input validation. A well-designed
database ensures that the relations between its different
entities are appropriate to avoid redundant and
inconsistent data. Consequently, adjustments to the backend code were handled accordingly.
D. Search Field Modification
In addition to fixing bugs and improving the script, the
search fields of the GUI were modified as the customer
requested.
The first improvement made was to the search fields as
shown below in Table 1. Some fields were added and
others were combined or omitted. The reason behind
these changes was not only to make the search interface
clear and easy to the user, but to also increase the
efficiency and accuracy of the search.
E. The GUI Improvement
The modifications made to the search fields and
database generated changes to the GUI, the front end of
the web application. Based on these changes the layout of
the GUI was improved and made easy to navigate. The
GUI is the interaction of the user with the system. An
unpleasant or complex GUI can make the user experience
unfriendly and eventually leave the application within
seconds [17]. Figure 3 shows the home page, which is the
first interface that is displayed to the user. The user then
opts to login with an existing account, register or simply
select a search field to search for a specific information.
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Table 1. Revised Advanced Search Fields

Field Name

•
•
•
•
•
•
•
•
•
•

Description

Research Title

Title of study or keywords

First Name

Author’s first name

Last Name

Author’s last name

Institution

College or university

Category

Category of research

Start Date

Start date of research

Publish Date

Publish date of research

Location

City, county, zip or state

Description

Brief project description

Status

Status of publication

Cleaning up/modifying the interface
Allowing public access to queries
Adding different admin levels access controls
Showing multiline return from search
For search results, having print, delete, & modify
Including an add new report function all over
Linking to the Consortium and Map
Adding a menu for Reports, Category, Institution
Enhancing import all/export all functions.
Adding security features–hashing & data sanitization

In addition to this list, a detailed document of specific
requirements and changes to each page of the application
had been provided by the client. These features were
implemented and documented throughout the project’s
cycle. The following segments describe these aspects.
A.

In addition to the front-end work done, new features
and improvements were implemented in the back-end.
First, the search queries and the back-end code of
database was optimized. Based on the keywords and
search criteria that the user enters, the number of results
found is returned as well as the content. Second, the user
can either choose to display all the existing records in the
database or enter proper keywords to perform the search
operation on the existing records. Third, the admins,
unlike regular users, can not only search the repository,
but also add, update or delete reports from it. It is from
this front end that the back end (MySQL DB) is reached
and manipulated. The queries were optimized and
improved since the previous system’s implementation.
Instead of showing result that do not relate to the search
keywords, our queries return precisely what is searched
for, i.e., records containing some or the whole phrase
entered.
III. NEW SYSTEM REQUIREMENTS
For this cycle of the development, the client had
outlined an extensive list of new functional requirements
and adjustments to the system.
After the successful completion and implementation of
the system, including all the customer requirements from
the previous cycle, it was time to maintain it, enhance and
build new features. These requirements consisted mainly
of the following major key points: improving the overall
database schema and relations, adding stronger admin
control access, and redesigning the layout of the web
application’s GUI. The list below contains a summary of
these adjustments and the tasks that were to be
accomplished:

Admin Access Control

For reasons of security and integrity of the
application and its data, access to the sensitive modules of
the system was limited to the person(s) in charge of
maintaining the system and its content. After the previous
implementation, the system did not hold any actual or
sensitive data, it was publicly accessible and modifiable.
Consequently, this made it unsecure and vulnerable.
Implementing strong restrictions resolved this issue. The
Design section of the paper covers the overall layout of
the admin’s console and its different functions.
B. Database Redesign and Enhancement
Some fields of the tables in the database were redundant
or irrelevant. Getting rid of or rebuilding them improved
the relationships within the database, hence, ensured data
consistency and search efficiency. As the system was
being developed, the database and queries were tested and
optimized. As a result of these changes, the schema shown
previously on Figure 2 was revised and redesigned to
reflect the requirements the client had specified. Some of
these adjustments included: removing certain fields from
the tables, adding new ones, modifying datatypes, and
creating/dropping whole tables. This gave the ability to
advance search based on multiple criteria and fields as
illustrated in the Design and Implementation sections.
GUI Layout Improvement
The client had specified the content and layout of
each page in great detail. Understandably so, ameliorating
the user interface and maintaining a consistent look
throughout the application is essential in web and
software development in general.
As examples of these specifics, the customer
stressed the need to maintain a consistent look on every
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C.

page and enable access to the various functions from
anywhere within the application. Functions such as
manipulating reports, managing users, and updating
records pertaining to the members of Consortium and
institutions that are affiliated with them. In addition,
adding edit, delete and print feature to each search result,
for only the admins with the right access. Besides, two
fields were added to the layout to indicate the start and
publish dates of a research, to help the user narrow down
the search results, and determine whether it is completed
or ongoing.
These were just of few from a long list of
requirements. The changes did not only affect the GUI,
but also reflected on the database fields and schema as
discussed before. Subsequently, a huge deal of coding,
testing and debugging also took place in order for the
three main components of our system to work jointly as a
whole.
The next section illustrates some of these designs
and layouts through actual screenshots from the
application.

Figure 4: Import/Export function

IV. NEW SYSTEM DESIGN
A. GUI/Home Page Layout

As opposed to the previous layout, the new home
page of the web application features a simpler, new GUI.
Instead of having multiple search criteria drop down from
a menu on the home page, the new look contains only one,
main search field (Figure 5). This is convenient for a
quick search based on keywords from a report or its title
as users may not have all the details about a certain
research or paper.

Figure 3. GUI of the home page

Database Backup and Restore
A database system can be compromised or can crash
at any point, therefore, having a backup image of the data
in a safe location is of great importance. In fact, the
application was equipped with functions for this purpose.
As shown in Figure 4, import and export buttons allow
the administrator to both save the entire data in a preferred
location and the give the ability to recover and restore
them when needed. These functions were enhanced as
discussed later in this paper.

Figure 5. System’s Home Page

C.

B. Advanced Search Page

In order to run a precise and detailed query with several
search criteria, the user can simply click on the Advanced
Search button located on the home page. This opens up a
new window with multiple search fields to choose from
to narrow down the search results (Figure 10).
C. Admin’s Panel

The
previous
implementation
lacked
administrative features and an access control mechanism.
At that point, there were only two types of users:
registered and public. While the public could only search,
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save and print, the registered ones had equal access rights
and the ability to add records and manipulate them. The
aim of the new function was to have different users, with
varying levels of access. First, the super admin, with full
control over the application, can create, manage, and grant
regular admins specific rights. These latter have limited
access and can only add, delete, and update reports.
Thirdly, there are the members (i.e., the scholars and
researchers who join the ECCU). They are able to post
their own reports and edit their entries only. Finally, the
public user, who can only search, save and/or print. No
account or membership is required to do so.
An administrator with total control over the
system can oversee and manage the whole application
through the admin’s panel shown in Figure 8.

A. Admin’s Panel

The navigation menu shown on Figure 8 contains the
main control panel from an admin’s point of view.
Depending on the type of user logged in to the system,
available functions on this menu vary based on access
right levels. From this panel a user can enter a repot, edit
exiting data, import/export the entire database, or manage
the users. The last two functions are only visible to the
super admin, who has a total control over the system.

Figure 8. Admin’s Control Panel

B. Data Entry Form

The first function made available to the admin users
and the members is the ability to make entries to the
database and update or delete the records as necessary
from the GUI. The New Entry button of the control panel
menu takes the user to a long form to fill up with details
about a certain study or research, as shown in Figure 7.
The information entered is then collected and stored
properly in the right tables of the database. When the
records are successfully inserted, a message is displayed,
otherwise, the user is notified and a warning is issued. In
addition, once the entry is made, the user has the options
of viewing (Figure 9), updating, or deleting it, as shown
in Figure 8.

Figure 7. Report Entry Form

V. SYSTEM IMPLEMENTATION
The
previously
discussed
functions
were
implemented and tested. They included: activating the
admin’s panel, inserting records to the database and
manipulating them (via the same panel), and
implementing the Search and Advanced Search functions
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Figure 8. Report Management Page

Figure 9. Report Details

C. Basic and Advanced Searches

After the data is gathered and sorted inside the
repository, the other function implemented, and the most
important one, provides the ability of searching through
the database and pulling up the results desired, based on a
number of precise criteria defined by the user.
The online application developed allows the user
to run two types of searches: a regular one, where only
keywords from the title, the paper, or its description are
necessary to do a search. Additionally, there is an
advanced search with numerous search fields (Figure 10)
that enables the user to narrow down the results returned
based on the specified criteria.
At least one field is required for this type of search.
Using a long SQL query, the application delves into the
database, sorts and retrieves the concise results. For
instance, the user may look for a certain study, done by a
specific person, from a known institution, in an exact
category, and a location of their choosing. The user may
even supply a time interval and/or the status of the study
to narrow the results returned (Figure 11). Since a record
with the specified criteria exists in the database, it was
returned as a result. Changing only one criterion (e.g.; NY
to NJ for the location), would not return any results, for
the simple fact that the user explicitly wanted a study with
all those criteria AND done in NY. Lastly, the Advanced
Search function was inspired, in terms of the logic and
design by Google’s own advanced search, but the coding
and implementation was done by our research team.

Figure 10. Advanced Search Form

Figure 11. Advanced Search Results

D. Database Backup and Restore Functions
Import
Inserting information into a database can be a
tedious and a time-consuming process if done manually.
Knowing that the customer currently stores data in Excel
spreadsheet, an Import feature was built into the GUI to
make this task fast and efficient. To do this,
the excel spreadsheet data needs to be saved as csv file,
and then imported easily through the application’s GUI,
using the ImportData button, as illustrated in Figure
4[18].

A3-7

Figure 4: Import/Export function

Export
Backups are an essential feature in any database
system and without this function the data could be at risk.
No system is 100% safe and reliable, hence, the need for
saving copies of data regularly. Whether it is due to a
system failure or a malicious act, a database can become
dysfunctional, and if no backup is available, this could be
a serious issue. An admin can export the entire records of
the database simply by clicking ExportData button
(Figure 4). The data are then downloaded as an Excel
document [19].
In addition to this method of importing/exporting
data through the GUI of the application -- which is a
convenient and easy way for an admin with minimal
knowledge of database management systems -- a second
way of backing up the entire MySQL DB itself and
schema is also detailed in the technical guide of the
system. This method is for the advanced users and
database admins; and it is for the purpose of making
changes to the schema or the design at a later time if
required.
E. Securing The System
Security is one of the main concerns in web and
software development; building a totally secure and
reliable application is almost impossible and is getting
exponentially challenging, as the cyber-attacks increase
in frequency and sophistication. One of the first steps to
take in order to make a robust application that resists web
attacks is to follow strong software design and
development practices to reduce the risk of vulnerability.
In fact, the prevention from such attacks starts with
building a well-designed application, taking into
consideration various factors that may leave an open door
or a security hole to be exploited by hackers.
Various measures were taken while the system
was being developed to ensure security and safety. The
first step taken was implementing identify authentication
and access controls. By doing so, only members or admins
are able to log in to the system and have access to specific
resources set by the super admin. In addition, passwords
are hashed and salted first before being stored, rather their
plain text version. This was accomplished using PHP’s
password_hash() function. Further, data sanitizing is
important being inserting them into the database. This
refers to escaping and ignoring special characters that can

express malicious scripts to be injected in the forms that
write
to
the
database
(filter_var
and
mysqli_real_escape_string are examples of PHP
functions used for this purpose). Data validation is
another important measure that was considered. This
process adds more security by checking the user’s input
before it is stored in the database, to ensure the data types
conforms to the rules. This prevents SQL Injections
attacks where malicious code is embedded into an input
field to retrieve info from the database. Finally, sessions
and cookies were also considered to ensure the right
content is accessed and displayed to the right users, based
on their level of access and rights.
F. Implementation/Migration a Pace University Server
The system was developed and constantly tested
on local machines using the XAMPP Development Suite,
which simulates an actual real environment for
developers. Once the system was completed, it was
deployed to a Pace University server and is now
accessible over the internet via the following link:
http://vulcan.seidenberg.pace.edu/~f16-hmvr.
The process of migrating the system to the Pace
environment was not as easy as anticipated. In fact,
XAMPP is a complete package with PHP, MySQL,
Apache Server and a GUI management consoles.
Whereas the Pace’s Vulcan server did not provide such
tools, so the whole process of transferring the system and
the database had to be done through command line.
VI. TESTING THE SYSTEM
The system was thoroughly tested before
implementation to make sure all the models and
components function as designed. The user experience is
essential in testing and evaluating the final product. For
this purpose, multiple users tried the system. As a results,
when the submission of a report is completed, the records
were properly inserted into the database and a message of
the success is displayed. The user is then presented with
the options of adding additional reports, updating or
deleting them. At this point, a user may have several ways
of searching through the systems reports including name,
category, description, department, year…etc. The user
can then search through a specific category of reports,
view, or save them. After the search form is submitted,
the user can immediately view the results, and if the
results are not as desired, they can go back and submit a
new search query. Finally, previously collected data in
Excel sheets can be imported into the system with a click
of a button. Similarly, the data can be exported for backup
purposes through the GUI of the system as illustrated
before.
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VII. EVALUATING THE SYSTEM
At this point, the system is functioning properly
and it was migrated to the Pace University environment.
The client can now import the current data that are stored
in spreadsheets to the system. Second, a backup function
is very important to include, to have a safe copy of data in
case the system goes down for whatever reason. To
accomplish this, the admin can easily export and backup
data though the GUI as shown before.
The work done fulfilled the requirements the customer
specified and beyond. The previous system was
significantly improved and optimized. As technology
evolves, the system should be tested and constantly
maintained. As detailed in the user guide of the system,
admins will have full control over the application.
Besides, the source code and all the modules and
components of the system were provided to the client for
future work and maintenance of the system. As a matter
of fact, software development is a cycle of ongoing
maintenance and improvement. As this development
cycle ended, a new one starts to keep the system secure
and up-to-date. The client may request new requirements
and functionalities to be build and implemented.
VIII. CONCLUSION
At the stage, the system is complete and the final
product was delivered to the client and their users. After
evaluating and testing it, the web application of database
system was migrated to a web server. The screenshots
shown above were only a few from many of the whole
system. In addition, other technical features, not
mentioned here, were also implemented and are visible
online to the customer, the admins, and the public users,
through the system’s URL given above, on a Pace
University server.
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Abstract ~ A variety of wearable computing devices allow for
accessibility of information, transference of data, and recording of
data. The main question is how does one know what wearable
computing device is the most accurate? Through this project,
members will focus on wearable computing devices and collecting
data. Our research will surround the data students receive from
multiple devices and the team will use applications such, as Excel to
record and illustrate our findings, deviations, and correlations
between the multiple devices. Groups members, will use Apple Watch
devices and iPhones to track health habits to test accuracy, for
example. The group will collectively work to explore which devices or
pairs of devices provide exact or precise data.
Index terms- Apps, Pairs, Activity App, BPM, Cluster, Guestimate,
Biosensors, Algorithm

I. INTRODUCTION
Wearable computing devices allow for a user to keep track
and record of their day and their fitness simply by glancing at their
watch, however, how does accuracy compare between multiple
devices and varying systems? Apple Watches, for example, appear
to be more polished or advanced. Yet, devices like the LG Watch
Sport from Samsung heightens the competition with the addition
of cellular service. The Android Wear is inferior to the Apple
Watch in particular features and vice versa. Qualities such as userfriendly accessibility, accuracy, and tracking of data vary from one
device to the other.
Analysis will be performed in order to see what impact
wearable devices have on health. The examination of data and how
that data could help or benefit health will be discussed. By tracking
health through Apple, and Fitbit, the team will have the ability to
display accuracy and analyze the data obtained from the varying
devices from different companies. The team will additionally
analyze how the data between wearable sets transfer and are
managed when paired to a smartphone. This will give unique data
and test the precision of varying applications and devices.
Additionally, the team will be testing the transferring of data
between devices which in turn illustrates how it can support the
end- user. Through the research and testing, the team will
accomplish the discovery of which device is more reliable and
maintains appropriate support for a user.
II.

BACKGROUND

Wearable computing devices can be devices worn most
commonly on a person’s wrists but also on other parts of their
body. The reason wearables are commonly seen on a person’s
wrist is because it is very easy to glance over and check stats made
throughout their fitness goals. The stats seen can vary, but most
common ones are time, steps made, distance traveled, calories
burned, and the most recent stat, the beats per minute of a heart
rate.

The belief that use of wearable computing devices will
increase stems from a Technology acceptance model (TAM), An
integrated acceptance model was developed based on unified
theory of acceptance and use of technology 2 (UTAUT2) [12],
which was derived from a theory that the acceptance of technology
has to do with individual’s intentions to use a technology and its
determining factors; factors from technology, health, and privacy
perspectives. By making these wearable devices a tool that is easy
to use, and very helpful to the public it will also rise the number
of people using one.
One of the main challenges facing the World in recent
years has been the increase in the elderly population in developed
countries; over the next 20 years, the 65-and over population in
the developed countries will become almost 20% of the total
population [9]. This brings the need to provide health care at a more
affordable cost to everyone. Adopting Wearable devices that can
monitor health will create a self-service health environment to
avoid any doctor visits.
A wearable device gathers data on someone’s wrist by
the use of a 3 axis accelerometer and/or gyroscope [5]. The data is
then converted into the proper activity performed depending on
the movement performed and recorded by the sensors. Other
devices have technology in them for sensing altitudes, and heart
rates, the data collected is all calculated to provide the user with
the most accurate status of their activity performed.
III. The Apple Watch and Health
The Apple Watch allows for individuals to measure their
heart rate, count their steps, and focus on a variety of healthrelated issues. The Apple Watch which originally launched in mid2015 gave users a new way of tracking and understanding their
health. Not only was the Apple Watch a new gadget for Apple
fanatics, however, this device created a greater usefulness and
resourcefulness for individuals to explore and fully comprehend
their own fitness, wellbeing, and condition. The Apple Watch is
an innovative device, as it allows for users to consolidate or
incorporate Apple Watch applications and even third- party apps
on the device. This advancement creates accessibility for users
especially when it comes to fitness and health needs.
The Apple Watch not only tells time, allows users to
check notifications, or call people right off of the watch, it impacts
an individual’s way of monitoring their health and day-to-day
activities. When setting up the Apple Watch it pairs via Bluetooth
connectivity with one’s own iPhone. This allows for devices to be
in sync and allows for the transitional ease of information from
one device to another. Additionally, with the setting up of the
Apple Watch, users are introduced to the Activity App which
gives individuals the ability to set up their Age, Gender, Height,
Weight, and whether they use a wheelchair. This allows the ability
to configure one’s own settings for future Activity usage. As a user
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continues to configure the Activity App, users discover that the
Activity application monitors how many hours a user stands,
amount of calories, and minutes exercised. With this application
built-in already on the device, it allows for greater accessibility for
a user to see and comprehend what is affecting their health and
how they can improve their own daily activity.
The availability this device creates and the ease of
transitioning information from the Watch to an iPhone, gives
people a faster and user-friendly approach to getting information
about themselves and their health. The iPhone, previously had
certain health- focused applications and the Health application
built-in, yet the Apple Watch is more comprehensible and more
portable in order to track an individual. The simplification of
information and ease of seeing the data on two devices, make the
Apple Watch more appealing to users whom are health- oriented
or want to better understand their day-to-day decisions.
To test the user-friendliness and health impact of the
Apple Watch, a methodology that the group used is through a team
member. In order to better understand what the Apple Watch has
to offer and what the true impact of the Apple Watch has on health
is to test it out on an actual user and track the information and its
correlation to a user’s health.
The participant has a 2015 Apple Watch model and had
the opportunity to use it and focus on the impact this particular
wearable device has on health. The user chose the two useful
features that this wearable device collects. The Activity app and
the heart rate feature are chosen to examine the data and how it
benefits health. Through this methodology, the student is able to
analyze personal data day-to-day. This approach gives the ability
a user needs to seamlessly record and examine the data that can
impact one’s knowledge of personal health.

Figure 1. Summary of Apple Watch Activity

IV. Methodology of Apple Watch
The Apple Watch methodology that was practiced for the
first week of experiential work gave particular preliminary results.
The student used the Activity app and heart rate feature from the
Apple Watch. Using these applications or features give the
capacity to monitor data and track how it can affect health or be
beneficial information towards one’s health.
Starting with the Apple Watch, there was the daily
monitoring of the heart rate. The user enabled the heart rate feature
on the Apple Watch consecutively and resting heart rate appeared
within the range of 71 to 80 bpm on more than a few occasions
throughout the week. The simplicity of accessing this information
can illustrate whether an individual is sedentary or if there are any
cardiovascular factors to look into. Having the accessibility to look
into information that is usually difficult to keep or maintain record
on, is easily on the wrist.

Figure 2. Heart Rate recorded by Apple Watch
To use the heart rate feature on the watch there are a
few different ways to access it. It can appear right on the Apple
Watch Face or in the dock which is similar to the home screen on
an iPhone. After locating the feature and clicking it to start
usage, it may take a few seconds to measure the heart rate. Once
detected, the heart rate will be illustrated in beats per minute.
Seeing this daily, gives a user a sense of their health and this can
additionally be useful for understanding one’s activity, one’s
healthy lifestyle or what is needed to be improved to adjust one’s
heart rate to a healthy level. A user facilitated the heart rate
feature during the day, after walking and when resting or sitting
down. The usual average heart rate that was recorded was 80
bpm. This information if sent to the doctor, for example, can help
a doctor diagnose if there is an underlying health condition. This
information will allow for the acknowledgement of heart rate and
understanding any cardiovascular evidence that can be valuable
to one’s health.
The other feature that was used includes the Activity app.
There is a multitude of information that can be discovered through
the Activity application. Through Activity, the user was able to
see more information that can be beneficial to their adapting health
and lifestyle. The Activity app allowed the user to detect and
monitor minutes of exercising and to make sure of the burning of
calories that fit towards the user’s personal goal. The Activity app
additionally motivated the user to be less inactive and stand for
more hours. This application and the details that it replays to a user
is informative, as it can motivate a user to be more active and not
sedentary. This can also demonstrate to a doctor the type of
lifestyle a patient is undertaking and if the patient should
implement more activity in their life to eliminate an inactive
regime. The ability to see a progression or completion of
exercising, burning calories or hours standing directly from the
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Apple Watch can also independently improve the patient’s
lifestyle and make them more active without a trip to the doctor to
motivate this decision.
The Apple Watch Activity app and heart rate feature on
the Watch contains more information that works seamlessly
between devices, which is easier for a patient and a doctor to
discuss and analyze. With the Apple Watch and health
applications available on the iPhone, the accessibility of
resources allows for a consumer to monitor and keep track of
multiple issues and gain updates on their progress daily or
weekly. Through these devices, there are advantages or benefits
with the device and that is through the consistency of the data a
user will find. The variety of information that can be analyzed
and recorded is consolidated onto the Watch and iPhone. Data is
broken down into different categories to best understand the
activity of a certain day.

Figure 3. Detailed Activity app information
This detailed breakdown of information gives users the
chance to truly understand what active energy was used, the
exercise minutes, fights of stairs climbed, standing hours, and of
course steps. This summary of an active day is very beneficial
and can keep track of how many miles even, that an individual
has walked. The abundance of information that can be displayed
for a user in a comprehensible manner can support a user’s
analysis of their health and activity. This information shows what
an individual is progressing in and what they should improve on.
The information summarized at the end of each day allows for a
user to reflect on what they need to continue or change in their
lifestyle.
V. Apple Watch and Health Literary Review
In comparison to other devices or resources such as the
websites, wearable computing devices provide more frequently
updated information. Wearable devices offer more for people to
understand and contribute to their health experiences [7]. This also

allows for a patient and a doctor to have a more detailed and
observed discussion on the patient’s health. Using the Apple
Watch Activity app or the heart rate app can notify the patient of
something that is occurring to their health and activity pattern,
even when they are not at a doctor’s office.
The availability of apps, as discussed in the article
illustrates the detail, visuals, and accessibility that can be provided
towards a user. The ability to keep up-to-date on heart rate for
example, can allow a user to see if there are any abnormalities in
heart rate especially when it is at resting heart rate. This
information usually can be measured at a doctor’s office however,
with a wearable device at one’s disposable can allow a patient, a
wearable device user, to better understand their health and whether
they may have cardiovascular risk factors. The resting heart rate
averages from 60 to 80 beats per minute however, if one is a
sedentary individual the heart rate can go over 100 bpm [3].
Understanding this heart rate and preliminary data, can determine
a multitude of factors such as life expectancy or susceptibility to
cardiovascular disease. Understanding that the specific heart rate,
especially resting heart rate averaged as 80 beats per minute,
shows the ease and simplicity of determining whether there are
any signs of cardiovascular disease risks. The ability to see this
pivotal information right off of the wearable device is beneficial
and can help a patient and doctor understand whether a patient has
a high risk or low risk of a cardiovascular disease. The heart rate
can be recorded daily and can be sent to a doctor, thus identifying
any detrimental patterns that may occur to the cardiovascular.
There are many applications being used and they focus
on monitoring exercise [7]. Many applications are also used for
medication interactions. These apps and the accessibility of them
on wearable devices, can help the discussion between practitioners
and patients. Apps that are available on the Apple Watch such as
the heart rate feature and the Activity app provide “continuous
monitoring of bodily functions and behaviors” [7]. The ability to
continue with one’s day and not be preoccupied with a device,
makes wearable devices such as the Apple Watch a great resource
to collect data on an individual’s health. Wearable devices allow
for real-time updates and information that is at the ready. These
devices make information that used to solely be accessible to the
medical workers in the field, available for users and for individuals
that are not a part of the medical field.
Apps and wearable devices give users of the devices the
ability to gain visuals and knowledge about medical and health
issues as well as any abnormalities. The Activity app on the Apple
Watch, for example, will demonstrate whether a patient needs to
become more active or if they should adjust their caloric goals.
These apps and features within the wearable devices promote
vigilance as a user and make users more hands- on about their
health. These apps and wearable devices promote positive health
and fitness.
Even though there are many benefits and there is a sense
of usefulness with Apple Watches or wearable devices, there can
be some flaws or issues with the apps or devices. In order to better
understand this, more testing and recording of data is needed to
discover the accuracies and benefit of wearable devices.
Wearable devices such as the Apple Watch can promote
a healthier lifestyle and provoke inquiry and curiosity about an
individual’s health. From monitoring heart rate, to counting steps,
and watching the amount of time one may exercise, can support
an individual’s lifestyle and enhance their health. These
notifications that are always on hand may assist a user with
determining if they are healthily living or not.

A4-3

VI. The Fitbit and Health
When a patient is diagnosed and recommended a
treatment that involves physical activity outside the supervision of
a medical professional, it is that person’s responsibility to stick to
the proposed regiment for getting better. It is sometimes difficult
to meet the guidelines set for physical activity [5]. The person may
forget, or not feel as motivated, this can put the patient at risk of
not healing properly. For a patient who needs to undergo physical
activity in order to get better a wearable device can assist them
with getting the job done. Packed with many features it will help
someone set their goals, plan the course of action, monitor
themselves, and be able to receive precise feedback because of the
data recorded by the wearable [5]. The feedback received from the
data is important because it is a cluster of data that was recorded
by the device, and not a guestimate done by the patient undergoing
the process. For an example we have the wearable device Fitbit
Charge HR. It can help the user keep track of basic features such
as steps, calories, distance, and if that isn’t enough it can track
exercise features such as Heart rate using its biosensors, Cardio
vascular level, remind the user to move, exercise, drink water, or
just stand up from extensive house of sitting in one location.
Setting up the Fitbit a user would first download the Fitbit app to
their smartphone. Compatible smartphones with the Fitbit app are
Android and IOS devices. The Fitbit device will pair with the
smartphone via Bluetooth when the app is opened. The user would
go through various settings to customize the Fitbit so it may
generate data more efficiently. It will ask the user what hand they
will wear the Fitbit on, Right or left. Supplemental settings can be
configured such as height, weight, gender, etc. By setting up the
Fitbit with an individual’s personal information the algorithms
used to calculate calorie counts, heart-rate, and steps will become
more accurate in judging the correct calculations.
All this data recorded for the user in real-time can be
synced to a smart phone Apple, or Android, or found on the Fitbit
website under the users personal account. Having this data brought
to a personal doctor for review will allow them to have a wider
understanding of the effort, time, and status of exercise done in
order to give more accurate feedback on the progress of the user’s
health.
Wearable devices are always improving both in the;
algorithm it uses to measure and track its movements, from hand
movements to actual steps and then using those calculations to
further calculate heart-rates, and calories burned; to its user
interface and the simplicity it must provide for any person to use
the device and understand what is being read [4]. For a patient the
levels of sustained use of the wearable is dependent on the disease,
patient behavior, and measurement needed.

that they underwent and the effort that their body gave at a
particular time. A Patient who is monitoring a heart condition
would be find this data informative to their health status. If an
abnormal or slight change of normality is brought to concern about
one’s health, going back and viewing this data can see if there was
a change in activity effort to cause such concerns, or the change
was initiated by any other cause.
The Fitbit App on a smart phone, and on the Fitbit
website will show a dashboard with data graphed throughout the
day in the various categories available. Steps being a common
item viewed by most people will be shown in a bar graph format
depicting the amount of steps made in a series of 15 minutes.
Along with a 7-day average, comparison to yesterday’s steps, and
a total lifetime steps made since the Fitbit had been set up. Similar
with Floors climbed, and Calories burned a bar graph will depict
progress made over a series of minutes, depending on a walking
pattern. Spikes in activity levels are organized under “Activity
History” this is a place where if during a certain time frame the
bodies activity level was higher than the usual resting levels, it will
give the option to analyze the data within that time frame and
compare the progression thoroughly, comparing it side by side to
heart-rate levels, steps, calories burned, and time spent “active”.
Figure 5. Hourly Steps recorded by Fitbit

The Fitbit Charge HR also has a wonderful feature where
is can track daily heart-rate levels. For patients suffering from high
blood pressure [1], monitoring the heart-rate can help avoid and/or
manage foreseen signs of increase blood pressure. The Fitbit
monitors the person’s heart rate in real time, it can be checked at
any time quick and easy. The heartrate data is recorded on a linear
graph scale. More information can be viewed about the heart rate
under an activities panel where the data is managed and shows
different heart rate levels, amount of time spent at peak heart-rate,
amount of time the heart rate was at levels of fat burning, or cardio,
and the average Beats-per-minute (BPM) throughout the day.
Figure 6. Daily Fitbit Statistic Registry

VII. Fitbit Methodology
With the Fitbit, data sets were recorded such as the steps,
floors climbed, distance, duration, calories burned, and heart rate.
These were all key data points that were recorded throughout a
series of days.
Figure 4. Summary of exercise phase

The data was broken down by the hour, showing each
hour how many steps were took, the number of floors climbed and
at what time it happened, the calories that were burned and the
time that the calorie count spiked or decreased. These basic
features can help a patient keep track of the time frame of activities
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Figure 7. Per Fitbit; Side by Side correlation of Statistics

VIII. Fitbit and Health Literary Review
To understand how the features of a wearable device can
help a real medical need, research had to be done in order to
understand correlations between the functions that a wearable
measures and the medical conditions it can help monitor. A clear
correlation is made between movement and a medical condition
[2]. Osteoporosis is a condition where the bones become weak
from loss of tissue, movement would cause pain from the bones
rubbing up on each other. The study made the correlation that
physical activity actually reduces the pain caused by the medical
condition under the correct guidelines. This article helped us
correlate a medical conditions diagnosis to a wearable allowing
the treatment to be more active. The use of the Wearable would
help the person monitor and push them to reach the physical
activity goal provided for the medical condition to lessen and be
more manageable.
There is a theory that the reason wearables aren’t so
widely accepted and even put to use for a long time is because of
its unreliability to deliver the most accurate data needed. [1] A user
of a wearable according to the article loses motivation to stay
dedicated to monitoring one’s health if there is a bit of
misinformed data. The data collected by the wearable is not
perfectly accurate. Each wearable collects its data through its own
methods, sometimes the data is manipulated based on outside
conditions in accordance to the users setting. The heart-rate
monitor on a Fitbit will not always be accurate, its sensing ability
matters on the conditions of the skin, at times it could become
moist thus influencing a skew in the data. Activity monitoring has
the potential to engage the patients in a personalized care, by
offering more data it can lead to more efficient forms of treatment
and patient-doctor relation.

today’s time can come equipped with a simple heart rate monitor
that can alarm the person when the heart rate reaches high levels.
This warning can announce incoming cardiovascular risks such as
for example; heart attacks. To be ready for such an attack can help
in catching it and even preventing one from coming to pass. This
is a health risk that transcended age groups as it is a possibility for
almost any person at any age. The use of a wearable is not age
restricted nor should it be.
A wearable is meant to be an everyday accessory for the
everyday man and woman. Its purposes go beyond managing
known, and current health issues one might have but also manage
and prevent future health concerns that could arise. In a corporate
structure health insurance is possible given out as part of the
Company’s benefits [6]. More new with Corporations if ones
health is in jeopardy insurance deliverables can be quite high.
Keeping in shape, and staying healthy at all times would secure an
individual to stay financially in a comfortable location while under
the employment of a company.
Not all wearables are devices that are meant to be worn
on the wrist like a Fitbit or Apple Watch. There are wearable
Technologies that can be placed on the body, those are considered
to be more specialized in sensing more accurate data levels for a
cause. A wearable headband that is worn on the head and through
the use of light it is able to measure brain synchronization when
humans interact [4].
This device discovered that when communicating with
another individual the wearable measured the oxygenation and
deoxygenation of blood cells in the test subject’s brains. The brain
is still considered a mystery and through this device scientists and
doctors can learn more about the brain and how it truly operates.
The main benefit of this wearable is that its predecessor was a
machine that required the test subject to lay motionless in a quiet
room. This new technology allows the test subject to move freely
and interact with more people and events which will generate more
brain cognition for further study.
IX. Data Analysis and Visualization
Various data has been recorded so far including steps,
heart-rate, calories burned, distance reached and minutes of
exercise. However, the quantity of data recorded are not enough
for a comprehensive analysis and visualization. It is difficult to
compare the performances of the Apple Watch and Fitbit devices
as well. Due to the time and device limit, it is hard to get adequate
data samples that are from same person and recorded at the same
time. The Datasets have been obtained from a study from the
Internet [11]. The following graph shows the table snippet of the
data.

There is a connection between heart rate and
cardiovascular risks [10]. Cardiovascular risks stemmed from high
blood pressure and caused by many causes but begin with
hypertensions and from a high heart rate. Many wearables in
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Figure 8. Daily Correlation of statistics

Through the use of Python the raw Data was transformed
into good shape. All the statistics were displayed in a linear graph
followed by their Standard Deviation (SD).

Figure 11. Relation between Calories-Burned and Steps-Taken Each Day

As per the relation-plot above, calorie consumption has
an approximately linear relationship with steps taken, that is:

Figure 9. All the Data Recorded

A Conclusion can be brought about from these plots
directly and intuitively, that step samples (purple line) have a wide
range of distinction nevertheless calories tracked (yellow line) are
not sensitively influenced by steps and have a base line of 2000.
An assumption can be made that this is a human natural calorie
consumption despite physical activities.
Figure 10 and Figure 12 show the steps taken and calories
burned by each day with proportion. Figure 5 shows the relation
between calories-burned and steps-taken each day.

𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 = 2000 + 0.1 × 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆

Note that this is an assumption, which has no solid
evidence and needs to dig further in detail. It is only a simple
estimation of the algorithms adopted by the wearable devices.
Figure 12 and 13 show the difference between the data
obtained by Apple Watch and data obtained by Fitbit.

Figure 10. Standard Deviations of each Statistical Properties

Figure 12. Daily Step Difference between Fitbit and Apple Watch

The steps differences in Figure 12 are generally within
800 from the chosen 40 data samples. The calorie differences in
Figure 13 are basically within 100.
Figure 10. Calories Burned Each Day
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One challenge of this sub-project is the authentication.
Fitbit doesn’t allow third party organization to authenticate users.
Fitbit requires identifications and protocols to validate in Oauth2.0
standard. Figure 15 shows the registered app profile in Fitbit with
identifications such as client ID and Secret. With these IDs we can
set up the communication and gain the statistics.

Figure 13. Daily Calories Difference between Apple Watch and Fitbit

Thus from the plots, Apple Watch and Fitbit do have a
distinction of accuracy and sensitivity for tracking and counting
steps, as well as calorie consumption calculation. Knowing that
these differences would not have a significant impact on the
overall performances, they do not yet come to an extent of being
ignored. According to some user investigations, a few users
complained about the detection accuracy of Apple Watch. This
may be one of the reasons that we got these differences. Note that
the subtype of the devices might be variant and source of data is
to be validated, we could not draw a solid conclusion that which
device is more accurate or more sensitive. However, looking
forward to future endeavor, we could approach further when
requisition of time and data amount to be met.

Figure 15. Fitbit Application Registration Page for Developers

Figure 16 shows the access page that users grant
permission to view the profile. The checkbox indicates what type
of information can be seen, which can be managed in our codes

IX. Getting Data from Fitbit Web Interface
In the previous sections daily health data were recorded
in a summary format on phone apps. We had to keep track of it
and record it into a xsl or csv file. It’s sort of inefficient and the
data are not elaborate enough. Surely we could access registered
Fitbit/Apple account to find the records, still the data are somehow
already processed before sending to users. Thinking of retrieving
raw data directly from Fitbit Web Api, through the use of an
application [13] it allowed for a user to visit, authenticate and
access Fitbit official dataset. The results were displayed in a
website, which is deployed on Amazon Web Service. The source
code can be easily viewed in GitHub. Figure 14 shows the website
and test user profile average data summary. Click on the Login
button, we can get to the Fitbit login page and access the data.
Figure 14. Project Website for Fitbit Web Api

.
Figure 16. Fitbit Permission Page for User Data

The website shows the overview of the profile. We could
get detail dataset straightforward by implementing programming
methods in Fitbit interfaces. This application can bring great
benefits to users and managing their data. Through future
advancements the application could hopefully help the further
study on Fitbit health devices.
VIII. CONCLUSION
According to the above analysis, it is observed that wearable
fitness devices, such as the Fitbit and Apple watch, were
comparatively accurate for tracking steps and heart rate. However,
there would be a slight deviation in the data records from the
corresponding step counts and heart rates. Therefore, it is not the
accuracy of a tracker that should be taken into consideration, but,
also, the associated mobile application, customization options,
flexibility with different mobile systems, appearance,
accessibility, and synchronization to the different mobile devices
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that totally affect the utilization of the tracker that provides perfect
interpretation of the recorded data through the mobile application.
Thus, the usage of fitness trackers, has mostly increased
to study and examine physical activities, like the number of
calories burned on step count or monitoring heart rates, sleep
monitoring, distance, etc. For such day-to-day actions, it is
necessary for the data to be precise, easily calculated, and
qualitative. This is because the increased utilization and accurate
data and features provided by such wearable devices may help us
to improve quality of life and help increase the integration of
mobile technology into day-to-day activities.
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Abstract— This study focused on developing a process
to confirm and prioritize true alerts, and to categorize
alarms into one of the two: true positives or false positives,
with the intention that the new processes will improve
efficiency for analysts in the analysis of security logs from
processes of Data Leak Detection. The study discussed
various security applications, monitoring and Big Data
tables. The intention is that, when implemented, refined
processes will create a more manageable environment for
the review of data security reports. The research
additionally investigated different approaches of creating
an automated interface that could be used to provide
information about true positives from the machine
learning model.
Keyword Terms: False positives, Data Loss Prevention, Data
anomaly Detection, Machine Learning, Predictive Analytics,
Security Logs

I. INTRODUCTION
All institutions should be on their toes when it comes to the
security of their precious data. Data Leakage and Data Loss
are the common issues countered on a regular basis. The
breach in security has become a potential threat considering
the voluminous number of alerts generated by the data. X. Shu
and D. Yao in their thesis define data breach as, “A data
breach is an incident in which sensitive, protected or
confidential data has potentially been viewed, stolen or used
by an individual unauthorized to do so. Data breaches may
involve personal health information (PHI), personally
identifiable information (PII), trade secrets or intellectual
property [1].”
Being generated as a result of data repositories that are
being queried almost all day long, the alerts might be in the
form of noisy data - false positives - which can be discarded.
While examining these alerts in bulk, any security analyst can
mistake a true positive for a false one and weed it out which
might cause a huge monetary loss to the company, ruin its
reputation, or worse. While doing business, sometimes
sensitive data must be handed over to trusted third parties. For
example, a hospital may give patient records to researchers
who will devise new treatments [2].
In looking to relate the reduction of the number of false
positives in security logs that track data breaches, and the
confirmation of these alarms after the fact, we want to
examine the issue from two perspectives. We began by
analyzing the logs and identifying the specific circumstances,
attributes, or actions that trigger false alarms with the intention

of creating rules that would be effective at reducing their
number. If we could confirm commonalities in false alarms,
we may be able to instruct the application that does the
detecting of the leaks how to do so more effectively. We also
want to consider the best practices for configuring these
applications, as well as the policies and procedures being
employed in the environment generating the incidents that are
being logged, to determine if preventative controls would be
helpful at reducing the overall number of incidents reported,
thereby also reducing the number of false alarms. These
preventative controls could be in the form of continuous
feedback of confirmed alarms to the machine learning model
by the security analyst.
It is also important to consider the role that data status
plays in the monitoring of data breaches. Sensitive data can be
considered “at rest” – being stored and not in transit or in use
– or “in motion”, in transit across a network. The methods
employed for protecting data will differ depending on the state
of the data, and is therefore likely to trigger false positives for
different reasons. Data at rest is usually monitored by access
controls and file permissions; false alarms triggered by
attempts to access this data may warrant re-evaluating file
permissions and user groups after a vetting process done by
the subject matter expert, the reviewing security analyst. Data
in motion would be monitored by the Data Loss
Prevention/Data Leak Detection (DLD/DLD) applications;
false alarms triggered by data in traffic may require a more
careful examination of the rules that govern incidents, and
modification to make them more specific. The latter requires
also the SME feedback for iterative fine tuning of the DLD.
II. RELATED STUDIES
Vijay Bharti the head of Cyber Security practices at
Happiest Minds Technologies referred to a Ponemon institute
report in a recent post about the cost attributed to false positive
alerts he stated “A January 2015 Ponemon Institute report
stated that enterprises spend $1.3 million a year dealing with
false positive alerts, which translates into around 21,000 hours
of wasted time. The study, which surveyed more than 600 IT
security enterprises in the US, found that organizations receive
around 17,000 malware alerts on a weekly basis, of which
only 19% are worthy of attention”[3].
It is essential for any software organization to safeguard its
infrastructure and business data against malicious security
threats. Doing so becomes highly difficult as the current Data
Loss Detection techniques produce numerous false alarms,
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which consume valuable resources and business hours of
examination of these alerts [4]. It should be noted that there is
a tendency in the implementation of these DLD applications
towards the generation of false positives at the expense of true
positives. In some cases this is due to hasty deployment of the
package with minimal fine tuning of the basic access rules.
This profusion of false alarms is magnified in the case of Big
Data security and breach monitoring due to the intrinsic large
volume and replication of the of the data [5][6]
In “How to tackle false positives in big data security
applications”, Ram and Cody demonstrate the best practice to
developing a model to reduce false positive anomalies using
examples from Microsoft and Netflix. For instance, Netflix
developed a user ‘tagging’ system to aid the analysts on what
kind of alert is ‘in vogue’ with the system [7].
Performing testing of anomaly detection systems periodically
is strongly recommended along with the formation of a
procedural checklist of focus areas to be monitored. The
checklist will aid the analysts of data logs in performing these
checks, and aid in not overwhelming analysis by the sheer size
of the alerts generated in the logs. These processes could
improve the SME feedback to the machine learning model that
confirms and prioritizes the alarms a posteriori, in other
words, after the reports have been analyzed.

III. APPROACHES TO FALSE ALARM DETECTION
AND PRIORITIZING
The focus of this study was to develop a process to confirm
and prioritize true alerts; the approach needed to address
several of the issues that wasted productive hours in many
organizations and exposed them to potential security breaches.
The alarms fall into one of the two categories: true or false
positives, according to Paul Cotter, security infrastructure
architect at business and technology consulting firm West
Monroe Partners. “False positives have always been a problem
with security tools, but as we add more layers to our security
defenses, the cumulative impact to these false positives is
growing” [8].
Many of the approaches investigated to improve the
efficiency of anomaly detection can be classified into the four
main categories of machine learning, supervised learning
model, unsupervised learning model, semi-supervised learning
model, and a reinforcement-learning model. There are various
ways that sensitive data can be accessed without proper
credentials and copied by unauthorized individuals email,
instant messaging, print medium, mobile devices and
removable storage devices. It is crucial to identify sensitive
data sources and properly label them by level of sensitivity for
access purposes as a basis of any effective data loss prevention
policy. These constraints are part of the accessibility rules
used by the DLD while examining data base queries.
Supervised learning models or inductive learning model are
algorithms that Gary Ericson a content developer with
Microsoft, working on documentation for Azure Machine
Learning describes as “predictions based on a set of examples

[5]”. Gary described the process by giving the example of
stock prices; he stated, “Historical stock prices can be used to
hazard guesses at future prices. Each example used for
training is labeled with the value of interest—in this case the
stock price. A supervised learning algorithm looks for patterns
in those value labels. It can use any information that might be
relevant—the day of the week, the season, the company's
financial data, the type of industry, the presence of disruptive
geo-political events—and each algorithm looks for different
types of patterns. After the algorithm has found the best
pattern it can, it uses that pattern to make predictions for
unlabeled testing data—tomorrow's prices.” [5] The
supervised learning algorithm must be provided with the true
or false nature of an alarm to begin with in order to be able to
predict accurately in the future. To continue to be effective in
its scoring confirmation process, the model should be
iteratively re-trained by the analyst, the subject mate expert,
whenever a new combination of predictor variables are
discovered.
The supervised learning model is the most mature studied
machine learning model and sometimes called classification,
Classification or class label can be described as a problem of
identifying the category of new instances on the basis of the
training sets of data containing observations that are known.
When used for the prediction of grouping labeled data points
into categories such as normal, unusual, and highly unusual
[6].
The unsupervised learning model is a much more fluid
learning model, unsupervised learning models do not
necessarily require all data points to be labeled, because the
unsupervised learning model does not focus on preprogrammed characteristics, and there may be very little
distinction between datasets that would be used for a training
session and the actual testing data sets.
Unsupervised anomaly detection algorithms scores the data
solely based on the fundamental properties of the datasets to
estimate what is deemed normal behavior, and what is
identified as an outlier outside the range of what is deemed
normal behavior. Popular techniques include self-organizing
maps, nearest-neighbor mapping, and k-means clustering and
singular value decomposition. In Artificial Intelligence, a
modern approach authors Stuart Russell, and Peter Norvig
stated, “The most common unsupervised learning task is
clustering” [5]
Clustering anomaly detection techniques group like data
into clusters. Clustering techniques can be divided into two
subgroups:
• Hard Clustering: In hard clustering, each data
point either belongs to a cluster completely or not
[8]
•
Soft Clustering: In soft clustering, instead of
putting each data point into a separate cluster, a
probability or likelihood of that data point to be in
those clusters is assigned.
It must be noted, that unsupervised models would not add
much value to this research, as demonstrated in previous
efforts, and in turn would greatly increase the amount of time
to finalize the eventual prioritization goal [15].
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Reinforcement learning or semi-supervised learning in
learning models where a set algorithm gets to choose an action
in response to the supplied data, there is a gradual learning
process that evaluates how good a choice is, based on the
parameters. This technique best represents the final approach
of this paper.
The semi-supervised model modifies the decision-making
strategy to achieve the highest reward possible. Krzysztof J.
Cios a Professor of Computer Science at The School of
Engineering, Virginia University commented about
reinforcement learning that “reinforcement learning requires
the learner to extract a model of responses based on
experience observations that include states, responses, and the
corresponding reinforcements [7]”.
Semi supervised learning is used for the same applications
as supervised learning. But it uses both labeled and unlabeled
data for training – typically a small amount of labeled data
with a large amount of unlabeled data this type of learning can
be used with methods such as classification, regression and
prediction. Semi supervised learning is useful when the cost
associated with labeling is too high to allow for a fully labeled
training process. The agent will reach the goal much faster by
following a good policy. So, the goal in reinforcement
learning is to learn the best policy.
IV. PREVIOUS WORK
In previous studies conducted by students, this topic gained
a huge amount of ground in research, testing and analyzing
techniques to assist in sifting the output of DLD applications.
The data studied was an example of data in motion, and the
data that was examined were generated alarms while in transit
over the network. The alerts occurred over a span of four
hours during normal business hours, and it recorded 352
incidents. Out of the 352 incidents, 40 were determined to be
false alarms.
The first data analysis technique used was data clustering
and attributes that were recorded in logs that were false
positive. Due to the shortness of time and no computer
assistant, the team decided that out of the 352 recorded
incidents in this sampling the alarms were triggered by 23
different users. Only three out of the 23 were generating false
alarms while the rest were generating legitimate alarms.
This information gave the team an advantage, knowing
which data was false and which were not. One of the biggest
challenges the team had were the three users that were
generating the false alarms also generated true alarms.
Previous teams found that the target UID path of the uploaded
datasets triggered the false positives, and all the false positives
shared the same UID path. By flagging the target UID path as
a false alarm, the rate of false positives in the given data went
from to 11% to 3.9%.
Two semesters ago the team discovered a pattern where any
file uploads that took more than a second were classified as a
false alarm, and any file that took a second or less was sorted
based on the number of changes that were made to file
ownership. With this data in mind, the team decided to use a

decision tree. Most of the files had only one change in
ownership and were split between actual and false alarms.
Each file that had more than one change of ownership was a
true alarm.
The tree seems to be effective but still
misidentified some of the cases. [15]
The decision tree algorithm proved to be more useful in
multiple environments because it could consider various
attributes of the data. It allowed the consideration of more
attributes at a single time and how the value of one attribute
might affect another.
Unfortunately, due to project
limitations, there were various aspects of the data the team
were unable to incorporate into their analysis. This left many
options for additional things to consider in future research.
Last semester’s team leveraged as much as possible on the
previous work done by applying to the “data at rest” condition
especially in the Big Data security logs. The team’s client
created slides to visualize the status and desired stated of false
alarms handling. The team’s objective was to better
understand the nature of false alarms by creating an algorithm
that was predictive, and prioritize them to help limit the
amount of logs the security analyst sees before a decision was
made whether to act on, or discard an alarm.
The decision tree algorithm proved to be more useful in
multiple environments because it could consider various
attributes of the data. It allowed the consideration of more
attributes at a single time and how the value of the one
attribute might affect another. Unfortunately, due to project
limitations, there were various aspects of the data the team
were unable to incorporate into their analysis.
V. DATA MINING TOOLS AND TECHNIQUES
“Data mining is the process of finding useful patterns from
large amount of data. Data mining also called the knowledge
extraction is a technique that finds patterns to help make
important decisions for a business company [10]”. The steps
involved are:
• Pattern Exploration
• Identification
• Deployment
During exploration data is cleaned and transformed into
another form, its nature determined. Pattern identification
chooses patterns that make the best prediction. Patterns are
deployed towards the end for a desired outcome.

False alarm category analysis:
False alarms for a system or service can be of multiple
type depending from their context and relationship to the
primary (also called “root case”) alarms. These include the
following:
• Sympathetic alarms which are in relationship (causeeffect, child-parent or other) with the primary.
•
Upstream alarms which are statistically correlated to
the primary alarm. These are usually implications of
a related primary cause but not in most of the case
finding tangible dependency is hard to perform. The
upstream events usually cause the larger business
impact, but the solution of the problem usually lies
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within diagnosing a smaller number of primary
events.

Algorithm, Nearest Neighbor method etc., are used for
knowledge discovery from databases.

Upstream and primary event data can be simply processed
by R applications (Rstudio, Spark R, Python R), where we can
formulate a null hypothesis of being correlated and with the
expectation of easily confirming it.
A simple way to generate rich datasets of real-life Big-Data
alarms, which contain these two categories of False Alarms,
can be done by capturing the operation logs from complex
Big-Data solutions, such as for example from the Cloudera
Distribution of Hadoop (called CDH).
As a simple exercise, we have collected about 211,000
alerts from Cloudera Manager v 5.9, managing a complex
CDH cluster with 10+ big data applications middleware and
20+ applications running mid to high-end workloads.
We have identified and isolated a series of sympathetic
events within the informational and warning categories and
upstream event within the warning and error categories (close
to 1000 alarms).
As a simple exercise, we have uploaded the upstreamanalysis candidate alarms into Rapid Miner and using multicolored histogram type charting feature, we were able to
demonstrate the presence and reoccurring nature of upstream
category of events.

A. Classification
A classic data mining technique based on machine learning,
classification is used to classify each item in a set of data into
one of a predefined set of classes or groups. Mathematical
techniques such as decision trees, linear programming, neural
network and statistics are key concepts applied in
classification. In classification, we develop the software that
can learn how to classify the data items into groups. The task
is to develop classification software that classifies data into
separate groups [10].

Figure 1. Correlated upstream false alarms

Figure 2: Color coding of analyzed alarm sets
Data Mining Techniques reviewed for this research:
Various algorithms and techniques like Classification,
Clustering, Regression, Artificial Intelligence, Neural
Networks, Association Rules, Decision Trees, Genetic

B. Clustering
A classic data mining technique based on machine learning,
classification is used to classify each item in a set of data into
one of a predefined set of classes or groups. Mathematical
techniques such as decision trees, linear programming, neural
network and statistics are key concepts applied in
classification. In classification, we develop the software that
can learn how to classify the data items into groups. The task
is to develop classification software that classifies data into
separate groups [10].
C. Prediction
The prediction, as the name implies, is a data mining
technique that discovers the relationship between independent
variables and relationship between dependent and independent
variables [10].
D. Sequential Patterns
The analysis of identification of similar patterns, regular
events or trends in transaction data over a business period is
achieved using sequential patterns analysis [10].
E. Decision Trees
The Decision tree is the easiest to understand and hence is the
most widely used data mining technique. In decision tree
technique, the root of the decision tree is a simple question or
condition that has multiple answers. Each answer then leads to
a set of questions or conditions that help us determine the data
so that we can make the final decision based on it. [9] This is
the preferred model for this paper to achieve high scoring of
the alarms as true or false [10].
Data Mining Tools reviewed for this research:
A. Rapid Miner
Written in the Java Programming language, this tool offers
advanced analytics through template-based frameworks. In
addition to data-mining, rapid miner also provides
functionalities such as data preprocessing and visualization,
predictive analytics and statistical modeling, evaluation, and
deployment. Learning schemes, models and algorithms from
WEKA and R scripts makes it a more powerful tool. This is
the tool chosen for the scoring process in this research using
the ID3 decision tree modeler [10].
B. WEKA
The advanced Java based version of the tool is used in
applications such as visualization and algorithms for data
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analysis and predictive modeling. It is customizable which is a
big plus when compared to rapid miner [10].
WEKA supports several standard data mining tasks,
including data preprocessing, clustering, classification,
regression, visualization and feature selection [10].
C. R-Programming
R is highly extensible and easy to use. It is primarily written in
C and FORTRAN. Majority of its modules are written in R
itself. Popular among data miners for developing statistical
software and data analysis, it is a free software programming
language and software environment for statistical computing
and graphics [10].
Besides data mining it provides statistical and graphical
techniques, including linear and nonlinear modeling, classical
statistical tests, time-series analysis, classification, clustering,
and others [10].
D. Orange
It is a Python based software that is easy to learn, an apt tool
for
experts
as
well
as
novices.
In addition to visual programming and Python scripting
Orange also has components for machine learning, add-ons for
bioinformatics and text mining. It’s packed with features for
data analytics [11].
E. KNIME
KNIME performs for all the three components of Data
preprocessing: extraction, transformation and loading. The
business intelligence and financial data analysts equally seek it
after. It gives a graphical user interface to allow for the
assembly of nodes for data processing. An open source data
analytics, reporting and integration platform, KNIME also
integrates various components for machine learning and data
mining through its modular data pipelining concept.
Written in Java and based on Eclipse, KNIME is easy to
extend and to add plugins. Additional functionalities can be
added on the go [12].
F. NLTK
NLTK works exceptionally well for language processing
tools. NLTK provides a pool of language processing tools
including data mining, machine learning, data scraping,
sentiment analysis and other various language processing
tasks. It’s written in Python, one can easily build applications
on top of it, customizing it for small tasks [13][14]
VI. EXPERIMENTATION AND RESULT
To mine meaningful patterns that could be used for key
decision-making tasks and the exponentially increasing
consumption of data lead to companies feeding their
information into very large repositories. A non-detected
breach could prove extremely detrimental if not detected in
time incurring important financial and reputational
consequences. Hence, the information needed to be
safeguarded against malicious threats and unauthorized access.
Data Leak Detection applications continually monitor the
access to internal data repositories are employed by many
companies. An alarm is generated in the form of a security log

record whenever the DLD engine encounters any anomalous
data querying. The security experts then analyze those logs to
determine if the alerts were indeed malicious or benign, in a
timely manner. To scrutinize these security logs efficiently
and to prioritize true and false positives traditional data mining
methods or Big Data Analytics approach are being proposed
here to be used in order to ameliorate this risky process. The
programmatic approach should confirm the nature and priority
of the alerts and abate in reducing the time and cost to deal
with malicious data accesses.

Figure 3. The current state of DLD Alarm Handling

Figure 4. Desired State of DLD Alarm Handling
Figure 3 above provides an overview of the current state of
Data Leak Detection Alarm Handling machine and figure 4
forms the desired state of DLD Alarm handling. The alarms
generated by the DLD engine were prioritized and categorized
as true and false positives. Rapid miner was used to attain
prominent accuracy.
The final focus is on minimizing the time and effort required
to manually update the Access Rules violation decision table
by developing a programmatic approach to generate
component I that could efficiently replace component J. The
main aim is to be able to aid the security data analysts in
dealing with a huge number of alerts created by the DLD
machine from the overwhelming volume of queries to the
larger repositories by scoring them correctly. [15]
The logic used is as follows:
If {TSIV1, TSIV2, TSIVn, TSTV} of x
is not equal to
{ARIV1, ARIV2, ARIVn, ARTV} of y
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then execute component j.
Where,
• TSIV stands for the value of a Training Set
Independent Variable
• TSTV stands for the value of a Training Set Target
Variable e.g. True or False
• ARIV stands for the value of a Access Rules
Independent Variable
• ARTV stands for the value of a Access Rules Target
Variable e.g. True or False
• 1 to n is the distinct value of an Independent Variable
in an instance of the Training Set,
• x is a record in a Training Set
• y is the corresponding record in the Access Rules
table.
Figure 6: Rapid Miner Results Confidence of Data

Figure 7: Rapid Miner ID3 more efficient tree structure
Figure 5: Rapid Miner ID3 Algorithm Diagram with Test and
Production Data Sets
In setting up Rapid Miner, the usage of the ID3 algorithm was
again employed. This time making changes within the process
to reveal more precise results. Parameters were set to achieve
correctness with the data in the spreadsheet. Figure 3, shows
the process as set up for this example.
The results provided a view in terms of confidence of the data.
This implies that the program was able to identify which
alarms were nearly actual as being false or true in terms of 1
being positive and 0 being negative, shown in Figure 5 and 6
below.

VII. FUTURE WORK
The team ran test data sample sets on Rapid miner and
leveraged on the results obtained by the previous semester’s
project work. Initially no changes were made to the weights
and the tool was allowed to determine results. A second test
data sample was run against the previous one and the system
was tested to check for false positives. The results obtained
were not 100 percent accurate. The future task would include
obtaining real-time data from companies and running them
across RapidMiner to efficiently detect true positives and
confirm the false ones.
Simple R interference analysis can prove the correlation in
between Upstream and Primary event data and one can
perform this using Rstudio for subsequent enhancements of
this study.

VIII. LIMITATIONS
Obtaining real-time data had its own challenges. Our team
faced a major issue in finding a source willing to share sample
data for obvious reasons, security and privacy. There is a
“masking” process that needs to be done also if we were to
obtain real alarm logs that would increase the cost of provision
the reports from real organizations [16].
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The team has continued to work on simulated feed from
previous semesters until a real one is obtained. Results have
been expected to be more precise once the real feed is
obtained, and as long as the data that will be provided has
been scored by a security analysts, differentiating true and
false alarms. Otherwise, the unsupervised methods that would
be needed will elongate the research even further [17].
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Abstract – Today, the security of sensitive and
confidential information is a crucial concern for all
organizations. A large amount of sensitive information is
stored, transferred, and utilized digitally. This paper
examines various methods of confirming and prioritizing
alarms with the intent of collecting “true positives” and
minimizing “false positives” as they are presented for
examinations in the security logs of data leak detection
applications. A true positive is an alarm that is captured in
security logs that are, in fact, true. A false positive is also
an alarm captured in a security log marked as true, but is
realistically false. This can cause a large amount of extra
work and confusion for security teams trying to decipher
which alarm they need to focus their attention on. The
material presented in further reading will examine specific
security logs using big data analytic methods to determine
what circumstances are likely to trigger false alarms. By
identifying common triggers of false alarms and the most
effective methods for re-classifying and prioritizing those
alarms, this study strives to potentially reduce false
positive rates in security logs.
Index Terms– big data, data analysis, data leak
detection, data loss prevention, false positives, security
logs.
I.

INTRODUCTION

To large companies such as Target, Home Depot,
BlueCross BlueShield, and many other organizations, the
damages data breaches causes when they occur can be
catastrophic. These breaches can cause companies to lose
status and reputation, or encounter enormous financial
losses. Data Loss Prevention and Data Leak Detection
methods have become critical to maintaining information
security, and preventing these data breaches. As these
technologies are still being developed, honed, and
perfected, they do not always provide an applicable level
of accuracy. In many cases, they will return logs that
contain “noisy” data, or a large number of false positives
that have to be identified and thrown out. Because this has
to be done manually, going through “noisy” data takes time

away from legitimate threats, and slows down the response
time to true alarms. In order to help improve the efficiency
of Data Loss Prevention and Data Leak Detection
technologies, it is important to find methods that reduce
these false positives.
In looking to reduce the number of false positives in
security logs that track data leaks and data loss, the false
alarm team wants to examine the issue of false positives
from two perspectives. The team will begin by analyzing
the logs and identifying the specific circumstances,
attributes, or actions that trigger false alarms in the hopes
of creating rules that would be effective at reducing their
number. Identifying commonalities in false alarms may
lead to instructing an application detecting leaks to provide
more accurate results. The team will also use an algorithm
and data mining application to assist in the classification of
true and false alarms. This combined effort will assist an
organizations security department, hopefullly limiting the
number of false positives that security analysts make a
decision on.
It is equally important to consider the role that data
status plays in the monitoring of data leaks. Sensitive data
can be considered “at rest” – being stored and not in transit
or in use – or “in motion”, in transit across a network [6].
The methods employed for protecting data will differ
depending on the state of the data, and is therefore likely to
trigger false positives for different reasons. Data at rest is
usually monitored by access controls and file permissions;
false alarms triggered by attempts to access this data may
warrant re-evaluating file permissions and user groups.
Data in motion would be monitored by the Data Loss
Prevention/Data Leak Detection (DLP/DLD) applications.
The false alarms are triggered by data in traffic that may
require a more careful examination of the rules that govern
incidents, as well as modifications to make them more
specific.
II.

RELATED WORKS

In the article, Strategies to Reduce False Positives and
False Negatives in NIDS, the author Timm describes the
design of NIDS, Network-based Intrusion Detection
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System, as one of three models and are the simplest and
most common [13]. The NIDS systems are great at
identifying known attacks, however, they are unable to
detect unknown or even slightly modified attacks. They
also have the potential to produce many false positives by
picking up the attack signature in non-attack traffic. This
occurs when a user references an attack or includes text that
is part of a known attack signature. Another known system
is Anomaly-Based systems that use weighting to predict
the probability of an intrusion based on the frequency that
the traffic occurs. This method is better than signature
models at reducing the chances that data passes through as
a false negative. Alternatively, Timm describes them as
less flexible due to their mathematical focus.
In Using Fuzzy Cognitive Maps to Reduce False Alerts
in Som-based Intrusion Detection Sensors, the author
Mahmoud Jazzar builds on this idea of anomaly-based
systems by including other factors to estimate the
abnormality of an individual packet [7]. The weights
include availability, similarity, occurrence, relevancy,
independent and correlation factors with an effect value to
more accurately estimate a total degree of abnormality. The
weights are computed using a neural network to make
fuzzy cognitive maps. This technique may offer a reduction
in false positives but the black-box nature of the neural
network make it harder to understand the inner workings
of the system and why traffic is being labeled what it is.
In their efforts to develop standards to address insider
threats to information security, Mark Guido and Marc
Brooks in their paper Insider Threat Programs Best
Practices identify the key components of a comprehensive
insider threat mitigation program. They identify clear
security policy, strong monitoring and auditing measures,
and complementary preventative controls as important
parts of a high-level program. They go on to establish best
practices for the mitigation of insider threats, which
include developing and issuing acceptable use policy to
users, utilizing continuous monitoring, utilizing active
prevention in tandem with monitoring, and identifying and
examining user behavior that may precede a data leak [5].
III.

APPROACHES TO DATA LOSS PREVENTION

A. DLP: A Summary
Data Loss Prevention, often shortened to DLP, is a
strategy for making sure that end users do not send
sensitive or critical information outside the corporate
network. DLP needs to be implemented and enforced at a
strategic level rather than just providing DLP tools to a
network. To solve this challenge, the team needs to base
the solution on the context in which data is accessed. For
example, an employee goes to work in an office uses his
own iPhone to check corporate email and then downloads
a PDF to look at for later. Seemingly this sounds like an
innocent action, but this scenario poses a few threats:

•
•
•
•

•

•

How did the user connect his phone to the corporate
network, Internet or LAN?
How does the organization ensure that only trusted
devices can connect?
Was the user ever authenticated and was it logged for
audit purposes?
Was the e-mail attachment a corporate document? If it
were, would it be subject to a data classification
scheme where DLP is administered?
If this classified document was marked for Internal
Use Only, how can we be sure that it is secure from
being copied by a third party?
What happens if the device is stolen or lost? What
options does the company have in relation to remote
wipe, recovery of data or device encryption?

Using the above example, it is easy to see why it is
necessary to have a plan in place to guard against data loss.
These are the steps required to complete a successful DLP
implementation:
•
•
•
•
•
•

Identify the data that needs to be protected
Classify the data according to business information
levels.
Appoint data owners.
Set a policy for data handling and implement DLP
controls to make them available to the data owners.
Use DLP reporting tools to identify violations.
Act on DLP violations by adjusting DLP controls, HR
improvement, or both.

Requirements for the DLP fall into two categories, one
for data in motion and one for data at rest. Data in motion,
or network DLP, deals with data moved over to the
corporate network. It can include data going and coming
from the Internet or other networks and applications. Data
at rest deals with data hosted on servers or in storage. This
includes data on file shares, database servers or content
management systems. A comprehensive DLP solution will
secure both types of data but it can be complex to make.
The team will be focusing this paper on the data at rest.
DLP challenges created by noisy security logs where false
alarms are predominant.
When designing a DLP solution, the first step is
understanding how the solution will integrate with other
network components and security protocols already
deployed. DLP would integrate with any firewall and
content inspection solutions already deployed. A typical
network DLP deployment’s integration should have its
Internet firewall forward outbound traffic to the content
inspection solution. The inspection would submit any

A6-2

traffic containing matching data to the DLP solution for
inspection. The DLP solution would then make a firewall
to block said traffic. DLP Applications, Methods, and Best
Practices
Now that we have identified the need for DLP
measures, we can begin to look at the various ways in
which DLP solutions achieve their intended goal. There are
different methods by which these applications will aim to
detect sensitive data as it travels the network, and
determine if the policies regarding how sensitive
information is handled have been breached. The exact
methods employed by an organization will ultimately
depend on the type of sensitive data the organization is
looking to track, and the their overall security goals. Some
organizations may have large databases to store customer
information. This may include personal information
consisting of social security numbers, or credit card
information. Others may be looking to safeguard sensitive
text documents containing confidential organizational
information and trade secrets.
Depending on the specific data an organization
looking to protect, DLP applications can employ different
methods to detect breaches. For example, there are
methods that rely on detecting leaks within the content of
the data and comparing the content of network traffic
against the words and patterns found in sensitive
documents. Pattern matching is employed to detect
instances of certain numerical patterns, for example xxxxx-xxxx for a social security number, or xxxx xxxx xxxx
xxxx for a credit card number. Keyword matching is
similar, working instead towards detecting matching words
rather than numbers.
The problem with the methods above is that in many
cases are flawed, or not comprehensive enough to provide
acceptable results. For example, pattern matching, while
theoretically useful for detecting things like social security
numbers in traffic, can be easily fooled if the action is not
accidental. This could be performed by an attacker who
intentionally modified the format of the numbers in order
to bypass detection. Similarly, keyword detection can be
bypassed by modification. Furthermore, if not given the
ability to examine keywords in the context of the
document, it is likely that the application will generate a
large number of false alarms, making it more difficult to
respond to the legitimate ones, and ultimately complicating
the problem we are seeking to solve. [11]
There are certain additional steps that can be taken to
improve the efficacy of a DLP application. For example,
when looking to detect credit card numbers, the application
of the Luhn algorithm helps to differentiate between
arbitrary strings of sixteen digits, and potentially valid
credit card numbers [11]. Because this algorithm is able to
give a fairly accurate determination of whether the
arrangements of digits are a valid credit card number, you
can reduce the instances of false positives for this type of

detection by employing it. Unfortunately, a similar
algorithm has not yet been determined for applying the
same logic to social security numbers, so there is not
necessarily an across the board fix for the weaknesses
inherent in these methods.
Data or document fingerprinting is an alternative
method to keyword or pattern matching. Instead of looking
for a keyword match within the content of the document,
the document itself becomes the match. A sensitive
document or pieces of a sensitive document are
fingerprinted, or assigned a cryptographic hash value. This
hash value is then compared against the hash values created
by fingerprinting traffic in the same way. Though more
effective than the aforementioned methods, this method
can also be bypassed by making modifications to the
documents being transmitted, as modifications to the
contents of the document will result in differences in the
hash values, which may prevent detection. [9] While this
may help in cases of inadvertent or accidental leaks, it still
does not help to stop a data leak in cases where the intent
was malicious.
There are several other DLP methods that can detect
files containing specific information. One way is to
determine frequencies for the threshold and test documents
that are needed to prove the method works. In one test that
uses semantic similarity detection for DLP measures those
frequencies of the test documents and if they are higher
than the threshold, then the document did not go through.
According to Euzenat, semantics "provides the rules for
interpreting the syntax which do not provide the meaning
directly but constrains the possible interpretations of what
is declared" [2]. Compared to conventional DLP
approaches, which use syntactic features, the singular
value method identifies files based on semantics. The
singular value method discovers the semantic features
contained in the training set, which has the documents
being tested. Unlike regular expression methods, this
particular approach extracts a small number of critical
semantic features and requires a small training set. Existing
tools concentrate mostly on data format where most
industry applications would be better served by monitoring
the semantics of information in the enterprise.
No matter which method or combination of methods
is being employed, it is important that it be periodically
assessed for efficacy, and the rate of both false positives
and false negatives examined to determine if they fall
within acceptable levels. Currently, it is the consensus of
experts, that the majority of detected alarms are false in
nature.[3]
C. Preventative Controls
There are additional measures that can be taken to
complement Data Loss Prevention applications in
achieving their goal. Developing acceptable use policy
involves creating a list of rules and accepted user
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behaviors, as well as restricted user behaviors. Examples
of could include rules prohibiting the addition of email
attachments to external email addresses, rules outlining the
process for printing sensitive information or requesting a
hard copy of a sensitive document, and rules prohibiting
risky web browsing behavior. Outlining these behaviors
will both serve to identify what sort of restricted behaviors
should trigger alarms and indicate to users what actions
should be avoided. By making users aware of what actions
are considered acceptable use and which actions are
restricted, an organization can cut down on any false
alarms triggered by a user inadvertently performing a
restricted action because they were not aware that it was
restricted. While some of these rules may be implemented
using the honor system, it is also possible, and usually
advisable, to implement preventative controls to ensure
that policies are being appropriately followed, and reduce
the number of incidents logged by security applications.
Preventative controls are best used in tandem with
monitoring and auditing. Preventative controls can include
a variety of access control measures taken to restrict user
access to sensitive information, as well as restricting
certain user behaviors. Rather than simply providing users
with an acceptable use policy and encouraging them to
follow it, you can take steps to ensure that behaviors that
increase the risk of a data leak, and that have no benefit to
the business processes of the organization, can be
eliminated entirely. For example, you might elect to block
external email services to ensure all email traffic is
conducted through an email server being monitored for
data leaks. If there is no business need for USB ports to be
active, disabling USB ports to prevent sensitive data from
being stored on removable media devices can be a
beneficial policy. This also eliminates the risk of users
compromising your system by using personal removable
media devices infected with malicious software, either
inadvertently or intentionally. Another example of
preventative controls would be implementing secure
printing procedures to hold employees accountable for
hard copies of sensitive information.
These examples are by no means comprehensive. The
specific preventative controls enacted by an organization
will depend on the environment, and the business processes
being performed within that environment. It is important
that security measures do not place an unnecessary burden
on users, or impact business processes in a negative way.
That being said, utilizing preventative controls not only
strengthens your security measures to prevent data leaks, it
can also help reduce the number of false positives
generated by security logs by helping to reduce the total
number of incidents documented by the logs. If removable
media ports are disabled, there is no need for the logs to
attempt to determine whether secure information is being
transferred to removable media by an unauthorized user.
By eliminating the potential for an incident, you can reduce
the overall number of incident reports. These measures will

neither protect against all data leaks, nor remove all
instances of false positives, however, concluding that
additional steps must be taken to address these.
Monitoring and auditing on a continuous basis is
necessary for the effective prevention of data leaks; this
monitoring will generally be done by the Data Loss
Prevention/Data Leak Detection application that has been
implemented by the organization, but if the data collection
performed by the monitoring application generates too
much data or the data that is generated is too noisy for
security analysts to respond to in a reasonable amount of
time, it is not fulfilling its purpose. With that in mind, the
team will analyze the provided security logs to identify
traits that trigger false alarms, and determine the best
methods for confirming and prioritizing alarms with the
intent of underscoring true positives and downgrading false
positives as they are presented for examinations in the
security logs of data leak detection applications.

IV.

PREVIOUS WORK

Previous study of this topic at the Seidenberg School
of Computer Science and Information Systems, gained an
enormous amount of ground researching, testing, and
analyzing techniques to assist in the output of a DLP
application. The data they studied was an example of data
in motion and data they examined generated an alarm while
in transit over the network. The alerts occurred over the
span of about four hours during normal business hours, and
recorded 352 incidents. Of the 352 incidents, 40 were later
determined to have been false alarms. [2]
The first data analysis technique used was data
clustering and identifying the attributes recorded in the logs
that resulted in a false positive. Due to the shortness of time
and lack of a computer assistant, the team decided to that
the 352 recorded incidents in this sampling included alarms
triggered by twenty-three different users. However, they
were able to identify that of these twenty-three different
users, only three of them were generating false positives;
the rest were generating only legitimate alarms.
This information gave the team an extreme advantage,
knowing which data was false and which was not. One of
their biggest challenges was, the three users that generated
the false alarms, also generated legitimate true alarms.
What they found to be useful was the target UID path of
the uploads which triggered the false positives. All of the
false positives shared the same target UID path, which
itself was unique from the target UID path of any other
user’s alarms, legitimate or otherwise. By flagging this
target UID path as being a false alarm, the rate of false
positives in the given data dropped from 11% to 3.9%.
Last semesters team discovered a pattern where any
file uploads that took more than one second were
accurately classified as a false alarm and any file that took
one second or less was then sorted based on the number of
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changes that were made to file ownership. With this in
mind, the team decided to use a decision tree. The majority
of files had only one change in ownership and were split
between actual and false alarms. Each file that had more
than one change in ownership was a true alarm. The tree
seemed to be effective however still misidentified some
cases.
Analysis through clustering proved to be a useful tool
for identifying and weeding out problematic users, and
may provide a suitable solution for reducing the number of
false positives generated among users in a single network.
However, in order to use it to successfully predict future
false alarms, a larger data set would need to be analyzed to
determine the best way to cluster false positive traffic.
The decision tree algorithm proved to be more
applicable to multiple environments, as it was able to take
into consideration various attributes of the data. It allowed
the consideration of more attributes at a single time and
how the value of one attribute might affect another.
Unfortunately due to project limitations, there were also
various aspects of the data the team was unable to
incorporate into their analysis, leaving many options for
additional things to consider in future research.
This semester’s team leveraged as much as possible on
the previously done work, by applying to the data-at-rest
condition, especially to Big Data security logs.
The team’s client had created slides to relay the current
status and desired states of false alarms handling. The
teams objective is to further reduce the amount of false
alarms by creating an algorithm that is both predictive and
proactive to help limit the amount of logs the security
analyst sees before the make a decision whether to act on,
or discard an alarm. Figure 1 below, represents the current
state with a voluminous alarms log report, while Figure 2
represents the team’s final objective.

Figure 1: Big Data Teams Current State

Figure 2: Big Data Teams Final Objective
V.

RAPIDMINER & DATA SETS

Due to security concerns, the team failed to obtain real
life security logs. To continue project work, the false alarm
team has been given a test security log in excel format to
mimic the columns and values of DLP security logs to
perform analysis by the client. The false alarm team used
the decision tree ID3 algorithm used by the previous
semester team.
The team used a data mining tool called RapidMiner
to assist in analyzing the security data. RapidMiner was
chosen because it was a well known software program that
is free and open source, as well as a strong recommendation
by the client due to his real life experience using it in the
field. RapidMiner was also chosen because of its
capabilities of implementing decision tree analysis and
using the ID3 algorithm. RapidMiner will output a
decision tree based on the imported the security log excel
formatted data.
The training data set is a security log report that
consists of seven columns. The first six columns contain
variables that are candidates for predicting the value of the
seventh variable, whether it is a true or false alarm. The
variable column titles from A-G respectively are:
timestamp, requestor, role, component accessed, request
type, violation type, and alarm. To the team’s advantage,
the value of which row is associated with a true or false
alarm is already given in the seventh column. The
challenge is that no consistency exists in the data and each
false and true alarm reveals no obvious pattern. The
RapidMiner program must choose which columns create
precedence over others and which combination will
eventually result in the prediction of false alarms when new
instances are given to the model’s algorithm.
The team was given a test and validation data set
by the client and mimic real world security logs. The data
sets were the same format as the training data set
mentioned in the earlier paragraph. The difference
between the validation and the test data sets is the test data
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set has an empty column 7 that specifies whether the alarm
record is true or false, while the validation data set
confirms which columns are indeed true or false. To
clarify, the training data set has completely different data
logs. It is used only as a “training” mechanism for
RapidMiner to help the program learn how to react.
VI.

the spreadsheet. Figure 3, shows the process as set up for
this example.

EXPERIMENTATION & RESULTS

A. Test 1
With both the training data set and RapidMiner
installed, the team ran an analysis in RapidMiner. Initial
analysis of the data concluded that separate users created a
certain percentage of alarms. Chart 1 below shows a
representation of that data:
User
Analyst
Business User
Administrator

Alert Total
74
28
4

% of Total (104)
69.24%
26.93%
3.4847%

Figure 3: RapidMiner ID3 Algorithm Diagram with Test and
Production Data Sets

The results provided a view in terms of confidence of
the data. This implies that the program was able to identify
which alarms were nearly actual as being false or true in
terms of 1 being positive and 0 being negative, shown in
Figure 4 and 5 below.

Chart 1: Breakdown of user activity in the security training
log.

Without adjusting column weight and establishing that
column 7 (the true or false column) as the label, the team
let RapidMiner determine the results of the dataset. The
test data was imported into RapidMiner and applied against
itself in order to allow the program to learn through the use
of the ID3 algorithm. Once imported, two columns were
chosen for the example set – Role and Alarm – columns C
and G The data was run through the ID3 algorithm and set
as the data model by which the same data was run against.
The second set of data was set as “unl” or unlabeled which,
according to RapidMiner [4], is not explicitly used when
training the model, but only used in predicting “the value
of the attribute with (a) label role” [5].
Figure 4: RapidMiner Results Confidence of Data

Using two sets of test data (Data model for Test sample
training v1.xlsx (DMTSTv1) and Test sample test
validation v2.xlsx (TSTVv2)) a design process was set up
in RapidMiner in order to have the new data, TSTVv2,
learn from the older data. This would allow the output of
the process to show which Component Accessed caused a
true or false alarm based on criteria such as Violation Type
and Requestor. In this scenario, both User A and B
attempted to access components Element 1 and Element 2
which caused a true positive alarm. The goal is to
understand why this combination caused the true positive
alarm.
In setting up RapidMiner, the usage of the ID3
algorithm was again employed. This time making changes
within the process to reveal more precise results.
Parameters were set to achieve correctness with the data in

After this was executed, RapidMiner has the
capabilities of understanding the column fields data set,
and have the ability to apply it to a new production data set
that does not include column G of the true and false alarm
value. RapidMiner will determine its best guess of what
rows will be true or false alarms.
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Figure 5: RapidMiner Output Results of both Data Set

Figure 6, highlights the relationships between
Component Accessed, Violation Type, and Requestor in
regards to the alarm output. The colors used separates the
violation types. Further review of the data shows that the
component most accessed was Element 1 which generated
a No Authorization violation 3 times with User B – the
Business User, 1 Non-encrypted data violation and 1 No
authorization violation also for User B.

After running the model, the team got unexpected
results. The model was incredibly inaccurate and ended up
returning only 43% accuracy with a total of 43 false alarms
and 77 true alarms.
In order to get more accurate results, the team
looked into the parameters section of the ID3 algorithm.
First of the parameters is the criterion. There are four
choices to choose from. One is the information_gain. This
parameter minimizes the entropy, a gradual decline of
unpredictability, of the data. Next is the gain_ratio that
minimizes the distance of the attribute values. Third is the
gini_index, that measures the pollutantance of each
attribute in the data set. Forth is accuracy, that gives the
highest chance of accuracy for the created tree [4]. The
other parameter the team looked into was the
minimal_gain. This parameter is in charge of splitting the
nodes (data columns) into a tree. If the minimal gain is
higher, it will cause the tree to have a smaller number of
splits and will result in a smaller tree. Lower the gain,
bigger the decision tree, that results in more broken down
decision making [4]. The team experimented on these
values to see which combination will cause the most
accurate results. Figure 7 below shows the default
parameter settings for the ID3 decision tree.

Figure 6: Relationships between Component Accessed,
Violation Type, and Requestor in regards to the alarm output.

There was a total of 104 alarms, 10 of which, 9.62%,
were labelled as true positive. User B, which is in the role
of the Business User, generated the most amount of true
positive alarms, 6 in total – Non-normal Time, Nonencrypted data, and No Authorization. User A, our Analyst
role, generated 1 for No Authorization.
Noting these aspects, there is the question of whether
or not RapidMiner is taking the “Time Stamp” column into
account regarding true and false positives and if this aids
in generating such alarms. While false positives are
viewed before and after 7PM, all of the true positives have
occurred after such time.

Figure 7: ID3 default parameters.

The team changed the criterion to “accuracy” and the
minimal gain to 0.9. The team then ran the model with the
new changes and got vastly different and more improved
results. The model now returned 13 true alarms and 107
false alarms. See Chart 2 below comparing the two models.
Test

1 Gain_ratio
2 accuracy

B. Test Two
For the second test, the team was given a second data
set from the client. This data set was different form the
training data set given in the last test. The team used the
original training set as the basis for entering into the ID3
algorithm. Then the team plugged in the second set, similar
to Figure 2 shown in the previous paragraphs.

Criterion

Minimal
gain
0.1
0.9

False
Alarms
43
107

True
Alarms
77
13

Chart 2: Comparison between model when run with
different parameters

The team then looked at the decision tree
available for the model. Since the ID3 algorithm is based
on a predictive decision tree model, RapidMiner will show
how it makes its decisions based on the training data set
entered to learn from. RapidMiner first makes its decision
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based on which component is accessed. And then goes
down the tree into the other columns as shown in Figure 8
below.

came to the conclusion that including all data columns
would provide the most accurate results.
VII.

Figure 8: RapidMiner decision tree based on Test Two
In regards to the data provided, RapidMiner revealed
that the true and false positive predictions had an accuracy
of 90.39%. Through the use of a confusion matrix shown
in Chart 3 below, 94 false positive results and the 10 true
positive results were able to provide the generated output.

Chart 3: Confusion Matrix of Classifier Results vs. Truth Data
[17]

C. Test 3
While RapidMiners new results were much more
accurate based on the new parameters, it is still not 100%
accurate based on our validation data set. Since the team
had increased the gain ratio to its max number, the next step
was to adjust the models decisions in order to get a more
accurate result. We can change RapidMiner’s root node to
look at a different column first before the program
determines decisions. For example, RapidMiner can look
at the requestor first instead of the component accessed.
The team decided to remove certain columns for the test
data set, to see if RapidMiners results could become more
accurate. The thought process here is, if the team removes
the Time Stamp column because it is not leading any
significance into determining true or false alarms, maybe
Rapid Mienr will give the team a higher accuracy than
90.35% obtained in test two. Throughout testing,
obtaining this result derived unsuccessful and the team

PROJECT LIMITATIONS

One major limitation is the data. It is extremely
difficult to find a company or organization that is
comfortable supplying an academic institution with real
world data for students to study. Security logs usually
contain sensitive data to its organization and customers and
are not willing to take the risk of confidentiality with
students. This will hinge the authenticity of the teams
research and analysis, but with the right knowledge of
similar real world data, the team hopes be able to get as
close to actual results as possible.
VIII.

CONCLUSION

In conclusion, the Big Data False Alarms team was
unsuccessful in 100% accuracy for determine true and false
alarms based on security logs. However, the team was able
to prove that through analysis, data mining programs such
as RapidMiner, and an ID3 decision algorithm, security
analysts can greatly reduce the number of false positives
coming through the pipelines. Throughout testing, the team
was able to produce 90.39% accuracy when given a data
set of over 120 alarms. This project should be continued
next semester with the goal of further increasing the
capabilities of using RapidMiner and the use of the ID3
decision tree. With more exposure and testing through real
life security data sets, the teams can gain more experience
in judging how to manipulate the program into lowering
the amount of false positives.
IX.

FUTURE WORKS

If this project was continued, there are numerous
directions the team could take. One route is to explore an
extensions algorithm of ID3 called C4.5. The C.45
algorithm can handle both steady and various attributes.
[12]. This could result in more accurate results based on
the sample data sets. Another step that can be taken is to
acquire real life security logs. If a company or institution
would be willing to give the team a sample data set, it will
allow much more accurate results from experimentation
and will greatly assist in the quality of work that the team
is doing.
Another feature that could be explored, if committed
to the ID3 algorithm, is developing an automated interface
to the Detection Engine to provide the findings of the ID3
model. The Detection Engine is a component of the DLP
process and raises an alarm when it recognizes an access
role being violated. If a team can fine tune this engine to
receive automatic feedback information based on
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confirmed true and false alarms, this could help reduce
noisy volume for security analysts.
X.
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Abstract — Some secondary schools provide students
with mobile devices to give them access to the wide array
of information and digital learning tools available on
such devices. Students’ Internet usage is monitored
through web search query logs, which can give insight
into their study habits. The authors of past studies have
designed an algorithm that classifies query logs as school
related or non-school related. A linear regression then
showed a strong positive correlation between school
related queries and GPA. This study considered a much
larger dataset and a MySQL database was created to
store it. The Levenshtein algorithm was used in a key
data cleaning task.
Index Terms—Data Mining, Education, Internet, School,
Search Query, Student.
I. INTRODUCTION

Technology has become an integral part of education
[1]. Simultaneously, education has relied increasingly on
digital methods for learning such as online courses, inclass projections, interactive exercises, and more to
improve learning [2], it has also found the need to assess
the effectiveness of such methods.
In a 2003 Attewell and Winston studied two groups of
students and analyzed their Internet use in an educational
setting [1]. Students in the first group, who came from
more affluent families and attended private institutions,
made effective use of computers and the Internet. For
example, a fourth-grade student from this group “posted
messages to bulletin boards, read political candidate
speeches online, answered online polls to make his

opinions heard, and even created a Website so that his
school can make use of it to conduct its own class
president elections online” [1]. Students from the second
group, who came from poorer and working class families
and who scored lower in reading tests, did not show much
proficiency in making effective use of the given digital
tools. These students were often quickly frustrated when
they could not find what they needed for research, and
used the Internet for more entertaining non-school related
purposes instead. This study demonstrates that the
effectiveness of digital learning tools is not always clear
and calls for a better understanding of student learning
habits when using digital tools.
Some school districts provide mobile tablets to all
students in an effort to make learning more hands-on, and
in the hope that students will use the devices to learn on
their own. However, digital learning devices are not
always effective and administrators need to prove their
effectiveness in increasing student engagement to
continue getting funding for these devices [23]. School
districts are legally required to install web filter programs
on every device issued to students. The data provided by
these programs is valuable in understanding students’
usage and habits on educational mobile devices.
This study extended past research of secondary
students’ search queries performed on school issued
mobile devices [10] to better understand students’
learning habits and determine how effective the devices
were. The first goal of this study was to create a MySQL
database to store the large amount of student search
queries. In the previous studies [10] [12] [13], data was
stored in .CSV and .TXT files. However, such formats are
not practical when working with large amounts of data. A
MySQL database was created, which allowed easier
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access to the data [12] in addition to holding the capacity
needed for the study.
The second goal was to analyze the percentage of school
related and non-school related queries over given periods
of time. We study first focused on 24 hour periods to
discover which times of the day students were more likely
to study (i.e. performing school related queries on their
devices). Secondly, the study considered longer periods
of time, such as one semester, or one full school year. This
gave insight into students’ learning behaviors over those
longer periods. Providing such information to educators
will empower them to know how the learning activities
they implement (i.e. group projects, homework, out of
class research) impacts student engagement out of the
classroom, and will allow them to better format their
overall teaching methods.
II. RELATED WORK
Understanding student study habits has been a great
concern for educators in the pursuit of successful learning
outcomes. Indeed, as Coomes and DeBars explain,
knowing students’ overall attitudes, beliefs, and behaviors
plays an instrumental role in education [24]. Students
have often been classified into different groups depending
on their apparent values and behaviors. Pioneering the
study of student typology in the 1960s, Clark and Throw
identified four subcultures that college students belonged
to: “academic, vocational, nonconformist, and collegiate”
[25]. Similar groupings were made by Horowitz: “college
men and women, outsiders, and rebels” [24]. In 2010,
Kuh, Hu, and Vesper analyzed the responses to a College
Student Experience Questionnaire from 51,155
undergraduate students at 128 universities [25].
Engagement in educational activities and reported
progress towards important outcomes of university were
then compared. Analysis showed that the Individualist,
Scientist, Conventional and Collegiate groups were above
average in terms of engagement and positive outcomes,
whereas the Disengaged, Grind, Recreator, Socializer and
Artists types were below average [25]. Kuh et al. further
explained how whichever subculture a student belonged
to had a significant impact on the student’s academic
expectations, and on the way the student engaged in class.
Being aware of this can help educators better interact with
the student and reach out in better fashions toward better
learning. Another critical point mentioned by Coomes and

DeBars is the generational gap between instructors and
students. The beliefs and expectations from a Generation
X professor can be very different to those of his
Millennial students [24]. This becomes very relevant
when thinking of the good use of digital learning tools.
Many times, instructors are not as technologically literate
as their students, making it hard to integrate technology
into the classroom. Contrarily, students are already
familiar with iPads, phones, computers, and it is up to the
instructors to add academic value to these devices [23].
Data Mining is the computational process of extracting
information from a data set and transforming it into an
understandable structure [3]. With the advancement of
Data Mining (DM) techniques over the past twenty-years,
the number of Educational Data Mining studies has
progressively increased [4]. Such studies have brought
valuable insight to educators, allowing them to predict
student performance [5] or to better support students in
need of special attention [6].
Sajadin et al. [7] conducted a research to analyze the
relationships between student’s behaviors and their
success by developing student performance predictor
using K-Means Clustering techniques [18] and Smooth
Support Vector Machines (SSVM) classification [17].
They discovered that there was a strong relationship
between mental condition of student and their final
academic performance.
C. Marquez, et al. [8] performed research on identifying
the factors that affect the low performance of students at
different educational levels. They obtained middle school
students’ data from Zacatecas, Mexico. By using a
classification algorithm and a few selected attributes, they
found sociological, economic, or educational
characteristics that may be more relevant in the prediction
of low academic performance in school students.
R. Shanmuga Priya [9] conducted a study on improving
the student’s performance using Educational Data Mining
based on 50 students from Hindustan College of Arts and
Science, Coimbatore, India. By using a decision tree
classification on eight attributes, it was found that the
class test, seminar and attendance predicted the student
performance. This method of predictions will help the
teacher give special attention towards students who need
it and improve student confidence on their studies.
Er. Rimmy Chuchra [20] applied the decision tree,
clustering, and Neural network techniques to evaluate
student performance by selecting the students from Sri Sai

A7-2

University Engineering, Phagwara, India. In that,
Chuchra found that teachers can easily evaluate student
performance.
Khan [21] conducted a performance study on students
comprising from the senior secondary school in India with
a main objective to establish the prognostic value of
different measures of cognition, personality, and
demographic variables for success at higher secondary
level in science stream. The selection was based on the
cluster technique. The entire population was divided into
clusters where a random sample of clusters was selected
for further analysis. He found out that few factors affected
the academic performance of the students.
III. BACKGROUND OF PAST WORK
Authors of [10] applied text analysis on student web
query logs. Small samples of the raw data from the web
filter database were taken to make the text classification
easier. The authors then performed an intensive
preprocessing of the raw data by selecting appropriate
attributes. A Document-Term Matrix was created to stage
the preprocessed data for analysis [11]. The authors then
used various Data Mining and Natural Language
Processing techniques to generate term frequencies [10].
Based on the term frequency analysis of these data, the
results showed that students were using their mobile
devices primarily to do school related work.
Authors of [12] performed an in-depth analysis of
student web queries in a continuation of the work of
authors [10]. Comma Separated Values (CSV), files
containing anonymized web filter logs of each day, were
created by an authorized school administrator. All
available logs were merged together into one file. From
the files, the authors selected 10,000 entries logged over
a two-hour time period in a school day. The following
attributes were taken to create a corpus for web query
analysis: Suspicious, IP Address, User, User OU, User
Groups, Computer Device ID, Search Query, Category,
Domain, Action, Rule Set (RS), Origin, Time. Results
showed that search queries tend to be short and that a
significant number of queries performed by the students
on school provided devices were school related [12].
Authors [13] extended the study of authors [12] by
performing binary classification of student web queries as
school related or non-school related. This work was
conducted in three stages: first by collecting the data,

secondly by specifying the classification model, and
thirdly by evaluating the classification model [14]. The
authors developed a new model architecture called
Student Web Query Classifier (SWQC) after the
traditional classifiers Support Vector Machines and Naïve
Bayes yielded poor results [13].
Authors of [15] expanded the study by running a
regressions analysis and found a positive correlation
between school related search queries and GPA. For each
student in the dataset, the percentage of school-related
search queries was calculated from the total amount of
search queries logged by that student and then mapped to
that student’s GPA. A regression analysis model was
modified to include a search query threshold which
represented a cutoff of what the minimum number of
search queries of a student could have in order to be
included in the model.
IV. METHODOLOGY
A. SWQC ALGORITHM
The algorithm first takes each search query of the
student and runs the search on the Bing search engine
using the Bing Web Search API [13]. The title and
description (or “snippet”) of each of the first 10 results are
stored in the database, processed by removing stop words
and punctuation marks [13], and remain associated to the
initial query. The expanded queries are called “enriched
queries”. This step is critical: most original queries are
two or three words long [12], which is not enough for the
classifier to be accurate. Enriching each query by
increasing its term count allows the classifier to better
understand the meaning of the query and to make a more
accurate classification. The enriched query is then
compared with two corpora, one containing a list of
school related words and the other containing a list of
non-school related words. A few words in those lists are
given more weight. The comparison determines the
classification: if the weight of school related words in the
data is more than the weight of non-school related, the
search query is classified as school related, otherwise, it
is classified as non-school related. There are two
exception cases: 1) there are no matches between the
words in the enriched query and the words in the school
and non school related corpora, and 2) the number of
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matches between the enriched query and the school
related corpus, and between the enriched query and the
non school related corpus are equal. The SWQC had been
programmed to classify these ambiguous cases as non
school related. This study devised a method to better
handle these cases.

Figure 1. SWQC Algorithm
B. DATA CLEANING

DOMAINS: The presence of domain lookups, for
example
“www.turnitin.com”
or
“http://www.nytimes.com/pages/politics/index.html”
was identified. The SWQC was not designed to handle
these cases and would automatically classify these queries
as non-school related. While one could argue that certain
domain lookups could be classified as school related (like
the NY Times Politics link might be), many cases were
very ambiguous and unperceptive. One potential
expansion of the SWQC project would be to interpret
domain lookups.
BLANKS: Blank rows and queries made of seemingly
random sets of characters were present in the data, for
example
“CGMSBGj3IW4Y5MXHwAUiGQDxp4NLFZS44ZLR
rjPWC_o_Z6YyL9y0r1c”. As for domains, such cases
would lower the performance of the SWQC because it
was not designed to handle them.
Search Query

Domain

Time

depth echolocation learnt by novice sighted people

google

10/27/16 7:20

depth echolocation learnt by novice sighted

google

10/27/16 7:20

depth echolocation learnt by novice sighted

google

10/27/16 7:20

depth echolocation learnt by novice sighte

google

10/27/16 7:20

depth echolocation learnt by novice sigh

google

10/27/16 7:20

depth echolocation learnt by novice sig

google

10/27/16 7:20

depth echolocation learnt by novice si

google

10/27/16 7:20

depth echolocation learnt by novice s

google

10/27/16 7:20

1. PRELIMINARY CLEANING
This study considered two large data sets in the form of
Excel files totaling approximately 1.14 million records.
This data was raw and would have yielded poor results if
fed to the classifier as it was, therefore an important
preprocessing stage was necessary. Through careful
examination of the data, the following cases which would
have lowered the performance of the SWQC and skewed
later analysis were identified.
EMAILS: The two problems with emails were: 1) the
SWQC would always classify emails as non-school
related because their special structure (e.g.
name@domain.edu) would never match any word in the
school related corpus, and 2) emails do not provide insight
into the study habits of students being as an email lookup
may be a consequence of school related work, but is not a
research related query per se.

Figure 2. Sample of “search as you type” entries
SEARCH AS YOU TYPE: Popular search engines like
Google or Bing have the option to fill in what the engine
thinks the user is looking for as the user is typing. “Search
as you type” enabled search engines logged queries for
every suggestion the engine made. Figure 2 shows that the
desired query is “depth echolocation learnt by novice
sighted people”, but that the engine logged many subsets
of that string. Hence, it was determined that only the
longest string in “search as you type” cases should be kept
and used for analysis.
Preprocessing was done in two stages. First, using the
semi-manual method of Excel filters, emails, domains,
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blanks and random sets of characters were eliminated
from the two datasets. The total amount of queries was
reduced from 1,140,049 to 1,131,071. The second and
most effort intensive preprocessing task reduced the size
of the dataset to 984,427 queries using the Levenshtein
algorithm.
2. LEVENHSTEIN ALGORITHM
Comparing and finding the similarity of queries is the
main part of removing “search as you type” in data
cleaning. In order to find duplicated queries and keep the
longest one, comparing each pair of search queries is
necessary in this section.

22nd, 2016. The queries were cleaned, enriched and
classified with the processes explained above. Two
students were removed from the analysis because of
missing data (no GPA, no Queries). Using the same
method as described in [13], a Pivot table was created to
map each student identifier to the amount of school
related searches it had performed, and to the student’s
GPA. The percentage of school related queries performed
by each student was then calculated. A second Pivot table
was created, showing the amount and classification of
queries at each of the 24 hours of a day, and the average
GPA of students who had done queries at that hour.

V. RESULTS

It’s not hard to process small amounts of data, but
manually deleting similar queries will cost most of the
resources when processing millions of items. Considering
the structure of search data and calculating string metric,
removing search as you type queries requires an efficient
algorithm for comparing each pair of data. Based on the
Levenhstein algorithm, we built a distance calculating
function.

Summary statistics of the first Pivot table (Figure 4)
showed that the mean percentage of school related
searches was 43.1%, with a standard deviation of 1.99%,
suggesting that usage habits were similar for most
students. Total Queries, however, had a mean of 345.9
queries and a standard deviation of 401.07 queries,
showing important variations in the amount of queries
performed by students on their iPads. The distribution of
Total Queries was skewed to the right (skewness = 4.313),
which indicated most students were towards the lower end
in terms of Total Queries performed.
Total
Queries
Mean

SR %

GPA

345.896

132.176

0.431

89.095

13.259

4.450

0.007

0.219

239

94

0.408

90.944

401.072

134.622

0.199

6.630

Skewness

4.313

2.372

0.417

-1.196

Range

5234

1202

1

38.9333

Minimum

1

0

0

60.4

Maximum

5235

1202

1

99.3333

Standard Error
Median
Standard Deviation

Figure 3. “distance” function based on Levenshtein
algorithm

School
Related

Figure 4. Summary Statistics of the dataset used for
analysis

C. REGRESSION ANALYSIS

Part of the cleaned data was selected to run a regression
analysis. The tracked dataset was chosen so that a
comparison with the results of [13] would be possible.
This set comprised of 316,499 queries performed by 917
students between September 12th, 2016 and November

A regression analysis between percentage of school
related queries and GPA was then performed. Authors of
[13] had stressed the importance of using a threshold
when running the regression analysis, which would
exclude data from student having done less than a given
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number of queries. Hence, a similar procedure was taken.
At threshold T=0, the equation for the regression line was
y = 3.1056x + 87.757, with a p value of 4.804*10-3 and a
R-square value of 8.677*10-3. While the p value was
higher than with the same threshold in [13], it was still
low enough to reject the null hypothesis that percentage
of school related queries has an impact on GPA. The Rsquare was lower than in [13], suggesting an even weaker
correlation.
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Figure 6: R-square remained low at all threshold levels
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Figure 5. Regression line at threshold T=0, with equation
y = 3.1056x + 87.757
Authors of [13] had found that discarding data from all
students that had done less than 70 queries yielded the
best correlation coefficient (R-square = 0.25) by still
maintaining 13% of the student in the analysis. With the
dataset used in this study, setting the threshold at 70
queries kept 84.48% of students as part of the analysis.
The R-square, however, was not improved, dropping to
0.871*10-3. In fact, as shown in Figure 6, R-squared was
very low for all threshold levels from 0 to 100. It only
increased when setting much higher thresholds, but then
too much data was being excluded from the regression: at
T=500 with 20.22% of students still part of the regression,
R-square was 0.025, and at T=1000 with only 5.73% of
students being part of the regression, R-square was 0.132,
indicating a very weak correlation between percentage of
school rated queries and GPA.

The analysis of usage over the twenty-four hours of a
day gave interesting insight. First, as shown in Figure 7,
usage patterns seemed to reflect the typical day of a
student: usage was low from 0 to 6 in the morning, when
students were sleeping. Usage rose during school hours
starting at 8, peaking at 12 (lunch break) and then
dropping at 3pm, when school ended and most students
were in transit with no access to the internet or doing
extracurricular activities. Usage then slightly increased
as students got back home, and then dropped again as
students went to sleep around 10-11pm.
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Figure 7: Total queries per hour for the period 9/12/1611/22/16.
Interestingly, the distribution of school related queries
over a day followed a similar pattern, with the percentage
of school related queries rising during school hours, and
then dropping during non-school hours. As Figure 8
illustrates, the highpoint was 3pm (45.07% SR) and the
low point was 5am (16.67% SR). This analysis also
showed that no matter what time of the day, the absolute
majority of queries performed on school issued devices
were not school related.
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Figure 8: Percentage of school related queries at
different hours of the day
Finally, an examination of average GPA of all students
performing queries at any given hour showed that
students who performed queries (both school and non
school related) at 0am, 1am, 2am and 3am had GPAs of
83.42, 83.30, 76.36, and 74.97 on average respectively.
This suggested that students using their devices in the
middle of the night were weaker students. Their grades
may have been impacted by lack of sleep. No other insight
was found when looking at other times of the day, as the
average GPA always hovered close to 89.
VI. CONCLUSIONS
Using a significantly larger amount of data than [13]
did not confirm the correlation between percentage of
school related queries performed by a student and GPA of
that student. Even when testing various thresholds, the
strength of the correlation did not exceed 8.677*10-3
(except when raising the threshold to levels where most
of the students were not pat of the analysis). Analyzing
time information provided interesting insight as to the
habits of students. For example, the average GPA of
students making queries n the middle of the night was
significantly lower than the average GPA of all students.
Knowing that a student is using his device instead of
sleeping could be very helpful for educators to quickly
identify students with bad habit, loosing motivation, or in
need of special attention. Despite this insight, the results
of this study call for an even better understanding of
student’s habits, and how they impact their performance
in school.

Getting to understand student behaviors is a particularly
ambiguous for teachers and school administrators. It is
sometimes complicated to assess the effectiveness of
methods implemented to increase students’ interests and
receptiveness to learning material. At a higher level, the
effectiveness of educational master plans instituted by
national education departments may also be ambiguous.
Indeed, in the USA, public spending towards education
increased by 73% from 1980 to 2005, with student to
teacher ratio constantly decreasing, to reach its lowest
level in 2005 [16]. But in the same period, literacy rates
for 9, 13 and 17-year-old students did not change.
This study could be expanded in three possible ways.
First, the data used in this study was collected only from
secondary school students. But the use of digital devices
is widespread at all levels of education, so an interesting
expansion would be one that uses the techniques used in
this study to analyze the learning behavior of students at
different levels of education.
Secondly, a very useful expansion of this study would
be to create a user-friendly interface for educators to
collect data from their own students and to apply analysis
methods discussed in this study. This study would be the
most useful to schoolteachers, but most of them the lack
technical skills to use our tools as it is. Therefore,
building an easy to use Graphical User Interface (GUI) to
operate SWQC algorithm would be valuable to educators.
This study considered tracked and untracked queries.
Tracked queries are very useful because they can be
traced back to a single student and can give insight about
his/her habits rather than general trends of a larger cohort.
A third possible expansion of the SWQC would be to
classify students into groups based on their search
queries. As discussed in the Related Work section,
typologies are useful to understand the attitudes, beliefs,
and behaviors of students. A student’s type could be
discovered from his online searches: a student having
many science related queries may be grouped as
“academic”, while student with many queries in a specific
topic, such as music, politics, or a professional area, might
be classified in the “vocational” group. Identifying the
values of a student takes time and this tool would allow
instructors to understand their students better and faster,
as well as allow them to keep track as they evolve.
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Abstract — In recent years, the K-12 learning space has
been utilizing mobile devices to supplement student learning.
The question is now begged, if these devices are actually
enhancing a child’s capacity to learn? Going deeper, the area
that needs inspecting is whether or not the students are using
school issued mobile devices to search for school-related
information. This study examines high school student web
queries performed on school issued iPads using anonymized
data from web filter logs. These web queries are first binary
classified as either school-related or non-school related using
Student Web Query Classifier (SWQC) algorithm created by
the authors. Upon completing the classification, this study
examines whether a correlation exists between these web
queries and student GPA. Based on the regression analysis
performed in this study, the null hypothesis, student web
queries performed on school issued iPads has no impact on
student GPA, is rejected.
Keywords — web query classification, mobile learning,
data analytics, big data privacy and security, education

I. INTRODUCTION
The Internet is the primary source of information daily. With
the rise of the Internet age, search engines have become a vital
tool for information retrieval. Various proprietary search
algorithms are used to retrieve relevant information to users.
Not only has the use of search engines grown, but the number
of studies related to it has also grown due to its demand [1].
This new information availability has led to an increase in the
number of mobile devices used in the K-12 learning space [18].
Apple iPads and other tablet devices are contributing to schools
having one-to-one mobile initiatives to facilitate the integration
of technology in the classroom [20].
Mobile Learning can be defined as learning that is supported
through mobile devices [19]. Ubiquitous Learning refers to
mobile learning that allows a learner access to information
anywhere over wireless networks [37]. Mobile devices, such as
iPads, permit students to learn wherever they are whether they
care connected to the Internet or not. No longer are software

and Internet resource restricted to a computer laboratory with
bulking, space monopolizing desktop computers [20]. This is
an advantage our educational system can utilize to educate
children. However, since schools are only recently starting oneon-one mobile device initiatives, we have little understanding
of how students are using these devices, meaning are these
devices being used to their full potential.
The use of big data analytics is common in advertising,
finance, medicine, marketing, etc. due to its monetary potential.
We are now starting to see the same trend in higher education
through an emerging field of educational data mining [17].
However, such quantitative research may also be beneficial K12 education in potentially improving the efficacy of school
issued mobile devices.
As the use of mobile devices becomes more prevalent in K12 education worldwide, the analysis from this study may
reveal useful information to teachers, administrators and
parents. This study analyzes real data collected from web filter
logs of high school issued mobile devices, in particular student
web queries. Previous studies done by authors of [3] explored
data through exploratory text analysis to generate term
frequencies and word clouds from student performed web
queries [3]. Later, an in-depth analysis of student web queries
is performed similar to study performed by Spink, et. al.[13].
Data mining techniques and machine learning algorithms were
used on web filter logs of these device, in order to classify
student web queries as school related or non-school related to
better understand the efficacy of these devices [4].
Data are initially explored through exploratory text analysis
to generate term frequencies and word clouds from student
performed web queries. Later, these web queries are classified
as either school related or non-school related through machine
learning algorithms and SWQC classifier created by the authors
of [4]. A proposed procedure is presented to build a corpus of
school-related terms and to compare it against students’ online
activity [3]. This approach produced more accurate results than
other that implemented supervised learning algorithms such as
Naïve Bayes and Support Vector Machines [3].
This study attempts to find a correlation between student web
queries and their Grade Point Average (GPA). To extrapolate
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further, a student that consistently enters into a browser
"school" related search queries may have a higher GPA than a
student who consistently does not search for school related
material. In order to investigate this correlation, the first step in
this task, is the data collection and analysis of these students’
search queries. Most school-issued devices are required to have
web filters installed on them to filter inappropriate content.
These web filters logs collect student activities on the internet.
These logs contain the web queries of the students, key to the
analysis in question. By mining the data, categorizing it, and
using regression analysis this study establishes that students
using their devices to search for school-related terms typically
have higher GPAs; confirming a positive correlation. This
information can now potentially be used by teachers, guidance
counselors and administrators as a way to help academically
struggling students, allowing for early intervention. This study
also highlights the ethical concerns of using data generated by
minors and the laws that govern their data privacy and security.
The reminder of the paper follows as such: background of past
work, literature review of related work, Big Data privacy and
security concerns; methodology, methodology, result,
conclusion, and finally, future work.

II. BACKGROUND OF PAST WORK
Authors of [13] performed an in-depth analysis of student web
queries. For example, on average, how many queries did the
students perform in a session? What was the average number of
terms used in a search query? What was the frequency of terms
related to school work? Authors in [13] extracted, raw data
from web filters logs deployed by a local school district. Over
10,000 entries were collected from a two-hour time period in a
school day. The following attributes were extracted:
Suspicious, IP Address, User, User OU, User Groups,
Computer Device ID, Search Query (SQ), Category Domain,
Action, Rule Set (RS), Origin, Time. Of these attributes, SQ
was used to create a corpus for text analysis [13]. It was

Table. 1. Data Set Attributes Descriptions.

concluded that a significant portion of the student web queries
collected, over a specific time span, were, in fact, school
related.

Authors of [4] performed binary classification of student web
queries as either school related or non-school related. The study
was conducted in three stages: data collection, model
specification, and model evaluation. The raw data consisted of
6,477 student queries without any preprocessing. This data was
then sorted by attribute RS and then segmented into four groups
based on staff, administrator, teacher, and student. Only queries
performed by students were used in the study and did not
contain any student identifiers.
A new algorithm, Student Web Query Classifier (SWQC) was
developed after the traditional classifiers Support Vector
Machine (SVM) and Naive Bayes yielded poor initial
results. SWQC took a two phased approach, 1) an unsupervised
learning algorithm was used to classify the data, and 2) the
classified data was used to train the SVM model, which was
then used to classify the queries.
The results of the new algorithm were significantly better than
those of either SVM or Naive Bayes alone, 90.68% accuracy
compared to 1.29% and 46.03% respectively. These results can
be built upon to delve into further questions that the study’s
results imply, such as, is student time well-spent on school
provided devices?
All in all, these works attempt to make sense of new
paradigms in the K-12 learning space. Electronic devices are
on the rise in classrooms, but the use of such devices is in its
infancy. Technology is becoming more important toward a
successful educational path for students. In this study, new
techniques are explored and created.

III. LITERATURE REVIEW OF RELATED WORK
Classroom use of technology has progressed rapidly during
the twenty-first century. While research has delved into the
online habits of students, the effect those habits have on a
student’s grade point average (GPA) has not been widely
studied.
A 2014 study conducted by Doan and Bloomfield attempted
to answer, “Whether or not using the Internet as a study
resource increase the students’ ability to write an essay?” [22].
Participants in this study where comprised of 49 4th and 5th
grade students grouped randomly by the school’s principal into
three sets. These groups were divided as follows: Group I had
90 minutes to write their essay after being given a writing topic,
Group II was given 30 minutes of Internet research time before
their hour long writing session, Group III was given Internet
training, three periods lasting 45 minutes each, before the day
of the assignment. On the day of the assignment they had 30
minutes of Internet research time before their hour long writing
session [22]. Authors of [22] analyzed their data using Analysis
of Variance (ANOVA). During their analysis, a fourth group
was formed, Group W. This group combined the results of
Group II and III. The new group was used to compare results
against the control group, Group I. They concluded that there
was a statistical significance between the scores of Group W
who were given access to the Internet, and Group I when
comparing total essay score. Furthermore, their analysis also
uncovered statistical significance when Group I was compared
to Group III in the overall essay scores. There was a four-point
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difference between Group I’s total score (11.69) and Group
III’s (15.69). This result then suggests a subsequent question,
“Did the Internet lessons alone improve the students’ writing
scores?” [22].
Also in 2014, a study by Zhang was conducted to explore
correlation between fourth grade students’ Internet searches for
a particular Internet math game site, coolmath-games.com, and
their performance in math and reading [21]. The study focused
only on the students’ search for the site and not any actual use
of the site contents. Publically available data of two varieties
was utilized by the author to conduct that research; the first was
Internet Search, utilizing Google Trends, the second, Web
analytics through Compete. The author of [21] attempted to
answer the following question, “In what ways are the interest of
search for a specific math game correlated to the state-wide
academic performance?” Their study focused specifically on
the students’ performance utilizing 2011 and 2013 results from
the National Assessment of Educational Progress
(NAEP). Data analysis found negative correlation for both
years when looking at the exact amount of searches and the
students’ academic performance. The analysis of Web and
Internet Search reveal coolmath-games.com is an extremely
popular gaming sites for education, the single factor of
searching for that site however, is not a predictor of improved
math or reading performance in fourth grade students nationally
[21].
The question of one factor alone, such as school related Web
queries, being the predictor of student success has been
captured in studies spanning grades K through 12 as well as
university graduate and undergraduate students. One such study
used data mining analytics to capture university library usage
and discover if usage correlated to the students’ grade point
average (GPA) [24]. The researchers used Pearson correlation
analysis, a statistical tool that measures the exact correlation of
two variables, in this case GPA and library use. The range -1 to
+1 indicates the strength of the correlation, with zero being no
correlation between the two variables. Using just one
semester’s results indicated there was no correlation between
library book checkout and GPA with a result of 0.08. Library
usage, captured by turnstile count, showed a weak correlation
with a result of 0.16. The results improved slightly when
comparing the cumulative GPA to both book checkout and
turnstile counts, with respective results of 0.12 and 0.21.
The authors concluded that further analysis was required due
to factors such as the use of libraries matter more in some
disciplines than others, suggesting a breakdown by major is
required. They also concluded, with the data available to them,
they were not able to attribute student success to library usage
alone.
Gaudreau, Miranda, and Gareau found diametrically opposed
results when they studied laptop usage during class time [23].
This study uncovered statistical significance between schoolunrelated laptop behavior and academic success. When students
participated in non-school related searches during class time
their academic performance suffered. However, of interest to
study done in [23], school related laptop behaviors showed no
correlation to student success.

Educational data mining (EDM) is just one domain in the
overarching data mining process which grew out of the
generation of big data. Data mining in general is the process of
taking large amounts of data and identifying patterns within it
in order to glean an understanding of various domains, such as
government, retail, security, marketing, or in this case
education [29,32]. As an analytical tool EDM has proved
beneficial in such areas as improved learning results [30],
student behavior, and improved technology learning
approaches [31]. Researchers strive to gain an understanding of
the effectiveness of places of learning as well as how to improve
student scholarship [32]. Even though EDM is an emerging
discipline there has already been further refinement of this
broader category. Academic analytics is one such sub category
that looks specifically at how compiled data can make
discoveries about student retention, for example. This
discipline concentrates more on a narrow focus such as a
specific department or institution, rather than looking at the
bigger picture [32].
There are a number of approaches to EDM, quantitative
analysis utilizes the tools of EDM such as machine learning or
statistics. A qualitative approach draws on information
gathered from surveys or interviews, and can also be effective
although more subjective than the former [32]. Classification
is the most prevalent means to analyze the data gathered during
EDM, with clustering f a close second; modeling and regression
analysis are also methods used to study the data [33]. Various
algorithms are used to draw comparison between two or more
variables, these algorithms have different levels of success,
however there may not be a great deal of statistical significance.
A case in point, Strecht et al. [34] utilized six classification
algorithms, including SVM and Naïve Bayes, to assess the
effectiveness of these algorithms in predicting the success or
failure of students. The results of their study found no statistical
significance between the six algorithms trialed. This leads one
to question the effectiveness of these tools or to search for ways
to improve them.
As valuable as EDM is, it has come under scrutiny after cyberbreaching exposed hundreds of thousands students’ personal
information [35]. There are arguments that the risk associated
with EDM is no greater than what the student expose him or
herself to in the normal course of daily social media activity
[36]. This is obviously an area that requires more research and
begs the question, how much information is too much?

IV. DEEP DIVE INTO NAÏVE BAYES ALGORITHM
One of the most popular and oldest classifiers is the Naïve
Bayes algorithm. The implementation of Naïve Bayes is simple
but, it requires minimal amounts of training data. Compared to
other classifiers dealing with text classification, Naïve Bayes
performs very poorly. Because of this, it makes the Naïve Bayes
classifier unusable in spite of the simplicity and intuitiveness of
the model [5].
Naïve Bayes is known as “the punching bag of classifiers”
and has placed last in numerous head-to-head classification
papers. Despite this title, it is frequently used for text
classification due to its fast and easy implementation.
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Algorithms that are less erroneous, tend to be slower and more
complex [6]. Due to being fast and being easy to implement,
Naïve Bayes text classifiers that contain the strong attribute
conditional independence assumption have been studied well
and numerous Naïve Bayes models are proposed [11].
Because of its simplicity, the Naïve Bayes text classifier has
become widely used in both the classifying and training stage.
It is less accurate than other discriminative methods, but many
researchers have proved that it is effective enough to classify
the text within many domains. Naïve Bayes models allow each
of the attributes to contribute equally and independently
towards the final decision from other attributes, in which it is
more efficient when it is compared to other text classifiers. This
focuses on employing Naïve Bayes’ approach as the text
classifier for evaluating its classification performance against
other classifiers as well as for document classification. [10].
A Naïve Bayes classifier can be defined as follows; variables
are denoted using capital letters such as Xi, and their values will
be denoted by lower-case letters such as xi, and sets of variables
are denoted by boldface letters such as X.
Let 𝐗 = {X1, .... , X𝑛} be a set of observed random variables,
which are called features, where each feature takes a set of
values from its Di domain. The set of all feature sets is denoted
by Ω = D1 × ... × D𝑛. Let C, such that 𝑐 ∈ {0, ... , 𝑢 − 1}, be a
random variable which denotes the class of a set of features.
A hypothesis h ∶ Ω → {0, ... ,−1}, that assigns a class to a
given set of variables is defined as a classifier. Each class c is
assigned a function 𝑓c(𝒙), 𝑐 = 0,...,𝑢−1. The classifier selects
the class with the maximum discriminant function on a given
set of variables, written as h(𝒙) = arg 𝑚𝑎𝑥𝑐 ∈ {0,...,𝑢−1}𝑓𝑐 (𝑥).
The Bayes classifier h*(𝒙) uses the following probabilities
given a number of variables as the discriminant function, i.e.
𝑓*(𝒙) = (𝐶 = 𝑐 |𝑋 = 𝑥). Applying Bayes’ theorem from Eq. 1 to
this function gives (𝐶 = 𝑐 | 𝑿 = 𝒙) =

𝑃(𝑋=𝑥 |𝐶=𝑐)𝑃(𝐶=𝑐)
𝑃(𝑋=𝑥)

. Since P(X

= x) is the same for all classes it can be ignored. Hence, the
Bayes’ discriminant function can be written as
𝑓∗(𝒙) = 𝑃(𝑿 = 𝒙|𝐶 = 𝑐) 𝑃(𝐶 = 𝑐), where 𝑃(𝑿 = 𝒙 | 𝐶 = 𝑐) 𝑃(𝐶 =
𝑐) is called the class-conditional probability distribution (CPD)
[12]. Thus the Bayes’ classifier written as in Eq. 3 finds the
maximum posterior probability hypothesis given x.
Next equation 3: h∗(𝒙) = arg 𝑚𝑎𝑥𝑐 𝑃(𝑿 = 𝒙 |𝐶 = 𝑐) 𝑃(𝐶 = 𝑐).
Applying the notion that features are independent given the
class, we have the Naïve Bayes classifier, which is now the
fourth equation [12].
𝑁𝐵

∫𝑐 (𝑥) = ∏𝑛𝑗=1 𝑃(𝑋𝑗 = 𝑥𝑗 | 𝐶 = 𝑐)𝑃(𝐶 = 𝑐)

V. DEEP DIVE INTO SUPPORT VECTOR MACHINES
Classification of text data is classic example of a utilization
of Support Vector Machines (SVM). The preceding papers on
this topic focused on the discovery, analysis, and classification
on what is known as "term frequency". Term frequency analysis
is used to discover the relationship between effective and

inappropriate usage of mobile devices in school [3]. Analogous
to this, text categorization techniques are used to classify a bevy
of everyday items used in today’s society: Internet search
engine results, news cycles, daily email alerts, and to making
text auto-complete suggestions [2]. The reason SVM is
extremely well suited for text categorization is that it a selftaught mechanism for binary classification problems [14].
Meaning, SVM is able to accomplish this concept: “input
vectors are non-linearly mapped to a very high-dimension
feature space. In this feature space a linear decision surface is
constructed. Special properties of the decision surface ensure
high generalization ability of the learning machine. The idea
behind the support-vector network was previously implemented
for the restricted case where the training data can be separated
without errors” [14]. SVM is a definite candidate to be able to
efficiently classify whether or not a student entered term is
considered "school related" or not. However, in order to train
an SVM classifier, it requires training dataset because it is a
supervised learning algorithm. Both Naive Bayes and SVM are
linear, efficient, and scalable on massive data sets, but the
research in [7, 8] shows that SVM outperforms Naive Bayes in
large data sets when accuracy is considered for text
categorization.
An SVM algorithms is constructed with the objective of
discovering a separation between dimensional planes, which
are demarcated by classes of data. So, SVM allows for the
measurement of the variance of data as opposed to the finding
the correspondence among types. Whereas Naïve Bayes
classification algorithms are based on an assumption that the
terms used in documents are independent.
In SVM, to get accuracy in large data sets, classifiers are
selected. The classifier selection demands the tuning of several
parameters which affect the generalization error. The process of
fine tuning the parameters is termed as model selection [9].
With regards to machine learning, SVM becomes more accurate
as it processes trained with more data; our correlation between
query searches shows that non-linear SVM exceeds Naïve
Bayes and linear SVM. So for our comparison SVM acts as a
binary classifier to do multi-class classification, pair wise
classification is used [16].
A student search query can either be school-related or nonschool-related. Since SVM is well suited for binary
classification, it is ideal for binary classification of student web
queries as either school related or non-school related. Once
each query is classified, a correlation test between student web
queries and their GPA can be performed.

VI. BIG DATA PRIVACY & SECURITY CONCERNS
The Family Educational Rights and Privacy Act (FERPA)
provides students with the ability to share info in certain cases
without permission: student officials have an interest in the
data determining financial aid, developing or administrating
tests that are predictive, administering student aid programs,
local, state, and federal representatives conduct an audit of a
school’s education program [25]. Under FERPA, a school may
not unveil from educational records any of that student’s
personal records to a third party. In order for the school to
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disclose personal information, the student must deliver written
approval for the school to do so.
Educational data mining is one of the major problems for
students because of how the industry handles student data.
“About 95% of school districts send student records to
companies that manage student services such as Microsoft,
Google, and others” [27]. The Protecting Student Privacy Act
prohibits the mining of data by companies that includes student
personal info in the interest of marketing. Student data should
not be used and collected for commercial purposes, but students
have no say with the companies that makes contracts with
different school districts. Data mining can be useful for
obtaining useful information, but companies need to provide
students with a safe space so students can learn efficiently and
not a way for corporations to learn about them. Private
corporations are getting onboard with helping protect student
data in accordance to the Student Privacy Pledge. This pledge
is a solution for big data security for students; introduced by the
Future of Privacy Forum and The Software & Information
Industry Association [27]. These provisions are intended to
protect student privacy in regard to the maintenance, collection,
and the use of personal information of students. This pledge is
intended to detail existing federal law regarding the handling
and guarding of student data.
The Privacy Technical Assistance Center (PTAC),
established by the United States Department of Education,
further helps push the protection of student data. This center is
a resource for education stakeholders to educate themselves on
how they can enforce privacy, confidentiality, and security of
data [26]. The PTAC offers information as well as assistance in
regards to security practices by utilizing a menagerie of
resources including: receiving data systems support, training
materials, and providing observance with FERPA for fortifying
the security of personal info.
The Privacy tool kit provides an up to date info guide for
stakeholders who want to improve the privacy and security of
educational data. Some of these resources included are
checklists, online presentations, technical briefs, and a variety
of other related materials. Topics covered within these
resources include data sharing, data security, data governance,
legal references, and disclosure avoidance. Local meeting
forums and a support center are also provided [26]. A toolkit is
also offered to Student Privacy & Data Security members
(SIIA) to school providers and the sector with tools that allow
the notification of their internal practices in addition to assist
policy leaders, families of students, and teachers [28].
The Guidance and Technical Assistance workshop is a part of
the SIIA tool kit. This workshop provides resources that inspect
as well as explore new practices that improve data security and
privacy. Also provided are tools to review and improve upon
data security practices [28]. The laws and regulatory
requirements, which include the State Student Privacy Law
Reports, contains a section, which features a group of reports
on security and privacy laws passed by their respective state
legislatures. The reports generated each give a summary which
guide educators as they interact with their local educational
agencies [28].

VII. METHODOLOGY
This study includes web queries of 887 students that was
collected over a two week period. Web filter logs of each day
were extracted from a local school district web filter in the form
of a Comma Separated Value (CSV) file. At the end of the two
weeks, these CSV files were then merged together. The raw
data pulled from this database comprised of approximately
148,502 SQ. Data contained in this merged file anonymized
student identifiers for privacy and security reasons, see Table 1.
Each student was given a unique unidentifiable id. A significant
portion of this dataset contained duplicate search terms. This is

Table. 2. Student-SQ Pivot Table

caused from students clicking various links the were populated
from the search query. An example would be: if a student typed
into a search engine “in the heights” and then clicked on four
links of the search results, then that search query would appear
four times in the web filter log and eventually in the CSV file.
The duplicate web queries were then removed leaving 40,404
unique SQ.
Next, a pivot table was created from this data. Using each
student’s unique school log-in ID, the amount of that person’s
SQ was mapped to them. In addition to this, from the school
database, each student’s GPA was matched. A second data
clean up is preformed, since not all of the original 887 students
were able to be mapped due to an irregularity in the naming
convention of the student log-in ID. For the most part student
school log-in ID is created from the capitalized, first initial of
the first name followed by the entire last name. In the event two
students had the same first initial and last name, their ID did not
follow that naming convention. These students were excluded
from the dataset leaving the total sample size in this study to
455 students.
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Each student web query in this dataset was then classified
using the SWQC algorithm, as either school-related or nonschool-related. A percentage of the amount of school-related

GPA given the predictor variable which is the percentage of
SQ? Thus, the conclusion to be drawn from this initial result is
that there is no real impact on GPA. However, this model
included all students whether they performed one search query
or 100+ search queries within this two-week period. An
example would be a student with a 97 GPA having only 1 SQ.
These outliers threw off the resulting regression analysis.
The regression model was tweaked to include a threshold
value which would implement a cutoff of how few of SQ a
student can have in order to be included in the model. The
number initially chosen was 10 SQ, resulted in slightly better
results. Tests were continually performed at thresholds of
increasing intervals of 10 SQ, until finally an optimal threshold
of 70 SQ was reached. This returned the best results while
maintaining a relatively high amount of observations, ~13% of
the 455 students used in the initial regression analysis.

IX. CONCLUSION
Fig. 1. Initial scatter-plot graph showing slight positive correlation

SQ was formulated from the total amount of SQ and then
mapped to that student’s GPA. With this percentage now
known, a regression analysis is performed. A scatter–plot was
created with GPA as the dependent variable on the y-axis and
their percentage of school-related SQ as the independent
variable on the x-axis.

VIII. RESULTS

With the threshold value now included in the regression
model, a more defined positive correlation is observed in table
3. GPA (y-intercept) decreased from ~86 to ~79 and average
amount of student SQ (slope) dramatically increased from ~5 to
~20. The new linear function now is 𝑦 = 19.793𝑥 + 79.584
For approximately every 10% increase of student SQ being
school-related, student’s GPA increases by 2 point. For
example, if student SQ goes from 0% to 20%, 𝑦 = 19.793 ×
.2 + 79.584 = 83.542 i.e. ~4 points higher then would be
expected if no SQ were performed while studying.
Furthermore, the p-value dropped significantly and there was a

At first glance, Fig.1., shows a slight positive correlation
between school-related web queries and higher GPA. The pvalue from the regression analysis is significantly low rejecting
the null hypothesis with H0: the percentage of school-related
web queries performed by high school students, originating
from their iPads, has no impact on their GPA.

Table.4. Fixed Regression Analysis with Strong Positive Correlation

Table.3. Initial Regression Analysis with Weak Positive Correlation

However, digging into the regression analysis, the R-Square
value at ~0.03 is closer to 0 than 1, see table 3 The R-Square
basically validates the correlation by explaining the percentage
of variation in the dependant variable (GPA) that is part of the
regression line with the independent variable as the explanatory
variable. Simply put: how well can you explain the variance in

significant increase in the R-squared value. Albeit, the Rsquared value is roughly 25%, it can be concluded that
percentage of school related search queries cannot be used as a
determining factor for higher GPA. There are other
discriminatory variables from performance data such as test
scores, attendance, homework completion which play a greater
role in GPA. However, based on the analysis presented here, it
can be further concluded that percentage of school related
school queries originating from school provided mobile devices
can play a role significant role in student learning.
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Fig. 3. Positive correlation shown of percentage of school related search
queries vs. GPA.

[10]

IX. FUTURE WORK
The research presented here only consist data from first two
weeks of school. With school year just underway, the total
number of search queries performed by students is quite small.
This model should be tested further with larger student data as
the school year progresses.
Only 455 students were mapped to their userID, leaving other
half of the data unused. Future study should include the
remaining students once userID mapping is complete. This
should provide more data to see whether this model holds true.
Finally, the question of the safety and ethical ramifications of
having access to student’s (of which are minor) online data.
What measures are in place to prevent student data from being
exploited or stolen? What standards are instructors held to
concerning their access to student information? Can parents opt
out of mobile device learning, and will doing so put their
children at a disadvantage? This work provides ground
breaking research to under and improve efficacy of mobile
devices as the standard in the educational system. Information
presented in this study provides a glimpse into student learning
that performance data does not provide. Additionally, as the use
of mobile devices continue to grow, better monetary decisions
can be made by school administrators. For example, teacher
professional development may include how to maximize the
utility of mobile devices in a classroom setting, restructuring
curriculum to teach students how to effectively use school
provided mobile devices thereby addressing the need of digital
citizenship.
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Abstract—The Pace University Library Catalog houses
the dissertations of all Doctor of Professional Studies in
computing. This work extends preceding work to organize
the Doctor of Professional Studies dissertations. This system
uses a database and a web interface to display the view to
the end user. This system ensures the ease of use for the end
user to organize and manipulate the documents in the
database. The goal of this project is to add to the
functionality of the dissertation database with a focus on
automation. Autonomous document uploads and
categorizations to the database through the use of custom
built REST services and Google APIs will help streamline
the process of uploaded dissertation to the database.
Index Terms—RESTful services, REST, Database,
MySQL, Spring, POI

I. INTRODUCTION

T

HE DPS dissertation database grants users the ability to
view information about the doctoral student dissertations as
well as provide a provide a resource to view statistical
information on the dissertation within the database. Last
semester we focused on updating the user interface while
decoupling the frontend load from the backend. We did that
through the use of AngularJS. One thing that we did not focus
on last semester was the admin section of the web application.
That is why this semester leans on a focus on functionality;
more specifically, automation. We will streamline the process
of uploading documents to the database by doing it
programmatically. To do so, we will extend the current
applications functionality though the use of a representational
state transfer application program interface or RESTful API
(REST API). This allows the developer a greater ability to scale
and maintain the project because minimal code will be
necessary for the web application itself. The application will
call the REST service and the requested data will be returned to
the application.
Our current goals for the system are as follows:
•

Build a REST service that will automate the process of

•
•
•
•

uploading data to the database.
Build a REST service with the responsibly of
accessing Google’s natural language processing
(NLP) API.
Automate categorizing dissertations within the
database by the contents of the abstract.
Fix any outstanding issues with the application
Build a screen in the admin section that allows the user
to interact with the “database upload” REST service.

The main goal of this project is to create a web service with
two responsibilities.
1. Receive an abstract and return a category. Currently,
Google’s NLP API seems like the best fit to
accomplish this goal. More research will determine if
that is doable with our current resources or if we
should be moving toward a homegrown solution.
2. Receive a Word document (and PDFs in the future)
and populate the database based on the contents of that
document.
Once we accomplish this, we can then configure DPS
dissertation database application to allow the administrative
user call upon the web service.
II. SYSTEM SPECIFICATIONS
A. Software Stack
To accomplish the goals of this project we had to choose a
proper stack, or a group of programs and libraries used for this
project. Our web service is built on Java and we used the Spring
Framework to accomplish this, most notably, Spring REST.
Spring REST. Spring REST allows to build a REST service
through Java code and Java annotations. We also made use of
Spring Boot. This allows the developer to test web applications
on their local machine without the use an application server.
Spring Boot web projects have a Java main class that embeds a
tomcat server in a jar file instead of a war file. This allows the
developer to run and rerun these projects with ease. It also
makes it easier to deploy later by removing a lot of the
necessary configurations that not Spring Boot applications are
slave to. Spring is open source and is the central component of
our stack.
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Another key component to our project is the user needs to be
able to upload a Microsoft Word document to the server.
Apache Commons and Apache POI are an important open
source library with regards to goal. In the case of this project,
they both are responsible for enabling the upload of and
extracting the text from the word document.

get transferred to that endpoint and return a success or error.
Everything else will be managed on the backend.
D. Going Forward
We are going to build a REST service and a user interface to
automate the process of uploading documents and categorizing
them accordingly. We will be fortunate to complete it all due to
time constraints. That does not take away from what needs to
be done going forward. Once this is complete the focus should
move toward a more secure application. Last semester, we
salted the passwords so that the passwords were no longer
stored in plain text in case the database were compromised.
There will need to be some form of token exchange to ensure
that only the DPS dissertation database system has access to the
REST service. We do not want to leave it vulnerable to crosssite scripting and SQL injection by hackers.

Figure 1. This is an example of the REST design architecture [12].

III. ENHANCEMENTS

Since the user interface will be added to the original
application, it will be composed of the same stack as well. That
includes JQuery, AJAX, and BootStrap CSS. These are all open
source and they are discussed further in last semester’s paper.
B. Backend and MySQL Database
As mentioned earlier, the backend of this section of the
project is going to be completely different from the backend of
the dissertation database. Where that one has a PHP backend,
this one will leverage REST built on Java. It will bypass the
PHP code altogether as you can see in the image above in figure
1.
C. The Frontend
This application will utilize one screen for the user to interact
with. The screen will be in the admin section of the dissertation
database and will be responsible for document uploads and
calling the rest service via an AJAX http call.
$.ajax({
type: "POST",
enctype: 'multipart/form-data',
url: "/api/upload/",
data: data,
processData: false,
contentType: false,
cache: false,
timeout: 600000,
success: function (data) {
$("table").show();
$("#result").text(data.message);
$("#result").addClass("alert alert-success");
$("#btnSubmit").prop("disabled", false);
// …
});
Notice in the code you see the URL value “/api/upload/”. That
is the URI that identifies our REST service. The document will

This section will discuss the enhancements that were made
to the DPS dissertation system. It is based on a separate
architecture from the original system but will be simple to
integrate. It will be just another page in the admin section of the
site but, as stated earlier, it will utilize a different backend via
REST services.
A. Leveraging a REST API
A REST API is a way of exchanging text-based data between
computer systems on the internet. These resources are available
on the internet through a URL that is used to identify them,
usually through the form of an HTTP. Because of this, they
encompass a series of CRUD (create, read, update, and delete)
operations as well. REST APIs can return data to the client in
the form of JSON, HTML, or XML. We will be using JSON for
the purposes of our application. The frontend of the application
leverages an AngularJS framework and JSON is the type of data
that it prefers.
REST is more of an architectural style or idea. Thus, there
are guidelines to REST that should be followed. In practice, all
of these guidelines are seldom followed to a tee but it is not
REST unless it adheres to some of the key guidelines or
constraints.
1. Client-Server – the separation of the client and server is
a key aspect with RESTful services. Separating the
frontend logic from the backend provides portability.
This logic will also enable the application to be more
scalable. Any changes on the frontend will have no
effect to backend changes and vice versa. The frontend
will call the data that it needs and move on. The backend
is in no way responsible for manipulating that data in
any way.
2. Stateless – another key factor regarding RESTful
services is that it is stateless. When the client calls on the
server it must request all of the data that is necessary to
understand the request. Sessions are stored on the client
because true RESTful services are not responsible for
managing sessions. This also makes the application
more reliable. If sections of an application go down for
any reason, should continue to function (minus the
portions that are down). Scalability is enhanced because
the server no longer has to worry about session states.
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That will free server resources by default since the server
is no longer working after it satisfies the client’s request.
3. Cache – cache is a means of improving network
efficiency. It can be argued that all one needs to
implement a RESTful API are the first two constraints
but cache is necessary to be a true REST service.
Another note, it can be easy to forget about these other
guidelines because there are a lot of libraries available
that streamlines the process of building a RESTful API.
They usually encompass these other guidelines by
default and can be adjusted by the developer. Our
RESTful API leverages Spring Boot to develop this web
service for the DPS Dissertation Database. RESTful
services mandate that all request be explicitly deemed
cacheable or non-cacheable. By default, Spring requests
are non-cacheable. That is a layer of abstraction that
these libraries provide which explains why it is stated
that the first two constraints are the most important.
4. Uniform Interface – “The central feature that
distinguishes the REST architectural style from other
network-based styles is its emphasis on a uniform
interface between components. By applying the software
engineering principle of generality to the component
interface, the overall system architecture is simplified
and the visibility of interactions is improved” [11]. A
uniform interface simplifies the architecture, allowing
each part to evolve independently. This also comes with
its own set of constraints:
a. Identification of resources – an example of this
would be that each REST resource is identified
by its uniform resource identifier (URI).
b. Hypermedia as the engine of application state
(HATEOAS) – A REST client should be able
to see all of the available resources and actions
it needs.
c. Self-descriptive messages – “Each message
includes enough information to describe how to
process the message” [11].
5. Code on Demand – the functionality of a client can be
extended through a REST service through the transfer of
executable code, such as a java applet or client-side
scripts.
This list of constraints is what makes a REST service what it
is. It is an important part of the application because these
services will grant the application more functionality while
making little changes to the DPS dissertation database
application itself.
B. Automatic Document Uploads
DPS dissertations are currently uploaded to the database via
the admin screen by filling out a form. The database has several
columns causing it to be tedious when having to upload
multiple dissertations. We decided to automate the process of
filling out the form in the database by creating a REST service,
built on Java, that the DPS dissertation database application can
call. The REST service will return values from the dissertation
that will automatically populate the form. Another function
would be to access this REST service in the form of a UI,
allowing the user to directly upload the document, that will
automatically populate the form or directly update the database

as long as all the required information is available, and if the
user chooses to do so.
An example of this would be in the UI. the user would choose
the documents to upload, press the submit button, and the
document will either populate the form or upload the
information directly to the database. It grants the administrator
the ability to upload documents to the database. The
administrator may choose a .docx file to upload and then once
submitted, will get the opportunity to verify that the contents of
the dissertation are in the correct category before submitting it
to the database. The response will be shown on a table for the
user to see a visual representation of their document upload.

Figure 2. This is an example of the UI. The user can see the results of
the upload and choose to submit it to the database.

The document payload is submitted to the REST API via an
AJAX call to the endpoint “/api/upload”. The rest of the work
is done in the backend.
One of the API’s that was used with the functionality of our
API is Apache POI. Apache POI provides a series of Java
libraries that is responsible for reading and writing files in the
Microsoft Office formats, such as Microsoft Word and Excel.
We just need it to read Word documents for our purposes.
Once the REST service is called on the backend, POI then
receives the payload and has to get an input stream from it. POI
has many built-in classes and methods that makes the process a
little easier to code and read later for maintenance behind a
layer of abstraction. After the document is extracted, the
information in the document has to be parsed and stored
individually in memory. This part is made slightly easier
because all of the documents must be in the IEEE format. For
example, the title should be the first line – or lines – of text in
the document. The title should be followed by the authors, then
Abstract, etc. The parsed data can then be sent directly to the
database or used to populate the form on the admin screen.
Theoretically, whatever can be entered into the database from
the documents can be uploaded to the database autonomously.
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which uses human intervention to provide information on the
correct classification for the documents, unsupervised
document classification – is when the classification is done
without any external influence, and semi-supervised document
classification – which is a little of both. We will need to use a
supervised document classification, meaning we must have a
training data set for this to work. We must make sure that we
categorize our dissertations and have at least 10 abstracts per
category to start.
Some of the ML techniques that are being considered for this
task is the naïve Bayes classifier, support vector machines, or
going the NLP approach through a third party service such as
Google or Microsoft. The goal is to utilize the training set in an
attempt to return reliable categories automatically for the
dissertations.
D. Automating The Dissertation Categories
We will be categorizing the dissertations in the database
programmatically based on the contents of the abstract. To
accomplish this, we will leverage Google’s Could NLP API.
Google’s Could NLP is a REST API that we can call and This
is very useful because it will analyze the text from the abstract
and parse information from the text into entities. This entity
identification is what we will use to sort our categories. For
example, when we send an abstract to Google’s API, it will
return a list of entities, or relevant text that it decides is related
to the abstract.

Figure 3. Early stages of the REST API code.

Going back to adding all the database columns individually,
the code in figure 3 is an example showing how it will work.
The first piece checks for the title and attempts to ensure that it
is where it should be. XWPFParagraph is a POI class that
distinguishes between a new line and a new paragraph. So we
are iterating through that. The author is a little more
complicated because there can be multiple authors. Currently,
we only check for two (and it is incomplete) but this is to
display what the API will be capable of. Once these are sorted,
it will send the information to the database, or to the form so
that the admin can verify the information before sending. Using
this document produces an output of:
NUMBER OF FIGURES: 6
TITLE: Automating Database Uploads with Representational
State Transfer Services
AUTHOR: Christopher Keene
ABSTRACT: Abstract—The Pace University Library Catalog
houses the dissertations of all Doctor of Professional Studies in
computing…
NUMBER OF PAGES: 6
KEYWORDS: RESTful services, REST, Database, MySQL,
Spring, POI
C. Document Classification
Document classification is a subsection of machine learning
(ML) with relation to natural language processing (NLP). The
goal of document classification is to assign a category or class
to a document. In the context of this project, we will be using it
to autonomously categorize our dissertations based on the
contents of the abstract. Automatic document classification can
be split into three types: supervised document classification –

Figure 4. The abstract of a dissertation

Below, is a list of returned entities from the submitted
abstract. The entity with the “1” subtext is the one with the
highest salience, or importance relative to the document.
Salience is measured from 0 – 1 with 1 representing the highest.
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“Model” has the highest salience in the case of this example
with a salience of 0.23. Model is followed by “classification of
discovery,” and that has a salience of 0.07. These entities are
what we will try to analyze to determine categories for our
dissertations.
1.
2.
3.

Models, Consumer Good, Salience: 0.23
Classification rule discovery, Other, Salience: 0.07
Context, Other, Salience: 0.06

E. Leveraging Google’s Natural Language Processing API
To sort the dissertations into their respective categories we
must utilize Google’s NLP API. For now, we are using a
personal API key. Pace University will need its own API key
once the application is ready for production. Once you have
signed up and registered with Google, they will send you a json
file to download. This contains the authentication information
needed to use their API. Here are the steps needed to make sure
that everything is running correctly after signing up:

2.

<groupId>com.google.cloud</groupId>
<artifactId>google-cloud-language</artifactId>
<version>0.11.0-alpha</version>
</dependency>
to the pom.xml file. Once this is complete, the application
should be ready to request entities based on the dissertation
abstract.

The examples above are listed with the word found in the
abstract, the category, and the salience respectively.

1.

<dependency>

Add GOOGLE_APPLICATION_CREDENTIALS to
the environmental variables in eclipse with a value of
<path to the downloaded authentication json file>.
Create a json request and save it into a json file (entityrequest.json).

F. Future Work
The values that Google returns is not the end of the road. This
gives you all the useful words from the abstract which can then
be used to place the dissertation into a specific category. Due to
time constraints, this part will not be complete. Though, the
abstract, along with every database column that can be taken
from looking at a dissertation, will be sorted and categorized
autonomously. All the user has to do is upload the document via
the UI and the rest should be handled on the backend.
One suggestion for handling the returned entities from
Google would be to create a word bank with a list of associated
words from each category. A word association website like
http://www.wordassociations.net/ can be used to research
associated words in every category. For example, one of the
categories is computing. When computing is entered in the
website, it returns a series of nouns, adjectives, and verbs that
are associated with that word; words such as, machinery,
informatics, grid, and around 30 more. That can be one way of
categorizing the dissertations without any user input.

{
"document":{
"type":"PLAIN_TEXT",
"content":"Michelangelo Caravaggio, Italian painter,
is known for 'The Calling of Saint Matthew'."
},
"encodingType":"UTF8"
}
3.

4.

5.

Then authenticate the service account using this
command: gcloud auth activate-service-account --keyfile=service-account-key-file
You must then get the authorization token by inputing
this command: gcloud auth print-access-token
access_token
Use that access token and place it in this curl command:
curl -s -k -H "Content-Type: application/json" \ -H
"Authorization:
Bearer
access_token"
\https://language.googleapis.com/v1/documents:analyz
eEntities \ -d @entity-request.json

If a json response is returned after step 5, then everything should
be running fine. That response contains the entities needed to
sort the dissertation into a category. It is time to see this running
through the application. This project utilizes maven, which is a
dependency management tool. Maven makes it a lot easier than
having to manage all of the jar files yourself. To get started with
the NLP API, the Cloud Natural Language API Client Libraries
must be installed. So instead of looking for yet another jar file
and adding it to you class path, use simply add

IV. CONCLUSION
The DPS dissertation database allows users to view the
information about the DPS student’s dissertations. This time we
focused on streamlining the process for administrative users
through the use of web services and a new user interface. These
web services are providing a way to autonomously upload
dissertation documents to the database by grouping sections of
the dissertations into relevant columns while also categorizing
the documents based on the contents of the abstract. This will
give the user the option to fill out the available data in the form
or upload directly to the database via the user interface. This
new level of functionality should save time for the administrator
and in turn save money for the school.
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impact software quality. Furthermore, the longer that legacy
systems continue to be maintained in this fashion, the more
software quality suffers. Functional defects may be introduced,
some of which may not surface for quite some time and bolt-on
modifications usually introduce code smells and contribute to
code rot, making the code much more difficult to maintain in
the future. If developers were able to follow a heuristic when
performing maintenance to legacy code, which maintained or
increased software quality, the risk of contributing to software
brittleness can be reduced. This heuristic’s main features assist
developers in understanding existing code, creating a testing
suite for existing and new code, and measuring adequate test
coverage for the maintenance task. This paper provides an
overview and brief discussion of research performed for a
dissertation on legacy software maintenance. The research was
performed as a mid-sized case study in a college software
engineering course. It sets out to demonstrate that using a
heuristic to perform legacy maintenance tasks is not only
practical, but improves overall system quality.

I. INTRODUCTION

II. RESEARCH PROBLEM AND QUESTIONS

VER the past fifteen years much has been researched and
written on the topics of software development
methodologies and frameworks such as Agile and Scrum. These
frameworks focus on the development of new software projects,
otherwise known as greenfield projects. In reality however,
greenfield development is not the norm [1]. Almost all software
development projects contain some amount of legacy code, and
therefore, developers must integrate new changes into an
existing system. These changes, referred to in this research as
maintenance tasks, range in complexity from simple defect
repair to more non-trivial development of new features. The
problem that many developers encounter in this maintenance
process, is that the code has been maintained by many
developers over its lifespan, not all of who maintained the
conceptual integrity of the system. The code often contains little
to no formal automated testing suite and the associated
development documentation has often gone without updates
since the system’s original design. As a result, developers often
make changes to the system without any formal plan or
guideline and do not have an understanding of how they will

O

This research explores whether or not using a heuristic while
performing maintenance tasks to legacy code improves the
quality of the new code and maintains or improves the quality
of the existing code. Organizations rely on information systems
for the continued functionality of their business processes.
These systems range from off-the-shelf commercial packages
to custom software developed in-house. This research focuses
on the latter. The roles that these systems play also vary,
including simple process automation, customer relationship
management, enterprise resource planning, and others. The
lifetime of these systems may be as low as two years for small
business supporting systems or as high as twenty-seven years
for large administration systems, the average lifetime being
about ten years [2]. Because of this long average lifespan,
organizations must continually maintain these systems by
adding new features, changing existing functionality, and
repairing defects.
Often times, reengineering or starting from scratch is not an
option for an organization, particularly when technical cost
overhead must be kept to a minimum [1]. Management must be
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Abstract—Legacy software is defined as software that contains
no testing suite, is most-likely foreign to the developer, lacks
meaningful documentation, and over time, has become difficult to
maintain. Because of these flaws, developers frequently make
modifications without any formal plan. This type of legacy
software maintenance is problematic and often results in a
reduction of software quality (e.g. more defects, code smells and
rot, high levels of brittleness, lack of conceptual integrity, and bolton modifications).
General guidelines for legacy software maintenance were
developed in prior work, but none of these guidelines were
evaluated during actual maintenance tasks. This paper
contributes to the corpus of legacy software maintenance research
by: presenting a novel, practical, legacy software maintenance
heuristic; and evaluating the heuristic through a case study. The
case study showed that an experimental group of developers using
the heuristic improved software quality for a set of legacy software
maintenance tasks compared to a control group of developers.
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able to justify reengineering by comparing the cost of
replacement to the cost of maintenance [3].
A. Research Questions
This research evaluates these questions:
1. Does using a heuristic during legacy code
modification improve the quality of the
modifications?
2. Does using a heuristic during legacy code
modification maintain or improve the quality of the
existing system?
3. Is using the heuristic practical? Can a development
team use the heuristic and perform maintenance in an
similar amount of time as compared to a team not
using the heuristic?
B. Research Hypotheses
1. The quality of the maintenance tasks performed by
the experimental team using a heuristic will be higher
than the quality of the maintenance tasks performed
by the control team not using a heuristic.
2. The experimental team will be able to complete the
same number of maintenance tasks using a heuristic
as the control team not using a heuristic.
III. PRIOR WORK
A. Defining Legacy
The term “legacy” was first used by Computer Scientist
George Olivetti to describe code maintained by someone who
did not initially develop the code. The important piece to the
maintenance of this code is the difficulty in doing so. More
modern definitions of legacy take this into account. Most
recently, Michael Feathers, the author of “Working Effectively
with Legacy Code” and a well-respected leader in software
development training and leadership mentoring, defined legacy
quite a different, but important way. Feathers’ definition of
legacy code is simply, “code without tests.” His argument in
favor of this definition is that code that lacks tests (automated
or otherwise) is difficult to maintain. While lack of tests can
certainly contribute to the difficulty of maintenance, there are
several other factors which complicates the process of
performing maintenance on legacy code [4].
The first factor is lack of documentation, which could take
the form of user guides, in-line code comments, Internet forum
posts (for open-source and commercial software), and other
internal artifacts. Developers who are unfamiliar with a system
can gain better understanding of its functions and structure by
accessing this documentation. Another factor is a lack of the
ability to communicate with either the original developers of
the system or developers who have previously performed
maintenance. Developers certainly have a community mentality
and being able to share acquired knowledge with others to solve
a problem is common. A wealth of understanding of a system
can be gained by conversation and apprenticeship with other
developers. It can help with both understanding how a
component of a system functions or why the developer coded
something the way he or she did.
This discussion leads us to a viable conclusion, software

becomes difficult to maintain when you lack the conceptual
integrity necessary to maintain it. Conceptual integrity can only
be achieved when the structure of the system is simple to
understand and consistent throughout. If developers performing
maintenance on a system continue to lack the understanding of
a system, it will most-certainly lead to code that follows
structures unlike that of the existing system, bolt-on changes,
and the introduction of code smells or anti-patterns.
Therefore, for the purposes of this case study, a developer is
maintaining legacy code when:
• the code exists without automated tests (unit,
characterization, or other),
• the system lacks external or in-line documentation,
• the developer is unable to communicate and learn from
the original developer of the system or those who have
previously maintained the system,
• the developer may lack sufficient domain knowledge
of the system or a system with similar functionality
What does this mean for the traditional definition of legacy?
It means that the age of the code base or the language in which
it was written may have little to do with whether or not the
system is legacy. Indeed, maintaining code that was written in
older languages can be difficult, however, it is the
characteristics listed above that will define legacy in this
research.
B. Why Maintain Legacy Software?
Throughout this research many have asked, “Why would you
want to continue to maintain legacy code?” There can be
several reasons as to why an organization wishes to continue to
maintain legacy code/systems, in their traditional sense. Many
times the systems work satisfactorily and the organization sees
no reason to change it. The costs of replacing the system are
prohibitive or make little business sense. Retraining on the new
system would be very costly. The current systems may meet
regulatory standards. There are others. For whatever reason an
organization continues to maintain legacy systems, the fact is
that most developers will at one time or another have to perform
maintenance to a system that they did not develop.
The speed at which the maintenance of legacy code is made
tends to be much slower that an actual greenfield development
process. Why is legacy code maintenance so much slower?
Feathers states, “…How easy would it be to modify your code
if it could bite back, if it could tell you when you made a
mistake [4]?” In his jest, Feathers provides one of the
cornerstones of this research. Legacy code maintenance is a
difficult, time consuming, and risky process.
Understanding and maintaining legacy code has been a
challenge to software developers for many years. Despite the
advances in software reengineering practices, tools and IDEs,
and guides to best software development practices, there are
many cases when time and budget is too lean to apply
heavyweight reengineering practices on a code base. However,
while the time and money are lean, the risk associated with
legacy code maintenance is not. If this is the case, there must be
a way to minimize this risk. There have been many methods
prescribed in literature as to how to effectively perform
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modifications to legacy code. The aforementioned book by
Feathers contains multiple guidelines and a search of the
Internet will reveal many developers’ opinions on how to
conquer unknown code. However, until this point, no research
has been performed on whether making modifications using a
set of specific guidelines actually improves the quality of the
modification and the existing legacy code.
C. Current Software Maintenance Practices
A 2001 case study on legacy maintenance in IEEE Software
discusses the inherent issues with most software engineering
practices in a legacy environment.
The first problem occurs in a development team’s processes
and practices. On most teams, each developer’s standards of
quality, “doneness” of a maintenance task, and best practices
vary widely. Furthermore, most developers do not have a focus
on process improvement. Instead, developers have a goal of
taking a change request, and completing it as quickly as
possible so that they can move onto the next task. Lastly, most
times, maintenance tasks are assigned to junior engineers, who
oftentimes lack the experience with good engineering practices
and can be fearful of changing existing codebases with which
they have very little experience.
The second problem occurs in lack of testing. Unit testing,
test-driven development, and integration testing, not to mention
automated testing suites, are generally not the strong suit of
most software development groups. Many times test suites are
bulky, lack sufficient coverage, and inconsistently maintained.
Furthermore, many older legacy systems were developed
before automated test suites became commonplace in the
industry or before adequate test harness software was available
for the language in which the system was written. This usually
means there is no motivation to maintain or create a
comprehensive test suite for the system. This results in
maintenance tasks being implemented with no indication as to
whether the change could have created defects elsewhere in the
system. A lack of testing suite also seems to diminish a
developer’s understanding of existing code. In this case study,
most of the developers used existing unit tests to aid in
understanding what code did. Without unit tests and sufficient
documentation, developers are left to their own devices in
understanding code and the best way to make changes to the
code.
The third problem is a result of the first two problems. This
problem is software entropy and rot. By having a lack of clear
processes and practices for performing legacy maintenance
tasks and little to no system or code testing strategy, software
will begin a slow deterioration in quality where it becomes very
difficult, if not impossible to maintain. A simple maintenance
task becomes a major undertaking and possibly causes defects
is multiple places in the system. This phenomenon has caused
many organizations to have to upgrade to a new system costing
them thousands or millions. This rot also furthers the difficulty
that developers have when trying to understand how a system
works. The accumulation of “band-aid” changes and
maintenance tasks completed using “edit and pray” mentality
erodes at the quality of the system to a point at which it can no

longer serve its purpose.
D. Software Quality
This realization requires us to define what we mean by
quality. As any developer who has worked on a team knows,
there are many ways to implement code. This creativity is one
of the perks of being a programmer. Unfortunately, this also
means there are many opinions as to what makes “good” code.
What one developer values in terms of code quality, another
may completely dismiss. In fact, during the research, one of the
developers felt that the best code was written compactly and
concisely, while another developer thought that more verbose
code was easier to maintain and read. To this end, there needs
to be a functional definition of quality for this research. One of
the major problems in defining software quality is that
“everyone feels they understand it” (Crosby, Quality is Free,
1979) and it seems that not many achieve it. Historically,
software quality has been defined, along with its metrics and
attributes, by the ISO 9126-3 and the subsequent ISO
25000:2005 SQuaRE standards. By these standards, quality
software features these characteristics: reliability, efficiency,
security, and (adequate) size. Quality software has to satisfy
both functional and non-functional requirements. To use a
concise definition of quality from J.M. Juran’s book, “Juran’s
Quality Control Handbook”, “Quality consists of those
products which meet the need of customers and thereby provide
product satisfaction.” and “Quality consists of freedom from
deficiencies [5].” These two definitions pair up with the desire
to meet both functional and non-functional requirements.
1) Functional requirements
Functional requirements are rather easy to understand. A
functional requirement is met when a system function
accomplishes what is was set out to accomplish. A function
is generally defined as a set of inputs, the behavior, and the
outputs. Functional requirements are most-often tested with
use cases. These functional requirements could be conveyed
in a functional requirements document or by a user story in
the agile process.
2) Non-Functional requirements
Meeting non-functional requirements, however, has less to
do with the specific functions or features of software, but
more to do with specific criteria that are used to evaluate the
operation of software. A popular model described by Ian
Sommerville, divides non-functional requirements into
three parts: product requirements, organizational
requirements, and external requirements [6]. Somerville
also explains that it is important for these non-functional
requirements to be objectively tested. The three parts can be
broken down into these subcategories:
• product requirements: usability, efficiency, and
portability requirements
o e.g. The interface must be completely
accessible via a mobile browser running in
iOS or Android platform.
• organizational requirements: delivery,
implementation, and standards requirements
o e.g. The new feature must be developed
using test-driven development and
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of each phase follows. Not all methods for each phase are
discussed. Only methods used by the developers are included.
More detailed descriptions of each method can be found at:
https://studentsstonehill.sharepoint.com/portals/hub/personal/
msale/A-Case-Study-on-Improving-Quality-During-LegacySoftware-Maintenance-Using-a-Heuristic.

implemented during a scheduled
maintenance window.
• external requirements: interoperability, ethical, and
legislative requirements.
o e.g. The new mobile application must not
send any personal customer data to the
vendor.
Sommerville’s definition of non-functional requirements is
just one of many. One source lists over fifty examples of nonfunctional requirements for software.
E. Defining Quality for the Case Study
For the purposes of this case study, the researcher rated
quality software as software that meets both functional and nonfunctional requirements in the following ways:
• The customer or product owner has accepted the user
story and the functional requirement has been met.
• The modification was made with adequate testing.
Adequate testing is characterized as tests that show
ample coverage (at the code, feature, and use-case
levels). The three types of testing include
characterization tests, unit tests, and acceptance tests
[7].
• The modification was made to maximize structural
design simplicity and maintain or improve conceptual
integrity of the code.
• The modification was made to maintain or improve
understandability.
In order to enforce functional and non-functional
maintenance quality, a guideline, which we describe as a
heuristic was given to developers to use for each maintenance
task.
IV. THE HEURISTIC
The heuristic used by the developers is comprised of five
phases:
• Learning phase: getting a grasp on what the code does,
and what areas of the code will be affected by changes
• Assessment phase: assess the potential risk in making
the proposed changes,
• Testing phase I: determine test coverage needs and
write tests for current and proposed functionality,
• Coding phase: write just enough code to implement
the change,
• Testing phase II: exercise the affected areas of the
system and the new functionality (if applicable) with
acceptance tests (automated or manual).
Each phase of the heuristic suggests several methods
developers can use. Due to the fact that each development task
and system is unique, not all methods will or should be used. It
is left to the discretion of the developer to select appropriate
methods in each phase. One caveat of heuristics is that using a
heuristic does require some level of expertise on the user’s part.
Some of the methods may be foreign to the developer; but with
repetition and guidance from other developers (using agile
techniques such as pair programming), methods become more
familiar and developer use them more confidently. A discussion

A. Learning Phase
The goal of the learning phase is for developers to gain as
much understanding of the system, the features on which they
will be performing maintenance, and the structure of the code.
The learning phase helps developers understand the system at
both a functional and code level. At first, this phase could take
quite a long time to complete due to the fact that developers
may be seeing and/or using the system for the first time. As time
goes on, developers will build a cumulative understanding of
the system, its structure, and how major classes and methods
work and it will just be a matter of learning uncharted sections
of the code. The techniques for this phase are:
• Setup Environment and Build Project – Helps the
developer understand the development environment
for the project by having them setup a full
development environment of the system, make a
trivial change, and build and deploy the system to a
test server.
• Use and Research of the System – Asks the developer
to use the feature(s) in the system that requires
maintenance. This includes understand the user
interface and its nuances, inputs, perceived processing,
and outputs.
• Code Review – Code review asks developers to
collaboratively review the code that requires
maintenance. A lightweight code review process was
prescribed to developers. In teams of two or three,
developers reviewed the code which would ultimately
be changed. Modeled after the agile practice of pair
programming.
• Class and Sequence Diagrams & ClassResponsibility-Collaborator Cards – These two
techniques suggested that developers manually create
or use the IDE to create class or sequence diagrams
and possibly construct CRC cards for the affected
classes. While CRC cards are usually constructed
before classes are written, this exercise could give
developers a better visualization of how classes
collaborate and what their responsibilities are.
• Documenting and Commenting – Pivotal to this phase
is the documentation of the knowledge that the
developers gain through these techniques. As
developers learn about the system they should
document their findings either externally in a journal
or wiki, or place relevant inline comments in the code.
B. Assessment Phase
Once the developer has an understanding of the structure and
functions analyzed in the learning phase, an assessment of risk
of the maintenance task can begin. The risk is evaluated at two
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levels: the risk of the feature or code that you may be adding,
and the risk level of the affected areas of the current code. The
end of this phase is marked by the developer assigning a risk
level to the maintenance task. Each maintenance level will
require a different level of testing in the next phase. The
techniques for this phase are:
• Code Effect Analysis – This technique helps
developers determine how far-reaching the effect may
be of their maintenance task. It does this through
analyzing return values, identifying inheritance, and
finding global variables. Effect levels are separated
into first, second, and third-level effects, each carrying
a higher risk weight. The more far-reaching an effect,
the more tests required.
• Code Smells – Code smells can indicate trouble ahead
or simply just suggest the possibility of later
refactoring. In this heuristic, code smells are just one
of the many warning signs that may indicate code
brittleness. Approximately 25 code smells can be
detected either manually using a code smell worksheet
or automated IDE tools.
• Assigning a Risk Level – The ultimate goal of this
phase is to determine the perceived risk of the
maintenance task. A developer is going to assign a
higher risk level to a method in a superclass with code
smells as compared to a well-written standalone
method. Risk levels assigned as low, moderate, or
high.
C. Testing Phase I
Once the riskiness of the maintenance task is established, a
developer has a better idea of what level of caution is required
for the change. Prior to creating any tests, a testing harness must
be created in the project if it does not already exist. This is
outside the scope of the heuristic but is necessary to create, run,
and store tests. Based on the risk level, a developer will create
the necessary tests. The main goal of this phase to create what
are called characterization tests. Characterization tests are
similar to traditional unit tests that should be written during the
initial development of a system, but characterization tests ask
developers not to test the often unknown intended behavior of
affected code, but instead to test the actual behavior of existing
code. Once an ample set of characterization tests are created,
they can be run after making code changes to ensure that change
did not change the behavior in any unintended way.
Difficult to test methods may require refactoring or a
developer may use what is called vice or logging seam testing.
This testing technique allows a developer to create tests based
on the contents of a log file produced by inserting logging
statements inside the classes. Once the class is executed, the
results of the inserted logging statement are compared against
the asserts of the test. This is very useful when a major
refactoring of a difficult to test method is not possible.
For each method that is tested, a developer wants to create
enough characterization tests so that all basic functionality of
the method is covered and the behavior of the method is
understood. A good rule of thumb is to write enough tests to

cover specific inputs and outputs that are known to occur while
paying attention to edge cases if possible. To determine test
coverage, an automated coverage tool in the IDE can be used.
D. Coding Phase
Once the appropriate testing has been created, the developer
can then begin writing the production code. As stated in the
definition of non-functional requirements, one of the main goals
of maintaining legacy code is to ensure that the code continues
to be maintainable. One of the most important practices a
developer can adopt to create maintainable code, is to write
“clean code.” There is no one definition of what clean code is
and every developer has a personal opinion about what it means
to write clean code. However, the development community can
reasonably agree on one statement. “Clean code is code that is
easy to understand and easy to change.” Michael Feathers
summarizes clean code as, “Clean code is code that is written
by someone who cares. [4]” There are certainly some
techniques that can help a developer to write understandable
and maintainable code. The good news is that most developers
that are learning how to write code in most computer science
programs are being taught to write following many of these
practices. The following are the techniques in the heuristic:
• Test-Driven-Development – Introduced in 1999, testdriven-development is a development process
whereby unit tests are written for a new piece of
production code before the actual code is written. The
result of adopting test-driven-development is code that
accomplishes just enough to meet the requirements of
the feature being added or changed. The entire process
is based on a repetition of a very short development
cycle where requirements are turned into specific test
cases and then enough code is written to make those
test cases pass. This ensure that no code is added to the
system unless it meets some requirement [8].
• Single Purpose and Non-Redundant Code – Clean
code should be focused and should conform to the
Single Responsibility Principle (SRP). Each module or
class of the code should have responsibility over only
one aspect of functionality provided by the software.
Code should also be written so that a change to any
single element of the system does not require a change
in other logically unrelated elements. Developers
should follow the Don’t Repeat Yourself (DRY)
principle when writing new code.
• Natural and Pleasing Code – Code should be written
purposefully to accomplish a task or solve a problem
and should not look awkwardly written. If a developer
has to use a workaround to accomplish something in a
program, chances are insufficient thought has been
given on how best to use code so that it solves the
problem in a simple, straightforward way. Code
should also be pleasing to read and should be written
as simply as possible. Developers should focus on
writing the simplest code that make the software work
and accomplishes what has been set out.
• Code with Minimal Dependencies – The more
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dependencies code has, the harder it will become to
maintain in the future. Writing code with the smallest
amount of dependencies not only makes the code
easier to maintain, but it is also courteous to future
developers that may have to maintain the code.
E. Testing Phase II
Once production code is written and submitted, it must then
be tested again in a different manner. This phase consists of
functional tests and user acceptance tests. These two test types
are often confused. Here are the definitions of these tests:
• Functional Tests – Quality Assurance uses functional
tests to ensure that the new or changed functionality of
the system works.
• User Acceptance Tests – A user acceptance tests are
used by product owners or customers to verify if
specific requirements work for them. This test type
seems very similar to functional tests, but there are
situations where a feature technically works, but it is
not acceptable from the user’s point of view.
V. RESEARCH ENVIRONMENT/METHODOLOGY
This research primarily took place over a four-month
academic semester. The research setting was an
undergraduate computer science software engineering
capstone class consisting of eight senior class students, six of
which assumed the role of software developer, one who acted
as a scrum master, and one who assisted with user acceptance
testing and writing test cases. The researcher assumed the
role of the development team’s product owner.
The six developers were divided into two groups. The
groups were not formed randomly but so that each group had
equal skill. The experimental group (Team A) would utilize
the legacy modification heuristic for all maintenance tasks
while the control group (Team B) was allowed to make
modifications without much guidance.
Maintenance tasks were performed on software called
JSPWiki, an open-source WikiWiki engine, built around
standard JEE components and maintained as a Top Level
Project by the Apache Software Foundation [9]. The project
was managed using a mix of Agile and Scrum principles [10].
The developers were issued a series of maintenance tasks in
the form of user stories.
The project was guided by the researcher and a faculty
member in the Computer Science department. The
development portion of the semester was separated into six
sprints or development cycles, where at the end of each
sprint, a retrospective was held and submitted code was
reviewed by the researcher.
A. Data Sources for the Case Study
1) Retrospectives and Stand-Up Meetings
The two primary sources of data used for this case study were
the end of sprint retrospectives and the stand-up meetings which
occurred three times per week. Sprint retrospectives are an agile
practice usually performed at the end of a development sprint.
The goal of a retrospective is to provide a time where teams can

reflect on what went well, what did not go well, and what is still
unknown at the end of each sprint. It is designed to help teams
identify what to start doing, continue doing, or stop doing. In
this case study the sprint retrospectives were not only used for
these purposes, but as an opportunity for the researcher to
gather data and ask important questions. Sprint retrospectives
were held for each team separately to prevent contamination.
Retrospectives also provided time for the teams to present their
progress and demonstrate completed user stories to
stakeholders. All retrospectives were recorded.
Stand-up meetings, also called the daily scrum, are another
agile practice whereby a product owner or scrum master holds
a brief team meeting to facilitate communication between the
entire team. Stand-up meetings are not to be used as
troubleshooting or demonstration sessions, but to maintain team
progress. At each meeting, the team members answer three
questions.
1. What did you do yesterday?
2. What will you do today?
3. Is there anything stopping you from getting your work
done?
The meeting is not designed to merely provide status, but to
also bring to the attention of the scrum master or product owner,
any issues that need to be dealt with in order to maintain
productivity.
2) Journal Entries
Throughout the case study, developers were asked to journal
their progress and any important conversations had within the
team during programming sessions. Journaling was required
both for the team members to record important facts for later
reference and for the researcher to have further explanation for
decisions made by teams. A journaling frequency was not
enforced, but all journaling had to be done in one central
location – a course learning management system. Journal
entries were reviewed after every sprint post-retrospective.
Journaling became increasingly important for Team A as a
documentation tool during the Learning Phase of the heuristic.
3) Code Review
Code review was another source of data for the case study.
The researcher reviewed code checked into the revision control
system (SVN) at the end of each sprint to review how each team
had performed their changes. There was also a more formal
code review halfway through the semester whereby the
researcher and research advisor reviewed some of the code
written by the teams during the fourth sprint. Code review was
helpful in tracking team progress and helped the researcher
understand more fully, the direction the teams were heading
during each sprint.
VI. SPRINT AND USER STORY SUMMARIES
Table I displays how the user stories were assigned
throughout the six sprints, a short description of each user story,
and each team’s “doneness” level at the end of each sprint for
each user story. Many of the stories not completed within one
sprint are often moved to a subsequent sprint for completion.
Observations and discussion of results will follow. Most
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TABLE I
USER STORY SUMMARIES
Sprint/
Story #

Story Status at
End of Sprint
Team A
Team B
As a privileged user I would like to CRUD user accounts.
1/1
Doing
Doing
As an administrator I would like to be able to set the entire wiki as “closed” so that new users cannot self-register.
1/2
Doing
To Do
As an administrator I would like to create, retrieve, update, and delete (CRUD) “n” user groups.
1/3
DDD
DDD
As a privileged user I would like to control user group permissions from the administrative interface.
1/4
To Do
To Do
As a user I would like to be able to save a post as a draft and send it when I am ready.
2/1
Doing
Doing
As a user I would like to be able to save a post as a template for future use.
2/2
To Do
Doing
As a user I would like unsent posts to auto-save as a draft every 5 minutes.
2/3
To Do
To Do
As a privileged user I would like to control user group permissions from the administrative interface.
2/4
To Do
To Do
As a privileged user I would like to CRUD user accounts.
2/5
Doing
Doing
As a user I would like to be able to save a post as a draft and send it when I am ready.
3/1
Doing
Doing
As a user I would like to be able to save a post as a template for future use.
3/2
Doing
Doing
As a user I would like unsent posts to auto-save as a draft every 5 minutes.
3/3
To Do
To Do
As a privileged user I would like to CRUD user accounts.
3/4
DD
To Do
As a user I would like to be able to save a post as a draft and send it when I am ready.
4/1
Doing
Doing
As a user my posts should not be re-versioned if only minor edits are made by the same user.
4/2
Doing
To Do
As a user I would like to be able to mark my posts as “unsearchable.”
4/3
To Do
To Do
As a privileged user I would like to be able to rename an attachment.
4/4
To Do
To Do
As a user I would like unsent posts to auto-save as a draft every 5 minutes.
4/5
To Do
To Do
As a user I would like to be able to save a post as a draft and send it when I am ready.
5/1
Done
Done
As a user my posts should not be re-versioned if only minor edits are made by the same user.
5/2
Doing
To Do
As a user I would like to be able to mark my posts as “unsearchable.”
5/3
To Do
To Do
As a user I would like unsent posts to auto-save as a draft every 5 minutes.
5/4
To Do
To Do
As a user I would like to be able to save a post as a draft and send it when I am ready.
6/1
DDD
DDD
As a user I would like all of my drafts to be versioned.
6/2
To Do
DDD
As a privileged user I would like to CRUD user accounts.
6/3
DDD
DDD
As a user my posts should not be re-versioned if only minor edits are made by the same user.
6/4
DD
DD
As a user I would like unsent posts to auto-save as a draft every 5 minutes.
6/5
DDD
DDD
Done = user story is completed but has not been tested by QA nor accepted by product owner, DD = Done, Done = user story has been accepted by product
owner but not QA, DDD = Done, Done, Done = user story has been accepted by product owner and has successfully passed QA testing.
User Story

observations were gathered during stand-up meetings and sprint
retrospectives.
VII. OBSERVATIONS AND RESULTS
A. Observations and Analysis
The following are a small sample of observations taken from
the full case study. Remember that Team A is the experimental
team using the heuristic and Team B is the control team not
using the heuristic.
1) Code Learning
At the beginning of the case study, both teams wanted to
know what the current code did and how it was structured.
Team A was able to use some of the methods to begin a
structured review of the code that was being changed as well
as code that may be affected by the change. Team B took a
less-structured approach to learning the code base and only
paid attention the code being changed. Team A later stated
that the code learning methods was one of the most
important parts of the heuristic and increased their
confidence in the stability of their maintenance tasks [11].
2) Practicality
Throughout the case study, the researcher worked with
Team A to make the heuristic as practical as possible. The
initial heuristic was a long document in prose form. In order
to effectively and continuously use the heuristic, the
researcher suggested and constructed a checklist to use
during maintenance tasks. Checklists have been found to be

an effective tool for developers performing maintenance
tasks on code [12].
3) Agile methods
Some of the methods in the heuristic required Team A
members to utilize certain agile methods such as pairprogramming and test-driven development. The developers
found these experiences to be very valuable to their
development process. For example, there were numerous
times when team members used unit testing as a tool to learn
what a piece of code did. Other times, team members used
pair-“code review,” a take-off on pair-programming, which
allowed two or more developers to work together over each
other’s shoulder to review existing code and document it’s
functionality. These practices showed to be beneficial for
the team and the overall understanding of the code.
4) Bolt-on modification
The true benefits of the heuristic came out when the teams
were assigned user stories which added new features to
existing functionality. Team A used the heuristic methods
such as writing CLEAN code, creating unit tests for already
existing code to learn about its functionality, and assessing
risk of the change throughout the system (analyzing
dependencies, etc.). This resulted in changes that were wellintegrated and maintained the structural integrity of the
existing system. A developer making changes at a later time
would not be able to see the “seams” where the new code
was inserted. A new developer would have a comprehensive
suite of unit tests built around the new functionality and the
methods affected by the maintenance task, making his job
much easier. While the maintenance tasks were also
completed by Team B, they were made using a technique of
“risk avoidance.” One of the developers stated during a
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retrospective that the team did not touch code they did not
understand and “just got in there, did what needed to be
done, and got out.” This seems like a haphazard
methodology, but is very common for developers working
in legacy systems [11], [4].
5) Comparison of Team Productivity
One of the questions in this research was whether using the
heuristic was practical or caused tasks to take more time. As
you can see in Table I, the teams made similar progress by
the end of each sprint, despite the fact that Team A was
required to use many methods in the heuristic, some taking
extensive time. Each week, both teams spent similar
cumulative time writing code according to the burn-down
charts maintained by the scrum master.
6) Code Quality
The two major questions in this research were:
1. Does using a heuristic during legacy code
modification improve the quality of the modifications?
2. Does using a heuristic during legacy code
modification maintain or improve the quality of the
existing system?
From the sprint retrospectives, analyzing of code commits
by the researcher and the research advisor, and from QA
results, there is a clear difference in quality between the
Team A and Team B code bases. There were two major
instances in which Team B used a bolt-on approach to
adding new functionality to the system. See stories 3/1 and
6/2 in Table I. The new functionality was not integrated in
a way that followed or maintained the structural integrity
of the system. These two particular modifications caused
there to be duplication of code in multiple places in the
system. By definition, this is a code smell, which increase
code entropy. A developer modifying the same set of
methods in the future would find himself having to make
changes in multiple places to accomplish one task. Lastly,
because Team B did not use unit testing, they were also
unsure as to whether the bolt-ons they added affected other
areas of the system. A quote from one of the developers
was, “That’s QA’s job.”
VIII. CONCLUSION
The analysis of the results provides support for the research
hypotheses and affirms the research questions.
1. Does using a heuristic during legacy code
modification improve the quality of the modifications?
Yes, the use of a heuristic during legacy code
modification by the experimental group improved the
quality of those modification using the definition of
quality discussed in Part III, Sections D and E. These
modification were successfully integrated into the
system without causing code entropy.
2. Does using a heuristic during legacy code
modification maintain or improve the quality of the
existing system?
Yes, through the practice of writing unit tests for
existing code before making any further changes, as
well as code refactoring practices, increased the
quality of the existing system through reducing code

3.

smells, and incrementally building a comprehensive
automated test suite.
Is using the heuristic practical? Can a development
team use the heuristic and perform maintenance in an
similar amount of time as compared to a team not
using the heuristic?
Yes, the experimental team was able to be, on average,
as productive as the control team working a similar
number of hours per week.
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With the cost of treating this disorder being so high, it
is essential that the diagnosis be done efficiently.
Dementia alone is not a single disease, it constitutes
of a multitude of symptoms and diseases of memory
decline and was previously used to describe those who
are “senile”. This is an incorrect stigma that
perpetrates the idea that mental decline is a natural
aspect of the aging process. Dementia is typically seen
as a more “severe” form of Alzheimer’s disease but in
fact Alzheimer’s disease is just one of the many
diseases that constitute dementia [6].
There have been many previous established
measures that aid in the diagnosis of dementia. The
Folstein Mini-Mental State Examination (MMSE), is
one of the foundational scales used to diagnose
dementia in a large and diverse group of individuals
[2]. There have been other scales that took inspiration
from the MMSE like Cognitive Abilities Screening
Instrument (CASI) and the Elderly Cognitive
Assessment Questionnaire (ECAQ) both try to
diagnose the disorder in a timely and efficient manner
[3, 4].
The common thread of these scales is that they are
all paper based questionnaires. The questionnaire
method of surveying patients is not necessarily an
outdated one, but for patients with dementia, the
necessity for a direct interaction between patient and
clinician may prove to be too much for patients outside
their comfort zone. With either the patient or clinician
needing to adjust to the other’s schedule or
personality, the feasibility of successfully utilizing
these paper questionnaires goes down. So the common
thread that these questionnaires shared now become a
common weakness. But what if the patient and
clinician never need to meet consistently? Or even at
all? This paper will discuss a new way to administer
the diagnosis of dementia, one that eliminates the need
of face-to-face interaction. (Insert whatever the app
name is here), is a revolutionary new technological
cognitive application that enables patients to be
diagnosed at their own leisure and comfort.

Abstract—The purpose of this paper is to interpret
how dementia affects the brain, and how cognitive
assessments are out dated with the way technology is
advancing. Examining multiple pen and paper cognitive
assessments helped researchers potentially come up with
a solution that could bring cognitive assessments up to
speed with technology, and assist in the diagnosis of
dementia process. TeleCog, a digitized cognitive
assessment, was distributed to healthy individuals to test
the effectiveness of the examination. Researchers were
able to conclude that TeleCog can be used to assist in
detecting dementia if given the right modifications on the
examination.
Index Terms—Aging, Alzheimer, Brain Damage,
CASI, Cognition, Cognitive Abilities, Cognitive
Impairment Dementia, Dementia, EQAC, Lesions, Lewy
Body, MMSE, and Technology.

I. INTRODUCTION

T

he rapid increase in the elderly population in the
United States has created a greater need for better
healthcare options. Dementia cases in particular
has been steadily going up in older individuals [1]. A
third of all people with dementia live alone [1]. This
poses a threat to their health due to the fact that the
only time their needs are met is if there is a medical
emergency or another type of medical crisis. There are
many other barriers, day to day that these people have
to deal with. Deteriorating symptoms include apathy
and impaired decision-making skills which bar the
person inflicted from seeking help on their own.
Without supervision, there is no one to witness the
changing moods and conditions of these individuals.
Home based care is one of the best ways to help people
with dementia [5]. Dementia, a group of brain
disorders that generally results in memory loss, poor
cognitive function and even poor judgement. Health
care costs for this disorder are massive as it most likely
causes morbidity in those suffering and those who are
caring for someone who is afflicted with this disorder.
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II. DEMENTIA AND THE BRAIN

dementia with Lewy bodies. Vascular dementia is
caused by problems regarding the supply of blood to
the brain. Vascular dementia typically starts with a
series of minor strokes that lead to a decline in
cognitive function over time [11]. Since the blood
supply to the brain is not as efficient as it should be, it
causes the brain to develop lesions in the brain and can
also result in changes of brain structure. Other
conditions that can cause memory loss are prescribed
medication side effects, chronic alcoholism, brain
tumors or infections, blood clots, vitamin B12
deficiency, several thyroid, kidney, or liver disorders,
or stroke. Some of these conditions are treatable and
are sometimes reversible. Several diseases such as
Huntington’s disease, Parkinson’s disease, Multiple
Sclerosis, Lyme disease, and HIV/AIDS can also
cause dementia [11].

Dementia affects the most important organ in the
body – the brain. Dementia is a term used for
classifying symptoms relating to a loss of brain
function. These symptoms can include, but are not
limited to: memory loss, personality changes, loss of
social skills, language problems, behavior problems,
loss of emotion, and the difficulty or inability to solve
problems or complete tasks that previously have been
easily completed. Dementia can be categorized into
levels of severity. The mildest stage of dementia is
when it just starts to affect a person’s ability to
function normally, while the most sever stage is when
the person must completely depend on others in order
to complete basic tasks required for daily life [11].
At the basic level of information processing of the
brain, we move the cellular level. The brain is made
up of special cells called neurons [8]. There are all
different types of this cell. An important one is called
a sensory neuron, which transmits information from
the sensors of the body (eyes, ears, nose, etc.) that
detect external stimuli [8]. Another function this type
of neuron performs is detecting internal conditions, for
example blood pressure and muscle tension. These
pieces of information are sent to the ganglia, or the
brain’s processing center, to be interpreted and
analyzed [8]. Once this process is done, a person will
be able to understand what is happening to them, e.g.
a muscle cramp because it has been kept in one
position too long, a friend pokes the person and they
turn around in response to the stimulus, the heart beat
rate increases because the person has stepped on black
ice and almost fell, etc. Communication between cells
is crucial, and there is a number of different ways that
cells can “speak” to one another. A neurotransmitter is
one of the ways that neurons can communicate with
each other. A neurotransmitter involves using
chemicals as information for the cell to do something.
A common neurotransmitter is acetylcholine, which is
vital for the nervous system functions that involve
memory formation and learning [8].

B. Dementia and Brain Structure/Activity
The structure of the brain is directly affected by
dementia. It was found that in a study done by
Christina Solé-Padullés et al, MRI scans showed that
healthy elders had larger brains by volume that
exhibited a higher cognitive reserve than elders that
had early forms of Alzheimer’s disease. Elders that
had higher cognitive reserve that exhibited signs of
dementia or early Alzheimer’s had smaller brains by
volume. This means that the brains that were affected
by early forms of Alzheimer’s or dementia were able
to cope with damage to the brain caused by early
Alzheimer’s diseases or dementia [10].
C. Dementia and Learning
Lesions in the brain are directly related to dementia
[7]. In a study conducted by the Institute of Psychiatry
of De Crespigny Park in London, 48 patients with
frontal or non- frontal cortical lesions were given a go
– no go learning task. Patients with lesions ultimately
took longer to learn the task, made more false “go”
responses, and also took longer to make these false
“go” responses [7]. This study showed that patients
with lesions in the frontal lobe in either hemisphere of
the brain, commonly caused by dementia, can cause
slower learning abilities in regards to go – no go
learning tasks [7]. The ability to pay attention to a
stimulus also deteriorates in patients with dementia
[9]. Without the ability to stay focused, it is near
impossible to learn. There are several well-known
cognitive assessments that are able to track a subject’s
mental abilities.

A. Causes of Dementia
There are many causes of dementia. Changes in the
brain that can contribute to the onset of dementia are
Lewy body dementia and vascular dementia. Lewy
body dementia is a type of dementia that worsens over
time [11]. Specific symptoms of Lewy body dementia
are: fluctuations in alertness, hallucinations, slowness
of movement, trouble walking, mood changes,
depression, and rigidity [11]. Although the cause for
the onset of Lewy body dementia is unknown, the
mechanism behind it is clear. Lewy body dementia is
the result of a buildup of Lewy bodies – clumps of
protein – in neurons, and is classified as a
neurodegenerative disorder. There is no cure for

B2-2

D. The Stages of Dementia
Diagnosis
Stage
No Dementia

Stage 1: No
Cognitive
Decline

No Dementia

Stage 2: Very
Mild
Cognitive
Decline

No Dementia

Stage 3: Mild
Cognitive
Decline

Early-Stage

Stage 4:
Moderate
Cognitive
Decline

Mid-Stage

Stage 5:
Moderately
Severe
Cognitive
Decline

Signs and
Symptoms
Normal
functioning, no
memory loss,
mentally healthy
Normal
forgetfulness
associated with
aging such as
names or where
familiar objects
were left
Increased
forgetfulness,
slight difficulty
concentrating,
decreased work
performance,
difficulty finding
right words, gets
lost more often,
usually 7 years
before onset of
dementia
Difficulty
concentrating,
decreased
memory of
recent events,
trouble
managing
finances or
traveling alone
to new locations,
in denial about
their own
symptoms,
social
withdrawal,
detectable by a
physician
Major memory
deficiencies,
need assistance
to complete
daily activities,
difficulty
remembering
major aspects of
current life such
as their address,
phone number,
may not know

Mid-Stage

Stage 6:
Severe
Cognitive
Decline
(Middle
Dementia)

Late-Stage

Stage 7: Very
Severe
Cognitive
Decline (Late
Dementia

time, day, or
their current
location
Require
extensive
assistance to
carry out daily
activities, forget
names of close
family members,
little memories
of recent events,
No ability to
speak or
communicate,
require
assistance with
most activities,
often lose
psychomotor
skills such as the
ability to walk

Fig. 1. The Multiple Stages of Dementia also known as the
Reisberg Scale

III. CURRENT COGNITIVE ASSESSMENTS
Cognitive assessments are used and administered to
determine a persons’ level of cognitive ability.
Ranging from clinical exams, medical history,
assessments of multiple cognitive domains, lab tests,
or even MRI / CT scans - the level of cognitive ability
can be measured and can assist in the detection or
diagnosis of cognitive impairment, such as dementia
[12]. Dementia affects 2.4 to 5.5 million Americans,
with its prevalence increasing with age [12].
Nonetheless, such signs and symptoms of cognitive
impairment may include the quality of life, cognition,
mood, and even behavioral deprecation [12]. A 2014
study reported by Mansbach, MacDougall, Clark, and
Mace [13] examined the use of the Kitchen Picture
Test (KPT) as a screening measure for the assessment
of cognitive impairment and practical judgement in
older adults [13]. According to Mansbach et al., the
Kitchen Picture Test depicts a scene in which a young
woman is distracted by a telephone conversation, and
is made unaware of the dangerous events unfolding
around her [13]. Therefore, it is up to the participants
to identify the three problem situations in terms of
dangerousness, interventions, and the situation itself
[13]. Each type of identification that was made by
participants was scored individually and was ensured
to reflect cognitive impairment, as opposed to visual
deficits [13]. The notion that cognitive impairment
takes into account not only a persons’ cognitive
ability, but also their quality of life and capability to
make certain judgements, is what affects the
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individual from acquiring the cognitive functions that
had once been evidently present.
Several of the cognitive assessments that have been
used to diagnose and measure dementia include (but
are not limited to) MMSE [14], Clock Drawing Test,
verbal fluency tests, Informant Questionnaire on
Cognitive Decline in the Elderly, the General
Practitioner Assessment of Cognition (GPCOG) [15],
Memory Impairment Screen, Mini-Cog Test,
Abbreviated Mental Test, Short Portable Mental
Status Questionnaire, and even the Montreal Cognitive
Assessment (MOCA) [12]. It has been found that the
General Practitioner Assessment of Cognition
(GPCOG) [15] has a higher sensitivity than the MMSE
[14] when looking at published cut points. Both are
equally efficient at detecting dementia. The
importance of detecting dementia at a primary care
level, is that the earlier that the signs are noticed, the
better [14]. Knowing about whether a patient has
dementia and where it started, gives the physician a
whole picture view that can help further treat patients
in the long run. The GPCOG was developed to be
quick and easy. It consists of two parts, the first is a
short cognitive test which takes about 4 min and the
second is an informant interview, about 2 minutes,
making the total test for the GPCOG a total of about
4-6 minutes [15]. Having a shorter time frame is
crucial, if primary care physicians are going to
integrate the use of this test in their normal checkups.
The use of this assessment also has other positive
points. The test is certified to test in 14 different
languages and has an additional advantage of not
being biased based on education, sex, or physical
health of participants [15].
GPCOG consists of two sections [15]. The initial
section is a cognitive assessment that uses time
orientation, clock drawing, reporting a recent event
and recall of a five-part name and address [15]. Each
of these components is assigned a point value and if
the patient scores less than a 5, then it indicates a
cognitive impairment and scores more than 8 indicate
that cognitive impairment is unlikely [15]. If a patient
gets a score between 5 and 8 then they are considered
ambiguous and must move on to the second portion
which is a brief interview that is scored out of six [15].
The patient is tested on information on recent events,
recent conversations, use of language, ability to
manage personal finances, ability to manage medicine
intake, and the ability to use transportation [15]. If the
patient is not able to answer these six questions in the
interview, then points will be added to their score total
[15]. The higher the points, the higher chance that
there is some cognitive impairment. When these two
sections are combined, the point total becomes 15
[15]. The cut point is 10/11 [15]. This score shows that
there is likely cognitive impairments. Compared to

other tests, the GPCOG has the smallest point system,
it is really easy to use, and is quick.
The MMSE [14] tends to have a lower sensitivity
than the General Practitioner Assessment of Cognition
(GPCOG) [15], but nonetheless, can also be seen as a
cognitive assessment used to detect dementia. MMSE
has been validated through a study whose purpose is
to test the accuracy of the MMSE [16]. It was found
that it was conclusive with the range that they set for
themselves: no cognitive impairment (normal),
questionable cognitive impairment, mild cognitive
impairment, moderate cognitive impairment and
severe cognitive impairment [16]. Using a simple
staging model, it was found that the MMSE was
indeed valid.
Subsequently, as valid and reliable as such
assessments may be, some of these tests run the risk of
being outdated. Technology has taken a toll on not
only the advancement of the medical and research
field (as well as other fields), but has also set out an
advantage of being able to fulfill and assess a cognitive
impairment, such as dementia, without the presence of
a medical physician. Essentially, by creating an
advanced assessment that can be compatible with any
mobile, laptop, or tablet device - the persons’ level of
cognitive ability is measured through the organized
assessment at any given time or place. The reinvention
of cognitive assessments - moving forward into the
21st century with new technological resources - is
presented with the use of various cognitive domains in
the form of Qualtrics.
IV. CASE STUDY
Researchers wanted to assess early detection of
dementia by incorporating previous cognitive
assessments and measurements that could be used to
determine an individuals’ level of cognitive ability.
Qualtrics was utilized as the foundational tool for
creating an interactive assessment that would not only
have test takers engaged - but also test the different
functionalities of the brain. In an attempt to transition
traditional pen and paper examinations to a technical
platform, Researchers in conjunction with a
Psychiatrist and Occupational Therapist created
TeleCog. TeleCog, a digitized study founded on the
basis of detecting dementia in individuals, was
formatted into three segments: Confidence Boosting,
Testing and Finale. Confidence Boosting was geared
to have the individual begin the exam with a sense of
certainty and clarity that the assessment would not lose
their attention but rather draw them in with simplistic
questions. The Testing section takes the simplistic
ideas and begins to expand on the theory of cognitive
functionality; building on the difficulty, and beginning
to test the brain functionality of the individual with
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V.

matching, rearrangement and remembrance. The
Testing section is the most important piece in the
motive of testing the ability the individual has to think.
Cognitive functionality is stressed in the Testing phase
of the exam in order to bring a scientific element to the
digitized study. Researchers ‘intentions for the
conclusion of the exam was geared towards the hope
of keeping participants feeling positive and not
disgruntled after finishing the assessment. The initial
format was created on its own basis, and steered away
from pen and paper assessments. The goal of the
format was to add a unique element to the exam that
had not been issued, in order to give TeleCog its own
sense of feel and distribution.
Researchers incorporated previous cognitive
assessments such as, MOCA [12], GPCOG Screening
Test [15], SLUMS [17], and MMSE [14]. Qualtrics
was used as the base to assist in the formatting of the
digitized assessment. In addition, each analytical
element was created by observing previous studies that
focused on different areas to examine cognitive
impairment. MOCA [12] had introduced pictorial
aspects that tested each participants’ capability on
recognition and association (listing objects in a
particular order), while the GPCOG Screening Test
[15] focused on distributing and collecting
straightforward information that the participant was
able to provide (Name, Address, Month, etc.). In
addition, several other cognitive elements that were
measured and observed throughout this study, were
memorization
and
mathematical
application.
Following the basis of examination from SLUMS, an
assessment used for detecting mild cognitive
impairment and dementia, researchers were able to
incorporate a basic mathematical principle that had
participants calculate the total amount of two
numerical
components
[17].
Subsequently,
memorization was also introduced as a component
from a previous examination known as the MMSE
[15] - in which, researchers assigned specific words
for participants’ to remember and then recall by the
end of the assessment. Branching off of previous
cognitive assessments, experimenters were able to
introduce a new technological aspect to the original
Qualtrics evaluation, by introducing the drag and drop
element, as well as the rearranging element. The
purpose of introducing technological features to
TeleCog that were not on prior examinations, was to
solidify a unique aspect of the exam that has not been
incorporated before. TeleCog introduces the
physicality of being able to use these specific features
on any device and anywhere in the world. After the
creation of the exam, TeleCog was distributed to
individuals locally and results were examined.

FINDINGS

Researchers were able to distribute the assessment
to 30 individuals whose age range was from 17-69.
Test subjects were able to complete the examination in
an average time of five minutes, which was the
average time we had predicted. The range for the
examination time was from 2min. 23secs. – 11min.
22secs. Based on these facts, researchers were able to
collect data from the assessment and formulate a
conclusion based on the following results. In the
assessment where there was simple mathematical
application applied, all 30 individuals were able to
correctly solve the mathematical problems. Roughly
33% of the test subjects did not enter their last name
in the question asking for their name. When prompted
to enter their home address, individuals had followed
the format but had left out the end piece of entering
their city state and zip code. There were about 17 cases
in which this error was made. In the assessment,
subjects were asked to observe an image and write
down the objects name in the text boxes that followed.
Subjects were able to fill out the question correctly,
however there were two cases in which the answers
were completely incorrect. Some subjects did not
follow the instructions properly and listed the items in
an incorrect order. The interesting fact from this
question was that most of the subjects wrote the same
answers for objects that were left to interpretation (i.e.
couch and tissues). There were questions that tested
for mild or even severe dementia (Q10 – Q13 and
Q16). Researchers were able to conclude that zero test
subjects had issues with answering the questions
correctly. When asked to drag and drop items into the
correct box, and rearranging words in alphabetical
order, test subjects were able to do this correctly,
which meant that their critical thinking skills were not
fading, and that the frontal lobes of the brain were
functioning fully with no discrepancies. One crucial
finding was in the remembering section of the
assessment. Exam takers were asked to remember six
words during the exam and were asked to recall them
later on in the exam. The results were that only one in
five people were able to recall all six words. The
average words that were recalled were three, and it was
the same three for every case. There were a few with
only two words remembered, and some entered the
incorrect words. After given the findings of this
assessment, researchers were then drawn to a
conclusion.
VI.

CONCLUSION

Based on the findings of this research project,
researchers were not able to conclude with the results
they had found if any particular person was in fact a
person with dementia. The evidence was too
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inconclusive given that the variable of a person with
dementia could not be administered the examination.
The findings given to the researchers were truly
spectacular, however, not being able to cross reference
with an individual or two with dementia would have
given TeleCog validity in real world situations.
Researchers hope to continue this project in the future
and to make proper adjustments to ensure TeleCog is
a success and can impact the world to solve complex
solutions one medical examination at a time.

______ Mac
and Cheese
(12)

______ Mac
and Cheese
(12)

______ Mac
and Cheese
(12)

______ Tennis
(13)

______ Tennis
(13)

______ Tennis
(13)

______ Zebra
(14)

______ Zebra
(14)

______ Zebra
(14)

______ Apple
Pie (15)

______ Apple
Pie (15)

______ Apple
Pie (15)

APPENDIX
TeleCog Assessment Questions

Q7. Look at the objects below

Q1. What is your name?
Q2. How old are you?
Q3 Solve: 5+4
Q4. What is your home address?
Q5. Remember these words for later: pineapple,
branch, matrix, vehicle, and rainbow
Q6. Drag the items into the correct box.
Animals
Sports
Foods
______ Sheep
(1)

______ Sheep
(1)

______ Sheep
(1)

______
Basketball (2)

______
Basketball (2)

______
Basketball (2)

______ Burger
(3)

______ Burger
(3)

______ Burger
(3)

______ Pizza
(4)

______ Pizza
(4)

______ Pizza
(4)

______
Football (5)

______
Football (5)

______
Football (5)

______ Horse
(6)

______ Horse
(6)

______ Horse
(6)

______ Rice
(7)

______ Rice
(7)

______ Rice
(7)

______ Soccer
(8)

______ Soccer
(8)

______ Soccer
(8)

______ Lion
(9)

______ Lion
(9)

______ Lion
(9)

______
Baseball (10)

______
Baseball (10)

______
Baseball (10)

______ Tiger
(11)

______ Tiger
(11)

______ Tiger
(11)

List the objects in the image above from left to right
Q8. Rearrange in alphabetical order
______ Zebra (1)
______ Pizza (2)
______ Arm (3)
______ Hand (4)
______ Monster (5)
______ Peach (6)
______ Wonderful (7)
______ Dog (8)
______ Computer (9)
______ Kitchen (10)
______ Super (11)
______ Smart (12)
Q9. Please enter the words from Question 5
Q10. When will you have your next meal?
Q11. What meal will you be having?
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 Lunch (1)
 Breakfast (2)
 Dinner (3)
Q12. Do you have children?
 Yes (1)
 No (2)
Q13. What is your spouse’s name?
Q14. How many sides does a triangle have?
Q15. What is the current month?
Q16. In case of an emergency, who will you contact?

[5]

[6]
[7]
[8]

[9]

[10]
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Agile Approach to the Dissertation Process
Daniel Evans, Hjalmar Delaude, Jamente Cooper, Kenneth Melie, Rob Nardelli, Rodger Hughes,
Sivakumar Pillai, Istvan Barabasi, Zachary Dall, and Kathleen Brush
Seidenberg School of CSIS, Pace University, Pleasantville, New York
Abstract—Collegiate students striving to earn their
Doctorate degrees routinely would take between 4-10
years through conventional Doctorate programs that
exist at hundreds of universities throughout the United
States. Pace University implemented the Doctorate of
Professional Studies (DPS) of Computing program in
2000, and has adopted the Agile Development Process
for its doctorate program. The topics of graduate
students’ dissertations are an important focus point in
the program and it’s important to acknowledge the
growth and diversity within the research topics as time
has passed.
Students have gone from business
practices, patterns, computer science, and the internet
as core research topics to artificial intelligence (AI),
security, web services, and the Agile Development
process. DPS students are earning the same research
opportunities as conventional PhD students, but are
completing their doctorate studies within an average of
3 years.
I.

sustains, and defends a Research Dissertation.
Dissertation defense can take place at any time
during the program with approval from DPS faculty.
B. Hypothesis
Pace University's DPS program, using an agile
approach, allows for students to earn their doctorate
degrees within a shorter time frame in comparison
with conventional doctorate programs.

II.

LITERATURE REVIEW

The actual origins of the Doctoral Dissertation are
obscure, but it is known that it originated within the
Catholic Church during the medieval period. The first
known doctoral defense was conducted in Paris in the
year 1150 A.D. (Noble, 1994). These doctoral
degrees focused on scriptural texts; students had to
demonstrate their knowledge and mastery of
canonical texts. This demonstration usually consisted
of a combination of opponency, disputations, and
lectures. Faculty would then critically attack an
argument and the student had to defend his argument
using his knowledge. The entire school would
normally attend these “defenses” and use them as a
valuable learning opportunity. The student defending
their dissertation would also use the opportunity to
gather prospective students once their dissertation
was successful.
It was in 17th century Germany that the Doctoral
Dissertation we are currently familiar with began to
emerge. The educational system was loosely based
on a type of apprentice to a guild formation. A
student normally studied under a Master for a period
of seven years before placing the knowledge they
learned to the test, defending their abilities while
being questioned or tested by Masters of that
discipline. This also led to a movement away from
the church and focused on scientific knowledge. The
Germans created to Doctor of Philosophy using the
original Greek meaning of the word philosophy,
meaning Love of Wisdom. There also appeared, at
this time, a division in the types of doctoral degrees.

INTRODUCTION

Pace University’s Seidenberg School of Computer
Science and Information Science uses an agile
method to the dissertation procedure for their
students in the Doctor of Professional Studies in
Computing, or DPS, program. Research begins on
day one and continues through the fifth semester.
Idea papers, direct interaction with DPS professors,
and an omnipresent dissertation notebook for
annotating emerging thoughts are introduced in the
first semester. That way, a path can be explored and
abandoned if it doesn’t yield a new and intriguing
focus question. Selecting a dissertation thesis that
sustains high interest is vital to a Doctoral
candidate’s successful completion.
A. Premises and Assumptions
The Pace University’s DPS Program is designed to
be completed in three years for any student. There is
only one admission process per year. The admission
process takes place before the start of the Fall
semester of every academic year. Every DPS student
starts the program in the Fall semester of their
admittance year. A DPS student will officially
graduate once he or she successfully presents,
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With a shift to research-based education, doctoral
programs led to two paths, the MD (Doctor of
Medicine) and the Ph.D. (Doctor of Philosophy). The
main difference between the two is that the MD
degree revolved around the practice of applied
knowledge. The Ph.D., however, revolved around the
generation of knowledge.
The modern doctoral dissertation was modeled after
the German model and first appeared in the United
States at Kings College (now Columbia) in 1861.
Being research-based, the Doctorate of Philosophy
allowed for the mastery of a wide variety of subjects
from literature and music to law and the sciences.
There are now multiple doctoral degrees available in
a variety of disciplines, each offering a student a
chance to master. The requirements for a doctoral
degree vary from country to country and discipline to
discipline. In general, a candidate must present a
dissertation or a thesis that consists of original
academic research, that is worthy of publication in a
peer-reviewed context and that they must defend their
work before a panel of experts. This panel, selected
by the university, will determine if the dissertation is
passable and/or if there are any issues that must be
addressed before the dissertation is accepted.
(Dinham S. S., 2001)
A recent study of eight doctoral students who
passed the research proposal review and volunteered
to participate, shows the time it took to write-up and
complete their theses. They used, and some were still
using, a traditional process. (Lindsay, 2015) This
group averaged approximately six years to complete
their theses and viva voce examinations.

III.

PACE DPS IN COMPUTING AGILE
DISSERTATION PROCESS

Attached is a workbook consolidating the latest
available data. The assumption is made that since the
DPS program is a three year program, then
someone listed in the Class of 2003 who graduated in
2004 spent 4 years in the program. With this
assumption in mind, the duration in the program for
all graduates was calculated; a small pivot table along
with a stacked column for durations by class has also
been inputted. Certainly, more analysis is possible.

Piv ot Table and Stacked Co lumn Ch art, Dan Ev ans,
Pace DPS 2019

A. Analysis of Topics
We have analyzed Pace DPS data sets for DPS
dissertations using the Pace University DPS
Dissertations
database
at
https://vulcan.seidenberg.pace/edu/~f15-cs691dps/dps/#/subjects . This analysis was performed
for topics the student dissertations were aligned with
(in some cases one dissertation qualified for
multiple topics at the same time) as well as IT

Chart Lind say, Sian , Teaching in High er Edu cation .
Feb 2015 , Vol. 20 Issu e 2 .
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industry trends and patterns between 2002 and 2016.
We have analyzed 15 topics, which are: Agile, AI,
Computer
Science,
Computer
Education,
Mathematics, Natural Language Recognition,
Network, Patterns, pervasive, Security, Statistical
Methods, SW Development, Web-Internet, and Web
Services.

dissertations with Agile topic. Seems that the DPS
program needed to refocus on agile methods and
practices to help drive an immediate up-peak in
creativity for 2010. This behavior actually reoccurred again later during the 2013-2014 period,
showing that improving agile practices will drive
subsequent positive impact and renewed creativity in
delivering agile dissertations at Pace DPS.

1) First 5 years: 2002-2006
During the first 5 years of DPS dissertations, the
research focus predominately pertained to Business,
Computer Science, Patterns, and the Web/Internet.
These 4 areas consolidated practically 25
dissertations (around 20%) within the first 5 years.
Intense creativity characterizes this period, as
represented on the creativity index chart #2. The
impact of these 4 areas diminished substantially over
the next 10 years, but interestingly all 4 areas of
study persisted with about 5% of total research topic
interest. After the initial five years, the doctorate
students continue to diversify their research into new
IT areas.
Chart #2 b y Istv an Barb asi, Pace DPS 20 19

A new dissertation topic emerged during this period,
referred to as Computer Education (or Computer
aided education), suddenly shifting away attention
from Computer Science. The four main topic areas
for this period were AI, Agile, Computer Education,
and Patterns. It is also noted that these four main
topics were less concentrated a versus we have seen
earlier topics within the first period. At the end of
this period we found AI being underpinned by strong
presence of Statistical Methods and by one Math
dissertation. It is important to note that Patterns
continued maintain a strong presence from the earlier
period, just at a smaller scale, like the mentioned
drop in concentration.

Chart #1 b y Istv an Barb asi, Pace DPS 20 19

2) Second period of 5 years: 2007-2011
Although somewhat present very early in 2002,
Artificial Intelligence emerged very strong within the
second period of 5 years, scoring a 5% share of total
interest for this period. After 2011 a sudden interest
in AI stopped and substantial number of dissertations
focused on IT Infrastructure and Cloud Computing
areas. A reason for the decline in AI focused research
might be the fact that machine learning dissertations
require more time and effort to create. A considerate
amount of mathematical background is essential to
success with AI research. Familiarity with models
and its implementation, as well as access to the data
are critical elements that are not commonplace for
doctorate students and played a role in the disinterest
of AI for students.
Agile topics are mainly present within this period.
Total share of agile topics is only about 3%, which is
unusually low. Activities in many areas can be
performed in agile style and iteratively, including
traditional areas such as supply chain management
and operations as well. In the first help of this fiveyear period the creativity index suffered a substantial
drop and was somewhat compensated by

Chart #3 b y Istv an Barb asi, Pace DPS 20 19
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Chart #3 shows another peak in 2012 for IT
infrastructure and Cloud computing topics in
alignment with the presence of network and security
interest.

IV.

COMPARISON WITH TRADITIONAL
PROCESSES

There have been 123 DPS students who graduated
from the program during a 15-year time period
(available data from Class 2002 to 2016). Based on
the data available, the shortest tenure in the program
was approximately of 930 days (roughly 2 Years, 6
Months, and 20 Days). Based on the data available,
the longest tenure in the program was approximately
of 5,477 days (roughly 15 Years, 0 Months, and 2
Days). We factored that some students completed
their degree within 925 days annotated that as the
lower range and 5,482 days as the higher range, and
creating segments of 365 days in between. "Tenure in
the Program" should be read as the time frame which
began with the first day of classes in the program and
the date when the Research Dissertation was
defended successfully. The results follow.

3) Third period of 5 years: 2012-2016
This period we see a strong and renewed interest
towards AI and security. Together with AI, we found
new Patterns dissertation as well, reinforcing the
sudden uptick in Analytics related topics in 2016, as
shown in Chart #3. Seems AI is correlated and is
skewed extensively towards security. We found
renewed focus for Software Development, Web
Services, and Agile Development Processes. It also
appears that web services evolution, such as micro
services, was involved in all these three areas. We see
renewed interest towards pervasive computing,
statistical methods, and models. Seems these two
topics have emerging elements with security, such as
using pervasive methods for authentication and
applying various models to analyze security data.
We have to underline a medium only creativity index
during this period, which represents a medium only
velocity in agile delivery of the DPS dissertations.
This is really stands in contrast to the very high
creativity and velocity of DPS dissertations within
the first 5-year period analyzed.
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Summarizing the last two-year dissertation topics,
as shown in Chart #4, we can conclude strong
presence of analytics (AI, Patterns, Statistics
methods) together with Pervasive technology topics,
somewhat high interest in security and medium only
interest in Cloud Infrastructure, software
development and Web.
Concluding the topics based analysis, we find that
the Pace DPS Program must improve the velocity in
getting DPS Dissertations finalized and promote new
topics and areas of interest which have strong
relationships with Analytics, Artificial Intelligence,
next generation of Web/ Internet topics, including
Social Computing, Security, and Pervasive
computing (IoT and others).

student(s)
graduated
student(s)
graduated
student(s)
graduated
student(s)
graduated
student(s)
graduated
student(s)
graduated
student(s)
graduated
student(s)
graduated

2Y,6M,15D 3Y,6M,14D

100.00%

Chart b y Hjalmar Delaud e, Pace DPS 20 19

39.02% (48 students) of the total graduated DPS
students finished the program between 2 and 3 years.
Based on the data available, the total number per
Class of graduated DPS students is decreasing, as the
following graph shows.
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Total Number of Graduated and
Pending Graduation DPS Students per
Class

Total Number of DPS Students Graduated
per Class
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Total Number of DPS Graduates per Year

In a simple comparison between Pace DPS and
Conventional PhD programs, the following can be
determined (assuming both data are approximately
from same period of time): Pace University DPS
Program has its pick in the interval > 2 Years and <=
3 Years - Positively (right) skewed distribution.
Other conventional PhD Programs have their pick in
the interval >= 10 Years - Negatively (left) skewed
distribution. The point of intersection is between 5 to
6 years tenure and 10% to 15% of total graduated
students.

Expon. (Total Number of DPS Graduates
per Year)
Graph b y Hjalmar Delau de, Pace DPS 2019

Based on the data available, the rate of students
graduating in the DPS program has a general average
of 51.14%
DPS Program Tenure perTotal Number of
Days (converted into Years, Months, and
Days)
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V. CONCLUSION

Comparison between Pace University DPS
and Conventional PhD Programs - Program
Completion Rates

The Agile Approach to doctorate studies
implemented by Pace University has displayed over
the last 15 years that graduate students can produce
complex research studies and finish their doctorate
within 3 years on average. The rigors of the program
still exist which are solidified by the overall
graduation rate of 51%. The student body is
researching more diverse material every year. Future
research pertaining to the matter could identify the
diversity within conventional PhD programs in
contrast with Pace DPS research topics. The DPS
program is quite competitive and simply streamlines
the entire doctorate program rather than extend the
studies as is the case with conventional PhD
programs.
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Abstract—Security in group communication has been a significant field of research for decades. Because of the emerging
technologies like cloud computing, mobile computing, ad-hoc
networks, and wireless sensor networks, researchers are considering high group dynamics in communication security. Group
key agreement protocol is for providing enough security for
the group communication. Group key agreement protocol is a
way to establish a shared cryptographic key between groups
of users over public networks. Group key agreement protocol
enables more than two users to agree on a shared secret key
for their communications. In this paper we want to introduce
a new key agreement protocol (GKA) and a new linear group
key agreement protocol (GLGKA). These protocols are proper
for the emerging dynamic networks. In GLGKA each member
of the group can participate in key generation and management
process. Our goal is to provide more efficient key generation
approach for group members. This protocol can be used in cloudbased data storage sharing, social network services, smart phone
applications, interactive chatting, video conferencing, and etc.
Index Terms—Cyber Security, Diffie-Hellman, Key Agreement
Protocol, Group Key Agreement Protocol.

I. I NTRODUCTION
Security and reliability are two significant factors in
modern computing. In this environment most of the services
can be provided as shared services. These shared services
should have the essential cryptographic factors like data
confidentiality, data integrity, authentication and access
control to be a secure shared service. It is really important for
us to communicate securely over an insecure communication
channel. One way to provide this secure channel is using the
key agreement protocol method [1].
Note that, digital signature, encryption, and key agreement
are three important topics in the field of cryptography. Group
key agreement protocol can provide a secure communication
channel between more than 2 users over an open network.
The idea is having a shared session key between all the
members of a group and no one else. Because of the growth
of the group-oriented applications like video conferencing,
the role of the shared session key between members of a
group became critical. A lot of research have been focused
on this area so far, but still we need a more efficient and
secure solution [4].

Group key agreement protocol is very useful in interactive
chatting applications that are really popular these days. Most
of the people launch these applications in their cellphones,
tablets, notebooks, or their PCs. These applications should
provide secure communication channel for their users over
an untrusted network. Most of the users have online profiles
and the privacy of these profiles is really important for these
users. The application should share a session key between
group members. We are going to propose our own group
key agreement protocol (GLGKA). In our protocol all users
contribute in generation and management of the shared
session key [7].
If we want to define a shared session key between two
users, we should use a key agreement protocol. One of the
most important key agreement protocols is Diffie-Hellman
protocol. This protocol was introduced in 1976 by Whitfield
Diffie and Martin Hellman. It is a method for defining a
shared session key between two users. It uses the public
key exchange implementation that was introduced by Ralph
Merkle [1].
If we want to define a shared session key for more thatn
two parties, we should use a group key agreement protocol.
When the communication channel is not trusted, group key
agreement protocols will be useful. In this paper we will
introduce a new linear group key agreement protocol named
GLGKA. In our protocol, all group members contribute in
generation of the shared key. In our protocol there are two
sub-protocols for the people who join or leave the group [5].
Defining a shared session key for a group is a complicated
task. The challenges are lack of third parties, expensive
communication, and limited capabilities of the portable
devices. There are also some other challenges for this area
that will be discussed later in this paper. For example, in
adhoc networks there is not enough trust in the network for
communication [3], [5].
In our proposed protocol (GGKA) each member should
establish a secure channel with the leader by our proposed
secure group communication sub-protocol (SGC). SGC
protocol should be used later to transfer the shared session
key to the group after a user leaves or joins the group. Our
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protocol does defines a shared session key for the group
with less computation and communication costs. Members
may have different devices with different capabilities. Our
computations should be fast enough for all kinds of devices.
To put it in a nutshell, in our protocol the amount of
communication for defining and changing a shared session
key for a group is optimized [7], [8].

Step
1

Action
Alice and Bob agree on
two numbers p and g

2
3
4

7

Alice picks a secret number a
Bob picks a secret number b
Alice computes her public number
X = g a mod p
Bob computes his public number
Y = g b mod p
Alice and Bob exchange their
public numbers
Alice computes ka = Y a mod p

8

Bob computes kb = X b mod p

9

By the law of algebra, Alice’s
ka is the same as Bob’s kb ,
or ka = kb = k

5

The rest of the paper is organized as follows. Section II
will review related works. Section III is about our proposed
key agreement and group key agreement protocols. Section IV
is our join protocol. Section V is our leave protocol. Section
VI explains about the complexity of our proposed protocols.
Section VII is comparison section. Section VIII shows our
experiments. Finally, section IX concludes this paper.
II. R ELATED W ORKS

6

In this section we are going to review Diffie-Hellman key
agreement protocol, which is the most popular protocol in this
field. We are also going to review DL08 and KON08 protocols,
which are the most efficient group key agreement protocols
[6].

Description
p is a large prime number
and g is called base or
generator
Alice’s secret number = a
Bob’s secret number = b
Alice’s public number = X
Bob’s public number = Y
Alice knows p, g, a, X, Y
Bob knows p, g, b, X, Y
ka = (g b mod p)a mod p
ka = (g b )a mod p
ka = (g ba ) mod p
kb = (g a mod p)b mod p
kb = (g a )b mod p
kb = (g ab ) modp
Alice and Bob both know the
secret value k

Table I: Diffie-Hellman Key Agreement Protocol

A. Key Agreement Protocol

parties [7].

In this section we review Diffie-Hellmand key agreement
protocol, which is the most popular key agreement protocol.
Diffie-Hellman is one of the earliest implementations of the
public key cryptography, which generates a shared session key
between two users. We can use this key later for encrypting
or decrypting our information just like a symmetric key.
Most of the key agreement protocols use Diffie-Hellman as
their basis. RSA also followed Diffie-Hellman method to
implement its public key cryptography method [5].

The number of computations for calculations of signatures
and verifications are important factors in computing the
complexity of this protocol. We assume that a Digital
Signature algorithm is used by the signing scheme. We
can assume that a signature generation has the cost of one
exponentiation and a signature verification has the cost of
two exponentiation [7].

This protocol is based on mathematics. Its fundamental
math includes algebra of exponents and modulus arithmetic.
To explain how this protocol works, we use Alice and Bob in
our example. The goal of this protocol is to agree on a shared
secret key between Alice and Bob. Note that, an eavesdropper
should not be able to determine the shared session key by
observing transferred data between Alice and Bob. Alice and
Bob independently generate these keys for themselves in two
sides. These symmetric keys will be used to encrypt and
decrypt data stream between Alice and Bob. Note that, this
key do not travel over the network. The steps of this protocol
are shown in table I. We plan to compare our key agreement
protocol (GKA) with this popular key agreement protocol later
[6].
B. Group Key Agreement Protocols
The first group key agreement protocol that we are going to
review is DL08. Desmedt and Lange proposed a three-round
group key agreement protocol in 2007. This protocol is based
on pairings and it is proper for groups of parties with different
computational capabilities. In this protocol, a balanced group
of n parties should have approximately n/2 more powerful

According to this assumptions, the complexity of this
protocol includes total number of (9n/2) + 2n lg3 [n/3]
multiplications, 3n/2 pairings and 3n/2 exponentiation. The
parties will have to transmit 7n/2 messages and also receive
3n + n lg4 [n] messages. DL08 is a three-round protocol
based on the Burmester-Desmedt scheme that achieves the
best performance from aspect of cost [7], [10].
The next protocol that we want to review is KON08. It is
a cluster-based GKA protocol proposed by Konstantinou in
2010. It is based on Joux’s tripartite key agreement Protocol.
It has two variants: contributory and non-contributory. This
protocol assumes that nodes are clusters with two or three
members [7].
In the lower levels nodes belong to only one cluster. In
upper levels nodes belong to two clusters. Authentication can
be provided by the use of an authenticated version of Joux
protocol. Authentication method does not influence the number
of rounds or the communication cost of this protocol. In
particular, the protocol has log2 n/3 rounds and 4n messages
should have been transmitted. In the authenticated version, the
group has to perform no more than 5n scalar multiplications
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Step
1

Action
Alice and Bob agree on
three numbers a, p, and q

2

Alice picks a secret number u

3

Bob picks a secret number v

4

Alice computes her public number
A = ((u mod q) × logp a)mod q
Bob computes his public number
B = ((v mod q) × logp a)mod q
Alice and Bob exchange their
public numbers
Alice computes
ka = ((u mod q) × B) mod q

5
6
7

8

Bob computes
kb = ((v mod q) × A)mod q

9

By the law of algebra, Alice’s
ka is the same as Bob’s kb ,
or ka = kb = k

Description
q is a large prime number
a = pn
p = 2, 3, ..., n
n, u, and v = 1, 2, 3, ..., n
Alice’s secret number = u
u mod q is not zero
Bob’s secret number = v
v mod q is not zero
Alice’s public number = A
= (logp a(u mod q) ) mod q
Bob’s public number = B
= (logp a(v mod q) ) mod q
Alice knows u, a, p, q, A, and B
Bob knows v, a, p, q, A, and B
ka = ((u mod q) × (logp a(v mod q) ))mod q
ka = (logp a(v mod q)×(u mod q) )mod q
ka = (logp a((u×v) mod q) ) mod q
kb = ((v mod q) × (logp a(u mod q) )) mod q
kb = (logp a(u mod q)×(v mod q) )mod q
kb = (logp a((v×u) mod q) ) mod q
Alice and Bob both know the
secret value k

Table II: Golden Key Agreement Protocol

and 11n/2 pairing computations [2], [3], [7].
III. G OLDEN L INEAR G ROUP K EY AGREEMENT
P ROTOCOL

Step
1

We divided our main protocol into two sub-protocols. The
first one is secure channel sub-protocol. The second one is
initiation sub-protocol. Our goal is to define a shared session
key for a group of users by these two sub-protocols. In
the secure channel sub-protocol, we will use our own key
agreement protocol named GKA (Golden Key Agreement
Protocol). Based on GKA protocol, all members and leader
of the group should share three numbers a, p, and q at the
beginning [2], [5], [7].

2
3
4
5

6

A. Golden Key Agreement Protocol (GKA)
This protocol is based on mathematics. The fundamental
math includes algebra of logarithms and modulus arithmetic.
For this discussion we will use Alice and Bob as an example.
The goal of this process is agreeing on a shared secret session
key between Alice and Bob. In this process eavesdroppers
should not be able to determine the shared session key.
This shared session key will be used by Alice and Bob to
independently generate the keys for each side. These keys
will be used symmetrically to encrypt and decrypt data stream
between Alice and Bob. Note that, our shared session key
should not travel over the network. This new key agreement
protocol is described in table II.

7

8

9

Action
Alice and Bob agree on
n = 2, p = 2, a = 4 and q = 7
Alice picks a secret number u = 3
Bob picks a secret number v = 4
Alice computes her public number
A = ((3 mod 7) × log2 22 ) mod7 = 3
Bob computes his public number
Bob’s public number = B
A = ((4 mod 7) × log2 22 ) mod7 = 1
Alice and Bob exchange their public numbers
Alice knows u, a, p, q, A, and B
Bob knows v, a, p, q, A, and B
Alice computes
ka = ((u mod q) × (logp a(v mod q) )) modq
ka = ((3 mod 7) × (1) mod7 = 3
Bob computes
kb = ((v mod q) × (logp a(u mod q) )) modq
ka = ((4 mod 7) × (6) mod7 = 3
By the law of algebra, Alice’s
Alice and Bob both know the
ka is the same as Bob’s kb
secret value k
or ka = kb = k = 3

Table III: GKA Example

Table III is an example of generating a shared session key
between Alice and Bob based on GKA protocol. In this example we choose n = 2, p = 2, and q = 7 (a = pn = 4 = 22 ).
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B. Secure Channel Sub-protocol
In this part the leader will establish a secure connection to
each one of users in the group. Firstly, each user will choose
a private key (user i will choose private key pi ). The leader
also will choose a private key (pc ). Then, each user will
send Ai = ((pi mod q) × logp a)mod q to the leader. Also the
leader will broadcast Ac = ((pc mod q) × logp a)mod q to all
the group members [2], [9].
Then, each one of the users will calculate ki =
((pi mod q) × Ac )mod q. Then, the leader will calculate kci =
((pc mod q) × Ai )mod q. As a result of this sub-protocol, the
leader will have a secure line with each one of the members
[6].

should send his private key with negative sign (−1 × pn ) to
the leader through his secure channel. Then, the leader will
update his private key by dividing it by the received number.
Note that, the leader ignores the negative sign. This negative
sign is only symbol of leaving. After that, the leader will
broadcast the new shared group key. After that, the leader and
the group members will have the same updated key based on
the equation below [2], [3], [9].
Current k = (logp a(p1 p2 ...pn ) ) mod q
N ew k = (logp a(p1 p2 ...pn ) ) mod q / (pn mod q)
= (logp a(p1 p2 ...pn )/pn ) mod q
= (logp a(p1 p2 ...pn−1 ) ) mod q

C. Initiation Sub-protocol

VI. C OMPLEXITY

In this part, the leader will generate a shared session for
the users. Firstly, each user chooses his own private key pi
and send it to the leader through the secure channel. After
that, the leader will generate a shared session key for the
group based on the equation below and will send it to the
members through their secure channels.
k = (logp a(p1 p2 ...pn ) ) mod q
a = pn ⇒ k = (logp p[n(p1 p2 ...pn )] ) mod q
⇒ k = ((p1 p2 ...pn ) × logp pn ) mod q
Note that, this shared session key is only for current users of
the group. if anyone leaves or joins the group, the shared group
key should be updated. In the next sections we are going to
review our join and leave sub-protocols. Join protocol is useful
when a new member joins the group and leave protocol is
useful when a member leaves the group.
IV. J OIN P ROTOCOL
When a new user (usern+1 ) want to join a group, he
should establish a secure channel with leader of the group. He
uses our secure channel protocol (GKA) for this step. Then,
he will send his private key with positive sign to the leader
through his secure channel. Then, the leader will update his
shared session key by multiplying it to the received number
((pn+1 mod q)), since the sign is positive. After that, the
leader will broadcast the updated shared session key to the
group members. The key will be updated for the leader,
members of the group, and the new member Based on the
equation below [1].
Current k = (logp a(p1 p2 ...pn ) ) mod q
N ew k = (pn+1 mod q) × (logp a(p1 p2 ...pn ) ) mod q
= (pn+1 × logp a(p1 p2 ...pn ) ) mod q
= (logp a(p1 p2 ...pn pn+1 ) ) mod q
V. L EAVE P ROTOCOL
When an existing user (for example usern ) want to leave
the group, he should inform the leader before he leaves. He

In this section, we are going to analyze the cost of our
protocol. We start from secure channel sub-protocol. In the
secure channel sub-protocol, the leader should establish a
secure connection with each one of the members based on
the private key of the member. The leader will have two
calculations and one broadcast. Each member will have two
calculations and will send one message and receive one
message. In the initiation sub-protocol, the leader will have
one calculation and one broadcast. He will also receive n
messages from members of the group. Each member will
send one message to the leader and receive one message from
the leader in this sub-protocol.
In the join protocol, the leader will have three calculations
(two for secure channel sub-protocol and one for updating
the shared group key), and will send one message to the new
user and one broadcast to all members of the group. Each user
will only receive one message. In the leave protocol, the leader
will have one calculation and one broadcast to members of the
group. The leaving member should send one message to the
leader and each member except the leaving member should
receive one message. In conclusion, our protocol will send 3n
messages and receive 3n messages. Our protocol should do
2n + 2 calculations for a group of n parties.
VII.

COMPARISON

In this part we are going to compare our group key
agreement protocol with top two group key agreement
protocols based on [7]. These protocols are DL08 and
KON08. We compare these protocols from aspect of number
of rounds, total number of sent messages, total number of
received messages, and computations cost. You can see the
result of these comparisons in table IV.
As you see in table IV, the comparison result shows that
our group key agreement protocol is better than two other
protocols from aspect of total number of sent and received
messages. Our protocol is also better from them from aspect
of computation cost.
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Protocol
DL08
KON08
GLGKA

Rounds
3
log2 n/3
2

Sent Messages
7n/2
4n
3n

Received Messages
3n + nlog4 n
4n
3n

Computations
15n/2 + 2n[log4 n]
21n/2
2n + 2

Table IV: Group Key Agreement Protocols Comparison Result

Figure 1: Comparison of Golden Key Agreement Protocol with Diffie-Hellman (more than one iteration)

these experiments was 86662.5625 nanoseconds.

VIII. E XPERIMENT
In this part we are going to compare Golden Key
Agreement Protocol with Diffie-Hellman, which is the most
popular key agreement protocol. We implemented these two
algorithms and tested them with different parameters. We did
all the experiments with a laptop with core-i7 CPU (2670QM
2.20GHz), 8 GB of DDR3 Ram, and windows seven 64-bit
operating system.
The first experiment was with q(GKA) = 15485863, p(DH)
= 15485863, a= Random(2,10), p(GKA) = Random(2,10),
g(DH) = Random(2,10), and n(GKA) = 1. You can see the
result of these experiments in figure 1. We had a loop in
this experiment. You can see the number of iterations in
each experiment. The second experiment was with q(GKA)
= 982451653 , p(DH) = 982451653 , a= Random(2,10),
p(GKA) = Random(2,10), g(DH) = Random(2,10), and
n(GKA) = 1. You can see the result of these experiments in
figure 2. We had a loop in this experiment. You can see the
number of iterations in each experiment.
In the third and last experiment, we ran our protocol
against Diffie-Hellman 16 times. Each time we recorded the
running time of both protocols. You can see result of these
experiments in figure 3. As you see int figure 3, our protocol
is faster than Diffie-Hellman. In these sixteen experiments
the average running time of Diffie-Hellman was 801268.8125
nanoseconds and Average running time of our protocol in

IX. C ONCLUSION
We recommended two protocols in this paper. The first
one was golden key agreement protocol. We used algebra
of logarithms and modulus arithmetic in this protocol to
improve the performance. We compared this protocol with
Diffie-Hellman (using exponentiation) and we observed that
our protocol is faster. We selected Diffie-Hellman for our
comparison, since it is the most popular key agreement
protocol. We also suggested a group key agreement protocol
named golden linear group key agreement protocol. We
compared our group key agreement protocol with DL08 and
KON08 from aspect of the number of rounds, total number
of sent messages, total number of received messages, and
computation cost. DL08 and KON08 are two of the best
group key agreement protocols available based on. As you
seen in table IV, our group key agreement protocol was better
than other protocols.
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Abstract—The popularity of mobile platforms makes them
a good candidate for electronic payment. However, there are
challenges in this field such as privacy protection, security,
the bandwidth limitations of mobile networks, and the limited
capabilities of mobile devices. Traditional e-commerce payment
protocols were designed to keep track of traditional flows of
data, are vulnerable to attacks and are not designed for mobile
platforms. Also, 3D Secure, an extra security layer in modern
payment methods (which is mainly to prevent fraud where
the credit card is not present), is not suitable for mobile
platforms because of issues like the difficulty of viewing the
authentication pop-up window on a mobile device. In this paper,
we propose a new private mobile payment protocol based on a
client centric model that utilizes symmetric key operations. Our
protocol reduces the computational cost of the Diffie-Hellman
key agreement protocol by using the algebra of logarithms
instead of the algebra of exponents, achieves proper privacy
protection for the payer by involving mobile network operators
and generating temporary identities, avoids repudiation attacks
by utilizing digital signatures, avoids replay attacks by using
random time-stamp generated numbers, and provides better and
safer customer experience by utilizing cloud messaging instead of
text messaging and pop-up windows in its extra layer of security
(3 domain authentication).
Keywords—E-commerce, M-commerce, Mobile Commerce, Mobile Payment, Privacy Protection, Non-repudiation, Replay Attack,
3D Secure, Verified by Visa, MasterCard SecureCode, American
Express SafeKey, JCB International as J/Secure, Diffie-Hellman.

I. I NTRODUCTION
E-commerce is any financial transaction over the Internet.
Most of the time, the payer uses his credit card in this process.
An e-commerce transaction involves the purchaser or card
holder, the merchant, the purchaser’s credit card issuer (bank),
the merchant’s acquirer (bank), and the certification authority
for supporting secure transaction execution [1]. Most of these
protocols are using a key agreement protocol for establishing
a secure connection between the engaging parties [3].
Mobile commerce (m-commerce) is e-commerce activities
conducted via mobile platforms. Principles of m-commerce
are the same as e-commerce plus mobile network operator.
Moreover, most e-commerce protocols are based on public
key cryptography that is not efficient in mobile and wireless
networks [2]. Some of these protocols are keeping the
Mohammad Vahidalizadehdizaj is a PhD candidate in Computer
Science Department, Pace University, New York, NY. Email:
m.vahidalizadeh@gmail.com
Avery Leider is an assistant adjunct professor in Computer Science Department, Pace University, New York, NY. Email: aleider@pace.edu

B5-1

credit card’s information on the mobile devices or using this
information in transactions without proper protection. This is
why they are vulnerable to attacks [4].
Mobile devices like smart phones and tablets are becoming
very popular [5]. Most of these devices are light, easy to
carry, and convenient to use. These devices are compatible
with mobile networks that are widely available in outdoor
space. Growth of m-commerce sales continues to be rapid
even with the challenges that m-commerce faces like slow
download times. Forrester predicted 11 percent (of whole
e-commerce) growth in m-commerce between 2016 and
2020. Currently m-commerce has 35 percent of e-commerce
transactions. Forrester predicted that m-commerce will be 49
percent of e-commerce in 2020. This amount is 252 billion
dollars in sales [16].

II.

BACKGROUND

In this section, we review existing related protocols. We
review Diffie-Hellman as the popular key agreement protocol
in payment protocols. We review SET, iKP, KSL, and 3D
Secure protocols [2], [14]. Diffie-Hellman is the most famous
key agreement protocol. Its calculations are based on algebra
of exponents and modulus in arithmetic. Goal of this protocol
is to generate a shared session key between two parties [3].
SET defines an open encryption and security specification.
This protocol is designed to protect credit card transactions
over the Internet. Initial version of SET emerged in a call
for security standards by MasterCard and Visa in February
1996 [3]. SET has some problems. In the SET protocol,
the cardholder is not protected from dishonest merchants
that charge more than their advertised price or hackers who
put up an illegal website to collect credit card information
[2]. Besides, the merchant is not protected from dishonest
customers who provide invalid credit card numbers or claim
refund without any real cause [1]. In the SET protocol,
the merchant is more vulnerable to fraud, since legislation
protects the customers in most of the countries in the world
[15].
IBM developed the iKP (i = 1, 2, 3) family of protocols.
These protocols are designed to implement credit card
transactions between customer and merchant [2]. Each one
of the members of the family differs from the others from
the aspect of level of complexity and security. iKP is the
direct ancestor of SET. These protocols have been used in

Internet since 1996. iKP protocols are unique because of
longevity, security, and relative simplicity of the underlying
mechanisms. These protocols are based on public key
cryptography. They differ from each other in the aspect of the
number of principals who possess the public key pairs [1], [2].
KSL is a payment protocol for e-commerce in fixed
networks like the Internet. This protocol is not proper for
mobile platforms because of its heavy computation and
communication costs [3]. The idea of KSL is to reduce the
number of people who possess their own key pair in SET
protocol. In this protocol all principals except the customer
should have their own certificates, resulting in lighter
client side computation[1]. KSL protocol is a nonce based
protocol. KSL is an alternative of Kerberos. The drawback
of Kerberos is that it uses timestamps. So, it requires at
least one loose synchronization between timestamp generator
and participants. Principals of KSL protocol are customer,
merchant, payment gateway, and financial service provider [5].
3D Secure is an extra security layer for online credit and
debit card transactions in order to prevent the fraud of the
credit card not being present. Arcot Systems was first to
develop this protocol. The name 3D came from 3 domains: the
acquiring domain, the issuer domain, and the interoperability
domain [14]. There are some vulnerability issues in 3DS. In
3DS, there is a pop-up window or inline frame that is coming
from a source that is not a familiar domain. It is very hard
for the customer to find out if this window is a phishing scam
or if it is coming from the bank. Both the man in the middle
attack and phishing scam is possible in this pop-up window
step. Mobile users may experience issues to see the pop-up
or iframe [14]. Sometimes a 3D Secure confirmation code is
required. If the 3DS implementation confirmation code is sent
as a text message, customer may be unable to receive it based
on the country that he is in. Also, this may cause trouble for
the people who change their cellphone number regularly [14].
III.

P ROPOSED P ROTOCOL

In this section, we introduce a new payment protocol that is
better for mobile platforms. Our mobile payment protocol is
based on client centric model. In this section, we introduce an
improved version of Diffie-Hellman key agreement protocol.
Our improved key agreement protocol is based on the algebra
of logarithms and modulus arithmetic. Our intention is to
make shared key generation process satisfactory for mobile
platforms by reducing computational cost. We also try to
reduce the size of temporary results in our computations. You
can see our key agreement protocol in table I.
You can see the proof of correctness of our key agreement
protocol in below. Suppose, there exists two parties A and
B. We compare the key that is generated by A to the key
that is generated by B. If they are equal, our key agreement
protocol is correct. In this proof, we use rules of algebra of
logarithms and algebra of modulus arithmetic. We suppose
ai is a mod pi and bi is b mod pi . Integer a is represented

Action

Description

1

Alice and Bob agree on
three numbers a, p, and q

q is a large prime number
a = pn
p = 2, 3, ..., n
n, u, and v = 1, 2, 3, ..., n

2

Alice picks a secret number u

Alice’s secret number = u
u mod q is not zero

3

Bob picks a secret number v

Bob’s secret number = v
v mod q is not zero

4

Alice computes her public number

Alice’s public number = A
= (logp a(u mod q) ) mod q
Bob’s public number = B
= (logp a(v mod q) ) mod q
Alice knows u, a, p, q, A, and B
Bob knows v, a, p, q, A, and B
ka = ((u mod q) × (logp a(v mod q) ))mod q
ka = (logp a(v mod q)×(u mod q) )mod q
ka = (logp a((u×v) mod q) ) mod q
kb = ((v mod q) × (logp a(u mod q) )) mod q
kb = (logp a(u mod q)×(v mod q) )mod q
kb = (logp a((v×u) mod q) ) mod q

A = ((u mod q) × logp a)mod q
5

Bob computes his public number
B = ((v mod q) × logp a)mod q

6

Alice and Bob exchange their
public numbers

7

Alice computes
ka = ((u mod q) × B) mod q

8

Bob computes
kb = ((v mod q) × A)mod q

9

By the law of algebra, Alice’s
ka is the same as Bob’s kb ,
or ka = kb = k

Alice and Bob both know the
secret value k

TABLE I: Our Key Agreement Protocol

by r-tuple (a1 , ..., ar ). In this kind of representation, residues
should be calculated by multiple divisions. So, ai = a mod
pi (1 6 i 6 r). Then, based on theorem 2.1, we have the
following [2]:
(a1 , ..., ar )×(b1 , ..., br )=(a1 b1 mod p1 , ..., ar br mod pr )
In our case, we only have one prime number that is q.
In addition, based on algebra of logarithm, we have the
following [4]:
logb (mn ) = nlogb (m)
So, let’s suppose we have two parties A and B. We follow
our protocol to generate a key for each one of them. Then, by
the rules that we just mentioned, we prove that the key that
is generated for A is equal to the key that is generated for B.
Besides, as you see in table II, results of the calculations in
both sides (A and B) are equal.
A:
ka = ((u mod q) × (logp a(v mod q) ))mod q
ka = (logp a(v mod q)×(u mod q) )mod q
ka = (logp a((u×v) mod q) ) mod q
B:
kb = ((v mod q) × (logp a(u mod q) )) mod q
kb = (logp a(u mod q)×(v mod q) )mod q
kb = (logp a((v×u) mod q) ) mod q
As you can see the results in both sides are equal. So,
Alice and Bob now have a shared key. They can use this key
for symmetric encryption. Note that, this key never traveled
via the network during the key generation steps. Also our
middle keys never travel via the network. We kept security
strength of Diffie-Hellman and reduced its computational cost.
We can use our improved key agreement protocol instead of
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payment protocol that we implement in seven steps. At the
beginning, payer encrypts registration details such as account
information, payer’s identity, and his phone number with his
shared key. This information should be sent to payer’s mobile
network operator.
payer ⇒ payerś MNO:
{P NP ayer , IDP ayer , AIpayer }K1

Fig. 1: Proposed mobile payment protocol
Symbols
MNO
{payer, payee,
payerś MNO,
payeeś MNO}
Pay Center
PN
PIN
ID
AI
R1
R2
K1
K2
AMOUNT
DESC
TID
T IDReq
P IDReq
Req
MX
H(M)
i
Kp-p
Success/Fail
Yes/No
Received
P rP
P uP
CK
CKReq
T

Descriptions
Mobile Network Operator
A set of engaging parties, which includes Payee, Payer, Payeeś MNO and Payerś MNO

Time Stamp and Digital Sign center
Phone Number of Party P
Party P selected this password identification number
Identity of Party P, which identifies Party P to MNO
Account Information of Party P, which including credit limit for each transaction and type of account
Random and times-tamp generated number by Payer act as Payer’s pseudo-ID
Random and time-stamp generated number to protect against replay attack
Shared key between payer and his mobile network operator
Shared key between payer and payee
Payment transaction amount and currency
Payment Description, which may include delivery address, purchase order details and so on
The Identity of transaction
Request for TID
Request for P identity
Request
The message M encrypted with key X
The one way hash function of the message M
Used to identify the current session key of Xi and Yi
The secret key shared between Payerś MNO and Payeeś MNO.
The status of registration, whether success or failed
The status of transaction, whether approved or rejected
Payment receivable update status, which may include the received payment amount
Private key of party P
Public key of party P
client key: a key that is necessary for decoding Xi and Yi sets on client side
Request for client key
Current date and time

TABLE II: Notations

Diffie-Hellman in our mobile payment protocol in order to
make it suitable for mobile platforms.
Our proposed mobile payment protocol’s principals are
payer, payee, mobile network operator, MPI, ACS, payer’s
credit card issuer (bank), payee’s acquirer (bank), and
certification authority for supporting secure transaction
execution. Our protocol works with two sets of keys. First
set should be shared between payer and his mobile network
operator. The second set should be shared between payee
and his mobile network operator. Our protocol consists of
two-sub protocols that are registration and payment protocols.
Payer and payee must register with their own mobile network
operators at the beginning. Payer and his mobile network
operator should generate a session key by running our
improved key agreement protocol. You can see our notations
in table II.
The rest of this section is defining our new mobile

As we mentioned earlier, there are several challenges in
designing our payment protocol. One of these challenges is
to prevent privacy violation of payer. Most of the current
payment protocols are providing identity protection from
eavesdroppers. But, they don’t provide identity protection
from merchant. One of our goals is to avoid possible identity
or privacy violation in our payment protocol. In order to
overcome the issue of privacy violation, we want to involve
mobile network operators in the payment process. Besides,
we want to generate temporary identity for our customers
in order to provide proper privacy protection for them. We
generate this temporary identity based on our customer’s
phone number and his password identification number. Note
that, this ID will be generated after a successful authentication.
During the registration process, payer has to set his
password identification number (P INP ayer ) in order to
access his mobile wallet application. This implementation
uses two factor authentication that is an important principle
for mobile device access control. Two factor authentication
authenticates users in two steps. The first step is authentication
with mobile wallet application on his mobile that is something
that he has. The second step is password authentication that
is something that he knows. Then, IDP ayer will be computed
by hashing payer’s phone number (P NP ayer ) and password
identification number (P INP ayer ).
IDP ayer = P NP ayer + Hash(P NP ayer ,P INP ayer )
Then, payer’s mobile network operator decodes the message
with his shared key (K1 ). Payer’s mobile network operator
stores necessary information into its database. If registration
process is successful, payer’s mobile network operator will
send confirmation message to inform payer about the result.
Confirmation message is also encrypted with the session key
(K1 ).
Payer’s MNO ⇒ Payer: {Success/ Failed} Encrypted with
K1
After registration, payer receives mobile wallet application
through email or downloads it from his mobile network
operator website. Mobile wallet application has symmetric
key generation and payment software. After successful
installation, a set of symmetric keys (X = {X1 , X2 , ..., Xn })
will be generated. They will be stored in payer’s mobile
device and will be sent to his mobile network operator. Payee
must go through the similar registration process with his
mobile network operator. This enables him to receive the
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Phase 1: Payment Initialization:
Payer ⇒ Payee: R1 , T IDReq , P ayeeIDReq
Payee ⇒ Payer: {IDP ayee , T ID, IDM N O }k2
Phase 2: Payment Subtraction Request Payer:
Payer ⇒ Payer’s MNO: { IDP ayee , IDM N O, R1 , TID, AMOUNT, DATE, R2 ,
H (IDP ayee , IDM N O , R1 , TID, AMOUNT, DATE,R2 ), {R2 , DESC } K2 } Xi , i, IDP ayer
Payer’s MNO ⇒ pay-center:
H [ {IDP ayee , IDM N O , R1 , TID, AMOUNT, DATE, R2 , H (IDP ayee , IDM N O , R1 , TID, AMOUNT, DATE, R2 ),
{R2 , DESC } K2 }Xi , i, IDP ayer ]
pay-center ⇒ Payer’s MNO: generates TimeStamp1 and verifies Payer’s digital signature
Phase 3: Payment Authorization Request:
Payer’s MNO ⇒ Payee’s MNO: R1 , IDP ayee , TID,
AMOUNT, DATE, {R1 , DESC } K2
Phase 4: Payment Confirmation Request:
Payee’s MNO ⇒ Payee: {R1 ,TID, AMOUNT, DATE, {R1 , DESC } K2 , R2 ,
H (R1 ,TID, AMOUNT, DATE, {R1 , DESC } K2 , R2 ), H (Kpp )}yi , i
Phase 5: Payment Confirmation Response:
Payee ⇒ Payee’s MNO: { Yes/No, R2 , H (Kpp , H (R1 , TID, AMOUNT, DATE,
{R1 , DESC } K2 , R2 ), { Yes/No, TID, AMOUNT, DATE } K2 } Yi+1
Phase 6: Payment Authorization Response:
Payee’s MNO ⇒ pay-center: H ({ Yes/No, R2 , H (Kpp ),
H (R1 , TID, AMOUNT, DATE, {R1 , DESC } K2 , R2 ), { Yes/No, TID, AMOUNT, DATE } K2 } Yi+1 )
pay-center ⇒ Payee’s MNO: generates TimeStamp2 and verifies Payee’s digital signature
Payee’s MNO ⇒ Payer’s MNO: Yes/No, TID, AMOUNT, DATE, { Yes/No, TID, AMOUNT, DATE } K2
Phase 7: Payment Subtraction Response:
Payer’s MNO ⇒ Payer: { Yes/No, R2 , H (Kp-p ), H (IDP ayee , IDM N O, R1 ,
TID, AMOUNT, DATE, R2 ), { Yes/No, TID, AMOUNT, DATE } K2 } Xi+1
Payee’s MNO ⇒ Payee: { Received, R2 , H (Kp-p ), H (R1 , TID, AMOUNT,
DATE, {R1 , DESC } K2 , R2 )} Yi+1
TABLE III: Our mobile payment protocol

payment amount. Payee generates a set of symmetric keys
(Y = {Y1 , Y2 , ..., Yn }) with his mobile network operator.
These keys will be stored into payee’s terminal and his mobile
network operator’s database.
In our protocol, if a person captures details of a payment
transaction, he will not be able to use the message again, since
all messages are encrypted in our protocol. Besides, these
messages include random time-stamp generated numbers in
order to protect our protocol from replay attacks. If someone
steals the payment device, he can access (X or Y ) the shared
keys. Therefore, the thief can decode the payment messages
and use them for illegal payment. To address this issue, all
keys (X and Y ) are encrypted in client device (with his key).
Note that, this key is only viewable by his mobile network
operator. Client does the following steps in order to obtain
the client key.
P ⇒ P’s Mobile Network Operator: {P NP , Current Date and
Time,CKRequest }P uP 0 s M N O
P’s MNO ⇒ P: {CK} Encrypted with P uP

transaction privacy protection from bank. So, it is obvious
that who is paying how much to whom for ordering what
items in each transaction. Also, some credit card issuers
provide categorized spending charts (ex. merchandise, dining,
and travel) for their customers. So, the financial institution or
bank knows details of the transaction. We want to provide
transaction privacy protection in our protocol. For this
purpose, we encrypt transaction’s details before sending it to
pay-center (payment gateway).
The next challenge is to support non-repudiation. We
should make sure that after a successful payment, payer or
payee can’t deny the transaction. For this purpose, we utilize
digital signatures. Pay-center is responsible for generating
time-stamps and verifying digital signatures in our protocol.
Our proposed payment protocol has seven phases. In our
protocol, we verify digital signatures twice. In phase 2,
pay-center verifies payer’s digital signature and generates our
first time-stamp. In phase 6, pay-center generates the second
time-stamp and verifies payee’s digital signature. Because of
these two verifications, we can support non-repudiation in our
payment protocol.

Current payment protocols support transaction privacy
protection from eavesdroppers. However, they don’t support

Most of the current payment protocols support the feature
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of preventing replay attacks in payment protocols. We also
support this feature, since it is an essential and fundamental
feature of a payment protocol. If we don’t have a mechanism
to prevent replay attacks, the payment transaction may be
used again by an eavesdropper. If an eavesdropper captures
one of the transactions, he can manipulate the transaction
and use it again for illegal purposes. We also have another
restriction about our keys that prevents replay attack. This
restriction will be discussed later.
In our protocol, we have a mechanism to prevent replay
attacks. We have two random and time-stamp generated
numbers. The first one is payer’s pseudo-ID. The second one
is to prevent replay attacks. We include this number in our
messages in phases 2, 4, 5, 6, and 7 of our payment protocol
in order to prevent replay attacks. In this case, a person cannot
use a transaction for the second time, since the time-stamp is
not matched with the current time. As we mentioned earlier,
our proposed payment protocol is composed of seven phases
as illustrated in figure 1. You can see these seven phases with
their details in table III. We designed these steps for mobile
platform. These phases should be implemented properly as a
payment protocol.
In Summary, payer sends the subtraction request to his
mobile network operator. His mobile network operator sends
the request to payee’s mobile network operator. Payee’s
mobile network operator sends the request to payee and
receives his response. Payee’s mobile network operator sends
the reply to payer’s mobile network operator. If payee accepts
the request, payer’s mobile network operator will initiate
the transaction through the payment gateway (pay-center). If
payee rejects the request, payer’s mobile network operator
will inform the payer about the denial. After a successful
transaction pay-center informs mobile network operators
about the successful result. Then, they inform their clients
about the result of their transaction.

For this purpose, we try to improve 3D Secure features
for authenticating a customer. Note that, 3DS is utilizing
behavioral data to understand which transactions are
suspicious. This protocol will not prompt all the customers,
but it only prompts transactions with risk score shows higher
than threshold. There is a behavior model available that
assigns each transaction a score based on different factors
[12]. If this risk score is less than threshold, the system allows
the customer to continue the transaction. But, if this score is
higher than threshold, customer will be prompted by a pop-up
window or inline frame in the middle of transaction [12].
We borrow all 3DS features for this extra security level,
but instead of showing the extra layer as pop-up window or
inline frame, we utilize cloud messaging for this purpose [5].
We prevent several issues by utilizing cloud messaging instead
of pop-up window (ex. difficulty in viewing pop-up windows
in mobile devices, difficulty in receiving one time passwords
and confirmation codes via text message, and unable to see
the source of pop-up window). We will push a notification to
our customer to make sure that he is the legitimate customer.
Note that, all mobile operating systems are equipped with
cloud messaging tools. The benefit of this approach is that the
customer recognizes the source of push notification. Also, if
sending a one-time password is required, this approach will be
better, since it doesnt have the limitations of text messaging or
emails. Note that, texting and sending email from one country
to the other one may be temporarily unavailable or limited,
but cloud messaging only require access to Internet [14].

After successful completion of these seven phases, payee
will release or deliver the purchased goods or services. As we
mentioned earlier, one of the challenges in mobile payment
is to prevent replay attacks. To prevent replay attacks, payer’s
mobile network operator and payee’s mobile network operator
make sure that symmetric keys (Xi and Yi ) have not been
used before processing the current payment transaction.
Mobile network operators will keep a list of generated secret
keys and expire used symmetric keys from the list. Payer and
payee may receive an update notification from their mobile
network operators when their key is expired. To update their
secret keys, they should connect to their mobile network
operator and generate a new session key (K1 ) by running
our key agreement protocol. Then, they generate a new set of
secret keys (X and Y ) with a new session key (K1 ) in offline
mode.

IV. P ERFORMANCE E VALUATION
In this section, we want to Compare execution time of our
protocol with DH (Diffie-Hellman). For this experiment, we
had a virtual machine with 7 GB of memory, and two CPUs
(each CPU had two cores). The operating system was windows
seven 64 Bit. We ran our protocol against Diffie-Hellman hundred times to see the difference. In our experiment, we run two
protocols against each others 100 times and we kept stacked
time of these experiments. You can see the result of these
experiments in figure 2. Horizontal axis is showing number of
our experiments and vertical axis is showing the stacked time
based on milliseconds. After hundred experiments, average
execution time of our protocol was 34,930 milliseconds and
average execution time of the original version was 63,116
milliseconds. In the next experiment, we run the protocols
against each others 30,000 times. We wanted to see the result
for large number of iterations. Our prime number was 7. You
can see the result of these experiments in figure 3. After 30,000
experiments, average execution time of our protocol was 3,899
milliseconds and average execution time of the original version
was 6,545 milliseconds.In summary, our protocol was almost
twice as fast as Diffie-Hellman. Besides, we compare our
proposed payment protocol with existing payment protocols.
Table IV shows the result of these comparisons.

We utilize cloud messaging in order to add an extra layer
of security to our payment protocol. Our intention is to
prevent card not present fraud in our payment protocol.

V. C ONCLUSION
In this paper, we introduced a new payment protocol
that is compatible with mobile platform. We decreased
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improve the performance of 3DS behavioral model. So, we
should only show our extra security layer for transactions that
are more likely a threat. We should extend our protocol in
order to support wider range of devices especially popular
devices in Internet of things. We will try to utilize other cloud
technologies in our payment protocol.
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Regular (N-Dimension) Arrays are Trees
Dr. Ronald I. Frank
Seidenberg School of CSIS, Pace University, Pleasantville, New York
Abstract—Starting with some careful definitions of Regular
Array, Shape List, Index List, Lattice, and Odometering in both
the FORTRAN order and then the APL order, we first show a
recursive construction algorithm for building N-D (NDimensional) arrays defined by a given shape list. Using this
construction, we map the arbitrary N-D array to a tree in more
than one way. Along the way we clarify: array visualization
methods, historical arrangements of the array shape list, and the
relationship between them.
We always show the (ROW,
COLUMN PLANE) diagram for array visualization.
Index Terms—APL order, Array, Duality, Egg-Crate View,
FORTRAN order, Lattice, Matrix, Pigeon-hole View, Tree, WireFrame View.

F. Dimension of an Array Cell
An array cell has dimension 0. An array of one cell can
be of any non-zero dimension. For any (N > 0)
(11, 12, … , 1N-1, 1N) is an (N-D) array of 1 (0-D) cell.

II. ARRAY VISUALIZATIONTION
A. Egg-crate or Pigeon-hole View
This is the usual Array picture found in texts. For example,
a (2, 3, 4) would look like this: 2 rows, 3 columns, 4 planes.

I. NOTATION
A. A Regular Array is an Array defined by a Shape List.
This Implies That the Array is Full in All Dimensions; it is
not ragged.
B. Array Shape List
We use the notation (n1, n2, … , nN-1, nN) to represent an
N-D array whose kth dimension has length (count) nk).
C. Array Index List
We use the notation [i1, i2, … , iN-1, iN] to indicate a cell in
an N-D array whose kth dimension position is at ik).

(2, 3, 4)

B. Wire-frame or Lattice view (Array Dual View)
An equivalent visualization but less used in programming
is:

D. Array “Odometering”
We use the term “odometering” to indicate the process of
systematically outputting the indices of all of an array’s
cells in the order indicated by its shape list.
(2, 3, 4)

Given an array defined by a shape list (n1, n2, … , nN-1,
nN), we start with the index value [11, 12, … , 1N-1, 1N] and
analogously to a car odometer, we count up to the final
value [n1, n2, … , nN-1, nN]. This systematically generates
all of the cell indexes of the array. The total number of
cells is {n1xn2x…xnN-1xnN}. The index value 0 does not
appear.
E. Array Content
The content of an array cell is defined by a mapping from
the index of the cell to a codomain of content. We do not
consider content here.

This is actually a better representation in that the cells are
clearly 0-D entities. Structurally and combinatorically,
these two views are equivalent. For this reason we really
prefer to refer to RALs – regular array-lattices.
C. Discussion of the Shape List vs. Visualization View
Since the most familiar array is a matrix, there are two
historical traditions relating the shape list to the
visualization. For a matrix, (m, n) usually means m rows
and n columns. The usual visualization is
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1
1

...

n

1-4

5-8

9-12

...
...
...

...

...
13-16 17-20 21-24

...

m

.
The row index increase downward and the column index
increases left to right. If there were to be a 3rd dimension
(planes) of length k, it would often be diagrammed
receding into the paper. The plane index increases with
depth into the page. This is our canonical visualization.

(2, 3, 4)
Odometered Value Ordering

(k, m, n) would generate the cells in a plane row-wise.,
then increase the plane index.
APL Shape List (4, 2, 3) (P, R, C) Convention
[Row-wise by plane].

Unfortunately, there are two ways of showing this in a
shape list: the “FORTRAN” way (n, m, k) and the “APL”
way (k, m, n). The effect on odometering is the
following:
(m, n, k) would generate the cells along vectors
anchored in the front face of the array (m, n) and
running back through the planes (k). The anchors
would move along columns in a row and then change
rows.
We use R, C, P, HP, HHP, for row column, plane, hyper
plane, hyper-hyper plane etc. The two shape list forms
are: FORTRAN - (R, C, P, HP, HHP) and APL- (HHP,
HP, P, R, C).
FORTRAN Shape List (2, 3, 4) (R, C, P) Convention.
[Cross plane vectors anchored in the front plane].
#

(R, C, P)

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

1
1
1
1
1
1
1
1
1
1
1
1
2
2
2
2
2
2
2
2
2
2
2
2

1
1
1
1
2
2
2
2
3
3
3
3
1
1
1
1
2
2
2
2
3
3
3
3

1
2
3
4
1
2
3
4
1
2
3
4
1
2
3
4
1
2
3
4
1
2
3
4

#

(P, R, C)

1
2
3
4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

1
1
1
1
1
1
2
2
2
2
2
2
3
3
3
3
3
3
4
4
4
4
4
4

1
1
1
2
2
2
1
1
1
2
2
2
1
1
1
2
2
2
1
1
1
2
2
2

1
2
3
1
2
3
1
2
3
1
2
3
1
2
3
1
2
3
1
2
3
1
2
3
19-21
13-15
22-24

7-9

16-18
10-12

1-3
4-6

(4, 2, 3) APL Ordering
Odometered Value Ordering
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One can argue that in the multi-dimensional case, the
APL form is clearly easier to visualize since we are
generating the cells in 3-D groups maintaining the usual
matrix visualization (R, C) for the planes. The array is
organized into HP and HPP form. The 4-D case (HP, P R
C) has the 3-D cubes displayed down the page. The 5-D
case (HHP, HP, P, R, C) has the 4-D groupings displayed
left to right across the page.

A. Start With a {(0)-D} Array of Length 1
B. Copy it n1 Times, Along A New Dimension
C. Copy the Previous Result ni+1 Times Along A New
Dimension
D. Repeat C Until the Last Dimension (nN) is full.
You start with a 0-D cell and do B to make a 1-D array of
length n1. C repeats B (N-1) more times using the
previous result of from C. This puts the last dimension on
the right end of the shape list.

C
P

E. Example: (m, n, k) left-to-right.
1
2

R

...

HP

4-D: (2, 2, 2, 3)

(0-D)

1

Or
4-D: (3, 2, 2, 2)

,

m

(1-D)

n

...

1
2
3

...

1 2

,

m

Or
5D: (4, 3, 2, 2, 2)

5-D: (2, 2, 2, 3, 4)

1
2
3

C

2

n

...

P

1

R

m

n

1

1
2
3

k

1 2 ...

...

(2-D)
(3-D)

m

n

k

2

HP

IV. RECURSIVE (N-D) ARRAY CONSTRUCTION
ALGORITHM) [ASSUMING THE FORTRAN SHAPE LIST
CONVENTION].

HHP

III. RECURSIVE (N-D) ARRAY CONSTRUCTION
ALGORITHM) [ASSUMING THE FORTRAN SHAPE LIST
CONVENTION].
Both conventions, APL & FORTRAN, can construct either
left-to-right or right-to left in the shape list. This one is leftFORTRAN to-right: (m , n, k).

Both conventions, APL & FORTRAN, can construct either
left-to-right or right-to left in the shape list. This one is
FORTRAN right-to-left: (m, n, k).
A. Start With a {(0)-D} Array of Length 1
B. Copy it nN Times, Along A New Dimension
C. Copy the Previous Result ni-1 Times Along A New
Dimension
D. Repeat C Until the Last Dimension (n1) is full.
You start with a 0-D cell and do B to make a 1-D array of
length nN. C repeats B (N-1) more times using the
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previous result of from C. This puts the last dimension on
the left end of the shape list.
E. Example: (m, n, k) right-to-left.

1
2
3

1 2 ...

k

...

1 2 ...

(1-D)

1
2
3

1 2 ...

k

k

1
2
3

...

n

1 2 ...

...

2

1
2
3

k

m

m

n

(3-D)

1

n

2

1 2 ...

n

1

n

k

m

(3-D)

k

...

1
2
3

1

n

m

n

(2-D)

2

1

1
2
3

k

...

1

...

(0-D)

m

(2-D)

2

VI. RECURSIVE (N-D) ARRAY CONSTRUCTION
ALGORITHM) [ASSUMING THE APL SHAPE LIST
CONVENTION].
Both conventions, APL & FORTRAN, can construct either
left-to-right or right-to left in the shape list. This one is APL
right-to-left: (k, m, n).
A. Start With a {(0)-D} Array of Length 1
B. Copy it nN Times, Along A New Dimension
C. Copy the Previous Result ni-1 Times Along A New
Dimension

Either way we end up with the same array.
V. RECURSIVE (N-D) ARRAY CONSTRUCTION
ALGORITHM) [ASSUMING THE APL SHAPE LIST
CONVENTION].
Both conventions, APL & FORTRAN, can construct either
left-to-right or right-to left in the shape list. This one is APL
left-to-right: (k, m, n).

D. Repeat C Until the Last Dimension (n1) is full.
You start with a 0-D cell and do B to make a 1-D array of
length nN. C repeats B (N-1) more times using the
previous result of from C. This puts the last dimension on
the left end of the shape list.
E. Example: (k, m, n)

A. Start With a {(0)-D} Array of Length 1
B. Copy it n1 Times, Along A New Dimension
C. Copy the Previous Result ni+1 Times Along A New
Dimension

(0-D)

D. Repeat C Until the Last Dimension (n1) is full.
You start with a 0-D cell and do B to make a 1-D array of
length n1. C repeats B (N-1) more times using the
previous result of from C. This puts the last dimension on
the right end of the shape list.

1

1
2
3

...

E. Example: (k, m, n)
(2-D)
(0-D)

1

(1-D)

(1-D)

1 2 ...

k
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m

1 2 ...
1 2 ...

n

n

1
2
3

k
1 2

m

(3-D)

...

1

n1

1-4

2

The difference lies in the indexing. The index order of the
cells differs by odometering.
Logically, we expect the tree to start (level 1) with the left
most structure (n1) and end with the rightmost (nN)
regardless of the APL/FORTRAN ordering. This is
because that is the way odometering works and we would
like the leaves of the tree to match the odometering order.
A TREE CONSTRUCTION ALGORITHM USING
RECURSIVE ARRAY CREATION [FORTRAN]
LEFT-TO-RIGHT.

A. The Tree Root (Level 0) Is the Entire N-D Array (Shape
List)
(n1, n2, … , nN-1, nN).

13-16 17-20 21-24

(2, 3, 4)
Odometered Value Ordering
VIII. A TREE CONSTRUCTION ALGORITHM USING
THE RECURSIVE ARRAY CREATION [FORTRAN]
RIGHT-TO-LEFT.
A. The Tree Root (Level 0) Is the Entire N-D Array (Shape
List)
(n1, n2, … , nN-1, nN).
B. (Level 1) is the nN, {(N-1)-D)} Arrays Defined by
Enumerating {(N-1)-D) Elements One-at-a-time.
(i1, n2, … , nN-1, nN).
C. (Level k {k ≤ N}) is the nk, {(N-k)-D)} Arrays Defined by
Enumerating {(N-k)-D) Elements One-at-a-time for
EACH of the nodes defined at the previous level.
(i1, i2, … , ik, … , nN-1, nN).
The nodes at level N are the (0-D) cells of the array.

B. (Level 1) is the n1, {(N-1)-D)} Arrays Defined by
Enumerating {(N-1)-D) Elements One-at-a-time.
(i1, n2, … , nN-1, nN).

D. Example: FORTRAN Order (R, C, P) (2, 3, 4) Right-toleft.

(2, 3, i4 = 1)

(2, 3, i4 = 4)

(2, 3, i4 = 3)

(2, i2 = 3, 4)

(2, i2 = 2, 4)

(2, i2 = 1, 4)

2, 3)

(2, i2 = 3, 3)

(2,
i2 =

(2, i2 = 1, 3)

(2, i2 = 3, 2)

(2, i2 = 2, 2)

(2, i2 = 1, 2)

(2, i2 = 3, 1)

(i1=2, i2=3, i3=4)

(i1=1, i2=3, i3=4)
(i1=2, i2=2, i3=4)

(i1=1, i2=2, i3=4)
(i1=2, i2=1, i3=4)

(i1=1, i2=1, i3=4)

(i1=2, i2=3, i3=3)

(i1=1, i2=3, i3=3)
(i1=2, i2=2, i3=3)

(i1=1, i2=2, i3=3)
(i1=2, i2=1, i3=3)

(i1=1, i2=1, i3=3)
(i1=2, i2=3, i3=2)

(i1=1, i2=3, i3=2)
(i1=2, i2=2, i3=2)

(i1=1, i2=2, i3=2)
(i1=2, i2=1, i3=2)

(i1=1, i2=1, i3=2)
(i1=2, i2=3, i3=1)

(i1=2, i2=3, 4)

(i1=2, i2=2, 4)

(i1=2, i2=3, i3=4)

(i1=2, i2=3, i3=2)

(i1=2, i2=3, i3=3)

(i1=2, i2=2, i3=4)

(i1=2, i2=3, i3=1)

(i1=2, i2=2, i3=3)

(i1=2, i2=2, i3=2)

(i1=2, i2=1, i3=4)

(i1=2, i2=2, i3=1)

(i1=2, i2=1, i3=3)

(i1=2, i2=1, i3=1)

(i1=2, i2=1, i3=2)

(i1=1, i2=3, i3=3)

(i1=1, i2=3, i3=4)

(i1=1, i2=3, i3=1)

(i1=1, i2=3, i3=2)

(i1=1, i2=2, i3=3)

(i1=1, i2=2, i3=4)

(i1=1, i2=2, i3=2)

(i1=1, i2=2, i3=1)
(i1=1, i2=1, i3=4)

(i1=1, i2=1, i3=3)

(i1=1, i2=1, i3=2)

Planes

(i1=1, i2=1, i3=1)

The Odometered Cell Values

The cells are in odometer order.

(i1=1, i2=3, i3=1)
(i1=2, i2=2, i3=1)

(i1=2, i2=1, 4)

(2, 3, i4 = 2)

Cell Values Not in Odometered Order

(i1=2, 3, 4)

(i1=1, i2=2, 4) (i1=1, i2=3, 4)

(i1=1, i2=1, 4)

(2, i2 = 2, 1)

Columns

(i1=1, i2=2, i3=1)
(i1=2, i2=1, i3=1)

(2, 3, 4) Array
(i1=1, 3, 4)

(i1=1, i2=1, i3=1)

Rows

D. Example: FORTRAN Order (R, C, P) (2, 3, 4) Left-toright.

(2, i2 = 1, 1)

The nodes at level N are the (0-D) cells of the array.

(2, 3, 4) Array
Planes

Columns

C. (Level k {k ≤ N}) is the nk, {(N-k)-D)} Arrays Defined by
Enumerating {(N-k)-D) Elements One-at-a-time for
EACH of the nodes defined at the previous level.
(i1, i2, … , ik, … , nN-1, nN).

Rows

9-12

k

We see that we always end up with the same array
regardless if we use a FORTRAN shape list or an APL
shape list, and regardless of the left/right order of creation.
We get the same cell structure.

VII.

5-8

...

n

n

m

...

1
2
3

1 2 ...

We see that we have to create the tree from a FORTRAN
shape list using a FORTRAN ordering (left-to-right).
IX. A TREE CONSTRUCTION ALGORITHM USING THE
RECURSIVE ARRAY CREATION [APL] LEFT-TO-RIGHT.
The algorithm is the same as in VII above.
A. Example: APL Order (P, R, C) (4, 2, 3) Left-to-right.
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(4, 2, 3) Array
Planes
(i1=1, 2, 3)

(i1=2, 2, 3)

(i1=4, 2, 3)

(i1=3, 2, 3)

Rows

(i1=4, i2=2, i3=3)

(i1=4, i2=2, i3=2)

(i1=4, i2=2, i3=1)

(i1=4, i2=1, i3=3)

(i1=4, i2=1, i3=2)

(i1=4, i2=1, i3=1)

(i1=3, i2=2, i3=3)

(i1=3, i2=2, i3=2)

(i1=3, i2=2, i3=1)

(i1=3, i2=1, i3=3)

(i1=3, i2=1, i3=2)

(i1=3, i2=1, i3=1)

(i1=2, i2=2, i3=3)

(i1=2, i2=2, i3=2)

(i1=2, i2=2, i3=1)
(i1=2, i2=1, i3=3)

(i1=2, i2=1, i3=2)

(i1=2, i2=1, i3=1)

(i1=1, i2=2, i3=3)

(i1=1, i2=2, i3=2)

(i1=1, i2=1, i3=1)

(i1=1, i2=2, i3=1)

Columns

(i1=1, i2=1, i3=3)

(i1=4, i2=1, 3) (i1=4, i2=2, 3)

(i1=1, i2=1, i3=2)

(i1=1, i2=1, 3) (i1=1, i2=2, 3) (i1=2, i2=1, 3) (i1=2, i2=2, 3) (i1=3, i2=1, 3) (i1=3, i2=2, 3)

The APL Ordered Odometered Cell Values

C. The Tree Construction Algorithm Reverses the N-D Array
Construction Algorithm.
The tree construction algorithm starts with the final output
of the array construction algorithm – the array. It then
moves to the penultimate construction step for the first level
of the tree, and proceeds to use the results of the
construction algorithm, but in reverse.
D. Tree Diagrams must be created from the shape list left to
right to maintain odometer ordering in the tree leaves.

The cells are in odometer order.

XI. DISCUSSION.
A. Trees are Sometimes Implemented Using Arrays
This does not imply that the array is a tree. The mappings
are totally different.

19-21
13-15
22-24

7-9

16-18
10-12

1-3
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(4, 2, 3) APL Ordering
Odometered Value Ordering
In both cases (2, 3, 4) -FORTRAN and (4, 2, 3)-APL, leftto-right tree construction led to leaves in the correct
odometered order. However, notice that the two
odometered orderings are DIFFERENT.

Dr. Ronald I. Frank

X. A TREE CONSTRUCTION ALGORITHM USING THE
RECURSIVE ARRAY CREATION [APL] RIGHT-TO-LEFT.
The algorithm is the same as in VIII above.
A. Example: APL Order (P, R, C) (4, 2, 3) Right-to-Left.
(4, 2, 3) Array
Columns
(4, 2, i3=1)
(4, i2=1, i3=1)

Rows

(4, 2, i3=2)

(4, i2=2, i3=1)

(4, i2=1, i3=2)

(4, 2, i3=3)

(4, i2=2, i3=2)

(4, i2=1, i3=3)

(4, i2=2, i3=3)

(i1=4, i2=2, i3=3)

(i1=3, i2=2, i3=3)

(i1=2, i2=2, i3=3)

(i1=1, i2=2, i3=3)

(i1=3, i2=1, i3=3)

(i1=4, i2=1, i3=3)

(i1=2, i2=1, i3=3)

(i1=4, i2=1, i3=2)

(i1=1, i2=1, i3=3)

(i1=4, i2=2, i3=2)

(i1=3, i2=2, i3=2)

(i1=2, i2=2, i3=2)

(i1=1, i2=2, i3=2)

(i1=3, i2=1, i3=2)

(i1=4, i2=1, i3=2)

(i1=2, i2=1, i3=2)

(i1=2, i2=1, i3=2)

(i1=1, i2=1, i3=2)

(i1=4, i2=2, i3=1)

(i1=2, i2=2, i3=1)

(i1=3, i2=2, i3=1)

(i1=4, i2=1, i3=1)

(i1=1, i2=2, i3=1)

(i1=3, i2=1, i3=1)

(i1=2, i2=1, i3=1)

Planes

(i1=1, i2=1, i3=1)

Not In Odometered Order Cell Values

The cells are NOT in odometer order.
B. Discussion of the Examples: Non-uniqueness.
The tree of an array is not unique if we don’t care about
the order of the cells.
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Mobile Augmented Reality as Rehabilitation for
Lateropulsion
Andrew Greenberg, Pace University, Frank Hancock, Pace University, Fabian Patino, Pace
University, Mayur Tolani, Pace University, James Chiu, Mamaroneck High School, Dr. Jean F.
Coppola, Pace University, and Dr. David Putrino, Burke Medical Research Institute
Abstract—Virtual reality applications have been utilized
as a method of therapy for post stroke patients and this
current research aims to explore the expansion of rendered
environments into a real-world environment. Post-stroke
patients with lateropulsion see the world skewed by
differing angles. To help rehabilitate lateropulsion patients,
an application was developed using the Pass-through
Camera to be used with all generic Google Cardboard
Headsets. In addition, the app is also cross platform
working as both an iOS devices as well as Android phones.
Under the guidance of a Physical Therapist, this application
provides a dynamic way to adjust the patient's tilted view
with varying degrees. The advent of augmented reality as a
medical tool opens up a wide realm of possible rehabilitative
enhancement methods that a therapist can utilize in
addition to supplement traditional methods. No special
training on behalf of the therapist is needed to utilize the
application and therefore can be used as an additional tool
to augment lateropulsion patient therapies. Currently,
there are no augmented reality applications that modify the
properties of the camera on a head mounted display. The
augmented reality application helps treat patient symptoms
thereby enhancing their quality of life through an easily
accessible mobile app that any therapist can download and
utilize in their therapy.

used as a therapy tool to correct lateropulsion with the
supervision of a physical therapist supplementing
traditional therapy.
The current rehabilitation of lateropulsion involves a
physical therapist initially educating the patient that
they have a skewed natural posture. Next, the patient
visually explores their surroundings in relation to their
body position and re-learn movements with the therapist
to reach a normalized posture. The goal is to maintain
this posture while performing normal daily activities
designed by the therapist. The level of lateropulsion is
also determined by the therapist through various
tests.[4]

Index Terms— Augmented Reality, Lateropulsion,
Mobile Applications, Patient Rehabilitation, Stroke
Rehabilitation, Virtual Reality

I. INTRODUCTION
LATEROPULSION is a symptom that certain stroke
survivors experience. Strokes can cause an effect called
hemiparesis which is the paralysis on one side of the
body. Lateropulsion is an extreme case where the patient
perceives the world on a tilt both visually and
proprioceptively. [13] The after effect causes the patient
to push with their non-affected side into their
hemiparetically affected side due to the false perception
of visual cues, resulting in balance issues while both
seated and standing. Virtual reality treatment has been

Figure 1: Image A shows how the lateropulsion patient
sees the world. Image B shows how the should see
normally.[13]
This study researched the possibilities of utilizing
Augmented Reality in the treatment of lateropulsion to
improve full body movements, using the built-in camera
of a mobile device with the goal of improving a stroke
victim’s quality of life. Lateropulsion reduces quality of
life by increasing the risk of falling and performing
routine tasks safely without supervision. Current
research in VR technology as a rehabilitative tool has
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shown promising results in treating stroke patients to
some degree with motor impaired deficiencies. [14]
However, this research was not entirely conclusive, thus
requiring more hands-on methodologies, that identifies
which types of training devices assists clinicians in
treating lateropulsion. [8]
The research was conducted with collaboration
between Pace University and the Burke Hospital Medical
Institute, to develop a mobile application that will help
the rehabilitation of lateropulsion through AR. The
initial mobile hardware was provided by Samsung and
included the Gear VR, Galaxy S6 phone, and Samsung
tablet. The Burke Hospital Medical Research institute
provided parameters for the research as well as patients
to test the prototype. This paper is broken down into the
following sections: Introduction, Literary Review,
Specifications, Methodology, Preliminary Findings,
Results, Future Works and Conclusion.
II. LITERARY REVIEW
Virtual reality as an instrument for therapy has been
met with generally positive results. The lowering barrier
to entry for the technology has catalyzed it into being a
viable and useful tool for therapists. Patients are
restricted to small living areas in a hospital which
prohibits large scale solutions. As an iteration of virtual
reality, mobile augmented reality works well in areas
with space limitations, meaning that in-hospital patients
will be able to benefit from therapy in their current space.
A review in June 2016 found that chronic stroke victims
who received virtual reality treatment along with
standard methods produced positive effects in
balance.[8]
A confined environment provides patients with safe
and familiar areas to explore their functional capabilities
without interferences from their physical or cognitive
limitations. A key factor in treating lateropulsion is to
use visual feedback to retrain a patient into a correct
posture. This is currently done through mirrors and other
horizontally and vertically aligned structures in a therapy
room along with emerging technological advances. It has
been found that a computer-generated interactive visual
feedback training program is more effective than
traditional mirror visual therapy. To take this further,
virtual reality therapy applications have been produced to
much success that provide the patient with simulated
environments.
The drawback to simulated environments is that it can
cause motion sickness in certain individuals. An
augmented reality application has not yet been made as a
therapy method. Augmented reality is best described as
rendered objects or effects being placed in real world
environments and viewed through a phone or tablet. To

do this correctly, computer vision software is used to
detect and measure the environments using the phone’s
native capabilities.

III. SPECIFICATIONS
Pace University, Burke Hospital Medical Research
Institute, and Samsung collaborated to produce an
augmented reality rehabilitation environment which will
integrate traditional therapy with rendered environments
to aid in therapy.
Pace University researched the development of an
augmented reality application along with relevant
rendered experiences for patients. Burke hospital
provided the research, medical expertise, and testing with
patients.
Samsung provided a Samsung branded
smartphone, Gear VR Headsets, and tablet. Additional
android devices and Google cardboard headsets were
also used once limitations were found in the Samsung
Oculus framework.

Figure 2: Generic Google Cardboard headset

The research built upon previous research on virtual
reality applications in relation to lateropulsion therapy.
A previous Pace project had the patient interact in a
rendered environment whilst encouraging movement by
creating obstacles. The augmented reality research will
leverage the findings to allow the patient to view a realtime environment rather than a computer simulated one.
It will provided the patient with a more grounded
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visualization of the degree of their condition. Motion
sickness is an issue for many people and is triggered by a
variety of individual factors.
Currently virtual reality applications have been
produced with a varying degree of success in patient
rehabilitation.
IV. METHODOLOGY
To provide custom parameters based on a specific
patient’s level of lateropulsion, an interface will be
designed to allow the therapist to adjust the skew of the
pass-through camera accordingly. The therapist will also
be provided with premade targets which will trigger
different activities for patient rehabilitation. The current
research is divided into the following sections:
A. A method to adjust the angle of the pass-through
camera
B. Programs and implementation
C. Research an appropriate SDK that will enable target
detection with the aforementioned camera.
D. Creation of responsive scenes that target different
symptoms of lateropulsion.
E. Testing tools
F. Testing
A. Method to adjust the angle of the pass-through camera
Currently there are only post-rendering solutions on the
app markets to adjust the angle of an image. The goal of
this area of research will be to either A) create a custom
camera app that allows for manual adjustment or B)
research if the Unity Development Platform can provide
a solution to adjust the camera within the app. The goal
is to provide the patient with a real-time detection and
correction of their specific degree of lateropulsion. The
first approach will be to develop a custom native android
camera that will allow for the adjustment of the horizon
to match the patient’s degree of lateropulsion. [2] The
second approach is to work with Unity’s provided
camera, setting a variable that can be adjusted through
the user interface prior to placing the phone into the Gear
VR. [1]
B. Programs and implementation
The preferred approach will be to use the Unity
Developer Environment to create all the necessary
components. Unity has been chosen because of its
learning curve and readily available documentation,
development tools, and ease to build rapid prototypes.
Unity can be programmed in both C# and java-script of
which the C# scripting approach will be used. Unity is
platform agnostic, allowing for further expansion of the
application into different mobile or virtual reality

platforms with minimal effort which will allow the app
to be potentially expanded to other mobile devices as
hardware capabilities expand. Two versions of Unity
will be used to for testing which are version 5.4.3f1 and
beta version 5.6.011b. The beta version was added after
the first prototype programs because of its native
inclusion of mobile virtual reality features which will can
be explored for in the scope of this research.
The proliferation of devices capable to run these
environments will be taken into consideration and
development research and documentation will aim to
simplify the adaptation of the application for different
hardware platforms.
C. Research an appropriate SDK that will enable target
detection with the aforementioned camera
There are various off the shelf SDK’s (Software
Development Kits) that provide marker detection using a
camera. These SDK’s generally work by specifying
targets and when detected by the camera they trigger prerendered scenes. Research includes the accuracy of the
software, the time it takes to detect a target, and the level
of sophistication a target must have to be unique. The
SDK’s that will be explored are Vuforia, OpenCV,
Wikitude and the Kudan SDK. Google Cardboard SDK
will be looked upon to leverage the expansion of the
application to possibly run on devices beyond
GearVR[19]. However, this will be provisional and later
determined after intensive testing of the SDKs has been
completed. Each one has its strengths and weakness
which will be explored and documented. The cost of
implementation will also be taken into consideration.
What will also be accounted is the facility to use provided
code into our specific use case.
D. Creation of responsive scenes that target different
symptoms of lateropulsion.
Previous research will be used to determine effective
rendered environments that best aided in detection
rehabilitation. Each unique target will present the patient
with different situations which will consider full body
movement and function to encourage incremental
rehabilitation of the present symptoms. The goal is to
provide a gamified framework in which different
activities can be produced and implemented with ease.
By adapting existing gamified environments, the
research and development will be able to focus on the
normalization of the camera mechanics.
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Since the headsets are designed to show as close to real
rendering as possible, the user will still see a distorted
image even if the phone or device is physically close.
Once the provided prototype was ready, testing also
involved standing, looking up, down, and some
locomotion in order to gauge any peculiarities in
perspective.

Figure 3: The above figure shows work of past research
using virtual reality to help with Lateropulsion[20]
E. Testing tools
To test the prototype builds on the Gear VR, the team
used a tool called sideload VR which allows for
allocation of a Gear VR signature file so that the apk will
execute in the Gear VR seamlessly. At first Unity version
5.6.1f was used with a consistent build apk to mitigate as
many factors as possible. The initial tests were all run off
of a Mac with the latest OS at the time of testing.
Android build was selected, virtual reality capabilities
were chosen, and multithreaded processing as per
documentation.
Further along Google cardboard
headsets and different android devices were also included
to better represent the availability of current hardware
and their capabilities. It is to be noted that a cardboard
viewer is not limited to just a cardboard viewer but also
branded versions by various companies.
G. Testing
The testing was done in spaces with limited variables.
A collaborative room in the Pace library proved ideal
because of its constant arrangement of furniture and its
constant specification. The room was also small, close
to what a hospital space may provide. For each of the
apk’s that was produced, there was a standard procedure
to measure the effectiveness of the pass-through camera
rendering. There was a target that each member
attempted to reach, followed by comments on what was
perceived to be distorted and improved upon and
considerations and feedback from each tester. Each
researcher tried on the same headset and gave their
perspective of how successful the build was. This
allowed builds to be evaluated fairly and without
prejudice. Different visual perspectives were necessary
in this research because everyone has different vision
and balance. This type of testing while not all inclusive
of all possibilities included people with very different
degrees of vision impairments which provided a good
sample. The headsets were also calibrated to each
tester’s pupillary distance, head size, and focus. Those
who wore glasses kept them on within the headset.

Figure 4: This is from the research and development of
this paper, using AR for the treatment of Lateropulsion

V. RESULTS
The research team has explored various SDKs with
varying degrees of success. The Wikitude, Kudan, and
OpenCv SDKs have proved to be cumbersome when
paired with the Gear VR. Of the three, Wikitude proved
the most successful and by presenting a pass-through
image, but only in full screen without the right and left
eye division, even with the appropriate android virtual
reality settings. The other SDKs were only able to
produce blank screens. The hypothesis is that the Gear
VR software compensates for the changes made to the
stereoscopic views produced by each SDK.
Vuforia presented the best results initially. Vuforia
was able to build on the emulator perfectly and presented
the desired stereoscopic rendition. Through further
development, it was discovered that the modifications on
the tilt would not translate correctly to any of the
aforementioned devices through an apk build. Through
research of the documentation and professional and
enthusiast forums, it was found to be a common
occurrence without a solution as of now.
Regarding the prototypes produced with the first, the
lag was not significant and the video feed displayed in
real-time, giving a fluid experience. However, the image
itself was magnified, making the field of view smaller
and objects present closer to the viewer by around a foot
on average. We determined the magnification by each
attempting to touch a target and stop at the point where
we perceived the target to be in reach.
In Unity, we placed a rendered cube in the scene to
establish a constant. This increased the risk of motion
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sickness and disorientation significantly, since what was
displayed was a real world environment. The fulcrum of
the augmented reality camera has to be more fully
explored through documentation and researched to
determine if it can be modified for the specific goal.
The second prototype repositioned the augmented
reality camera in scene to compensate the magnification
which modified the cube but not the rendered feed, which
indicated that a change did occur. The background plane
on which the video texture was being reproduced on was
then repositioned. The results were nearly identical
except that that cube maintained its size. To test tilting
the plane, the axis of the camera was modified first on the
x axis and then on the y axis which again only
repositioned the cube accordingly. Modifying this
certain property within the Vuforia SDK has not been
possible due to their black box model of producing the
image. Two conclusions can be made from these
experiments. One is that the Gear VR is itself propriety
code which compensates tilting in order to reduce injury
and liability to Samsung. The second is that Vuforia’s
propriety code does not allow a developer to edit the
properties of the rendered stereoscopic camera.
Given the prior limitations, development and research
then turned to using generic cardboard viewers and
android devices to eliminate proprietary code as factors.
Google’s cardboard SDK allows for unrestrained
development and facilitated prototyping by opening up
any capable android device, thus not limiting research
into only Samsung products.

Figure 4:Input field for therapist to enter the number
of degrees to compensate.
Utilizing Unity’s webcam texture within the cardboard
SDK, we were able to dynamically modify the user’s
visual environment. The WebCamTexture leverages a
device’s native camera in order to display live video feed
as a material/texture to be rendered on any Unity
GameObject attached. This was only known method to
get a live-stream rendition of the camera feed to display
within a real-world environment. It also enabled the
ability to dynamically tilt the augmented reality scene
intuitively.

Unity itself abstracts away many of the complexities
for development which well into research became an
issue. While it facilitates the development of prerendered content such as virtual reality application and
games it is dependent on third party resources and paid
assets to access hardware level functions such as the
camera. A good familiarity with Android application
development was needed in order to make sure the
manifests were properly set to give access to the camera
functions in addition to resolving merge conflicts.

Figure 5: Testing of the stable application with
measurements of cpu resources on the top right.
Google cardboard SDK 1.40 released April 17th
coupled with Unity version 2017.1.0b.1 released April
11th has resolved all of the previous issues. The
prototype application is now a beta version for both
Apple 7 phones and Android phones with cardboard
capabilities. Prior builds had functioning elements with
each build fixing an element while breaking another. An
example was how one build would crash after a certain
amount of time, while another would crash when
inputting a new tilt. The new SDK stabilized the issues
while at the same time allowing the tilting to occur. What
was surprising is that the new SDK also translated to iOS
devices relatively smoothly. The one issue we found that
natively the pass-through camera would flip vertically,
creating a disorienting mirror effect. This can be rectified
by changing the code for the iOS version.

VI. COMPARISONS
This research focuses on how the Google Cardboard
platform handles the pass-through camera. The result
allowing the therapist to run on any Android phone and
possibly iPhone device, since this approach is less
intensive on the hardware. Augmented reality provided
the patient with a more familiar environment as opposed
to a more unrealistically fabricated Virtual environment.
It also allowed the therapist to use techniques already
being utilized. The application served as an extension to
the rehabilitative process.
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There are hardware alternatives that provide
augmented reality experiences. The Microsoft Hololens
is the most recognized one, with the Meta 2 in
development, the Epson Moverio, and the google tango
project which has only recently been released
commercially. While these are all head mounted
displays(except for the tango) they do not allow for
tilting as desired due to their physical design. It is notable
however that Vuforia is popular on each platform to
generate and trigger content for an augmented reality
experience.
The Hololens and the tango project are notable for
their use of infrared cameras to create point clouds that
the respected devices can use to detect real surfaces. An
example is how two horizontal surfaces such as a tabletop
and a floor can be distinguished and their distance
measured to provide more realistic avatar interactions.
They are also able to mark the spaces along with GPS
input to track the location of placed objects. Both have
limitations regarding lighting and reflective surfaces
which interfere with the IR sensors which prevent the
correct rendering and tracking of content. Although
released they also have significant individual application
crashes due to the ongoing development of both the
hardware and software.
There are popular applications that use augmented
reality to an extent such as snapchat with its filters. This
represents a basic and intuitive use case that has become
popular. Snapcaht uses propriety computer vision
algorithms to track faces accurately across platforms.
Pokemon Go is notable with how it was able to present
augmented reality to the masses in a gamified fashion.
The limitation of Pokemon go is that the augmented
characters are just superimposed on the screen without
regard to the physical environment around it. The game
does not use computer vision which leads to characters
appearing in physically impossible areas. This is an
inherent obstacle with current smartphones as IR sensors
are needed to produce special recognition.
This research has focused on achieving a real-time
correction through tilting for laterolpulsion. It has not
been burdened by special cues as of yet.

VII. FUTURE WORKS
The team has researched and successfully provided a
tool the physical therapist can use to tilt the real-world
environment for the patient. Future projects can further
engage the patient through gamification of an
Augmented Reality world. Certain precautions should be
taken when adding virtual elements to avoid processing
lag within the device attributing to motion sickness in the
patient. As is the case in technology, as further iterations
of the hardware are produced, the more capabilities they
will have while also eliminating current limitations.

Although the initial goal was to fully utilize Vuforia,
or another of the computer vision software, it was not
possible during the time period of the research. As
certain tools have been updated, there is confidence that
the application that was developed will be able to easily
be integrated with one of the computer vision SDKs. The
process would include further development in the UI and
creating a prefab of the scripting and assets used. This
would allow the research content to be exported to any
other project that would like to utilize the tilting feature
that has been developed.
The development process was also prolonged thus
encumbered the further testing with stroke patients with
lateropulsion. This will be an important step to generate
feedback in comfort, possible motion sickness issues, or
any other unforeseen circumstances that we are unable to
detect due to our lack of first-hand experience with
laterolpulsion.

VIII. CONCLUSION
Currently propriety hardware and software limitations
prevent the execution of the application as intended. The
Gear VR and Vuforia was a failure due to the closed
source nature of both parties. Constant updates to the
SDK and parameters also hindered progress as
documentation was available for previous versions that
were no longer offered.
One limitation of the application is in the design of
phones themselves. The rear cameras are always
positioned close to the top of the phone for their normal
use cases. When tilted horizontally, the camera is either
too far on the right or the left leading to a corresponding
shift in perspective. The shift is not large enough to
disorient the user and through testing we found that our
perspective adjusts thus negating this factor.
The Gear virtual reality does have native access to the
pass-through but only as a small rectangle on the bottom
right side with the purpose of serving as a guide rather
than as a full solution. This feature is also inaccessible
through Unity as it is built into the Oculus software. The
software also compensated for any change in the tilt.
With other android devices and the google
cardboard SDK, tilting was able to be produced by
including the values within the build. Limitation in
knowledge on Unity UI development hindered further
exploration into low level manipulation of the camera.
As the field is rapidly expanding, developer tools have
continuously been updated and generated which has
aided in progress. In a way, it has also deterred from a
deeper understanding of the hardware functions
themselves as time has not permitted a complete
evaluation of the expanding documentation.
A recent development has fixed many of the bugs that
were present in the development builds. This was
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possible due to both improvements in the Google
Cardboard SDK and also tweaks made in the latest beta
version of Unity. Many of the previous versions have
been focused on specific features such as oculus
inclusion and recently native Google Daydream
inclusion.
As of this time, Augmented reality has only seen real
success certain advertising and games. All augmented
reality applications keep default camera properties to
keep users from injury. It is not a limitation, more of a
safety feature that has to be overridden on a low-level
basis.
Also, to take into consideration is the recent
announcement that Facebook will provide a significant
push into the development of augmented reality
application. They aim to create an ecosystem and will
encourage developers in creating applications. This is
significant specifically to this research given that
Facebook is one of the developers of the Oculus software
and hardware. Facebook also has a partnership with
Unity to publish apps to its store quickly.
This shows the importance and potential augmented
reality has as a whole. In regards to other fields,
augmented reality has proven to be one of the best
training tools for the construction industry. Microsoft
has also touted its Hololens development kit as a we
initial limitations proved futile, while further research
vastly opened the application to be used across multiple
android and apple devices. The interface is also
straightforward and intuitive without cumbersome menu
options.
The culmination of knowledge in app
development with the integration of newer hardware
capabilities has been able to provide a tool that will aid
in treating lateropulsion along with traditional therapy
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Distraction Therapy Using Virtual Reality for
Quadriplegic Patients
Robert Cohen, Pace University, Muyuan Chen, Pace University, Luc Celestin, Pace
University, Jean F. Coppola, Pace University, and David Putrino, Burke, Medical Research
Institute
Abstract--Virtual Reality (VR) is an expanding technology that
has the potential to play a major role in emerging healthcare
practices and treatments. In this study, researchers and
developers evaluated the usefulness of VR-based therapy for
Spinal Cord Injury (SCI) patients that suffered from neuropathic
pain. Individuals suffering from neuropathic pain experience
acute discomfort and pain in areas of their body in which they
either have little or no feeling. Doctors may commonly employ
distraction-based therapy techniques in addition to medication, to
alleviate the pain and discomfort experienced by these
patients. Distraction therapy works by “distracting” the patient
from their pain, in contrast to target the root cause of the pain.
This study aims to expand on this traditional therapy by
incorporating a VR gaming experience that may help distract and
therefore relieve the patient suffering from neuropathic pain. For
this study, a traditional tower defense game has been developed to
create a sense of immersion for the patient. This game will utilize
VR gaming technology in order to be hands free, with the intention
of accommodating the most severe cases of SCI. This study will
quantify results based on feedback from two surveys, the
Immersive Tendencies Questionnaire (ITQ) and the Presence
Questionnaire (PQ).
Index Terms—Neuropathic pain, Nociceptive pain, Spinal
Cord Injury, Unity, GoogleVR, Android

I. INTRODUCTION

A

ccording to Spinal Cord Injury: Facts and Figures at a
Glance, published by the National Spinal Cord Injury
Statistical Center, up to 17,000 people in the U.S. are
diagnosed with SCI per year [15].
Many SCI patients suffer from muscle weakness and abnormal
painful sensations. There are different types of pain in SCI.
According to Managing Chronic Pain after Spinal Cord Injury,
presented by University of Washington Medical Center, pain
can be classified as either nociceptive or neuropathic.
Nociceptive pain, such as musculoskeletal and visceral pain, are
caused by irritated undamaged nerve endings. In contrast,
Neuropathic pain is caused by spinal cord damages which
interrupt the communication between the brain and the body
[13].

Currently there are a wide variety of pharmacological
treatments for neuropathic pain but determining which
treatment is the most appropriate is challenging due to the many
complexities involved with treating chronic pain. There are
varying degrees and types of neuropathic pain, as well as other
subtleties such as a patient’s treatment history that may
contribute to the efficacy of a given treatment. In addition to
these concerns, doctors must also consider “tolerability and
safety” when determining which treatment to recommend [4].
In the article: Recommendations for the Pharmacological
Management of Neuropathic Pain: An Overview and Literature
Update the adverse effects of many pharmacological treatments
are expanded upon. One adverse effect noted for opioid
treatments is that “All patients treated with long-term opioid
therapy develop physical dependence”.
This negative
implication for a chronic illness like neuropathic pain is
paramount because the treatment only targets the symptoms and
therefore the illness may persist rendering opioids a poor choice
as a long-term solution [4].
Like opioid treatments, distraction therapy only targets the
symptoms, of the problem this case neuropathic pain for SCI
patients. The benefit of VR treatments is that they may provide
similar results over a longer period and without the adverse
effects that are commonly found with pharmaceutical
treatments.
The longevity of these solutions alone is
compelling when considering these problems are chronic and
may be lifelong.
Technical advances in healthcare provide new and alternative
means to treat patients suffering from SCI. Most recently,
Virtual Reality (VR) has been used to engage SCI patients in an
enjoyable environment and ease their pain. However, past
studies suggest that while VR-based training may improve
lower limb-motor function in SCI patients, it still provides only
a minor reduction of pain. The developers in this study will
create a new VR application that expands upon the previous
studies to examine new approaches towards pain reduction.
The VR application will be a tower defense game that utilizes
GoogleVR. GoogleVR was chosen due to the wide range of
Android devices and headsets that can adequately support the
application, two of which are included in Figure 1 below:
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headset like Google Daydream on top and the Google
Cardboard on the bottom.

When assessing whether a treatment is appropriate, it is
important to address what to focus on, that is, the cause of
neuropathic pain or treatment of the pain itself. If the latter is
chosen, implementing a distraction therapy would be the focus.
Alternatively, if the root cause of neuropathic pain can be
targeted, this research would seek to assist the brain in building
new connections to the affected areas of their body. This is
known as neuroplasticity. In this case, this research would
show that VR may potentially be used to increase the rate
of neuroplasticity on affected patients. Aside from this, VR has
also shown great potential as a distraction therapy and has been
used in Exposure therapy, Treatment for PTSD, pain
management, surgical training, phantom limb pain, brain
damage assessment and rehabilitation, etc.[11]
A. SnowWorld
Regarding pain management, many studies have utilized VR
games as a form of distraction therapy to help patients who have
sustained various injuries in relieving their pain. One such
example is a VR game called SnowWorld which was designed
by Hoffman and Patterson from University of Washington. The
game’s intent is to relieve pain for burn victims during wound
treatment by engaging their senses through VR immersion in an
attempt to help them ignore their pain. The representation of an
icy 3D world exposes the patients to a seemingly cool virtual
environment meant to distract the patients from the pains of
their treatment and burns. Using a VR headset and a controller,
a player can move through an icy canyon and shoot penguins
with snowballs all while listening to music. The architecture of
this game exposed the patient to a scenery that was designed to
take their mind off the source of their pain, and by allowing the
patient to interact with creatures in a playful manner [8].

Fig.1 VR Headset similar to Google Daydream and Google
Cardboard
As individuals living with an SCI vary in their ability to use
these headsets, the design choice taken was to assume that the
patient will have assistance from a care provider to properly
place the headset on and off. Aside from this, any SCI patient
that can move their head will be able to play this game and
participate in this study.
II.

LITERATURE REVIEW

Neuropathic pain is a debilitating condition that commonly
accompanies spinal cord injury. To date, few effective
therapies exist for managing neuropathic pain long-term.
Recently, an increasing number of clinical centers have started
adopting VR technology to treat and manage pain. Many
studies have turned to the utilization of VR technology to
distract patients from pain. It is believed that VR distraction
therapy “can reduce pain for patients with mild to moderate fear
and anxiety” [22].

Fig. 2 Snow World Game
SnowWorld has also been used by the military. A study was
conducted with attempts to discover if immersive VR could be
able to reduce excessive pain for the patients during a wound
debridement treatment. Soldiers who were injured by explosive
devices received two subsequent treatments. Twelve of the
patients received half of the standard treatment (6 minutes)
involving opioids and the other half of the treatment utilizing
SnowWorld.
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The results of this study were quantified by using the
following measures: "Pain unpleasantness", "Worst Pain", and
"Time spend thinking about pain." For the first measure (pain
unpleasantness) the pain rating was reduced from 6.25 to 2.83
on a scale of 1 to 10, in other words, the pain unpleasantness for
the patient became mild descending from moderate. For the
second measure (worst pain), the result suggested that the VR
game was particularly effective for those who suffered from
more severe burn damage or unbearable pain. The pain intensity
was reduced from 6.25 to 4.50 on average. For the third measure
(time spent thinking about pain), with VR the percentage of the
patients spending time thinking about the pain during the
treatment dropped down from 76% to 22%. Not only did Snow
World manage to distract patient from thinking about the pain,
but it also increased the patient’s level of comfort [8].

The experience is akin to viewing a television program
allowing the player to view a family of exotic animals
interacting with each other. The difference is that in this game
the player is free to look around making the experience closer
to visiting the zoo. This adds a level of immersion to the
experience that a television program alone cannot yet capture.
The player has no interaction with the environment itself and is
relegated to viewing only. Included below is a screenshot of one
of the tours showcasing a herd of elephants in their habitat (Fig
4).

Study results showed that SnowWorld had better results than
the standard opioid treatment for a statistically significant
number of soldiers involved in the study. Moreover, unlike
opioids treatment, SnowWorld generated little risk and few side
effects.
B. Virtual Gorilla
Aside from SnowWorld there are many other games that
were created to investigate utilizing VR as a distraction therapy.
One notable study was conducted by J. Gershon, this study used
a game called “Virtual Gorilla” and was used to test the
feasibility of VR to reduce pain associated with an invasive
medical procedure for cancer patients [1].
Virtual Gorilla is a virtual gorilla exhibit, where the player
visits a zoo and can see a gorilla. The game’s focus was to
capture primate behavior and to be used as an educational tool
to raise awareness for this endangered species. When playing
the game, the user will be placed in side of a Virtual Visitor
Center where they can observe the gorilla’s behavior from
behind a glass window as they would in a zoo (See Fig3).

Figure 4. Virtual Gorilla [1]
This study used pulse rate to measure the effectiveness of
Virtual Gorilla as a distraction therapy. It was observed that
“reductions in pain and anxiety were found for children who
used the virtual reality distraction in comparison with the no
distraction condition as evidenced by lower pulse rate and
reports of pain by nurses.” Whereas no significant differences
were discovered in the control subjects not using Virtual
Gorilla.
C. VR as Distraction Therapy
One major benefit of using VR to assist with neuroplasticity
is that it can be programmed to fit the exact patients’ needs as
expressed in more detail in Virtual Reality for Physical and
Motor Rehabilitation, Virtual Reality Technologies for Health
and Clinical Applications. It is believed that VR technology
may potentially play a more significant role in cognitive
assessment and other treatments in the near future. Therefore,
the studies and researches done on incorporating VR
technology to refine rehabilitation and treatment processes have
been proven to be reasonable [9].

Figure 3. Virtual Gorilla Visitors’ Center [1]

Although this is quite notable and there is evidence to
warrant further research for VR as an aid with neuroplasticity,
VR does have its short comings as well. When attempting to
generalize the VR solution, the results may not prove to be
better than traditional real world therapies. “Larger clinical
studies are required to establish the efficacy of using VR in
sensorimotor rehabilitation in different clinical populations.
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Additionally, to date there is little information on the
generalizability of the training effects of VR to the
corresponding physical environment in general, and the VR
training parameters associated with optimal transfer to realworld functional improvements remain yet to be elucidated.
Furthermore, it is unclear whether advantages of VR over realworld training exist” [9].

III.

PROJECT REQUIREMENTS

The subjects tested in this study must be currently suffering
from Spinal Cord Injury related pain or discomfort.
Additionally, the subjects should have sufficient vision and
hearing to be able to respond to the stimuli of a VR application.
The VR application developed for the purposes of this research
must be comfortable enough to wear on the head without
additional support from the hands or a 3rd party. The application
should be accessible to individuals regardless of their ability to
use their arms, speak, or walk.
To facilitate the creation of this application, a code repository
and version control process must be in place. A process must be
defined for the deployment of the application to the devices
usable by subjects for testing. Any software licenses, such as
for Unity 3D, must be acquired and applied before subjects can
be tested.
IV.

METHODOLOGY

The goal of this research paper is to create a fully-immersive
Virtual Reality application in order to examine the potential for
use of VR in distraction-based therapy.
The VR application will be developed within Unity 3D, a 3D
game engine that has the ability to deploy to multiple formats.
Source code for the application will be written in C#.
The application must deploy to Smartphones running
Android 4.3 O.S. or higher, for use within VR headsets such as
Google Cardboard/Daydream and Samsung VR.

Subject candidates will be tested for vision and hearing before
being trained to use the application. A guided training session
of the application will occur before the user is allowed up to 15
minutes of unguided, but observed, use of the application.
After a candidate has completed a session with the VR
application, the individual will fill out a questionnaire. Subjects
will be asked to rate their experience in the following areas:
• Ease of using the application
• Interest in the application
• Immersiveness of the application
• Comfort of the VR headset
• Level of pain or discomfort when VR session begins
• Average level of pain or discomfort during VR
Session
• Level of pain or discomfort when VR session ends
• How well the application helped the patient cope with
pain
A. The Virtual Reality Tower Defense Game
The goal involved designing a game with a sufficiently
engaging environment to distract the player. The major
limitation in the design process was that the game needed to be
playable by patients suffering from more severe SCI (only
capable of moving their head). One of the major benefits of a
basic tower defense game is that the engagement of the player
is based more on carefully thought out strategic positioning and
planning instead of fast reflexes.
The tower defense game presents the player with a large map
that can be navigated by “gazing” – this is a term that we use to
describe when the player is looking in a specific direction for a
set amount of time. This same gazing concept is used as a
substitution for clicking that would be common in a typical
tower defense game. As the player navigates over the landscape
they can interact with certain objects by gazing at them. The
most prevalent object they can interact with is called a node.
These nodes are predefined locations on the map where the user
can choose to build a tower. The placement of towers as well
as the type of towers that are placed will provide different
strategic advantages and costs.
In the alpha release of this game there are two different types
of towers with a respective associated cost (see Fig. 4). Based
on how well players adapt to these game concepts and
mechanics will allow the developers to expand on different
tower options and upgrade paths in order to make the game
more engaging and subsequently distracting in the future.

Fig 3. Adult using GoogleVR headset
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Fig 6. Entire Map

Fig 4. Two different towers options
The tower defense game includes an opening scene
containing a menu to allow the player to either start the game
when ready or exit out accordingly. In the picture below, the
menu is displayed along with the crosshair (see Fig. 5) that will
help the player orient themselves and avoid motion sickness.

After a short countdown, the game will begin and “enemies”
will start to spawn from the spaceship. Similar to the towers in
the alpha version, there are only two different types of enemies
which may be expanded upon after preliminary results have
been received. Currently each enemy has two basic attributes,
speed and health. With these two attributes, the developers
intend to make interesting combinations of enemies that will
require the player to adjust their defense strategy accordingly.
Enemies will spawn in set waves; these waves increase in
difficulty as the game progresses and contain increasingly
difficult combinations.
B. Programs and Implementations
The primary program used in designing this game was Unity.
Unity is a cross-platform game engine developed by Unity
Technologies. This game engine has been used to develop
video games for computers, various consoles, and various
mobile device operating systems, but for the scope of this study
the game will be developed specifically for Android. Although
the game is being developed specifically for Android, the
potential for scaling out to other platforms is there and should
not require a large amount of effort as Unity supports this.
When developing a VR game for Android the designers
chose to utilize the GoogleVR packages available for Unity, as
well as various other Software Development Kits (SDK) as
necessary. The environment was created largely from scratch
using some assets that were freely available through the Unity
asset store.

Fig 5. Start menu and crosshair
If the player chooses to the start the game, a new scene will
open presenting the player with a top down view of a forest
landscape, including trees, rivers and other aesthetic objects.
On two opposing corners of the map there the player will find a
spaceship and a castle. The spaceship represents the spawn
location of the invaders and the castle represents the players’
home base which they will need to defend.

V. PRELIMINARY RESULTS
A. Planning
Quantifying results for this study were done over 2 major
releases using four surveys. The first release is the alpha
version of the tower defense application, with a test population
of adults who are not suffering from SCI. The purpose of this
first test is to determine the readiness of the application and
complete basic quality assurance before proceeding to the
second release. The second release is focused on testing with a
patient suffering from SCI. The focus of this release is to
determine the effectiveness of the VR application in
successfully distracting the patient and reducing their perceived
level of pain.
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When analyzing the results of the Immersive Tendencies
Questionnaire, the bulk of individuals participating in alpha
tests fell into the “occasionally to often range” indicating a
propensity to immersive environments.

The four surveys that were used in this study are:
• Visual Analog Pain Questionnaire
• Immersive Tendencies Questionnaire (ITQ)
• Presence Questionnaire (PQ)
• System Usability Survey
The Visual Analog Pain Questionnaire was given before the
participant plays the game, it is a single question intended to
gauge the level of pain the patient is feeling. The ITQ survey
was also given to the patient before playing the game. This
particular survey was developed by Witmer and Singer and is
intended to capture how susceptible the participant is to
immersive environments. After the patient, has played the
game they are given the Visual Analog Pain survey again to
determine how effective the therapy has been. The second pain
survey is followed by the Presence Questionnaire and System
Usability Survey. These last two surveys are very similar in
that they both measure how good or bad the players experience
was. The Presence Questionnaire was also developed by
Witmer and Singer – this questionnaire focuses on how
naturally the user interacted with the gaming environment.
Lastly, the system survey aims to determine if the application
was easy to use. Based on the results from these surveys the
game will be modified to increase immersion/playability for the
second release. This is extremely important because patients
suffering from SCI may have varying physical restrictions and
a certain level of playability must be attained for this therapy to
be effective.

When discussing the Presence Questionnaire, the feedback
was generally positive, although some participants indicated
there was difficulty understanding what to do.
Based on the feedback received in the alpha testing we have
realized that the test subjects who had previous experience with
Tower Defense games could pick up the game easily and had a
relatively enjoyable experience. The participants without this
background were struggling with the learning curve.
VI. CONCLUSION
A. Future of Tower Defense (Beta)
The alpha test of this application proved to be a successful
proof of concept in that a typical tower defense game can be
ported over to a hands-free VR environment. For the beta
version of this application the developers will seek to address
the concerns noted during the alpha test. Developers will create
more levels to the game allowing for gradual exposure to the
concepts necessary to successfully play a Tower Defense game.
This new content will focus on the learning curve of a tower
defense game and make it easier for new players.
Aside from onboarding content, developers intend to
increase the gameplay time and depth of the game by
introducing more difficult content, upgrade paths for turrets,
and more interesting turret types.
B. Future of VR and SCI
This study among many others has shown that there is great
potential for VR technology to be utilized as a distraction
therapy. Although these are positive additions to the field there
are many other potential applications for this technology and
SCI patients. Using a VR headset in conjunction with new
software, SCI patients may have a new way to access
technology such as the internet or other applications we take for
granted.

Fig. 7 Wong-Baker Faces Pain Rating Scale[16]
The alpha version of the tower defense game aims to deliver
10-20 minutes of game content, and filling out the surveys
should take approximately 5-10 minutes using Qualtrics. The
results will be given to Burke.
B. Results
During the alpha testing phase a variety of individuals were
tested, including university students and working professionals
ranging from ages 17-35.
In total, 15 surveys were
administered and feedback was provided. The overwhelming
majority of the alpha testers were not patients and do not have
any pre-existing conditions such as neuropathic pain.
Therefore, the results showed that the nearly all of the test
subjects reported “No Hurt” or “Hurts Little Bit” before playing
the Tower Defense game.

Although these are not distraction therapies per say the
quality of life for an SCI patient can change dramatically by
providing them with more independence. It is possible to
imagine that an SCI patient could use this technology to browse
the web independently, play their favorite video game, or even
simply turn the pages of a virtual book. These simple
applications may increase the quality of life for an SCI patient
and potentially even be considered a form of distraction
therapy.
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Pain Management for Spinal Cord Injury
Survivors Using Virtual Reality
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Abstract—There are approximately 450,000 people suffering from
Spinal Cord Injury (SCI) in the United States. There are about
10,000 SCI new cases in the United States per year. Individuals
with SCI often suffer from neuropathic pain, which is difficult to
diagnose, treat and manage. In recent years, technological
advancements in the Virtual Reality (VR) field have made it
feasible to investigate a possible role in using VR to treat
neuropathic pain. VR-based distraction therapy is believed to have
significant impact on increasing pain tolerance for SCI survivors.
However, long-term pain management is still challenging. This
study utilized different VR technologies, such as, mobile devices,
Google Cardboard, and the Samsung Gear VR to facilitate a VRbased distraction experiment. Results suggest that all levels of
immersive VR experiences have tangible benefits in pain
management. If head-mounted display (HMD) devices are not
available to individual survivors at home, smaller, portable mobile
devices and tablets can also help reach the goal of pain
management.
Index Terms—Anxiety, Depression, Fear, Google Cardboard,
immersive, Mobile Devices, Neuropathic Pain, Rehabilitation,
SCI, Samsung Gear VR, Unity, Unreal, VR

I.

INTRODUCTION

T

HERE are approximately 10,000 new SCI cases in the
United States per year and about 450,000 survivors live
with SCI [1]. SCI is a devastating and life-disruptive
condition which significantly alters SCI survivors’ life. In
addition to all of the mental, physical, and lifestyle challenges
that SCI survivors face, they also experience this phenomenon
called neuropathic pain. Neuropathic pain affects 60 – 69% SCI
survivors [2].

According to Neuropathic Pain, the International
Association for the Study of Pain (IASP) has defined
Neuropathic Pain as “pain initiated or caused by a primary
lesion or dysfunction of the nervous system” [5]. Due to the
medical complex nature, neuropathic pain is difficult to treat
and manage. Currently, it is treated and managed by
nonpharmacologic and pharmacologic means. It is also treated
by Antidepressants and Anticonvulsants. However, treatment
of neuropathic pain is still inadequate and unsatisfactory [3] [2]
[4] [5] [6].

Treatment of SCI costs the United States more than 10 billion
dollars each year [7]. Depending on SCI severity, patients are
provided supportive care, medications, surgery, therapies,
medical procedures or drugs to reduce pain. However, no
proven therapeutic treatments exist. Because of the complicated
nature of SCI, there is not a personalized solution available to
treat a wide range of SCI situations. This also causes the lack of
improvement in SCI therapy [8].
Virtual Reality (VR) has been used to manage pain for over
a decade. Research has also shown that VR helped reduce level
of fear, anxiety, depression and pain [9] [10]. In recent years,
immersive VR distraction applications have been used to
manage pain with other clinical applications, such as, dental
pain, burn wound pain, chemotherapy application, chronic pain,
neuropathic pain, etc. [11] .
However, past studies suggest that while VR-based control
and distraction training may improve pain tolerance, pain
threshold and reduce pain sensitivity in SCI survivors, it still
provides only a relatively small reduction of pain intensity [9].
The developer in this study created a new VR game, Magic
Forest Ride that expands upon the previous studies to examine
new approaches towards pain tolerance and pain intensity
improvement, as well as provide new means to manage the
pain.
II.

BACKGROUND INFORMATION

Understanding of SCI background information helped the
developer in this study determine the body constrains of the
target audience and design an intuitive application for the target
audience.
The spinal cord is critically vital to the functionality of the
Central Nervous System (CNS). While the brain ceaselessly
processes information, thoughts, and emotions, the spinal cord
acts as the pathway between the brain and the nervous system
throughout the body. By bridging signals across spinal nerves
to and from the brain, the spinal cord is an essential catalyst for
the coordination and influence of bodily activities. However, it
is a complex structure, vulnerable to injury and disease that may
lead to degradation of bodily function or chronic pain.
The spinal cord consists of thirty-one segmental levels and
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extends from brain to cauda equine (or “horse’s tail”). There are
eight cervical spinal nerves (C1- C8), twelve thoracic spinal
nerves (T1 – T12), five lumbar spinal nerves (L1 – L5), five
sacral spinal nerves (S1 – S5) and one coccygeal nerve [12].
Functions of nerves on each level vary. C1 through C4
cervical spinal nerves determine breathing, head and neck
movement. C4 cervical spinal nerves through T1 thoracic spinal
nerves determine heart rate control and upper limb movement
(elbow through wrist C5 – C7 and Finger C8 – T1). T1 – T12
thoracic spinal nerves control trunk control, temperature
regulation, and abdominal muscles. L1 – S1 lumber spinal
nerves control lower limb movement, such as, hip, leg and foot.
S2 – S4/5 sacral spinal nerves define bowel, bladder and sexual
function [12]. SCI is a damage in spinal cord or vertebral
column or both which cause changes in its function. SCI is a
complex situation in the medical field which still has a high
death rate in low-income countries. It often happens
unexpectedly which may significantly disrupt SCI survivors’
lives [12].
SCI can be classified as traumatic or non-traumatic.
Traumatic SCI is the most common type of injuries which is
caused by traffic accidents, falls, sports injuries or violence.
Non-traumatic SCI, on the other hand, can result from
infectious disease, tumor, and musculoskeletal disease. The
most common areas of injury are at levels of cervical spinal
nerves C5 through cervical spinal nerves C7 and thoracic spinal
nerves T12 through lumbar spinal nerves L1. In other word,
most SCI patients may have difficulty in controlling their upper
limb movement, such as, elbows, wrists and fingers and lower
limb movement, such as, hip, legs and feet [12].
According to Recent Trends in Causes of Spinal Cord Injury
published by National Spinal Cord Injury Statistical Center,
traffic accidents (vehicular accidents) ranked the first in causes
of spinal cord injury, up to 39.08% of reported spinal cord
injuries. Falls were ranked second at 29.54%. Violence was
ranked third with 14.41%. Sports were ranked fourth with
8.39% of spinal cord injuries. All other causes accounted for
8.57% of spinal cord injuries [13].
Traumatic and non-traumatic SCI prevent the brain from
receiving or sending information to the injured body parts. The
level of changes on function of body parts depends on the
severity of injury. Based on severity, SCI can also be classified
as two types: Complete injury and incomplete injury. Patients
suffering from complete injury lose motor function below the
level of the SCI. Survivors with incomplete injury retain some
sensory and muscular functions. Therefore, depending on the
severity of SCI, survivors experience different symptoms and
face different complications. Unexpected life changes totally
disrupt their lives. They may experience mental health issues,
such as, fear, anxiety and depression. Depending on their level
of injury, they may also suffer from autonomic dysreflexia,
deep vein thrombosis (DVT), hypotension, Urinary tract
infections (UTIs), spasticity, sublesional osteoporosis,

heterotopic ossification, respiratory complications, and most
importantly pain. Other than chronic pain and musculoskeletal
pain, a significant number of SCI survivors suffering from
neuropathic pain which leaves them feeling burning, stabbing,
aching, and electric stinging sensations [12].
III. LITERATURE REVIEW
Recent studies show that VR has been commonly utilized on
pain management. It borrowed a traditional psychological
intervention mechanism—distraction—to help patients ease
their pain [9]. VR experiences can also influence the way
patients think. Patients greatly benefited from the positive
reinforcement that helped them reach a pain-free and relaxing
state-of-mind [10].
Video games have been developed using VR as a platform,
exploring the new possibilities for research and opening the
door to clinical studies utilizing VR distraction towards pain
management [14]. In addition to VR distraction, recent studies
have also explored using VR as a mean for pain control [9].
HMD has been used to test VR applications in gaming,
engineering and medicine to provide users an immersive
experience. However, recent study also shows that traditional
mobile devices can also provide an immersive experience
sufficient to deliver pain management distraction [15].
A. Study I
Differential Effects of Two Virtual Reality Interventions:
Distraction Versus Pain Control is a study on the difference
between outcomes using VR distraction (VRD) and VR control
(VRC) for pain management [9].
This study was conducted on two sets of variables, painrelated variables and cognitive variables. Pain-related variables
were 1) intensity, 2) tolerance, 3) threshold, 4) time perception,
and 5) pain sensitivity range. Cognitive variables were 1) selfefficacy and 2) catastrophizing [9]. There were 77 psychology
students (70 females) from the University of Barcelona
participated this study. Cold pressure apparatus and VR devices
were used to aid the procedures. All apparatuses, VR devices
and other variables considered by this experiment were the
same [9].
Participants were randomly divided into three groups 1)
control group (Non-VR), 2) VRD group and 3) VRC group. All
participants were instructed to immerse their nondominant
hands into cold water (6 degrees Celsius) with a maximum if
immersion time of five minutes [9].
Control group participants had to look at a black screen
during the immersion. VRD group participants were put in a
VR mock surreal world environment where they could interact
with surreal world objects and navigate through the VR
environment in one hand. VRC group participants were
engaged in a stereoscopic VR environment, which reinforced
pain sensation; for example, burning, cutting, sharp, stabbing,
and stinging, etc. This stereoscopic VR figure displays while
unpleasant music playing in the background. Participants were
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asked to improve their cold presser pain sensation by adjusting
the virtual figure and background music to a soothing one [9].

distraction using HMD or mobile device. These patients had
daily pain intensity score of greater and equal to 4 (>= 4).

Comparing with the control group, VRC significantly
increased three pain-related variables, pain tolerance, time
perception and pain sensitivity range, and all cognitive
variables. However, VRD significantly increased two painrelated variables, pain threshold and pain tolerance, with no
effect on all cognitive variables [9].

The control group was asked to submerge their hands into
cold water while they were experiencing VR distraction.
Researchers measured the amount of time they were able to
submerge their hands in cold water during: 1) flat-panel
baseline display, 2) HMD, and 3) mobile device measurements.
The experiment group was tested using HMD and mobile
device [16]. Their results were compared with the control
group. Various variables were measured, such as, heart rate,
respiration, skin temperature, as well as, pain intensity.

B. Study II
The Effect of Coping Style on Virtual Reality Enhanced
Videogame Distraction in Children Undergoing Cold Pressor
Pain is a study that aims to evaluate the effectiveness of using
interactive video game with or without VR technology to
distract patients from cold pressor pain [14].
There were 66 healthy children from age 6 to 15 who were
selected from a university summer day camp to participate in
this experiment [14]. The video game Sonic and the Secret
Rings, developed by Sega for the Nintendo Wii, was used for
this experiment. Within the Secret Rings game, the “Sand
Oasis” level was selected because of its immersive design,
engaging visual and audio incentive [14]. The 5DT HMD 3D
virtual reality system was used to connect to Nintendo Wii
system and television. Audio of the game was displayed
through the HMD helmet [14]. A Neslab RTE 17 refrigerated
bath circulator was used as the cold pressor. It maintained cold
water with a temperature of 7 degrees Celsius [14].
This experiment utilized two trials to balance control and
minimize potential errors caused by habituation to the cold
pressor task [14]. The experiment was performed as follows: 1)
traditional videogame with no VR technology involved; 2) VR
assisted videogame; 3) trial two traditional videogame with no
VR technology involved; and 4) trial two VR assisted
videogame.
This study showed that interactive video game with or
without VR technology, HMD VR helmet, is equally effective
to distract patients from pain [14]. Also, based on a study of
participants who experienced two trials, no evidence suggested
that habituation could change the pain tolerance score [14].
C. Study III
Mobile Devices as Adjunctive Pain Management Tools is a
study focusing on the effectiveness of using VR software on
mobile platform for neuropathic pain and pain management.
Three display methods were adopted by this study. They
were mobile device, HMD, and standard flat-panel display
(baseline). The results from mobile device display were
compared with results from HMD and standard flat-panel
display.
Twenty participants with low pain intensity score (<4) were
selected to participate in control group experiment. Thirty-one
chronic pain participants in 18 to 65 age group were selected to
participate in the experimental group experiencing VR

This study provided strong evidence to support the
effectiveness of pain reduction using VR distraction on mobile
devices. Even though VR software on small portable mobile
devices are able to reduce the pain significantly, it was not as
significant as using a HMD with a fully immersive VR
experience. Therefore, this study suggested HMD for clinical
use and mobile devices for pain management at home [15].
IV. PROJECT REQUIREMENT
The goal of this study was to design and develop a VR game
to aid SCI survivors in managing neuropathic pain. As SCI
survivors fall within a broad spectrum, the VR game targeted
subject candidates that satisfy the following criteria. First, they
must be currently suffering from SCI related pain or discomfort.
Second, subjects should have sufficient vision and hearing to be
able to respond to the stimuli of a VR application.
Consequently, the VR application and hardware used in this
research must be comfortable enough to wear on the head for
an extended period of time without additional support from a
third party.
The application should be accessible to individuals
regardless of their ability to speak or walk; the VR headsets
used should support an upright position either sitting or
standing. The users must be able to utilize their fingers towards
manipulating a trigger either on the VR device or in a hand-held
controller.
To facilitate the creation of this application, a Git-based code
repository and version control process has been put in place.
Additionally, deployment of the application to devices used for
testing or for experiments must follow an agreed-upon
deployment procedure to ensure the latest code is deployed.
Any software licenses, such as for Unity 3D or auxiliary
software, that are necessary for development has been acquired
and validated.
Before a subject was allowed to undergo an experiment
utilizing the VR application, an eye test was conducted using
an eye chart to ensure that the user had 20/20 eyesight to match
the stereoscopic configuration of the Google Cardboard and
Samsung VR headsets.
Similarly, subjects were tested for color deficient vision via
an Ishihara plate exam. Additionally, subjects were tested for
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hearing to ensure that they could reliably report on stimulus to
spatial sound effects in the application, such as white noise.
V. METHODOLOGY
This study aimed to design an immersive VR application
with white noise audio effect to manage neuropathic pain.
Experiments were conducted to measure changes in both painrelated variables and cognitive variables to determine the
effectiveness of the VR distraction on reducing pain intensity
and increasing pain tolerance.
A. Variables
Pain-related variables studied were pain intensity, pain
threshold, pain tolerance, and pain severity. Cognitive variables
used by this study were self-efficacy and catastrophizing.
B. Hardware
This VR game was built for Samsung Galaxy Series phones
(S7+). It was predominantly tested on Samsung Galaxy S7
Edge model SM-G935F running with Android OS version 10.0.
This VR game was tested on Google Cardboard, which is
compatible with both Android and iOS operating systems. This
VR game was also tested on Samsung Gear VR headset, to give
patients a HMD immersive experience. The Samsung Gear VR
headset used in this study is compatible with Samsung Galaxy
Series phones.

Fig. 1. Google Cardboard

C. Software
This game was developed and tested using game engine
Unity 3D version 5.5.2. Unity 3D is a commercial game engine
that can be used to create real-time applications across a widerange of devices, including but not limited to: Android OS
mobile phones and tablets, iOS phones and tablets, PC
computers and Mac OS computers and laptops. For this study,
Unity 3D was licensed for personal use for educational
purposes.
Unity 3D includes a license to SpeedTree technology which
aids in the rendering and creation of vast floral resources such
as trees and bushes. The 3D meshes used in the application were
produced using Autodesk Maya 2017: a commercial toolset for
creating 3D objects, characters, and vehicles for games, film,
and animation. For this study, a student license of Maya was
utilized which is valid for educational and research purposes.
2D images in this study were created using Gimp, which is a
freeware image painting and manipulation tool. Additional
resources were used from CGTextures.com, under a general-

purpose, free to use license. The compiled application includes
the Unity 3D player for Android OS, and is deployed to the
phone upon installation. The target device for this application
must support at least Android OS version 9.0.
D. Control Group
Ten (10) SCI survivors suffering from neuropathic pain were
recruited to participate in this study as control group. These
individuals had the same pain intensity score (>=4) [17]. They
had been suffering from SCI for approximately the same
amount of time (3 years) and they exhibited similar symptoms.
Subject candidates were tested for vision and hearing before
being trained to use the application. The results gathered from
control group was used as baseline data.
E. Experimental Group
The same group, individuals participating as control group
later participated as an experimental group. The results gathered
from the experimental group was used to compare with its own
baseline data to draw conclusions for this study.
F. Procedure
Magic Carpet Ride application was first tested on a group of
participants who did not suffer from SCI and neuropathic pain
to determine the immersiveness of the VR application. This
group of individuals were randomly selected from street or
contacted directly by the developer. All testing results were
recorded
using
Qualtrics
survey
via
https://pace.az1.qualtrics.com/jfe/form/SV_eWZUqyPMG3Cp
pqt. Then, this application was tested by SCI survivors living
with neuropathic pain to determine the effectiveness of pain
management using VR reality.
Experiment participants in this study were measured on the
set of pain related variables and cognitive variables mentioned
in section A variables. The experiment was designed to last over
a period of three days. During the first day, all participants were
scheduled for similar activities in similar settings, without using
any VR applications as distractions. After the course of the day,
subjects were asked to self-report utilizing the questionnaire in
Table 1. The next day, subjects would return to their previous
schedule and settings, however with the addition of 20 minutes
of gameplay with the developed VR application via a non-VR
device, such as a mobile phone or tablet. Afterwards, subjects
completed the same questionnaire. On the third day, subjects
would again revisit their usual schedule and settings, however
with the addition of 20 minutes of gameplay with the developed
VR application through a Google Cardboard VR headset.
Again, subjects would complete the questionnaire.
Finally, on the fourth day, subjects would be asked to resume
their usual schedule and settings, with the final adjustment of
experiencing the application through a highly-immersive VR
HMD such as the Samsung Gear VR. Following the final
experiment session, subjects completed the questionnaire in
reaction to their immersive VR experience.
G. Hypothesis
It is assumed that distraction via immersive VR applications,
incorporating meditative elements such as white noise, poses
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positive effects in regards to pain management and reduction.
Furthermore, it is assumed that highly immersive HMD devices
provide a larger net benefit towards pain management and
reduction when compared to portable mobile devices or less
immersive VR equipment such as Google Cardboard.
H. Measurement
Neuropathic pain is currently diagnosed and measured by
clinics using clinical examination, pain questionnaires and
diagnostic tests [17]. For the purpose of this experiment, pain
questionnaires were the first choice due to their traditional
reliable as screening devices. Measurement on pain-related
variables and cognitive variables were evaluated and recorded
on a daily basis over the course of the experiment, per subject.
Experiment facilitators kept thorough records of each patient’s
activities and self-reported feedback.
Subjects were asked to rate the influence of each factor on
their overall experience on a scale from 1 to 5; 1 meaning little
to no influence, and 5 representing very strong influence.
Pain intensity refers to the strongest level of pain experienced
throughout the current phase of the experiment. For instance,
on the first day, it would be the maximum level of pain
experienced in traditional schedule and setting. For the second,
third and fourth days, it would be the maximum level of pain
experienced over the course of the gameplay session.
Pain tolerance refers to a subject’s ability to withstand pain,
such that it does not become burdensome. In this case, the scale
ranges from 1 to 5: 1 meaning that the subject’s pain is
unbearable, preventing the subject from focusing on other tasks,
while 5 may represent that the subject is able to focus on other
tasks freely in spite of any pain experienced.

VR application and its clinical benefits. Second, the feedback is
valuable towards the future improvements and maintenance of
the application, in case it has any clinical or experimental value
in the future. This evaluation questionnaire can be accessed via
Qualtrics Survey. Magic Forest Ride was first tested by a group
of people who did not experience from SCI. Experiment results
were gathered and compared to further study the how
immersive this experience was. This application was then tested
by a group of SCI survivors who suffered from SCI and
experienced with neuropathic pain.
1 2 3 4 5
Ease of using the application
Interest in the application
Immersiveness of the application
Comfort of the VR headset
Level of pain or discomfort when
VR session begins
How likely they were to
recommend the application to
other SCI survivors
Fig. 2. VR Application and Headset Satisfaction Survey

VI. APPLICATION DESIGN AND TESTING
A. Application
Magic Forest Ride is an original game that was designed and
built from scratch for the purposes of this study: Pain
Management for SCI survivors Using Virtual Reality. The
primary goal of this game is to utilize audio-visual VR-based
distraction to provide a relaxing and enjoyable experience for
SCI survivors suffering from neuropathic pain.

Self-Efficacy in the case of this study is meant to include
three scales. First, a subject’s own reported ability to tolerate
pain. Second, a subject’s own reported ability to manage and
reduce pain intensity. Third, a subject’s own assessment in their
ability to report on their experiences of pain.
Last, subjects complete the Pain Catastrophizing Scale [15],
which allows subjects to apply a 5-point scale towards their past
experiences of pain. This grants a window into the subject’s
morale regarding their SCI-induced pain; it allows a subject to
self-report on their emotional state and helplessness due to their
pain. Self-reported perceived debilitation implies a stronger
benefit via VR application distractions for individuals who
reported decreasing pain intensities and/or increased pain
tolerance over the progression of the experiment. This scale can
be accessed via SurveyMonkey.
(https://www.surveymonkey.com/r/YQML392)

Fig. 3. Magic Forest Ride Game Scene I

In this game, subjects experience a magic carpet ride through
a forest-like environment. The ride is experienced through a
first-person perspective: the user’s point of view is anchored to
the carpet itself. By utilizing a VR headset, the user is able to
tilt and pivot the view simply by moving his or her own head.

I. Evaluation (Questionnaire)
In addition to the questionnaire in Table 1, subjects were
asked to rate their experience using the application itself. Each
category was to be rated on a scale from 1 to 5, with 5 indicating
the highest satisfaction. The data collected from this report was
utilized to serve multiple purposes. First, it can be determined
what correlation, if any, exists between the user experience of a
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upon the environment, then the distraction was considered to be
in effect and they were not actively encouraged to pursue fruit
by the experiment facilitators.
A single carpet ride lasts between two and three minutes, and
subjects were allowed to replay the game as many times as they
liked within a 20-minute limit.
Through this game, individuals experienced a magic carpet
ride through a forest. By using magic powers, via a trigger
button, they were able to collect fruits along the way before the
ride was complete.
Fig. 4. Magic Forest Ride Game Scene 2

During the gently-paced ride, the magic carpet will follow a
softly-meandering path through a virtual forest. To provide the
most enjoyable experience and counter-act effects of simulation
sickness, the following constraints are imposed on movement:
•
•
•
•
•

The magic carpet can only move horizontally; there
is no vertical movement.
The magic carpet will always remain level.
The camera must match the user’s own head motion
1:1 without noticeable delay.
The magic carpet follows a predefined path; the user
is unable to direct the carpet’s movement or
subsequently become lost.
The magic carpet moves slowly to allow the user to
comfortably acclimate to the virtual environment

Additionally, the game’s design directly addresses the
constraints of stereoscopic VR solutions (such as the Google
Cardboard and Samsung Gear VR):
• A cartoony aesthetic has been chosen, with mostly
solid colors, in order to make object boundaries more
readily apparent.
• A reticle is always present at the center of the user’s
field of vision. When an interactive object is gazed at
by the user, the reticle expands.
• The game was optimized to run at 60fps on targeted
hardware (Samsung Galaxy S7 Edge)
Aside from gaze, the user is able to trigger magic powers to
collect fruit from trees. This trigger is activated via the magnetic
or physical triggers available on Google Cardboard and
Samsung Gear VR headsets. Throughout the player’s flight,
there are trees bearing glowing fruit that the player is able to
collect. By gazing at a tree and engaging the VR trigger, the
tree’s fruit are levitated away and added to the player’s score.
At the end of the flight, the subject is informed of how much
fruit he or she was able to collect.
This scoring mechanism serves only to engage the subject’s
attention. The game is paced slowly enough that there is no
urgent sense of competition, and player scores are kept
confidential from each other; there is no “high scores” table
logged. While the gameplay rules were clearly explained to
each subject, they were also each free to explore the game as
they desire. If they felt immersed enough simply by gazing

The experience of flight on a magic carpet contradicts the
physical constraints experienced by SCI survivors in the real
world. Research shows that this contradiction of experience
aids the patient with coping with neuropathic pain [11].
Furthermore, by utilizing a magic carpet, it provides the same
potential level of immersion to all SCI survivors, regardless of
their mobility. For instance, if the path were walked by a virtual
avatar, the results may be confounded cognitive dissonance if
the subject is unable to walk.
The environment was chosen due to its ample opportunity for
calming effects that occur in nature, including the following:
• Sounds of running water and peaceful wildlife
• Audiovisual cues of wind such as swaying grass
• Warm, orange color scheme of autumn
• Sensation of being far from city traffic and
commotion
Additionally, the magic fruit encountered by the subjects
occur in bright pastel colors.

Figure 5:Magic Forest Ride Game Scene 3, as viewed through
Google VR simulator within the Unity 3D editor 2D vs 3D

This application was developed on the assumption that a VR
device is not inherently immersive; applications must be
designed to immerse the user.
It is possible to port mouse-and-screen user interfaces for use
in a VR headset, but this approach was not assumed to provide
the same psychologic or audiovisual experience as a point of
view into a full 3D world.
Thus, one of the main reasons this application was chosen is
because it provides a first-person point of view into a fully-
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detailed virtual world. This application was designed from the
ground-up to take advantage of VR hardware and user
interfaces.
B. Architecture Design
Magic Carpet Ride was developed within Unity 3D, a
commercially available game engine. Thus, the application
architecture inherently differs from traditional applications in
the following ways: Unity applications are based on game
objects that can possess any number of behavioral components;
Unity utilizes a common development path through C# or
JavaScript that is then compiled to the target system’s format;
Unity provides the core functionality of a 3D application, such
as displaying 3D objects and playing sound.
Magic Carpet Ride was developed using C# as a scripting
backend. The following diagram illustrates the high-level
relationship of how custom assets were combined with the
Google SDK running on Unity to be deployed to the Samsung
Galaxy S7 Edge.

Figure 6:High-level design of how custom assets for Magic Carpet
Ride are implemented in a Unity 3D application that can be deployed
to the Samsung Galaxy S7 Edge smartphone.

Figure 7: Low-level design of Magic Carpet Ride major components.
The majority of logic is split between regularly occurring updates in
the scenery and responding to player input.

VII. RESULTS
Magic Forest Ride game was built and tested by a developer
and group of individuals who did not experience SCI and
neuropathic pain. The primary goal of this experiment was to
determine immersive user experience. Within one day, this
experiment gathered 58 responses from 28 males and 33
females, on Immersive Tendencies Questionnaire (ITQ) and
Presence Questionnaire (PQ) through Qualtrics. 95% of
population found the application was easy to use and learn. 93%
of the population found the application environment was
completely responsive to actions they initiated. 97% individuals
indicated that there were absolutely no delays between actions
and outcomes. And 90% of the population indicated that they
were completely engrossed in the VR experience. Additionally,
this application achieved frame rates of 90-180fps and on the
development PC. On hardware, the application produced a
frame rate of 60fps, which feels smooth enough given the slow
movement of the magic carpet. Additional experiments will be
conducted by Burke Medical Research Institute on SCI
survivors to determine the effectiveness of using this
application to manage neuropathic pain.
VIII. CONCLUSION

While much of Unity 3D’s inner-functionality acts as a
“black box”, the components in a Unity 3D application still hold
dependencies and interactions on each other that can be clearly
documented. Below is a lower-level detail of the interactions of
the major components of Magic Carpet Ride. Android OS
triggers a regularly occurring update cycle in Unity 3D, in
which we use to advance scenic effects and the magic carpet’s
movement directly without additional player input. Isolated
from the update cycle, the player component responds to user
input by moving the camera in conjunction with the user’s head
and responding to trigger events. A global Game State singleton
acts to hold the current tally of collected fruits, which is updated
whenever a group of collectable fruits is activated via player
click. At the end of the ride, the game state will then be retrieved
to alert the user of how much fruit was collected during the
flight.

Magic Carpet Ride was created to observe the potential for
VR distraction towards alleviating neuropathic pain
experienced by SCI survivors. In order to produce an
immersive experience, it was vital to reduce any choppiness in
rendering the virtual scene. Choppiness immediately broke the
immersion when using a VR headset such as the Google
Cardboard. However, when viewing the game on a computer
screen or non-VR device, the impact of lower frame rates was
lessened.
IX. REFERENCES
[1] A. k. Varma, A. Das, G. WallaceIV, J. Barry, A. A.
Vertegel, S. K. Ray and N. L. Banik, "Spinal Cord
Injury: A Review of Current Therapy, Future
Treatments, and Basic Science Frontiers,"
Neurochemical Research, vol. 38, no. 5, pp. 895-905,
2013.

B9-7

[2] G. F. Nakipoglu-Yüzer, N. Atçı and N. Ozgirgin,
"Neuropathic Pain in Spinal Cord Injury," Pain
Physician, no. 16, pp. 259-264, 2013.
[3] M. Bennett, in Neuropathic Pain, OUP Oxford, 2011.
[4] N. B. Finnerup and C. Baastrup, "Spinal Cord Injury
Pain: Mechanisms and Management," Current Pain and
Headache Reports, vol. 16, no. 3, p. 207–216, 2012.
[5] N. B. Finnerup, "Pain in Patients with Spinal Cord
Injury," Pain, vol. 154, p. S71–S76, 2013.
[6] I. Gilron, C. P. N. Watson, C. M. Cahill and D. E.
Moulin, "Neuropathic pain: a practical guide for the
clinician," CMAJ, vol. 175, no. 3, p. 265, 2006.
[7] R. Vawda and M. G. Fehlings, "Mesenchymal Cells in
the Treatment of Spinal Cord Injury: Current & Future
Perspectives," Current Stem Cell Research & Therapy,
vol. 8, no. 1, pp. 25-38(14), 2013.
[8] N. L. Martirosyan, A. Carotenuto, A. A. Patel, M. Y. S.
Kalani, K. Yagmurlu, M. Lemole, M. C. Preul and N.
Theodore, "The Role of microRNA Markers in the
Diagnosis, Treatment, and Outcome Prediction of Spinal
Cord Injury," Frontiers in Surgery, vol. 3, 2016.
[9] D. Loreto-Quijada, J. Gutierrez-Maldonado, R. Nieto,
O. Gutierrez-Martinez, M. Ferrer-Garcia, C. Saldana, A.
Duste-Escolando and L. Liutsko, "Diffferential Effects
of Two Virtual Reality Interventions: Distraction Versus
Pain Control," Cyberpsychology, Behavior, and Social
Networking, vol. 17, 2014.
[10] C. Botella Arbona, A. García Palacios, Y. Vizcaíno, R.
Herrero Camarano, R. M. Baños Rivera and M. Á.
Belmonte, "Virtual Reality in the Treatment of
Fibromyalgia: A Pilot Study," Cyberpsychology,
Behavior, and Social Networking, vol. 16, no. 3, 2013.
[11] D. Karaman, "Virtual Reality and Pain Management,"
International Journal of Health Sciences and Research ,
vol. 6, no. 12, 2016.
[12] World Health Organization, International Perspectives
on Spinal Cord Injury, Geneva: World Health
Organization, 2013.
[13] National Spinal Cord Injury Statistical Center, "Recent
Trends in Causes of Spinal Cord Injury," National
Spinal Cord Injury Statistical Center, Birmingham,
2015.
[14] S. Sil, L. M. Dahlquist, C. Thompson, A. Hahn, L.
Herbert, K. Wohlheiter and S. Horn, "The Effects if
Coping Style on Virtual Reality Enhanced Videogame
Distraction in Children Undergoing Cold Pressor Pain,"
Springer , vol. 37, pp. 156-165, 2012.
[15] B. K. Wiederhold, K. Gao, L. Kong and M. D.
Wiederhold, "Mobile Devices as Adjunctive Pain
Managegment Tools," Cyberpsychology, Behavior, and
Social Networking , 2014.
[16] R. Goncalves, A. L. Pedrozo, E. S. F. Coutinho, I.
Figueira and P. Ventura, "Efficacy of Virtual Reality
Exposure Therapy in the Treatment of PTSD: A
Systematic Review," PLOS, 2012.

[17] S. L. Cesa, S. Tamburin, V. Tugnoli, G. Sandrini, S.
Paolucci, M. Lacerenza, P. Marchettini, G. Cruccu and
A. Truini, "How to Diagnose Neuropathic Pain? The
Contribution from Clinical Examination, Pain,
Questionnaires and Diagnostic Tests," Neurological
Sciences, no. 36, pp. 2169-2175, 2015.
[18] S. R. Sharar, W. Miller, A. Teeley, M. Soltani, H. G.
Hoffman, M. P. Hensen and D. R. Patterson,
"Applications of virtual reality for pain management in
burn-injured patients," Expert Review of
Neurotherapeutics , pp. 1667-1674, 2014.
[19] A. Li, Z. Montano, V. J. Chen and J. I. Gold, "Virtual
Reality and Pain Management: Current Trends and
Future Directions," Future Medicine , vol. 1, pp. 147157, 2011.
[20] L. Omelina, B. Jansen, B. Bonnechere, S. V. S. Jan and
J. Cornelis, "Serious games for physical rehabilitation:
designing highly configurable," Virtual Reality &
Associated Technologies , 2012.
[21] R. D. Treede, T. S. Jennsen, J. Campbell, G. Cruccu, J.
O. Dostrovsky, J. W. Griffin, P. Hansson, R. Hughes, T.
Nurmikko and J. Serra, "Neuropathic Pain," Neurology,
vol. 70, no. 18, pp. 1630-1635, 2008.

B9-8

Proceedings of Student-Faculty Research Day, CSIS, Pace University, May 5th, 2017

Lateropulsion Rehabilitation Using Virtual
Reality for Stroke Patients
Christopher G. Tsatsis,, Pace University, Katherine E. Rice, Pace University, Vera Protopopova, Pace
University, Darius Ramos, Pace University, Jigar Jadav, Pace University, Jean F. Coppola, Pace
University, and David Putrino, Burke, Medical Research Institute

Abstract—Virtual reality (VR) is being explored as a method of
rehabilitation for stroke patients, specifically in lateropulsion
patients. Virtual Reality or augmented reality, provides realistic 3dimensional environments combined with real-time movements.
The user is able to concentrate on the scenery and feel removed
from their real life setting and immersed in a new setting.
Integrating virtual reality with rehabilitation practices is an
accessible way for patients to improve their recovery times while
using a mobile device to make rehabilitation more accessible to the
patient. The goal of this research is to use virtual reality as a viable
tool for physical therapists to help improve the stamina of
recovering patients. The study will explore the benefits of changing
the environment of the user, to help change their perspective of the
world and normalizing the world for lateropulsion stroke patients.
This work will conduct the necessary research to develop a mobile
application which may benefit the lives of stroke patients by
potentially decreasing the lateropulsion symptoms.
Index Terms— Data Analytics, Lateropulsion, Mobile
Applications, Patient Rehabilitation, Stroke Rehabilitation,
Virtual Reality VR

shifted to one side. According to the Health Related Quality of
Life (HRQOL) the patient is affected physically, socially, and
emotionally. The HRQOL is calculated based on the patient’s
perspective, however it provides a basis in terms of predicting
a patient’s mortality [5]. This study aims to help improve
lateropulsion disorders in stroke victims that will potentially be
able to regain full body motion and higher their HRQOL levels.
With stroke becoming one of the top causes of disabilities and
death, VR may be a viable option to help aid these victims to
ultimately better their living conditions. Pace University and
Burke Hospital Medical Research Institute collaborated to
develop a platform which VR can become a viable platform for
people with all disabilities, however this paper will focus on
Lateropulsion recovery only.
Samsung provided VR gear for development and testing
purposes including Gear VR, Galaxy S6 phone, and a Samsung
tablet. Burke Hospital Medical Research Institute provided
medical research and testing of the application. The paper is
broken down as follows: Introduction, Literary Review,
Specifications, Methodology, Preliminary Findings, Results,
Future Works, and Conclusion.

I. INTRODUCTION

A

every four minutes a person will die from
a stroke, rapidly growing to become the fourth leading
cause for death [7]. Post stroke patients suffer from
hemiparesis. Hemiparesis is a decrease in muscle strength on
one side of the body. Patients usually compensate the muscle
imbalance by using the muscles of the functioning parts of the
body. In many cases this leads to long-term consequences like
atrophied muscles. Today, virtual reality is becoming an
increasing form of rehabilitation in medical practices, including
post-stroke treatment. “Stroke patients acquire numerous
amounts of disorders which affect their daily lives. Previously,
VR has been tested in a variety of disease states, including
obesity, anxiety disorders, pain management, oncology, and
neurorehabilitation. Concurrent improvements in software and
hardware design, as well as associated cost reductions, have
made VR promising for more widespread use in health care”
[2].
In lateropulsion patients, the perspective of the world is very

II. LITERARY REVIEW

PPROXIMATLEY

Virtual reality has the potential to become a main source for
rehabilitation. There have been numerous studies conducted,
which have attempted to better a patient’s well-being with the
use of virtual reality. Patients as a whole are restricted to a small
area in the hospital where they must eat, sleep, and ultimately
restore everyday bodily and mental functions. How will virtual
reality help these patients on their path to rehabilitation?
After stroke, majority of patients experience serious changes
in motor activity that affects the person later on. Presently,
studies show that one of the most successful methods of
rehabilitation is considered recovery by “imitating the
observation” because this method increases brain plasticity and,
as a result, rehabilitation potential. The studies have shown that
modern rehabilitation using virtual reality has demonstrated
great results in improving motor and cognitive skills. However,
this method requires continuous participation from a therapist
to monitor progress. Studies have been conducted which show
signs of positive feedback from the patients in regards to VR
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technology. A main concern for patient rehabilitation in a
hospital setting is the limited time that the patient receives, as
well as the mental struggles they face. A study was conducted
which surveyed patients and their VR experience. The majority
of the patients expressed pleasure in their mental state as it
allows them to be in a more comfortable environment, virtually
[2].
Focusing on the rehabilitation aspect of these patients, a
study was conducted which took 121 stroke patients and split
them into two separate groups. These two groups either
received Virtual Reality therapy after their ordinary rehab, or
they were assigned to perform recreational activities. The
findings show that Virtual Reality rehabilitation were not
superior to the recreational techniques [3].
Similarly, another study was conducted, which displayed
very opposite results. In comparison with the above results, the
study displays signs of positive effects on patients. In the study,
patients were told to look at the screen, in which the motions
were made with “virtual” hand. The results showed that when
person sees “his or her” hand making specific movement, he or
she starts to control their body better in real life. Figure 1
displays a Motor FIM table that shows the patient's progress.

Fig. 2 Samsung Gear VR Headset [17]
The research gathered will provide a foundation for
the team to create a virtual reality (VR) mobile application,
which will aid stroke victims in decreasing lateropulsion, as
well as gather information about the patient’s progress. With
the use of technology, we are striving to develop useful and
user-friendly material, which will ultimately better the patient’s
chance of recovery.
IV. METHODOLOGY

Figure 1. Motor FIM table showing the progress of a patient
using VR.
One interesting similarity between these two studies was the
amount of time that the patients were chosen to test during this
virtual reality trial. The individuals were chosen by the duration
of time since they had a similar level stroke. This was then able
to give these studies the accurate results because each test was
similar. Although they had different results, virtual reality
rehabilitation continues to gain popularity based on its ability
to be used anywhere at any given time.
III. SPECIFICATIONS
In order to integrate stroke rehabilitation and virtual reality,
Pace University, Burke Hospital Medical Research Institute and
Samsung will collaborate to produce a virtual reality stroke
rehabilitation game for lateropulsion patients.
Pace University will be responsible for designing and
developing the game. Burke Hospital will provide the research,
medical background, and patient testing. Samsung will provide
2 Samsung smartphones, 2 Samsung Gear VR Headsets, and 1
Samsung tablet.

In order to provide customization and usability for individual
stroke patients, the program had to incorporate the calibration
of the patients’ movement scale. In order to provide accurate
results, the input is to be defined by the physical therapist. The
VR game will adjust based on the input so each user will have
a unique setting. The project is broken down into four parts:
A. The Virtual Reality Rehabilitation Game
B. Programs and Implementations
C. Exporting Results through Data Analytics
D. Lateropulsion Rehabilitation Techniques
E. Testing
A. The Virtual Reality Rehabilitation Game
A stroke patient has a tendency to lean towards one side of the
body, so the objective of the game is to help the stroke patient
to shift their balance to the center of their body. To accomplish
this, the game is based on centering their balance based on their
perception. The environment of the game will take place on a
ship (Fig. 4) with barrels (Fig. 6) approaching the user. The user
will have lean towards the object in order to avoid the oncoming
obstacle. The game was developed with one object, a barrel,
that is shot towards the user. The intention of the barrel is to
work with the user’s natural instincts to move away from the
barrel. While oncoming objects, can be overwhelming at times,
we found that it was more important to invoke a sense of
urgency for users with lateropulsion symptoms, because it
triggers neurons in their brain relating to the fight or flight
sense. To customize the game for each patient, they will be able
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to change the speed of the barrel, and the prominent side of the
body they are affected.

Fig 6. Barrel Design.
Fig. 3 Starting Environment of the game.

Fig 4. Settings menu for the game, specifying the which
side of the body was effected by the stroke.

Fig 5. View of the boat.

The limits of the calibration will be defined by the physical
therapist based on the Burke Lateropulsion Scale. By avoiding
the incoming objects, the user will be given points, but if the
user collides with the object points will be reduced. Once the
user has gained enough coins, they will advance to the next
level. The next level will have an increased speed and the
calibration will be adjusted slightly.
A similar project was conducted by Janet Eyre, a professor
of pediatric neuroscience at Newcastle University. The game
developed showed that continued movement of the affected
area, will slowly generate strength and regain mobility to
perform everyday activities [6].
In our Alpha version of testing, we found that it was
important to add a hatch into the game to provide stability.
B. Programs and Implementations
Unity was the main program used to develop the game. The
game was developed specifically for Android use with the
potential to translate into other platforms like the X-Box
Kinect, or other operating systems including IOS. The game
was developed using C# as the dominate scripting language.
Both Unity and C# were chosen because of the accessibility
among computer operating systems, open source scripts,
online support, and the ease of translating across platforms for
potential growth. The game was built with the intentions of
being published in the Android App Studio for accessibility
for patients.
When building with Unity, we first had to set up our project
so that it supports Virtual Reality. To do so, we must import
the Oculus SDK along with Android’s SDK so that the game
will work on both platforms. A minimum API (Application
Program Interface) must be selected so that the game will be
restricted to the latest Android updates. The texture
compression is set to ETC2(GLES 3.0) as it works with
Android most efficiently. There are many functions that must
be utilized in order for Virtual Reality to be able to begin.
These functions include using a Physics Ray caster, Buttons,
and a User Interface, which allows the creation of a menu. The
environment was built from scratch with a few free assets
from Unity’s asset store.
A first person controller is imported into the game, which
contains the player itself, a camera, and an audio listener.
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These components work as the player in the game and allow
the camera to be able to move, collide, etc. The menu will take
the user through a few options which will set up the
environment. The user will then be taken to the level where
the game begins. Barrels are rolled towards the user and the
user will be forced to dodge these items. If the user dodges
these items, the collider will increment the barrels that were
dodged by one. However, if the user is hit by one of the
barrels, the barrel collisions will increment by one. C# is the
language for Unity that will make all of these functions
possible.
During alpha testing, we found some users felt sea-sick after
using the game because of the movements. We added a
crosshatch for the user in the middle of their camera view, in
order to give them perspective
C. Exporting Results
In order to provide adequate medical data to the physical
therapist, the progress and results of each patient will export the
results into a database which will be accessible to the medical
practitioners only. Exporting the data will help the physical
therapist be able to gage the progress of the patient and
recalibrate the program when needed for refinements.
The data will be related to the Burke Lateropulsion Scale so
analytical reports can be created easily and efficiently. The
results will only be accessible to the user and the medical
practitioner or physical therapist.
The data will be based on the user’s progress – their
calibration settings, how many barrels the user missed, how
many barrels hit the user, and the time it took them to reach
their goal. Exporting the data will help the physical therapist be
able to gage the progress of the patient and recalibrate the
program when needed for refinements. The data will have
analyzed with the Burke Lateropulsion Scale.
D. Lateropulsion Rehabilitation Techniques
Burke Medical Hospital will work with the patients suffering
from Lateropulsion Strokes, also known as “Pusher Syndrome”.
Two symptoms are very common within these patients; shifting
their balance towards one side of their body, and having limited
locomotion functions [13]. These two symptoms will be
incorporated in the game to help improve the mobility and
balance of each patient. “The overarching goal of rehabilitation
for adults’ post-stroke is to restore the person’s ability to
participate in normal life roles with as much independence as
possible. Impairments at the body structure and function level
may influence activity limitations, and activity limitations may
influence participation restrictions” [19]. To improve the lives
of post-stroke patients, there are many techniques and practices.
We focused on the Bobath Approach.
BOBATH APPROACH
“One of the most commonly used treatment interventions
for post-stroke rehabilitation is the Bobath approach or
neurodevelopmental treatment. This approach focusses on
encouraging or facilitating, normal movement and inhibiting
abnormal movement patterns.” The rehabilitation game we
developed encourages these movements by beginning with
repetitions of small subtle movements in order to avoid

oncoming barrels. The user will eventually regain muscle
movements and stamina. “The Bobath Approach has evolved
to focus less on the reacquisition of normal movement and
more on the use of problem-solving strategies during function
tasks, focusing on encouraging postural control” [18]. The
environment of the game is meant to provide a placid
environment, somewhere the user would imagine themselves
on a happy place. The oncoming barrels will provoke the
flight-or-fight reaction which will encourage the postural
control and problem-solving strategies that the Bobath
Approach recommends.
PRELIMINARY FINDINGS
According to Dr. David Putrino of Burke Medical Hospital,
lateropulsion stroke patients have the tendency to rely on
shifting their balance to one side of their body. One of the
rehabilitation methods practiced during physical therapy
sessions is the use of impulse movements to have a patient
subconsciously shift their balance to the center of their body.
Due to minimal findings in stroke rehabilitation, it is difficult
to pinpoint a specific area to focus on which will help benefit
the patient. However, some evidence suggests that impulse
movements helps the patients regain movement and function in
their muscles. According to a study performed by Kohnan
Hospital, approximately sixty-six percent of the patients that
suffered a stroke, obtained lower-limb deficits [11].
The Burke Lateropulsion Scale (BLS), created at Burke
Medical research institute, creates a scale for the movement that
defines calibration ability for each patient. The scale is defined
in three scores (1 = mild; 2 = moderate; 3 = severe), for supine
rolling, transferring and walking which are based on the
severity of pushing sensed by the examiner [12]. Using the
Burke Lateropulsion Scale, it is important for the game to be
programmed to intake the same scores as the medical research.
According to Dr. Gustavo Saposnik and his team who did a
study on the safety of non-immersive virtual reality “patients
who had a stroke within 3 months before enrolment and had
mild-to-moderate upper extremity motor impairment, nonimmersive virtual reality as an add-on therapy to conventional
rehabilitation was not superior to a recreational activity
intervention in improving motor function” [3]. Although they
did not find the results to have a beneficial impact with
rehabilitation, we are determined to customize and redefine the
games and virtual reality environments in order to improve
upon these results.
V. RESULTS
Our results conclude that training with virtual reality
programs is astonishingly significant at improving stroke
patient's balance and weight distribution of the patients
paralyzed side of the body. The game was successful in
improving the patient's movement and allowed the
rehabilitation doctors to analyze the results and keep the patient
on track with their progress.
As there are positive results for the game being used as for
rehabilitation purposes, the software lacks the ability to monitor
key practices such as weight distribution and posture. Different
patients may also have a harder time moving in one direction
that others may not. This means that one movement may be very
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easy for one patient, while it can be very challenging to another.
This lead to both positive results and some other results that
were a little less effective. Those who were able to make the
movements easily saw better results than those who didn’t, due
to the fact that they were able to advance past the first challenge.
Interestingly enough, it seems that the scenery of the virtual
experience made the game more appealing. The fact that it is a
nice sunny day in the setting is pleasing to many patients, as
some of them do not get to enjoy the outdoors much due to their
limitations. This automatically puts the patients in a better
mindset, which ultimately leads to better results.
A. Alpha Testing
The alpha testing stage was done on non-stroke patients.
We found that it was better to wait until the game had gone
through testing before going to stroke patients to avoid
discouraging them. During alpha testing, we found some users
felt sea-sick after using the game because of the movements.
We added a crosshatch for the user in the middle of their
camera view, in order to give them perspective in the game
and where the center of their view was. We found adding a
crosshatch to the game significantly decreased the user’s sea
sickness and increased their duration of the game and the
user’s score. People who have never used a virtual reality
headset, can feel disoriented and off balance when first using
the headset, so we found that it was important to recalibrate
the entire headset before putting it on each patient. This not
only familiarized the patient with the gear, but it allowed them
to look through the camera on the phone and realize how the
perspective may shift.
In the alpha stage of testing, we also found that the users
had a tendency to move only their head and not their whole
body. In order to counteract this, we changed the calibration
settings of the game so the user would have to make bigger
movements than just their head. This was very significant in
achieving results for patients.
B. Beta Testing
The beta testing is focused on post-stroke patients. Due to
developing difficulties, the results of this version are pending.
The testing hypothesis that we have created is that the patients
will involuntarily dodge these items as a natural instinct.
Based on the severity of the disability of the individual, the
patient will possibly benefit from this game at different paces.
VI. COMPARISONS
We analyzed two different groups of people for testing
purposes – our alpha testing was done on non-stroke patients
and the beta testing was done on post-stroke patients. When
testing the Alpha version of the game, we made it available to
the general public. All non-stroke individuals tested the game
and provided us with feedback. With the information provided
to us through the use of a survey, we were only able to make
minor changes to the game’s graphics and layout. With the
patient’s survey, we will be able to obtain a better
understanding of how the game has benefitted the individual
and if there are any changes that need to be made to the game
itself.

VII. FUTURE WORKS
For future work, we would like to expand this project’s
compatibility to work on more applications like the X-Box
Kinect and other virtual reality software. Having the X-Box
Kinect for example would be ideal because it can keep track of
the user’s body movements instead of only the head like the
VR headsets.
Apart from applications, we would like to make the game
more customizable for each patient by expanding on the
calibration settings and the game level settings. With more
customization, it can focus the user on the muscle area that
they need to improve.
VIII. CONCLUSION
The virtual reality and gamification methods have been
proven to be an effective method for treating post stroke
symptoms. The study showed patients treated using virtual
reality rather than traditional methods have shown significant
improvements for the patients. The game allowed users to
improve their muscle strength through a controlled
environment.
The game can be further developed to include analysis over
weight distribution and posture of the patient. Using only a
virtual reality headset, the rehabilitation specialist is unable to
track the posture and position, which is an important step in the
rehabilitation process.
Overall, the game has shown positive results for
rehabilitation and can be used for a vast variety of other
rehabilitation practices in the future.
Different patients may also have a harder time moving in
one direction that others may not. This means that one
movement may be very easy for one patient, while it can be
very challenging to another. This lead to both positive results
and some other results that were a little less effective. Those
who were able to make the movements easily saw better
results than those who didn’t, due to the fact that they were
able to advance past the first challenge.
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Abstract - Immersive Virtual Reality (VR) is an
emerging technology with the potential to have a major
impact in healthcare. Immersive Virtual Reality is the best
way for patients who are incapable of doing a certain task
for their rehabilitation, to engage in a fun and enjoyable
environment that will help them. The clinicians at Burke
Rehabilitation Hospital have found spinal chord injury
patient interaction with the Virtual Reality environment
challenging due to the nature of spinal cord injuries and
the degree in which individuals with them can move. Due
to some survivor’s limited range of motion, it has been
proven difficult to easily start virtual reality therapy
without the use of hands hitting a button on the side of the
Samsung Gear VR. Developers working on this study will
create an application that may provide a solution to the
current problem, so that patient and clinician interaction
with the virtual reality environment is seamless and
accessible. Patient and clinician interaction is very
important when dealing with Virtual Reality applications,
because knowing a patients condition and reaction to
specific environments is important. It will also help
developers with knowing what to add to the application.
By looking at certain research such as lag motion sickness,
mirror neurons, neuroplasticity and gaming software
developments, this gives coders and clinicians the upper
hand. In order to assess how the survivors with spinal
chord injury and clinicians are receiving the immersive
virtual reality solution, this study will use the Presence
Questionnaire
and
the
Immersive
Tendencies
Questionnaire for feedback.
Index Terms – Avatar, Immersive Tendencies
Questionnaire, neuropathic pain, Presence Questionnaire,
rehabilitation, virtual reality, motion sickness, Gear VR,
Unity, Unreal Engine.
I. INTRODUCTION

Technological advances in healthcare provide new
and alternative means to treat patients. The use of
immersive virtual reality (VR) to improve symptoms
and reduce pain has great potential. For spinal cord
injury survivors (SCI), 81% report experiencing pain
which is difficult to treat with common practices [13].
Using an immersive VR environment, individuals will
be able to simulate certain therapies, like picking up an
object or driving, to potentially improve motor
functions and reduce pain.
This study aims to provide a mixture of resolutions to
improve SCI survivors’ neuropathic pain using a virtual
environment with Gear VR headsets. Using this gear,

Burke Medical Research Institute is already presenting
rehabilitation videos to individuals suffering from SCI
and has reported that this technology is helping the
individuals’ symptoms. However, due to the logistics of
putting on the headset and controlling the environment,
the efforts of pain reduction are diminished in the
process.
Individuals with SCI vary due to the type of injury
they suffer from. If an individual suffers from an acute
SCI, they cannot move their head down to control a
virtual environment [25]. Due to this, there are certain
requirements that must be met when developing an
application to help survivors and caregivers.

Fig. 1. Samsung Gear VR Headset

This study is done in two phases. Phase one will focus
on developing a universally designed interface between
a tablet and aforementioned headset. The Gear VR
headset will be controlled from a tablet so that clinicians
can manually control when the VR technology is turned
on or off. The point of view and what is being displayed
to the user will also be seen through the tablet for ease of
use. Phase one will focus on the impact to the clinicians,
as they will be the ones interacting with the application.
Phase two will focus on the individual with a SCI, and
creating a more adaptive environment. This study
attempts to create an environment where survivors can
create avatars in Unity that resonate with them in order
to increase the immersive experience. During the first
two phases, improvements will be implemented based
on the feedback provided by the clinicians and
individuals.
This paper is broken down into the following
sections: introduction, background information,
research methodology, application development, patient
and clinician VR interaction, results, conclusions, future
work and references.
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II. BACKGROUND INFORMATION

A. Literature Review
Survivors with SCI often suffer from neuropathic
pain, which the American Chronic Pain Association
describes as a complex, chronic pain that is usually
accompanied by tissue injury. Damaged nerve fibers
send incorrect signals to other pain centers which causes
a change in nerve function at the site of injury and
surrounding areas ultimately causing pain to the
individual [2]. Since there are currently no restorative
treatments for individuals affected by SCI, research on
VR environments to help improve patient conditions is
being conducted [3]. SCI not only affects physical
aspects of an individual but also psychological and
emotional aspects, depending on the level of disability
caused by the injury [17]. For these reasons, the
research and results of using an immersive VR can
improve SCI survivors’ physical, mental and emotional
health, as well as their overall quality of life.
In previous studies, SCI survivors reported reduced
pain and increased duration of pain relief when using
immersive virtual reality therapy for a period of 12 to 16
weeks [13]. Figure 1 represents some of the questions
researchers should ask when developing and
implementing a VR system to achieve optimal results.

Fig. 1. Proposed questions when coming up with a VR system [7].

Most VR systems being used to treat individuals with
SCI are goal oriented, where the user has to complete a
certain task [13]. The immersive environment allows
individuals to feel as if they are completing the tasks
themselves which stimulates their senses. It is the
purpose of this study to provide tasks for survivors to
accomplish, measure the success of these tasks over a
period time, and come up with an optimal solution to
improve survivor pain and quality of life.
There have been different approaches to avatar
creation in past studies. Some research suggests that

survivors who are able to create an avatar that represents
themselves has a greater impact on the success of the
VR therapy, while other studies suggest that there is no
correlation between the two [1,5]. Currently Burke
Rehabilitation Hospital does not have a personalized
avatar experience. This study intends to create an
environment where individuals can create an avatar, and
feedback
will
be
collected
B. Lag and Motion Sickness
Jet lag or sleeping sickness is experienced by people
who quickly travels through multiple time zones. This is
a temporary sickness. It happens because the internal
clock, or circadian rhythms of a human body is
synchronized with the local time zone and they give
signals to the body about sleeping time, awakening time
and other human routine functions and when a person
quickly travels to the other time zone, which has
significant difference in time, then body needs time to
get synchronized with new time zone and that person
suffers Jet lag or sleeping sickness.
Motion sickness is caused by moving environments
like cars, airplanes, funfair rides, boats, space, and
virtual reality. Anyone with a healthy functioning
vestibular system can be made motion sick. “Motion
sickness occurs most commonly with acceleration in a
direction perpendicular to the longitudinal axis of the
body, which is why head movements away from the
direction of motion are so provocative. Vertical
oscillatory motion (appropriately called heave) at a
frequency of 0.2 Hertz is most likely to cause motion
sickness” [15].
Primary functions of vestibular system are spatial
orientation, maintenance of balance, stabilization of
vision through vestibular–ocular reflexes etc.
Additionally it also functions as a “toxin detector” that
recognize any disturbance of regular or expected
patterns of vestibular, visual, and kinesthetic
information and take it as failure of central nervous
system assuming that the body has ingested a
neurotoxin and start vomiting as a defense mechanism.
“The key observation is that the physical intensity of the
stimulus is not necessarily related to the degree of
nauseogenicity” [7]. For example, a person sitting in
cinema in front of a wide screen experiences
self-vection and ‘cinema sickness’ because there is no
motion in physical world but the visual system is
signaling the movement or self-vection.
Motion sickness in Virtual Reality is known as VR or
Simulator Sickness. Motion sickness is quite different
than simulator sickness though both of them feature
very identical symptoms. Motion sickness creates a
sense of post movement afterwards whereas simulator
sickness leaves a feeling of dizziness.
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“The cause of these symptoms is due for two reasons.
First, the brain receives conflicting cues namely from
the visual cortex, posture and vestibular system and
secondly from erroneous data the brain believes the user
has ingested or absorbed based on conflicting processed
data from the perceptual, vestibular, postural and visual
system”. [18]
METHODS FOR DEVELOPERS TO RUDUCE MOTION
SICKNESS:

1.

2.

3.

4.

5.

Making sure the 3D rendering and shades in
every scene are setup perfectly. Providing
users an option to access full adjustment of
their eye configurations. Making sure that
everything is optically correct.
Making walking speeds slow. Making sense of
jumping and awareness as close as possible to
the real world.
Making a fixed or solid reference point for user
to focus on and keep a track of the movement
and understand the environment mentally. In
our case, it is a small star which moves in the
direction of user’s head movement.
Using darker textures makes a scene
comfortable to look at and causes less irritation
than bright and illuminated objects.
Using a proper sense of scale. For e.g. a user
will feel very small compare to the
environment if the scene is moving faster than
user’s head movement.

C. Mirror Neurons
Mirror neurons were first found in research where
macaque monkeys were implanted with electrodes.
“Building on research in animals, researchers have
conducted brain imaging studies that reveal a possible
mirror neuron “system” in humans, as well” [19]. It is so
believed that mirror neurons, which are a variety of
visuospatial neurons, forms the basis for human
behavior and social interaction. Mirror neurons respond
to actions that we observe in others. Interestingly mirror
neurons fire in a way as if we were performing the task

by ourselves. “Rizzolatti recorded from the ventral
premotor area of the frontal lobes of monkeys and found
that certain cells will fire when a monkey performs a
single, highly specific action with its hand: pulling,
pushing, tugging, grasping, picking up and putting a
peanut in the mouth etc. However, the astonishing truth
is that any given mirror neuron will also fire when the
monkey in question observes another monkey (or even
the experimenter) performing the same action, e.g.
tasting a peanut!” [18]. These neurons can enable us to
imitate the movements of others and mime, in turn,
providing an opportunity for rehabilitation.
Discovery of mirror neurons manifests that human
beings understand each other by feeling and not by
thinking because mirror neurons not only let us
understand other’s actions, but the intentions and
emotions behind those actions. For e.g. we feel the pain
and make an “ouch” face and voice when we see a
person getting hurt by the door while walking out of the
room. We don’t have to think about whether to react or
not. We experience the intensity of pain immediately
and effortlessly. Mirror neuron research is therefore
helping us to reinterpret the neurological foundation of
social interactions. These studies are leading to new
therapies which will help to regain lost movements of
stroke victims [19].
D. Distraction v. Neuroplasticity
“Neuroplasticity: the brain's ability to reorganize
itself by forming new neural connections throughout
life. Neuroplasticity allows the neurons in the brain to
compensate for injury and disease and to adjust their
activities in response to new situations or to changes in
their environment” [4].
Brain cells die or gets damaged on regular basis and it
does not pose any serious threat to a person’s mental
health because “axonal sprouting” , a mechanism by
which brain reorganization takes place, is a process in
which healthy and unharmed axons develop new nerve
endings to connect to the neurons whose links were
damaged. It is neuroplasticity by which all permanent
learning takes place in our brain, such as playing a
musical instrument or mastering a different language.
Indeed, the neuroplastic nature of the brain allows for it
to restructure over time with training and practice. It is a
lifelong process, which means, as long as the person is
alive, the brain will compensate for damage. But in
order to reconnect, the neurons need to be stimulated
through activity. Thus, by proper and controlled
rehabilitation process, it is possible to recover from
stroke, get out of a depression, overcome birth
abnormalities, autism, learning disabilities and other
brain deficits.
From researches and experiments, Immersive VR has
been a successful method of distracting the patient’s
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attention from the pain or the part of the body being
operated. According to studies, by controlling the
sensory stimuli, almost all sorts of pain can be
distracted. VR distraction therapy is not used for
completely eliminating the pain but for distracting the
patient’s attention temporarily so that the intensity of
pain is lowered eventually helping doctor as well as
patient. The degree of success of distraction therapy
depends on the degree the patient is distracted by the
sensory stimuli provided by the VR system. A study
was conducted in which a patient was operated for three
minutes of physiotherapy without diverting their
attention and another three minutes using virtual reality
games. The visual analog scale was used to measure the
pain intensity. “The result shows a reduction in the
treatment time from 60 minutes to 14 minutes”. [16]
Depending on the task, whether immersive VR is
being used for pain therapy (temporary procedure) or
for some longer-lasting effects, distraction and
neuroplasticity plays their respective roles. Distraction
will work for temporary situations whereas
neuroplasticity will work for long duration procedures
as brain reorganization is comparatively slow and
longer-lasting process.
E. Environments
According to the School of Occupational Therapy at
Hadassah-Hebrew University, “Injury or disease to the
central or peripheral nervous systems typically results in
a decreased ability to perform activities of daily living,
due to the resulting cognitive and motor deficits.” [17]
Spinal cord injuries can be devastating. It disrupts the
signals that are being sent between your brain and your
body. A spinal cord is a bundle of nerves that are located
in the middle of your back from your tailbone to your
brain. Most spinal cord injuries begin with a blow that
fractures or dislocates your vertebrae, the bone disks
that make up your spine. [23] Unlike other injuries such
as a broken arm bone, or a broken collarbone, a spinal
cord injury does not always mean that the spinal cord
has been cut. Most of the injuries, result in pieces of
vertebrae torn into cord tissue or the nerve parts are
being pressed on, so they can no longer carry signals to
and from the brain. One of the most challenging things
that therapists face with spinal cord injury patients is
identifying which tools are effective in motivating and
communicating their skills and abilities to be transferred
during the rehabilitation to the “real” world.
Virtual Reality applications have been focusing on
the development of the virtual environments and how
they impact patients. For example, VividGroup’s
Gesture Xtreme VR System results show that the
patients enjoyed the application with physical and
cognitive impairment. In this study, the team looked at
the way patients reacted to a series of stimulated
functional tasks such as catching a virtual ball or

swimming in a virtual ocean. A digital video camera
converted the user’s movements through a video signal
using unique software. The use of video gestures was a
success because it processed the user’s image on the
animation screen. This helped the patients engage in the
virtual world and have a more realistic experience with
the application.
The use of an avatar or image of the user, can be
beneficial as well because it enhances the thought of
actually being inside of the virtual reality world, instead
of feeling as if they are just playing another game.
While creating virtual environments, coders need to
keep in mind the emotional and psychological state of
their users. Creating virtual reality environments, means
creating an application that could either help or
completely devastate a patient, which is why it is so
important to get to know what certain patients like and
dislike. For example, a patient who cannot move their
arms, but loves basketball, may or may not like an
application that is centered around basketball because it
may bring back memories which may cause the patient
to discontinue the use of the application.
III. RESEARCH METHODOLOGY

This study consists of two parts. First, the Samsung
VR headset should be controlled by a clinician from a
tablet. The clinician should be able to replicate what the
patient is seeing through a different medium. This
control will allow the clinical to easily start and stop the
VR simulation as needed, and ensure correct view. Part
one will also include experimenting with the tilt of the
headset so that SCI survivors unable to look down at
their hands or feet will be able to see the same view as
an individual that can. In order to accomplish these
goals, the researches will look into ways to mirror the
VR simulation to a computer or TV screen.
Additionally, the researchers will develop an interface
for clinicians to be used on a tablet.
Secondly, this study will develop two different VR
simulations. There will be one sematic environment.
This environment will consist of ambient scenery that
individuals can explore. Unity will be used to create a
virtual world that a camera can be ran through for the
VR environment. Figure 3 shows an adult utilizing this
technology and being immersed in a VR simulation.
The use of 360 degree cameras can also be applied to
this part of the process.
Two non-sematic environments will be created for
this study. One environment will be for hand
simulation, and one for feet simulation. Simulations will
consist of SCI survivors doing activities that are
nostalgic to them, and will be 5 minutes in duration.
Some examples of these simulations will be: washing
dishes, driving a car, writing a note, kicking a ball, and
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riding a bike. This study will also research ways to
create user profiles where avatars can be customized to
look like the individual that is using them. Data for this
study will be collected using three different
questionnaires:
1. Presence Questionnaire.
2. Immersive Tendencies Questionnaire.
3. Visual Analog Pain Questionnaire.
The visual analog pain questionnaire will be given to
the SCI survivor before and after VR therapy, and the
presence and immersive tendencies questionnaire will
be
given
only
after
treatment.

Fig. 3. Older adult utilizing Samsung Gear VR goggles
IV. APPLICATION DEVELOPMENT

A. Unity v. Unreal
When conducting this study, developers had to
choose between two different game software
development applications, which were Unity 3D and
Unreal Engine. Unity is a 3D game engine that was
developed by Unity Technologies [21]. It is used to
develop video games for mobile devices, PC websites
and consoles. It is a user friendly development
environment that can be utilized in creating 3D images.
Unity, like most game development applications is free,
but the Pro version is costly. The Unity application is a
completely 3D environment that is suitable for laying
levels, doing animation and writing scripts. It is a user
interface that is well organized and customizable. The
Unity scripts that are used are the following:
UnityScript, C#, and Boo. Unity Script is similar to
JavaScript and ActionScript, while C# is similar to Java.
Additionally, Boo is similar to Python. Choosing a
development language to use for this project was
dependent on what background knowledge the
developers had and the flexibility of the language.
Unreal Engine is a game engine that was developed
by Epic Games as a complete set of game development
tools. The language associated with Unreal Engine is
C++. Unreal Engine is based on a high degree of
portability [8]. It is designed for Windows, Xbox,
OpenGL, Android, and JavaScript. Unrealscript another
one of Unreal’s scripting language, is the native

language of Unreal. Unreal Script was created for
simple high-level game programming. UnrealScript is
similar to Java due to it being object-oriented.

Fig. 4 VR environment for this study.

The developers in this study chose to program the VR
environment in Unity. Unity provided more
customization options as well as support. The
developers also used GitHub to collaborate on their
work to grow the VR environment. Figure 4 represents
the VR environment that the developers have created for
the purpose of this study. The researchers on this study
decided on space because it was a creative outlook on
already existing environments. Unlike an underwater
theme, outer space has not been heavily researched in
regards to VR environments. Space is a very abstract
environment with an unlimited scope.
To build the environment in Unity, developers used
online resources, programming knowledge, and Unity’s
asset store. The game was created with the target
audience in mind. Since the individuals with SCI have
limited range of motion the menu bar options are
selected when a user holds a crosshair over the item for
a duration of 5 seconds. The VR environment is made to
be comfortable for users and fun. Users will experience
a simulation as if they are flying through space while
they have to destroy the meteors and other objects
coming towards. This game provides a challenging and
fun environment with different levels of difficulty as
individual’s therapy progresses.
B. Avatars
Avatars in virtual games are what make a game
more interesting and relatable. If an individual can
create an avatar that resembles themselves, it makes the
VR environment more believable [9]. Individuals can
choose what clothes, skin color, hair color, hand or feet
size, etc. that best represents the user. These virtual
games allow for us to be a lot more flexible in changing
our appearance to the way that we want to look. Some
studies suggest that individuals build avatars that
represent a, “better” version of his or herself. Due to the
personalization an avatar can greatly impact how a
patient reacts to therapy. Due to the nature of
neuropathic pain in survivors with SCI, it is important
that a therapy session feels personalized and is
successful. Avatars provide a meaningful relationship
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between patient and the VR therapy, so that patients
believe they are moving their hands and feet, in turn
reducing neuropathic pain. Studies suggest that the
more immersed we become, the more we enjoy VR
environments and that correlates with personal avatar
representation [9].
VI. RESULTS

A. Planning
Results for this study will be obtained in three
different phases. First, the alpha version of the virtual
environment will be tested on Pace University students
and staff. The alpha release will be a 10-minute demo
with surveys before and after testing. The researches
plan to obtain at least 50 completed surveys for
preliminary analysis. After the results are analyzed a
beta version will be released to Burke Rehabilitation
Hospital to be tested on individuals with SCI. Results
will be obtained from four different surveys that should
take less than 5 minutes to complete. The first survey will
judge individuals pain and will be given before and after
interaction with the VR enviornment. Figure 5 represents the
pain scale that will be used in this study. This survey will
allow researches insight into how well this thearpy is working
to reduce user pain. The second survey, which will be given
before interaction with the enviornenment is the Immersive
Tendancies Questionnaire, which indicates how susceptible a
user is to immersive virtual enviornments. This study hopes to
find a correlation between users with a high susceptibilty to
immersive enviornments and pain reduction. After the user
has undergone the immersive experience of this study, they
will then fill out the pain rating scale for a second time, along
with 2 other surveys. The System Usability Scale will be used
to provide feedback on the ease of use of the envionment that
has been created. This survey is essential for this study
because survivors with SCI’s have varying, limited ranges of
motion. The ease of use will be directly related to how well the
thearpy works. Additionally, the Presence Questionnare will
be given to individuals to tell how natural the expierence went,
and how interaction with the evniornment felt. All surveys
will be filled out via Qualtrics and feedback will be
implements in the Beta version that will be given to Burke for
testing.

alpha demo of the VR environment. A total of 50
surveys were completed and insightful feedback was
provided to be incorporated in the beta version. Since
most individuals tested did not have a pre-existing
injury, no hurt was predominately selected according to
the Wong-Baker Faces Pain Rating Scale. In regards to
the Immersive Tendencies Questionnaire, most
individuals fell into the occasionally to often range
indicating that they are susceptible to virtual
environments. Additionally, most people provided
positive feedback in the Presence Questionnaire and
interacted with the environment well. Figure 6 shows a
positive response to virtual interaction.

Fig. 6 Positive feedback regarding interaction with VR.

However, some responses indicated that interaction to
the environment on performing specific tasks, like
blowing up asteroids, proved difficult. Delays were also
experienced within the VR environment that interfered
with user’s ability to perform tasks. Figure 7 visualizes
the results of this.
Fig 7. Response to experienced delays on VR environment.

Based on this feedback and testing on one individual
with SCI the following changes were made.
1. Narrow the field of view.
2. Make all of the asteroids destructible in a
timely manner.
3. Change the cursor from a star to a crosshair.
VII. CONCLUSION

Fig. 5 Wong-Baker Faces Pain Rating Scale [24].

Burke Rehabilitation Hospital will test the enviornment on its
individuals with SCI’s for one week, and results will be
analyzed for further modification to the enviornment.

B. Results
Students at Pace University, as well as co-workers
and acquaintances of this study were able to test the

Virtual Reality for therapeutic purposes is only in the
beginning stages of its potential. This research shows
that VR is a viable way for SCI therapy, with great
impact on pain management for survivors suffering
from this injury. Since this study is in the beginning
stages, the researchers hope to continue to develop the
VR environment and find ways to improve the
experience.
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VIII. FUTURE WORK

A. User Profiles for Therapy
Burke Rehabilitation Hospital hopes to have unique
user profiles based on patient therapy. It is the hope of
this study to provide the foundation for this therapy.
When a user comes in for therapy, they can log into their
account and create an avatar that represents them. While
doing therapy, users will be able to accomplish different
tasks and complete levels. User profiles will be built
upon level completion, so that therapy changes every
time and keeps individuals engaged.
The low cost of some VR technologies make this type
of therapy cost effective. As this technology emerges
and becomes more wide spread, individuals can practice
their therapy in the comfort of their homes as opposed to
coming in for treatment. This will allow easier access to
therapy, reduced costs, and reduced pain in survivors
with SCI.
B. Samsung EKSO Project and HIMMS Proposal
The research team involved in this study is working
with Samsung and Burke Rehabilitation Hospital on a
proposal to continue this research with a
brain-controlled robotic exoskeleton.

Fig. 8 Current research studies using exoskeleton and VR [1].

Figure 8 shows the type of technology they are using, along
with the environment that the user sees. Already, this research
conducted by Migul Nicolelis has seen drastic positive results.
Survivors with no movement in their legs for a long time were
expierencing sensation in their legs which changed their
paralysis diagnosis [1]. Pace, Samsung, and Burke
Rehabilitation Hospital hope to replicate this study at a lower
cost. This will allow patients that cannot afford this type of
thearpy access to it.

C. Additional Publications
The researches are planning on publishing this study in the
following journals: Games for Health, which is a journal
specifically oriented around the use of various gaming
technologies such as the Xbox Kinect, for example, to
showcase how modern technological advances in gaming
could be used for health benefits in individuals with all kinds
of medical diagnoses. In the course of this research, we are
attempting to introduce virtual reality rehabilitative practices

with a particular interest in a suspension of disbelief
experiential event. For this express purpose, Games for Health
includes editorials on gaming software like the newly
released, Pokemon Go mobile phenomenon and a number of
original article pieces including research done with the
Nintendo Wii and cerebral palsy patients. With respect the
researh being conducted in this study, developers have run the
course of building a Samsung Gear VR space game whose
focus is not so much on balance or anything of the sort as
much as it is about the suspension of disbelief phenomenon.
The research team finds that this end-goal suits this
publication platform perfectly.
Additionally, this study will also plan on publishing an
article in Neurorehabilitation and Neural Repair which is a
paper that specifically targets the care of individuals who have
suffered from various forms of neural damage. Injuries could
range from spinal cord severances to burned nerve endings in
the finger tips. This paper has a special interest in the use of a
wide range of methods particularly to solve the complex issue
of neurological rehabilitation through therapies of exercise or
otherwise, through an experiential process that fools the brain
into thinking that the injury is momentarily gone. Given that
the very patients that Pace University is working with are
those individuals with, in many cases, moderate to severe
spinal cord injured patients, it is concluded that this research
suits this publication platform especially well. In publishing
for this paper, the researchers have planned slight alterations
to the original paper for the express purpose of meeting paper
obligations and deadlines, as such, the reader can expect to see
slight variations in presented material as it relates to the work
in the actual paper. For example, with respect to publication in
Games for Health, we place a greater emphasis in work as it
relates to the future of virtual reality experiences for
individuals of all disabilities. In Neurorehabilitation and
Neural Repair journal we place a greater emphasis on VR as a
potential source of neurorehabilitation, particularly for
patients with severe spinal cord injury as they are quite
incapable of even minor movements of the head.
Lastly, the researchers are planning for publication in a
third journal at this time; Spinal Cord. This paper covers
generally, all research pertaining to the spinal cord. As with
Pace Universitys partnership with Burke Rehabilitation
Hospital, this study is expecting to be able to publish in Spinal
Cord as well. Being that Spinal Cord magazine asks for the
most content, and asks for very particular styling of the paper,
this team finds it best to adapt the paper for Spinal cord and
make minor adjustments for inclusion in Games for Health
and Neurorehabilitation and Neural Repair.
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Abstract— Deep learning is a very computational intensive task.
Traditionally GPUs have been used to speed-up computations by
several orders of magnitude. TensorFlow is a deep learning
framework designed to improve performance further by running
on multiple nodes in a distributed system. While TensorFlow has
only been available for a little over a year, it has quickly become
the most popular open source machine learning project on
GitHub. The open source version of TensorFlow was originally
only capable of running on a single node while Google’s
proprietary version only was capable of leveraging distributed
systems. This has now changed. In this paper, we will compare
performance of TensorFlow running on different single and cloudnode configurations. As an example, we will train a convolutional
neural network to detect number of cells in early mouse embryos.
From this research, we have found that using a local node with a
local high performance GPU is still the best option for most people
who do not have the resources to design bigger system
implementations.
Index Terms— Artificial Intelligence, Convolutional Neural
Network, Deep Learning, Machine Learning, Neural Networks,
TensorFlow, Perceptrons

I.

INTRODUCTION

First, we will give a brief introduction to Machine Learning
and Deep Learning, which is a type of machine learning.
Following that, we will provide an overview of TensorFlow, a
deep learning framework, and the motivation behind it. Last,
we will describe our test setup and results. The setup will
include an example using deep learning to detect number of
cells in mouse embryos.
A. Machine Learning
In 1959, Arthur Samuel coined the term “machine learning”
which can be defined as subfield of computer science that
imbues computers with the ability to learn new code and
instructions without being explicitly programmed to do so.
Machine learning is also closely related to the field of
computational statistics (and often overlaps with it);
computational statistics also focuses in prediction-making
through the use of computers [1].
Machine Learning enables computational models that are
composed of multiple processing layers to learn representations
of data with multiple levels of abstraction. These methods have
dramatically improved the state-of-the-art in speech
recognition, visual object recognition, object detection and
many other domains such as drug discovery and genomics.

B. Deep Learning
Deep learning discovers intricate structures in large data
sets by using the backpropagation algorithm to indicate how a
machine should change its internal parameters that are used to
compute the representation in each layer from the
representation in the previous layer. Deep convolutional nets
have brought about breakthroughs in processing images, video,
speech and other audio, whereas recurrent nets have shone light
on sequential data such as text and speech.
Applications where Deep Learning is successful:
●

State of-the-art in speech recognition

●

Visual object recognition

●

Object detection

●

Many other domains such as drug discovery and
genomics

The origin of deep learning can be traced back to
Rosenblatt’s perceptron, first published in 1957 [10]. His
perceptron is a probabilistic model to simulate the learning
mechanisms of the brain, also called a “brain model.” The key
idea is for a system to be able to recognize, or perceive, a large
number of objects without storing explicit information about
these objects. The first version of the perceptron was not
“deep,” it was a learning system based on 3 layers: sensory,
association, and response layer. The association layer
transcribes input sensory data to produce some sensible
response. Another key property of the association layer is that
it can be trained to recognize new objects, further described in
next section. The idea of “deep” learning is to have multiple
association layers to describe more complex objects. This idea
was proposed back then, too, but was deemed too complex and
computationally expensive to realize.
In recent years, with access to much faster computers and
more training data, the ideas of deep learning have been brought
back with great success. Perhaps the most well-known example
is LeNet 5 by LeCun et al. [8] in the late 90’s, often referred to
as MNIST because of the dataset they were using. LeNet 5 is a
deep convolutional neural network (CNN) with 7 layers (2
convolutional, 2 pooling, and 3 fully connected) and 60,000
trainable parameters. It resulted in a commercial
implementation for reading handwritten bank checks.
The next big advancement in deep CNNs came in 2012 with
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AlexNet by Krizhevsky et al. [6]. AlexNet consists of 11 layers
(5 convolutional, 3 pooling, and 3 fully connected) and 60
million trainable parameters. In order to train that many
parameters, two GPUs were used for 5-6 days. The network was
trained on ImageNet [4] and won the yearly ILSVRC (Imagenet
Large Scale Visual Recognition Challenge) in 2012. This
resulted in a shift from traditional image classification methods
to various deep CNN architectures, which have won this
competition every year since.
Most modern CNNs use variations of the same 3 types of
layers. A convolutional layer takes an image and performs
several spatial transforms (convolutions), resulting in several
transformed images of same size as the original, or slightly
smaller depending on which convolution method is being used.
A pooling layer reduces the image size, resulting in fewer
computations in subsequent layers and introduces some
location invariance. The fully connected layers are traditional
neural network layers where all nodes are connected with
weights to all nodes in the next layer. It is common to alternate
convolutional and pooling layers, and have 2-3 fully connected
layers at the end of the chain. In addition to these 3 layers, many
competitors in ILSVRC add new types of layers to achieve
various advantages. For example, AlexNet implements a
dropout layer which randomly excludes parameters from being
used during training, making the network more robust to
overfitting.
C. Training the association layer
The association layer, from here-on referred to as a neural
network, can be described as a function of many variables f(X,
W), where X=x1..xn is the input from the perception layer and
W=w1..wm is a set of fixed parameters, or weights. The result
from this function is a label Y describing X. When used to
recognize objects, the set of weights W is constant. W is only
updated when training the model to recognize new objects.
When training, the function is applied to k examples of X with
known labels Y. W is then adjusted to make the function match
as many labels as possible. As W can have many dimensions
(m can be in the millions), this can be a very hard problem to
solve. The most common strategy is to use the gradient descent
algorithm to iteratively find a better W by minimizing a loss
function L(W) = ∑𝑘𝑘𝑖𝑖=1 �(𝑓𝑓(𝑋𝑋𝑖𝑖 , 𝑊𝑊) − 𝑌𝑌𝑖𝑖 )2 , describing the
difference (RMSD) between f(Xi, W) and the known labels Yi.
This is done by calculating all partial derivatives of L with
respect to each wi, and gradually update W using small steps in
the direction of the gradient. It is not guaranteed to find the
global minimum of L, but usually a local minima will suffice.
Calculating all partial derivatives is a very computationally
expensive operation. The backpropagation algorithm provides
a way to make this a lot less expensive.
D. Tensors
Formally, tensors are multilinear maps from vector spaces
to the real numbers (V vector space, and V* dual space). A
scalar is a physical quantity that can be completely described
by a real number. The expression of its component is
independent of the choice of the coordinate system (i.e.
Temperature; Mass; Density; Potential). A vector is a physical
quantity that has both direction and length. The expression of

its components is dependent of the choice of the coordinate
system. The shape of a tensor is described by rank and
dimension. For example, a vector describing a point in R3 can
be represented by a rank 1 tensor with shape [3], or 5 images
with 64x64 pixels can be represented as a rank 3 tensor with
shape [5, 64, 64].
E. TensorFlow
TensorFlow is a powerful library for doing large-scale
numerical computation. One of the tasks at which it excels is
implementing and training deep neural networks. TensorFlow
provides primitives for defining functions on tensors and
automatically computing their derivatives.
Computations are not executed immediately in TensorFlow,
instead one creates graphs describing computations. Nodes in a
graph represent mathematical operations, while the graph edges
represent the multidimensional data arrays (tensors)
communicated between them. One can think of TensorFlow as
a flexible data flow-based programming model for machine
learning. Graphs can then be distributed for execution on
multiple devices.
TensorFlow was originally developed by researchers and
engineers working on the Google Brain Team within Google's
Machine Intelligence research organization for the purposes of
conducting machine learning and deep neural networks
research, but the system is general enough to be applicable in a
wide variety of other domains as well.
While TensorFlow has only been available for a little over
a year, it has quickly become the most popular open source
machine learning project on GitHub [7].
F. Why TensorFlow?
● Any individual, company, or organization could build
their own Artificial Intelligence (AI) applications using
the same software that Google does to fuel everything
from photo recognition to automated email replies
● However, while Google stretches its platform across
thousands of computer servers, the version it released
to the public could run only on a single machine thus
making TensorFlow considerably less capable for
others at one point
● At this time, the most notable new feature is the ability
for TensorFlow to run it on multiple machines at the
same time. Many researchers and startups could
benefit from being able to run TensorFlow on multiple
machines
● TensorFlow is based on a branch of AI called “Deep
Learning”, which draws inspiration from the way that
human brain cells communicate with each other
● “Deep Learning” has become central to the machine
learning efforts of other tech giants such as Facebook,
Microsoft, and Yahoo, all of which are busy releasing
their own AI projects into the wild
G. Top 5 Advantages of TensorFlow
1. Flexibility: You need to express your computation as a
data flow graph to use TensorFlow. It is a highly flexible system
which provides multiple models or multiple versions of the
same model, and it can be served simultaneously. The
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architecture of TensorFlow is highly modular, which means
you can use some parts individually or can use all the parts
together. Such flexibility facilitates non-automatic migration to
new models/versions, and A/B types of testing with
experimental models. Lastly, allows you to deploy computation
to one or more CPUs or GPUs in a desktop, server, or mobile
device with a single API.
2. Portability: TensorFlow has made it possible to play
around an idea on your laptop without having any other
hardware support. It runs on GPUs, CPUs, desktops, servers,
and mobile computing platforms. You can also deploy a trained
model on your mobile, as a part of your product, and that’s how
it serves as a true portability feature.
3. Research and Production: It can be used to train and serve
models in live mode to real customers. Stated plainly, rewriting
codes is not required and the industrial researchers can apply
their ideas to products a lot faster. Also, academic researchers
can share codes directly with greater reproducibility. In this
manner, it helps to carry out research and production processes
faster.
4. Auto Differentiation: It has automatic differentiation
capabilities which benefits gradient based machine learning
algorithms. You can define the computational architecture of
your predictive model, combine it with your objective function
and add data to it, and TensorFlow manages derivatives
computing processes automatically. You can compute the
derivatives of some values with respect to some other values
results in graph extension and you can see exactly what’s
happening.
5. Performance: TensorFlow allows you to make the most
of your available hardware with its advanced support for
threads, asynchronous computation, and queues.
H. Other Frameworks
Other frameworks that compete, or are compatible to
TensorFlow are ‘some’ of the following::
●
●
●
●
●
●

fchollet/keras:
Kerras
Lasagne
Blocks
Pylearn2
Theano

PROBLEM
II.
There are many deep learning frameworks that work well
on a single node (machine); however, some tools like
TensorFlow excel by scaling out distributing computational
jobs on many nodes. Originally, the open source version of
TensorFlow was only available on single node machines while
Google kept the distributed system version proprietary. This
limitation caused some to question the performance and
scalability of TensorFlow [9], but it has changed since the
multi-GPU version is now available to the public. In this
research project we hypothesized that running TensorFlow on
such a setup would give us the best outcome for complex
problems. We have tested using CPU and GPU on local
machines as a baseline to compare with GPU and multi-GPU

configurations in the cloud, to see what works best on a medium
sized problem.
The model we used to test performance is a modified
version of Google’s tutorial “Deep MNIST for Experts” [11].
We modified it to train on a new mouse embryo dataset, and to
output some additional performance metrics. The mouse
embryo dataset consists of larger, more complex, images than
the MNIST dataset. We will describe the dataset next, followed
by a more detailed description of the network architecture.
A. Dataset
We used the dataset published by Cicconet et al. [3], which
is Time Lapse Microscopy (TLM) images of 100 mouse
embryos, numbered 0-99. Each embryo was photographed
every 7 minutes between 1-cell and 4-cell stage resulting in a
total of 34,133 labeled images. The learning objective of the
CNN is to predict the number of cells (1, 2, 3, or 4) in each
image, we set it up as a classification problem. Images were
stored using loss-less PNG format with 8-bit gray scale and a
resolution of 480x480 pixels.
3-cell stage is significantly shorter duration than other cell
stages, resulting in only 766 images. When training a neural
network for classification it is desirable to have roughly the
same number of training examples for each category. We
selected all 3-cell stage images, and a random subset of 766
images from each of the other cell stages, to get a total of 3064
images. 20% of these images were set aside for testing, and
80% kept for training. Embryos selected for testing were those
where embryo number modulo 5 is zero. We separated test data
based on embryo number rather than individual images because
subsequent frames from same embryo are very similar. If test
data is too similar to training data we will not be able to see if
the network becomes overfitted.
B. Image Preprocessing
The embryos are always centered, and parts of neighboring
embryos are visible along edges. The first transform we did was
to clip images to 320x320 pixels to reduce the amount
redundant information (fig 1a).
3064 images are a very small number to be training a
convolutional neural network. A common strategy to increase
training data is to duplicate and transform images while keeping
same labels. Given that we are dealing with circular shapes,
rotating images seemed like the natural transform.
Unfortunately, images are taken with a light shining from the
top, creating shadows that would not fall in the same direction
if rotated. Before rotating we needed to eliminate these
shadows. While being aware that this would reduce
information, for example Giusti et al. [5] made use of directed
shadows while analyzing images, some testing was done and
we concluded that we needed more training data to avoid over
fitting. To get rotational invariant versions of the images, we
inverted all shadows by performing a histogram equalization,
subtracted each pixel by 128, and used the absolute values (Fig
1). This works because majority of pixels, peak in histogram, is
represented by background, which is neutral between bright and
shaded edges. By rotating each image in steps of 18 degrees we
increased our training data by 20 times, to a total of 61,280
image. To reduce memory requirement for training each image
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was downsized to 64x64 pixels.

a

c

b

d

Fig 1. a) E00Frame52 original 480x480 image. b) 320x320 center
part of image. c) Histogram equalized. d) Shadows inverted.

C. CNN Architecture
As mentioned in the introduction, most CNNs are
constructed using at least 3 types of layers: Convolution,
pooling, and fully connected. Our network consists of 6 layers,
as illustrated in figure 2; 2 convolution, 2 pooling, and 2 fully
connected layers. The first convolution layer takes one 64x64
pixel image as input, and outputs 32 64x64 pixel images. The
first pooling layer reduces the output to 32 32x32 pixel images.
The second convolution outputs 1024 32x32 pixel images (32
images from each of the 32 input images). The second pooling
layers reduces the output to 1024 16x16 pixel images. The first
fully connected layer further reduces the output to 1024 fixed
nodes, and the second fully connected layer reduces the output
to desired number of categories, 4.

Pooling payers have no trainable parameters. The second
convolution layer has 64 5x5 trainable convolution kernels for
each of the 32 outputs from the first layer, and a shared bias for
each output channel, resulting in a total of 51,264 (25x64x32 +
64) trainable parameters. The first fully connected layer
connects each pixel from the output images using shared
weights to 1024 fixed nodes, each with a trainable bias,
resulting in 16,778,240 (16x16x64x1024 + 1024) trainable
parameters. The second fully connected reduces the output to
number of categories (4), so only 4096 (1024x4) trainable
parameters. Altogether we have 16,832,432 trainable
parameters, of which most comes from the first fully connected
layer.
E. Memory Usage
GPU memory is a limiting factor in most systems. One input
image is described by 4096 (64x64) numbers. While these are
typically one byte each, intensities ranging between 0 and 255,
when used in computations numbers are usually represented as
single floating points; 4 bytes each. After the first convolution
we have 32 such images in memory, resulting in 131,072
(64x64x32) numbers. First pooling layer reduces this to 32,768
(32x32x32) numbers. Second convolution layer produces 64
images from each of the 32 input images, that is 2,097,152
(32x32x32x64) numbers. Second pooling layer reduces this to
524,288 (16x16x32x64) numbers. The first fully connected
layer only adds 1024 numbers, and the second, which is the
output, only adds 4. Adding in the 16.8 million trainable
parameters, data structures for categorizing one image will
require 19,622,836 (4,096 + 131,072 + 32,768 + 2,097,152 +
524,288 + 1,024 + 4 + 16,832,432) numbers, or approximately
83 MB.
F. Training
While not all numbers described in previous section need to
reside in memory for every image, training on all images at
once would not be reasonable. Training is done in smaller
batches of images. By experimentation we found that the 980 ti
GPU with 6GB of memory run out of memory when training
batches of around 700 images. While TensorFlow was able to
manage this at the cost of performance by swapping memory in
and out, we settled for a batch size of 480, which is
approximately 1% of all training images. After 100 training
steps, or 1 epoch, when all training images had been used once,
the order of images were randomized and the process started
over.

RESEARCH APPROACH
G. Local On-premises Setup
TensorFlow was set up on the local machines of all the
authors.
Figure 2. Convolutional Neural Network Architecture.

D. Trainable parameters
First convolution layer has 32 5x5 trainable convolution
kernels. Each of the 32 outputs also has a trainable bias,
resulting in a total of 832 (25x32 + 32) trainable parameters.

This group had to set up TensorFlow on numerous machines
to determine and obtain the best possible training outcomes of
our Mouse Embryos. The process has become quite easy as
TensorFlow is now available natively for Windows. All you
have to do is download python and install TensorFlow using
PIP. Previous versions would need Linux or Docker to run
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TensorFlow in a container. This process was very difficult to
task as you had to run all things together and work in Docker
with your code. Another nice feature of TensorFlow is the
TensorBoard which shows the outcomes and data sets which
you had run through the system.
Run python file with the dataset above on local machine with
CPUs and Separately with GPUs
H. Cloud Setup - Google Cloud (GCP)
For this particular study, we will be using recently available
NVIDIA® [2] Tesla® K80 on GCP with following
specifications:
● 4992 NVIDIA CUDA cores with a dual-GPU design
● Up to 2.91 Teraflops double-precision performance
with NVIDIA GPU Boost
● Up to 8.73 Teraflops single-precision performance
with NVIDIA GPU Boost
● 24 GB of GDDR5 memory
● 480 GB/s aggregate memory bandwidth
● ECC protection for increased reliability

The files which we ran were consisted of 61,280 images, of
which 49,024 were used for training of the system and 12,256
were used to test results.
We tested to train our model on 6 different systems:
1) HP Envy Laptop, Dual Core CPU Intel i7 @ 2.5 GHz.
2) HP Envy Desktop, Quad Core CPU Intel i7 @ 3.4
GHz.
3) Asus NVidia 980ti STRIX GPU running on custom
built system.
4) Google Cloud 1vCPU with NVidia K80 GPU.
5) Google Cloud 8vCPU with NVidia K80 GPU
6) Google Cloud 8vCPU with 2xNVidia K80 GPU
Learning rate per epoch was similar between all systems, so
we will only present one as an example (Figure 4). After around
20 epochs, the learning rate was saturated at around 85%
accuracy on test dataset.

This particular setup is currently in Beta and only available
in certain availability zones:
https://cloud.google.com/compute/docs/gpus/
We will be using Virtual Machines (Figure 3) with the
following parameters to closely match non-cloud
configurations:
● GPU NVIDIA® Tesla® K80
● 8 VCPU
● 16 Gb of RAM
Figure 4. Learning rate for 20 epochs.

As expected, there was a big difference between CPU and
GPU systems. Due to this, we separated their charts. We would
have guessed time to train on a CPU system would be
somewhat linearly proportional to number of cores and clock
frequency of the CPU. This seems to be somewhat true, but the
relation is not quite linear, figure 4. If it was linear, and the dual
core@2.5GHz took 309 minutes, then quad core@3.4GHz
should have taken 114 minutes, but it took 134 minutes.

Figure 3. Cloud based screenshot

Source code for the project can be found here:
https://github.com/compscied/tensorflow
I. Testing Systems
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IV.

FUTURE WORK

Figure 5. Number of hours to train our model 20 epochs.

Time taken for GPU systems to train our model 20 epochs
(Figure 5) seems independent on what CPU is attached to the
system. Cloud with 1 vCPU performed similar to cloud with 8
vCPU. The best performance came from the custom-built
computer with a standard NVidia 980ti GPU, despite the 980ti
GPU being one generation older than the cloud K80 GPU. The
980ti has more CUDA cores and higher memory bandwidth.
We had also expected 2xK80 cloud GPU would outperform
1xK80, but it seems TensorFlow does not automatically
distribute computations between multiple GPUs, and therefore
their performance is similar.

Figure 7. Distributed TensorFlow Architecture

Future work could include comparison of other GPU and
CPU configurations as well as RAM (random access memory).
The code can be modified for a proper comparison of multinode systems and multi-GPU systems in the cloud. It could also
be interesting to compare TensorFlow performance against
other frameworks such as Caffe, Theano, or PyTorch.
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Abstract—This paper will focus on applying neural network
machine learning method (Stacked Autoencoders) in order to
obtain the highest accuracy possible of classification of
handwritten digits. The main advantage of using neural network
methods in this project is its adeptness at fitting non-linear data
and its ability to work as an unsupervised algorithm. The
algorithms will be run on a common, publically available dataset,
namely the MNIST.
Index Terms—Neural network, Autoencoder, Digit recognition,
NMIST

such as by limiting the number of hidden units, we can discover
interesting structure about the data [4].

II. SPARSE AUTOENCODER
The Autoencoder is an artificial neural network used for
unsupervised learning of efficient encodings. [5] Its aim is to
learn a representation for a set of data, typically for the purpose
of dimensionality reduction. This process is called encoding. Its
structure can be described in figure.1.

I. INTRODUCTION
Optical character recognition (OCR) is the interpretation of
handwritten or printed text into a format that can be processed
mechanically or electronically. OCR has been researched and
used since the early 1900s to convert printed text into machine
processable data [9]. The ability to process fixed font characters
is well established but accuracy is hampered by the amount of
noise in the image. Hand written or hand printed characters are
a much more difficult problem than fixed font due to the noise
and lack of consistency. In this paper we are exploring the use
of a stacked autoencoders to function as an OCR.
An autoencoder neural network is an unsupervised learning
algorithm that applies backpropagation, setting the target values
to be similar to the inputs. I.e., it uses y(i)=x(i)y(i)=x(i).[1]
An autoencoder is a neural network (see Fig. 1) that is trained
to encode an input x into some representation c(x) so that the
input can be reconstructed from that representation. While the
identity function - copying inputs to outputs - is not a useful
function to learn, we can add additional constraints on either the
network, or the error criterion in hopes that the network
captures some useful features of the input (in contrast a vanilla
neural network with s1 ≤ s2 would probably just learn the
identity function). [2]
The autoencoder tries to learn a function hW,b(x)≈xhW,
b(x)≈x. In other words, it is trying to learn an approximation
to the identity function, so as to output x^x^ that is similar to
xx. The identity function seems a particularly trivial function to
be trying to learn; but by placing constraints on the network,

Figure. 1
Deep Autoencoder
The Autoencoder has three layers: the input layer, the hidden
layer and the output layer. Its function is to compress the input
data in the hidden layer and reconstruct them in the output layer
to get the result 𝐻𝐻𝑤𝑤,𝑏𝑏 (𝑥𝑥) which is mainly the same as the input
data.
𝐻𝐻𝑤𝑤,𝑏𝑏 (𝑥𝑥) ≈ x.
In order to ensure the recovered data has less loss, we use a
function 𝐽𝐽(𝑤𝑤, 𝑏𝑏) to calculate the differences between them.
𝑚𝑚

1
𝐽𝐽(𝑤𝑤, 𝑏𝑏) = �(𝑥𝑥 , − 𝑥𝑥)2
𝑚𝑚
𝑖𝑖=1

In order to learn useful structures in the input data, we would
impose sparsity on the hidden units during training. Sparsity
may be achieved by additional terms in the loss function during
training (by comparing the probability distribution of the
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𝑏𝑏𝑖𝑖𝑙𝑙

hidden unit activations with some low desired value) [6], or by
manually zeroing all but the few strongest hidden unit
activations. [7]
The output in the hidden layer l can be described in
function.2:
𝑛𝑛

(𝑙𝑙)

(𝑙𝑙−1)

𝛼𝛼𝑖𝑖 = 𝑓𝑓 �� 𝑊𝑊𝐼𝐼𝐼𝐼
𝑗𝑗=1

𝑓𝑓(𝑧𝑧)
ρ

𝑥𝑥𝑗𝑗 + 𝑏𝑏𝑖𝑖𝑙𝑙−1 �

𝜌𝜌𝑗𝑗′

The function 𝑓𝑓(𝑥𝑥)is called activaton function, we usually use
sigmoid function or hyperbolic tangent (tanh) function as
activation signal. The sigmoid function has limits of 0 to 1,
while the tanh function has limits of -1 to 1.
1
1 + 𝑒𝑒 −𝑧𝑧
𝑒𝑒 𝑧𝑧 − 𝑒𝑒 −𝑧𝑧
𝑓𝑓(𝑧𝑧) = tanh(𝑧𝑧) = 𝑧𝑧
𝑒𝑒 + 𝑒𝑒 −𝑧𝑧

III. SOFTMAX REGRESSION

𝑓𝑓(𝑧𝑧) =

In our research we use a tanh function as our activation
signal. It will be either 1 or -1. When it is 1, the neuron is
activated and when it is -1 the neuron is not activated. Thus, we
(2)
need to write 𝛼𝛼𝑗𝑗 (𝑥𝑥) to denote the activation of this hidden unit
when the network is given a specific input x, the function is:
1

(2)

(𝑖𝑖)
𝜌𝜌𝑗𝑗′ =𝑚𝑚 ∑𝑚𝑚
𝑖𝑖=1 �𝛼𝛼𝑗𝑗 �𝑥𝑥 ��

It is the average activation of hidden unit j (averaged over the
training set).
In order to enforce the constraint 𝜌𝜌𝑗𝑗, =𝜌𝜌 where 𝜌𝜌 called
sparsity parameter. It is typically a small value close to zero (we
will use a default value of 0.05). To satisfy this constraint, the
hidden unit’s activations must mostly be near 0. We add an
extra penalty term to make sure the penalizes 𝜌𝜌𝑗𝑗, would not
deviate significantly from 𝜌𝜌. The cost function should be:
𝐽𝐽(𝑤𝑤, 𝑏𝑏) =

𝑚𝑚

1
�(𝑥𝑥 , − 𝑥𝑥)2 + 𝛽𝛽 ∗ 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃
𝑚𝑚
𝑖𝑖=1
𝑠𝑠2

𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 = � 𝜌𝜌 ∗ log
𝑗𝑗=1

𝜌𝜌
1 − 𝜌𝜌
+ (1 − 𝜌𝜌) log
𝑝𝑝𝑗𝑗
1 − 𝑝𝑝𝑗𝑗

,
It can also be written ∑𝑠𝑠2
𝑗𝑗=1 𝐾𝐾𝐾𝐾�𝜌𝜌||𝜌𝜌𝑗𝑗 �, thus it should be:

𝐽𝐽(𝑤𝑤, 𝑏𝑏) =

𝑚𝑚

𝑠𝑠2

𝑖𝑖=1

𝑗𝑗=1

1
�(𝑥𝑥 , − 𝑥𝑥)2 + 𝛽𝛽 ∗ � 𝐾𝐾𝐾𝐾�𝜌𝜌||𝜌𝜌𝑗𝑗, �
𝑚𝑚

𝛽𝛽 controls the weight of the sparsity penalty term, and the term
also depends on W,b. Because it is the average activation of
hidden unit j, and the activation of a hidden unit depends on the
parameter W,b.
The parameter we used in this paper are showed in table1:

𝛽𝛽

The bias term associated with unit i in layer l+1. Can
also be thought of as the parameter associated with the
connection between the bias unit in layer l and unit i
in layer l+1.
The activation function using sigmoid function or tanh
Sparsity parameter, which specifies our desired level
of sparsity
The average activation of hidden unit j (in the sparse
autoencoder).
Weight of the sparsity penalty term (in the sparse
autoencoder objective).

SoftMax regression is a supervised learning algorithm [12].
It will be used to classify the output from the stacked
autoencoders into multiple classifications. The goal is to match
the output of the stacked autoencoders of the MNIST images
with their numerical value.
IV. DATA
The MNIST database (Mixed National Institute of
Standards and Technology database) is a large database of
handwritten digits that is commonly used for training various
image processing systems. The database is also widely used for
training and testing in the field of machine learning. It was
created by "re-mixing" the samples from NIST's original
datasets. The creators felt that since NIST's training dataset was
taken from American Census Bureau employees, while the
testing dataset was taken from American high school students,
it was not well-suited for machine learning experiments.
Furthermore, the black and white images from NIST were
normalized to fit into a 20x20 pixel bounding box and antialiased, which introduced grayscale levels. The images were
centered in a 28x28 image by computing the center of mass of
the pixels, and translating the image so as to position this point
at the center of the 28x28 field [13]. Figure 2 is a sample of the
MNIST images.
The MNIST database contains 60,000 training images and
10,000 testing images. Half of the training set and half of the
test set were taken from MNIST's training dataset, while the
other half of the training set and the other half of the test set
were taken from MNIST's testing dataset. There have been a
number of scientific papers on attempts to achieve the lowest
error rate; one paper, using a hierarchical system of
convolutional neural networks, manages to get an error rate on
the MNIST database of 0.23 percent. The original creators of
the database keep a list of some of the methods tested on it. In
their original paper, they use a support vector machine to get an
error rate of 0.8 percent.

TABLE1
Parameters Used
Symbol
x

𝐻𝐻𝑤𝑤,𝑏𝑏 (𝑥𝑥)
(𝑙𝑙)

𝑊𝑊𝐼𝐼𝐼𝐼

Meanings
Input features for a training example, x∈ ℜ𝑛𝑛
Output of our hypothesis on input x, using parameters
W, b. This should be a vector.
The parameter associated with the connection between
unit j in layer l, and unit i in layer l+1

V. PREVIOUS WORK
The following table (Table2) is excerpted from LeCun et
al. [13]

Method
Linear Classifier
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TABLE2
Accuracy
92.4%

Reference
[15]

K Nearest Neighbor
Boosted Stumps
Non-Linear Classifier
SVM
Neural Net
Convolutional Net

99.3%
99.1%
96.4%
99.4%
99.6%
99.7%

[16]
[17]
[15]
[18]
[19]
[20]

Figure. 4
Curve of Number of hidden neurons vs.accurcy
VI. METHODOLOGY
Previously [10] we had test the same dataset with a fully
connected neural networks technique as shown in fig 3, and we
used simple XY plot, as shown in fig 4, to plot the accuracy we
got (96.3) According to this result we needed to build an
Autoencoder classifier to compare it with our previous work.
Matlab Neural Network Toolbox autoencoder functionality
will be used to build, train, test the stacked autoencoder
classification system.
A dataset containing 10,000 images was downloaded from
the MNIST database. Each with 784 data points.Once the
training data was loaded into memory, the first autoencoder was
defined. The random number generator was explicitly set to
default value. The number of nodes in the hidden layer was set
to 100. The first autoencoder was trained with 400 epochs and
a sparsity proportion of 0.15.

Figure. 2
Sample of The Raw Dataset
Figure. 5
The diagram of first the autoencoder
The second autoencoder was trained similarly but with 50
nodes in the hidden layer, 100 epochs and sparsity proportion
of 0.10. The first autoencoder had 784 input and output nodes
(28*28). The input for the second autoencoder was taken from
the features determined by the first autoencoder’s 100 node
hidden layer.

Figure. 3
Fully connected Neural networks

Figure. 6
The diagram of second autoencoder
The softMax layer was trained from the 50 features from
second autoencoders hidden layer and trained for 400 epochs.

Figure. 7
The diagram of softmax Layer
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Now the autoencoders and the softmax layer were stacked.

Figure. 8
diagram of the stacked network
VII. RESULTS
The first pass of the test data showed an accuracy of 79.7%.

Figure. 10
Final result with confusion matrix after fine tuning

VIII. CONCLUSION

Figure. 9
Result with Confusion matrix before fine tuning

We then did backpropagation on the stacked autoencoder
and obtained an accuracy of 99.7%.

We have shown that stacked autoencoders with a softMax
classifier can return good results when applied to the MNIST
digit database. Giving an accuracy of 99.7%.
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Abstract—This paper will discuss the implementation of Cuttlefish,
a library for building configurable, fault tolerant, elastic, distributed
neural networks. Cuttlefish is built on top of the Distributed TensorFlow library. It uses Docker containers to represent units or
neurons in the a neural network. More specifically each container
(neuron) will run as a service that can communicate with other
neurons in the network. Our neural network will be a n layered
network, implemented and configured to run on Amazon Web Service’s Elastic Container Service (ECS).

1

INTRODUCTION

Machine learning and more specifically the use of Neural
Networks have many applications in both the research and
commercial software. Though most machine learning
techniques and algorithms employed today were developed
over 20 years ago the rise of cheap, powerful processors
(GPUs and CPUs) and higher capacity storage has allowed
these techniques and algorithms to be used at scale.
In this paper we will discuss the implementation of Cuttlefish,
a library for building configurable, fault tolerant, elastic
distributed neural networks. We will also discuss the
technologies used to implement this library which includes the
use of clustered Docker containers, where each container
represents a neuron in the network, distributed TensorFlow and
Amazon Web Service’s Elastic Container Service (ECS).

2

BACKGROUND

In this section we will briefly discuss the technologies used
to build Cuttlefish. In later sections we will discuss in more
detail how these technologies are used.

2.1

Deep Neural Networks

A neural network [1] is a set of algorithms, that is primarily
designed to perform pattern recognition. It does data interpretation through a kind of machine perception or clustering
input. Neural networks help us classify as well as cluster data. It
is called neural network because it is loosely inspired by
neuroscience. The motivation for the development of neural
network technology stemmed from the desire to develop an
artificial system that could perform ”intelligent”

tasks similar to those performed by the human brain. Neural
networks resemble the human brain in the following two
ways: Firstly, a neural network acquires knowledge through
learning. Secondly, a neural network’s knowledge is stored
within inter-neuron connection strengths known as synaptic
weights. The true power and advantage of neural networks
lies in their ability to represent both linear and non-linear
relationships and in their ability to learn these relationships
directly from the data being modeled.
Deep feed forward networks [16], also often called feed
forward neural networks, or multilayer perceptrons (MLPs),
are the quintessential deep learning models. A feed forward
network is said to be deep when it has more than one hidden
layer. A lot of the benefit in deep neural networks comes from
the ability of lower layers to learn representations that the
higher layers can then use to perform their classification
[2][3].
2.2

Docker

Docker is the world’s leading software containerization
platform [4]. Docker is open source, designed to make it
easier to create, deploy, and run distributed applications
inside lightweight Linux containers. It provides a way to run
applications securely isolated in a container by packaging it
and all its dependencies as well as libraries. Docker containers can wrap the software into a self-contained unit with a
complete file-system that contains everything needed to run:
operating system, code, runtime, system tools, system
libraries, and configured system resources, etc. By using
Docker containers, we can deploy, and back up a workload
regardless of environment quickly and easily more than
using virtual machines.
Docker allows to change any application dynamically by
adding new capabilities and scaling services which makes
containers more portable and flexible to use. Docker also has
a mechanism for configuring and spinning up containers that
should be clustered together or that are dependencies of one
another.
One of Docker’s advantages is simplified maintenance
which means Docker minimizes the efforts and risks associated with application dependencies. The other advantage is
increasing developer productivity because it decreases the
time that is spent setting up new environments.
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2.3

TensorFlow

TensorFlow is a framework for building Deep Learning
Neural Networks [5]. It was developed by engineers and
researchers working on the Google Brain Team within
Google’s Machine Intelligence research organization. It is an
open source software library for machine learning computation using data flow graphs. Data flow graphs de-scribe
mathematical computation with nodes and edges. Each
node in the graph represents mathematical operations, while
edges represent the relationships between nodes. A
computation expressed using TensorFlow can be executed
in one or more GPUs or CPUs in a desktop, mobile device,
or server with a single API.
The initial open-source release of TensorFlow supports
multiple devices (CPUs and GPUs) in a single computer
which is called the single-machine or single node implementation, while the distributed version supports multiple
devices (CPUs and GPUs) across a cluster of machines [6].
2.4

3.2 Centralized Storage Of Weighted Model Parameters
- Distributed NoSql Database
For our centralized parameter store, because the data is not
highly relational and we would need a scalable solution
distributed key-value store such a Amazon Web Services’
DynamoDB would be a good fit.

Amazon EC2 Container Service (ECS)

Amazon EC2 Container Service (ECS) is high performance
container management service which supports Docker containers through Management Console or Command Line
Interface. It is highly scalable and allows applications to run
easily on a managed cluster of Amazon Elastic Com-pute
Cloud (Amazon EC2) instances. Amazon ECS enables
applications to be scaled without any additional complexity
from a single container to thousands of containers across
hundreds of instances [3]. Amazon ECS allows launch and
stop container-based applications with simple API calls.

3

3.1 Physical Representation of Neurons - Docker Containers
The use of Docker to represent a physical neuron was an
natural choice because Docker containers are self contained
units that enable you to provide everything an application
would need to run and nothing more; this includes an
operating system, file system (volatile file system), and any
needed software, frameworks or tools. Using Docker’s
Compose tool [7] containers can easily be configured as dependencies of one another, allowing you to create a cluster
of containers that can be spun up together and that can
communicate with one another.

MOTIVATION

The motivation for Cuttlefish was born from the observation
that neural networks at their core are computational graphs
and more specifically directed computational graphs, where
each neuron in the graph is a single computation unit. This
observation coupled with the understanding that in order to
train models and perform inference on new data presented
to these models at scale, in a production environment, requires implementing neural networks in a way that enables
us to infinitely scale the execution of the these computation
graphs in way that allows us to leverage all available system
resources.
Tasks for training models and performing inference in
neural networks are inherently parallelizable. Hence, it
should be possible to implement a library that allows users
to create a fault tolerant, elastic, distributed neural network,
using configurable hyperparameters to drive the dynamic
creation of a directed graph of neurons (a neural network).
To implement this library we need a way to represent each
node in the network physically; as a device or machine where
computation execution will take place. We also need a
centralized database to store intermediate values for the
weight parameters each neuron calculates during model
training. Moreover, the neurons in the network would need
an efficient mechanism to communicate and pass data from
one neuron to another. Lastly, we would need a mecha-nism
to automate configuring and ”spinning up” a neural network.
Below we briefly discuss the technologies and approaches
needed to implement such a library.

3.3

Interneuron Communication

For inter neural network communication we would need an
Inbound and output queue for each neuron in the net-work in
order to pass data such as computed weights, and training
model data from node to node. To implement such
communication fault tolerant message broker technologies
such as rabbitmq [8] or Apache Kafka [9] are good choices.
3.4 Automation of “Spinning” Up Elastic Neural Networks
Infrastructure orchestration software such as Kubernetes,
Mesos and Amazon Web Service’s Elastic Container Service
are tools used in both test and production environments to
automate orchestrations for creating, configuring and managing docker containers, and hence makes them a natural fit
for this task.

4

INITIAL PROPOSED APPROACH

During the initial research phase of this project, we discovered Google’s Distributed TensorFlow project in spirit was
very similar to the initial idea that motivated our research.
Distributed TensorFlow allows you to create a cluster of
servers, where each worker process task is associated to a
server in the cluster.
Distributed TensorFlow though it is primarily used for
modeling machine learning computational models is generic
enough to be considered a general purpose dis-tributed
computing library. It offers most of the properties we thought
were paramount in implementing a library to enable building
elastic, distributed neural networks [3]: fault tolerance, a
means of sharing common calculated parame-ters among
devices, cross device communication, as well as distributed
execution of a computation graph among nodes in a
TensorFlow cluster [10]. Hence, we decided to use
Distributed TensorFlow as the base for the Culttlefish library.
Note that Cuttlefish defines a docker container as a single
server in a TensorFlow cluster. Hence a Cuttlefish distributed
neural network is simply defined as TensorFlow cluster.
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Fig. 1. Diagram example neural network nodes as docker containers. Note, the persistent distributed storage represent non-volatile storage for
localized data per docker container. Persistent storage is needed to provide fault tolerance for shared and unshared data.

4.1

Computation Graph Distribution

TensorFlow uses a greedy heuristic algorithm called the
”placement algorithm” [5] to determine how a computation
graph will be distributed for execution among all avail-able
devices. Default supported device types are CPUs and
GPUs, there is also a registration mechanism so that users
can implement and register their own device types [5].
TensorFlow provides an interface for users to influence how
the computation graph is distributed, by allowing them to give
”hints and partial constraints” to the algorithm [5].
Cuttlefish, we propose using the above described functionality along with the configuration of each docker container’s system resources (memory, number of CPUs etc) to
attempt to force TensorFlow’s placement algorithm to map
one node in the computation graph to one Docker container.
This is will test the viability of our motivation of using a single
Docker container to represent a single computational unit in
a distributed neural network (neuron).
4.2

Configuring Neural Network (Hyperparameters)

building of a distributed neural network as a cluster of
resources readily available for computation tasks.
Note, though we are using AWS’ ECS [12] for orchestration for this proof of concept, tools like Kubernetes and
Mesos are better choice as they offer finer grain control over
configuring resource allocation per container. Fine grain
control of such resources would allow for configuring and
tuning system resources per neuron type, thus making the
required system resources fit the computation task being
performed by a particular neuron. This level of control would
be useful when implementing neural networks such as
convolutional neural networks, where different types of
neurons perform different computational tasks and hence
are likely to have different resource needs.

4.4

Data Set

We are using the MNIST data set for training dis-tributed
neural networks created by Cuttlefish. ”The MNIST
database of handwritten digits, available from this page, has

With Cuttlefish users define the configuration and shape of
their neural network’s hyperparameters in a yaml file. By
defining these parameters as ”code”, versioning of these
parameters is simple, this also allows a user to automate
building these configuration files as a tasks in a larger
workflow where hyperparameters are being tested for a
given set of training data.

a training set of 60,000 examples, and a test set of 10,000
example.” [13][14] We chose the MNIST data set because it
is well documented, there is extensive benchmark data for it
and TensorFlow as the full data set in a preprocessed ready
to use format [14].

5
4.3 Automation & Orchestration: Creating Docker Containers As Per Cuttlefish Configuration File
Cuttlefish’s ”build” functionality will use the Amazon Web
Services’ Elastic Container Service’s (ECS) API [11] and it’s
user defined elastic neural network configuration files to
configure and build a distributed neural network using a
cluster of docker containers (TensorFlow cluster).
With this approach, Cuttlefish takes the paradigm of
infrastructure as code and applies it to the configuring and

SYSTEM & APPLICATION ARCHITECTURE

In this section we will discuss the details of Cuttlefishs system and application architecture, design decisions as well as
the challenges and limitations of employed technologies.

5.1

System Architecture

In this section we will discuss the details of Cuttlefishs
system architecture.
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Fig. 2. Figure shows the major components of Cuttlefish.

5.1.1 Amazon EC2 Container Service (ECS)
The primary motivation for Cuttlefish is create a library that
models distributed neural networks as computational graphs
where each neuron is a single computational unit in the
network and by using Docker containers to represent a
physical neuron in a neural network it allows us to create
highly configurable neural networks that can be spun up as
infrastructure. In order to support this functionality, Cuttlefish
must implement automated creating its cluster of containers.
Amazon Web Services EC2 Container Service (ECS) is
the heart of Cuttlefish’s system architecture. ECS enables
users to easily automate the orchestration, configuring and
deploying of a cluster of docker containers. ECS also contains a repository service to store the images used to build
Docker containers. Cuttlefishs computational graphs are
distributed and run on an elastic container cluster, where
each distributed TensorFlow container runs on a single
Elastic Compute Instance. Though the initial approach was
to run all Docker distributed TensorFlow containers on one
EC2 instance, in order to limit the financial resources required during the initial development phase, as well as limit
unknown technical limitations or challenges, we discovered
this approach was not possible due to limitations of the ECS
service.
ECS is opinionated and makes assumptions about the
likely use cases for the service. One assumption and major
limitation of the current version of the service is by default
containers listening to the same port, and hence running the
same application(s) do not need to reside on the same EC2
instance. There are two solutions to address this limitation.
One solution is to use dynamic port mapping by lever-aging
the AWS application load balancer service to map a single
port number to multiple containers on the same EC2
instance. The other is to distribute the clusters docker
containers, such that one container runs one EC2 instance.
We chose the latter solution as it offered the most flexibility
as it enabled Cuttlefish to maintain control how it distributes
computational graphs and data.
5.1.2

Amazon Auto Scaling Groups

The ability to create new Docker containers based on neural
network configuration files is a key feature of Cuttlefish. In order
to support this feature our system infrastructure must support
infrastructure elasticity. To implement this we employed the use
of Amazon Web Servers Auto Scaling Groups feature. Auto
Scaling Groups allow you to treat a

collection of EC2 instances as “a logical grouping for the
purposes of instance scaling and management.” [22]
The ECS service allows users to create as many Docker
container instances as needed as long as there is are underlying EC2 instances to support them. By creating an Auto
Scaling Group, we configured the underlying infras-tructure
to support a configurable, maximum number of EC2
instances to support our container cluster. This is a key
design decision as we would be unable to dynamical scale
our cluster without it.
5.1.3 Logging & Monitoring
By default AWS allows the use of the CloudWatch service to
support logging and monitoring ECS containers and their
corresponding EC2 instances. To use this feature we simply
configure a log group in the underlying task definition that is
used as a template to create container instances in the
Cuttlefish ECS cluster.
5.1.4 Amazon Elastic Compute (EC2) Virtual Machine
Specifications
For proof of concept testing we are using T2 EC2 instances to
host the distributed TensorFlow Docker containers. T2
instances are “instances that provide a baseline level of CPU
performance with the ability to burst above the baseline.” [awsspecs] The Amazon Machine Image (AMI) is an elastic container
service optimized customer Amazon Linux distri-bution. Below
is a summary of EC2 instance specifications for machines used
to house the Cuttlefish ECS cluster.

•
•
•
•
•
5.2

Box Type: t2.medium
AMI: Amazon Linux AMI 2016.09.a x86 64 ECS
HVM GP2
Storage: EBS storage
Memory: 4GB

CPU Units: 2
Application Architecture

Cuttlefish as a proof of concept application, was written to
test our ideas regarding a novel way of modeling and
executing neural networks as a distributed computational
graph, where each neuron in the network is modeled as a
single computational unit; as well as test automating spinning
up distributed neural network as infrastructure using
configuration files that describe the neural networks
hyperparameters, number of epochs etc. Cuttlefish is
currently comprised of three major components, the Neural
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Network Builder (NNB), the Cuttlefish Client and the
Cuttlefish neural network models.
The Neural Network Builder (NNB), is responsible for
reading a given neural network configuration file and creating new instances of TensorFlow Docker containers using
the configured number of hidden layers, number of nodes per
layer and number a TensorFlow (shared) parameter servers
to calculate how many Docker containers to create in it’s
ECS cluster. The NNB client drives this process of “spinning”
distributed neural networks. The NBB client runs as a script
and takes a neural network configuration file that describes
the network to ”spin” up as a command line argument.

6.1 Distributed TensorFlow Manual Process For Clus-ter
and Server Setup
At the time of writing this paper running distributed TensorFlow is a very manual process. For each worker and shared
parameter server (container) we needed to execute the client
on each Docker container which limited our ability to effectively test distributing our computational graph, where each
neuron runs on it’s on Docker container. With this limitation
in order to fully explore our ideas using TensorFlow as it
would have required a significant development effort to
properly orchestrate the process of not only ”spinning” up a
cluster of Docker containers but also automating the process
of pulling the latest Cuttlefish code and executing / training
the intended model.
We also encountered some challenges when trying to
force TensorFlow’s placement algorithm to distributed the
graphs using our approach. This challenge stems from the
framework’s opinions on how graphs should be distributed.
TensorFlow supports between-graph replication and ingraph replication and neither approach fully supports the
approach we wanted to explore. Despite these challenges,
we were able to successfully train a model against the
MNIST dataset, using a basic, feed forward, deep neural network using both distributed and non-distributed Tensoflow
against the MNIST dataset.
6.2

Fig. 3. Figure shows a simple deep feed forward neural network configuration. Note, the configuration includes hyperparameter values, TensorFlow and ECS related configuration values.

The Cuttlefish Client, is responsible for driving the process of creating, distributing and training distributed neural
network models. The Cuttlefish Client like the NNB client,
runs as a script and takes a neural network configuration file
that describes the network to ”spin” up as a command line
argument. It then uses this configuration file to determine
which distributed neural network model it will run, which auto
scaling group should be used to get the ECS instance IP
addresses to be used to configure the TensorFlow server’s
workers and shared parameter servers. Lastly, the Cuttlefish
Client runs the distributed neural network model. The Cuttlefish Client also drives execution of the distributed neural
network models.
Like many modern machine learning and deep learning
frameworks and applications, Cuttlefish is implemented in
python 3.5 and python 2.7 [15].

Limited Documentation

Though the TensorFlow white-paper, website and github
repository are useful resources, they were limited in the
depth and scope needed to implement any solutions beyond
the basic examples implemented in the documentation.
Given that TensorFlow, though gaining in recent popularity
is still a fairly new technology which limits documentation
(blog posts, tutorials etc) found in the general development
community.

7

RESULTS

Fig. 4. Results for Single-machine Testing.

6

CHALLENGES AND LIMITATIONS USING DISTRIBUTED TENSORFLOW
We encountered several technical challenges and limitations, specifically focused around using distributed TensorFlow to test our approach of distributing neural network
nodes as a single computational unit to be executed. This
section briefly discusses the challenges encountered and
limitations of using TensorFlow to implement Cuttlefish.

Fig. 5. Results for Distributed version Testing.

The model has been tested on a single computer which
is called the single-machine or single node implementation
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and on the distributed version which supports multiple
devices (CPUs) across a cluster of machines. Fig. 4
illustrates the results for Single-machine testing while fig. 5
shows the results for distributed version.

8

CONCLUSION

Despite limitations and technical challenges we conclude
based on the insights gains through the initial work on
Cuttlefish that the problems it attempts to solve are worthy of
continued exploration. Although we were unable to con-firm
the efficacy of our proposed approach to computational
graph distribution there is evidence that this solution is not
only possible to implement but a worthy approach to explore.
8.1

[10] “Distributed
Tensor
Flow.”
[Online].
Available:
https://www.tensorflow.org/deploy/distributed
[11] “AWS Elastic Container Service API.” [Online]. Available:
https://aws.amazon.com/documentation/ecs/
[12] “AWS Elastic Container Service Product Page.” [Online]. Available:
https://aws.amazon.com/ecs/
[13] “The MNIST Datebase Of Handwritten Digits.” [Online]. Available:
http://yann.lecun.com/exdb/mnist/
[14] L. Deng, “The MNIST database of handwritten digit images for
machine learning research,” IEEE Signal Processing Magazine,
vol. 29, no. 6, pp. 141–142, 2012.
[15] C. McLeod, “A Framework for Distributed Deep Learning Layer
Design in Python,” arXiv cs.LG, vol. 10, p. 07303, 2015. [Online].
Available: http://arxiv.org/abs/1510.07303

Future Work

In this section we briefly discuss future work and research on
Cuttlefish.
8.1.1 Implement Cuttlefish to Distributed Neural Networks
Without TensorFlow
In order to fully explore our ideas regarding computational
graph distribution we propose continued work on Cuttle-fisth
without leveraging TensorFlow. This will allow us to flexibility
to explore all facets of the problem.
8.1.2 Implement A More Robust Orchestration and Automation Solution
We propose implementing a more robust orchestration and
automation solution to replace our use of Amazon’s Elastic
Container Service (ECS). Although ECS is fairly easy to use,
it has technical limitations that make it far less flexible and
mature than competing products such as Kubernetes or
Docker Swarm.
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Abstract— This paper presents an application using computer
vision methods to detect embryonic mitosis. The goal of this
project is to reproduce Cicconet’s results, build the cell tracking
application using Tkinter, a platform independent graphical user
interface package. Time-lapsed images along with Gaussian filters
and edge detection methods are used to track the cells as they
multiply. The overlapping of embryos in a two-dimensional image
present a challenge when tracking in the later stages since the
program isn’t able to detect the entire shape of an embryo. The
new application created allows users to manually track cells as
they divide and saves statistics on the cells.
Keywords: Computer vision, embryo division detection, image
analysis, in vitro fertilization, platform independent Graphical
User Interface

I. INTRODUCTION
Many parents have described the euphoric feeling of holding
their newly born in their hands as being flooded with emotions.
Unfortunately, many couples are unable to experience those
emotions due to difficulties in conceiving a baby. According to
the United States Department of Health and Human Services,
common causes of infertility in woman include poor egg
quality, ovulation complications, Endometriosis (the growth of
uterus lining outside the uterus) and fallopian tubes issues [7].
The Center of Disease Control and Prevention state 12.3% of
woman between 15-44 years of age are unable to conceive or
carry a baby to full term [6]. Infertility in men can be caused by
medical issues like diabetes or enlarged and overheated
testicles, toxins in the environment or an unhealthy lifestyle rife
with overconsumption of alcohol and/or drug use. Luckily for
those couples, In Vitro fertilization is an option commonly used
to become parents.
In Vitro fertilization, an assisted reproductive technology
(ART), is the process of fertilization by manually combining an
egg and sperm in a laboratory dish and then transferred to the
uterus. As with any medical procedure, there are risks that are
weighed against potential benefits. There is a risk of multiple
births associated with IVF, related to transfer of multiple
embryos. Multiple births greatly affect the health of a woman
and her children. The risk can be mitigated by reducing the
number of embryos transferred. The time lapsed recording of
the embryos is very important for identifying the best quality
embryos to transfer that ultimately improve IVF success rates
[1]. Primo Vision allows detailed embryo monitoring to
perform the most accurate evaluations and provides an easy

way to analyze, compare and report the development of
embryos [12]. On the other hand, embryo scope is the world’s
most used time lapse system for observation of embryo
development [9].
The embryo scope time lapse system is adopted worldwide
for observation of embryo development. This system provides
a stable incubation environment that result in a very high
quality image of embryos [12]. A software has been used to
create time lapse videos of embryo development. The embryos
are placed in a dish and a photo of the embryo is taken every 20
minutes. Further, these images are stored and made into a
continuous data record [9]. Considering mouse embryos for cell
tracking, bio imaging uses frames and algorithms that aim to
show reasonable cell growth within the embryos. The image
processing continues to revolutionize the way science deals
exploits with microscopy. Allowing scientist to analyze fully
the state of embryos from origination to ending will be
imperative [10].
Embryo detection using phased time elapsed tracking
methods can be useful in trying to find out different spatial
patterns in cell cycles. Embryonic time/detection methods used
provide a better sense of these events [13]. Cellular
reproduction requires a nucleus and mitochondria to begin the
process of mitosis.
The objective of this project includes porting over the
CellTracker application created by Cicconet [3] to a different
programming language and graphical user interface in order to
be able to run on any operating system, reproducing the results
Cicconet achieved and reporting the statistical results.
Currently, the Cicconet’s Celltracker application can track up
to the 4-cell stage automatically then needs manual intervention
to track the later stages. The Opencv-python library was used
to track the cells, detect their division and track the radii sizes
of the cells.
Section 2 reviews literature on sentiment analysis and the
word2vec algorithm along with other effective models for
sentiment analysis. Section 3 describes methodology and
computer vision techniques used. Section 4 concludes the paper
with a review of our results in comparison to previous works.
Section 5 discusses the future work to be undertaken. Section 6
details the user manual for the application.
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II. LITERATURE REVIEW
Time-Lapse microscopy(TLM) and image analysis is
basic clinical embryo development research. TLM is used to
figure out the growth of embryo development. Many
researchers have used TLM to study embryos. Everything
referenced in this paper is to increase the success rate of in vitro
fertilization (IVF) with the use of Time-Lapse microscopy.
There are advantages as well as well as challenges in this
process when working with IVF. TLM will one day increase
accuracy with the use of automation and computers.
In the specific research done by Marcelo Cicconet et all, the
research team devises a method through which a database can
be created and maintained which records information and
techniques specific to the monitoring of cells. This includes the
techniques detection of cellular division, problems tracking
cells, and the recording thereof using time lapsing video of
mammalian embryos. While the paper relies heavily on the
research of previous scientists on which to base the foundations
of their own research, the major discoveries are advancements
in this particular field based on the following contributions: (1)
a method for counting embryos in a well, and cropping each
individual embryo across frames, to create individual movies
for cell tracking; (2) a semi-automated method for cell tracking
that works up to the 8-cell stage, along with a software
implementation available to the public (this software was used
to build the reported database); (3) an algorithm for automatic
tracking up to the 4-cell stage, based on histograms of mirror
symmetry coefficients captured using wavelets; (4) a celltracking database containing 100 annotated examples of
mammalian embryos up to the 8-cell stage; (5) statistical
analysis of various timing distributions obtained from those
examples [3].
One of the advantages of using TLM over the traditional
method, Time-Point microscopy (TPM), is the usage of live
video clips so that the researcher can observe the changes in the
cellular tissue being analyzed rather than relying on images that
merely show the developments at a certain stage in the
observation without allowing the researcher to see exactly how
those developments took place [15]. TLM is more effective
than TPM as the time points used in the latter method are often
selected for convenience or arbitrary reasons rather than
because of biological/scientific curiosity. In essence TLM
allows the researcher to more thoroughly study the embryotic
development in a more comprehensive manner.
The way that this research correlates with the research done
by our group is that we plan to take the methods developed by
Cicconet and create way for TLM to be used across various
platforms, thus making this method of research available to
more scientists and researchers. Currently the program which is
currently used to process the data is written using Objective-C,
a MAC OS program, thus making it incompatible with Linux,
Windows, or other operating systems. The aims of this research
team is to take the source code provided and code a program for
our client in order that they can process data using the TLM
data collected by Cicconet et all using which ever OS platform
is preferred in their laboratory.
Another stated goal of this research team is to, if possible,
improve upon the research methods provided by the Cicconet
et all and Wong et all research teams. In terms of adaptation of

the source code to other platforms, an obvious improvement
will be to translate the original source code and write a program
that can then be used regardless of OS. In the process of doing
so, there should be attempts to shave the embryo counting time
from the reported 0.35 seconds to the lowest possible time [3].
Even though the paper states that there was no reported or
observable lag between the images, removing time between
frames and/or lowering the amount of processing type needed
furthers the ability of the program that much more. Another
improvement can be trying to make the 8 cell counter
completely automatic, as is the 4 cell counter, rather than
requiring regular human interaction. This frees the research
team up to focus on other aspects of their project.
The topic of this paper is related to the use of morphokinetics
as a predictor of embryo implantation and the techniques used
in the implementation and application of related research.
Morphokinetics helps researchers and doctors understand the
success rate for embryo transfers with IVF. In this study TLM
played a role in helping with the quantitative aspects to help
narrow down the ability of a favorable outcome. The research
basically increased the survival rate of embryos with or without
implantation.
What are the exact applications of morphokinetics in the real
world? One of the main applications, as previously mentioned,
is the calculation of the survival success rate of an embryo being
used to help an infertile couple conceive a baby [2]. The paper
also raises the issue that many research teams investigating this
particular topic have suggested additional evaluations in order
to further determine the timing of cellular division contributes
to embryonic viability.
As a result of these additional observations, the
overwhelming consensus of the various research groups is that
early cleavage embryos have a much higher rate of success than
embryos that have a delayed division. However, the majority of
these observations conducted were done so with more than one
embryos and a mix of early and late embryos which may have
contributed to the varying results achieved in the observations.
To further determine this, a study conducted by Van Mootfoort
et al. [14] investigated the success rates between early cleavage
and late cleavage success rates; using both single and double
embryo transfers. The results were overwhelming supportive of
early cleavage embryos yielding a significantly higher
pregnancy rate. The blastocyst formation rate for early cleaving
embryos also increased, and the miscarriage rate decreased
compared with the late cleaving group [14].
The results were inconclusive as to whether the higher
success rate of pregnancy was due to the presence of multiple
embryos or whether the early cleavage of the embryos was the
sole causing factor. Another aim of this research was to
determine if these factors worked in concert and were together
responsible for delivering favorable results or whether this was
the work of embryo morphology. Another result ascertained
from the research is that higher cleavage embryos tend to have
a significantly higher number of cells compared to their lower
cleavage counterparts and this could possibly explain the
discrepancy in the pregnancy success rates [14].
This study in particular looked to improve upon the results of
the Van Mootfoort et al [14]. study along with others and create
a method through which these various research results can be
compiled into a programed that can then be used to calculate
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the ability of an embryo to survive the injection process and
result in a successful pregnancy. It also resulted in the
development of a classification system which can be used to
determine the success rate based on status as an early or late
cleavage embryo which doctors and/or researchers can then
select based on that criteria for the insemination and injection
process [11].
This is a synopsis of three articles regarding the analyzation
of embryotic viability, shape statistics for cellular division
detection, and the superiority of the Hough transform method.
The three articles being summarized are done so as follows:
Shape Statistics For Cell Division Detection In Time-Lapse
Videos Of Early Mouse Embryo, Application Of Computer
Vision Methods In Automatic Analysis Of Embryo
Development, and finally Complex-Valued Hough Transforms
For Circles. The purpose is to provide a linear and streamlined
summarization of the three articles for further reference in
regards to current research development underway.
The topic of the first article is related to the usage of shape
statistics and their usage in the detection of cellular division
through usage of time lapse video recordings of embryos. The
process used is based on a computation that calculates the
likelihoods of certain radii ranges to be in each frame without
counting each individual cell. The process for computing the
likelihoods come from a process involving the usage of data
from multiple points like the Randomized Hough Transform
method [4].
This particular research team based their study on the
observation of mouse embryos. Past research teams who have
focused primarily on invitro fertilized human embryos different
measurements have been used to measure the viability of
embryos. In terms the observation of nonhuman embryos, such
as those of mice, the statistics gleaned about the lifecycle of
cells are important, especially for research into the initial stages
of life [4].
The detection of divisions can be obtained via dynamic
programming as it is the method most likely to find the best
solution in terms of creating the model used to determine the
likelihood of cellular division within mice embryos. One way
this is done is through the observation of the radii range in
certain pictures, the interval between the major and semi major
axis of an ellipse, that can then assist the researcher in
determining which embryos should be studied more closely [4].
The experiments conducted by the research team show that
their dynamic programming method is successful in providing
good statistical predictions of cellular division. This method has
been proven to be more successful that it assists the researchers
in understand the limits of the computation methods used and
the performance in the various scenarios created to understand
how cellular divisions function with the model subjects and in
term how this may work with human embryos [4].
The topic of the second article is related to the topic of in
vitro fertilization (IVF), infertility resulting from biological
problems in both male and female reproductive systems, and
the applied image processing methods used to detect and
determine embryotic viability. The role of this method is to
ensure that embryos resulting from the IVF process have the
greatest potential to result in a successful pregnancy, through
the understanding of how embryos develop in the early stages
[8].

The relatively high infertility rate among human males and
females, about 15% of the reproduction age with over 25% of
couples, have necessitated the advancement of technology for
achieving pregnancy through alternative methods. Because IVF
has become a relied upon method for family planning and
creation, further research and improvement of its success rates
have become increasingly popular with research teams [8]. New
techniques are constantly proposed on an annual basis with the
common goal being successful transfer and increased rates of
success. The current success rate hovers around 30% per single
transfer although the present goal is to increase those odds.
The newest method being used to determine the viability of
embryos is time lapse microscopy, which is the continues
monitoring of embryotic development without disturbing the
culture conditions. This allows the observer to see changes in
the embryo in a more fluid manner than would be possible with
time images taken at specific intervals. This is done through
automatic image capturing which measures development
through the positioning of the fetal positions of embryos
through time-lapsed images to highlight critical stages that
predict successful development of human embryos.
The conclusive theory generated from this study is that
evaluation of embryotic viability based on image processing is
a method that is showing to be a step in the direction of
continued improvement on this front. The results have shown
that high detection rates have been sufficiently determined
using this method, although other similar methods and
technologies exist [8].
The topic of the final article proposes the usage of complex
variables to represent votes in the Hough transform for circle
detection. Simply put this proposal recommends the replacing
of positive numbers in favor of a more complex series of
numbers to in turn allow cancellation effects when adding up
votes within the aforementioned process. Such methodology
has the potential to shape the likelihood of achieving more
robust solutions than is achievable with the classic algorithms
currently being used [5].
The usage of circles as a geometrical structure in computer
vision applications is common place and the Hough transform
is one of the main methods for locating these shapes within the
context of experimental observations. The Hough transform is
a method built around using image elements to vote for the
parameters of a geometric object. This concept is based on the
usage of complex numbers to replace the voting process
through the implementation of wave functions which are
modeled using said complex numbers to gain better and more
reliable probability statistics; both to add and cancel out
probabilities related to the observation [5].
As previously stated, the Hough transform is a voting scheme
which “accumulates votes in the parameter space of the possible
geometrical shapes, and the shapes with enough votes are
recognized. It is known to be resistant to outliers” [5]. However,
the research team notes that there are no cancelations within this
system as all votes are added, thus replacing the system where
cancelations were possible based on the voting system.
The conclusive results of this research demonstrate that the
usage of complex numbers yield a much more reliable and
favorable result than the continued usage of the classic system;
real, constant numbers [5]. The research team also showed the
results of the introduction of complex numbers and their
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magnitude for voting in the Hough transform for circle
detection when the radius was not known precisely and with the
availability of tangent information. In conclusion, the Hough
transform is touted as the superior and preferred system to use
in future experiments [5].
III. METHODOLOGY
A. Database
For the purpose of reciprocating the results Cicconet
achieved with his team and tracking application, the same
dataset of images was used. Aside from Cicconet’s data set,
we will test our CellTracker application on Embryos were
incubated using Embryoscope machines from Vitrolife. They
work by inserting slides of 12 embryos each, which are then
photographed every 15 minutes over 32.5 hours, resulting in
130 images of each embryo. We have a dataset consisting of
234 slides, that is 2808 embryos, or 365040 images. Figure 1
displays an example of an image containing a single cell
embryo. Each image is also taken 3 times with different
camera focus providing some depth. Including these we have
over 1 million images, or about 25.8 Gb of data. Each image,
see examples below, is 400x400 pixels and compressed with
jpeg.

tracking process. To manually track cell division, instead of
pressing the “Track” button, user must click the “Track One
Frame” button. The “Divide” button allows a user to track the
newly formed embryos. The text box will give instructions on
how to proceed in each step. Once tracking in complete, the
user can save a .txt file generated by the tracker detailing
when certain cells split and from which parent cell did the
children cell derive from.
Figure 2. Screenshot of CellTracker Application

Figure 1. Image of Single Cell Embryo
C. Image Processing
Prior to tracking, the images are pre-processed in order to
analyze them through segmentation. Segmentation will be
helpful in detecting edges of the cells, finding the center of
cells and detecting division among the cells. The OpenCVpython library, used for image processing in Python, was used
to transform the images. First, textured images are created
from the originals using equalize adaptive histogram function
to apply adaptive histogram equalization to the image.
Adaptive histogram equalization changes the contrast,
rearranges the light parts of and image and augmenting the
edges. After the texture image has been created, the image is
convolved using the Gaussian filter. Applying the Gaussian
filter allows for the blurring of an image which reduces the
noise and Finally, the local maxima of the embryo in the
image are found using the morphology local maxima function
which indicates the center of the cell and a circle is drawn
around the cell for tracking.
D. Tracking
Figure 3. Screenshot of Cell and Point class
B. Graphical User Interface
To develop an application capable of running on any
operating system and facilitate reproduction or advancement
of this project, the graphical user interface (GUI) was built
using Python’s standard GUI package Tkinter. Tkinter allows
developers to create platform independent GUIs. Since
Celltracker was originally written in the Objective-C
programming language using the Cocoa Framework, it was
only executable on a Mac operating system. The GUI allows
users to open a folder of images, click start to begin the
detection process and select track to begin the automated
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V. FUTURE WORK
The time lapsed recordings of embryos have proved to be a
great tool in evaluating, logging and conceptualizing embryos.
While microscopes continue to improve the notion that this
technology will somehow become obsolete isn’t the case so
the time lapse recording technique is the best and can be used
in future even if there is some advancement with the
technology.
Moreover, in time lapse microscopy; the scientist can gather
a lot more information used in the valuation of the embryos
can determine embryonic deficiencies and are able to make
crucial decisions in regards to each embryos state. The value
of time lapsed microscopy greatly increases the chances of
birth rate successes. Identifying embryos with the highest
implantation potential is no small feat, but with advance
technology such as microscopy, the cost of IVF and
subsequent relevancies continue to be low. In this way the
time lapse microscopy can increase the success rate of IVF.
Currently, the cell tracker application that we have
developed can track up to the 4-cell stage and then needs a
manual intervention to track the remaining stages. However,
this process is semi-automated so we can make the complete
process automatic to track all the stages in future.
There is a possibility of using a large set of embryo images
and providing an appropriate statistical analysis of the image
set.

In order to track cells as they divide, a Cell class was
created. The Cell class contained nine attributes which
describe whether or not the cell is active, where the boundary
and center points are located and the radius measurement of
the circle. A separate Point class was created to capture the
row and column of pixels in the boundary of the cell.
When the track button is pressed, the tracking steps are set
at either infinity for automatic tracking or one to track one
frame at a time. Depending the tracking steps variable, a while
loop runs until keep tracking Boolean variable is false or steps
variable is equal or greater than the tracking steps variable.
During the while loop, the image in the current frame is
processed using erosion, dilatation, and gradient functions.
Afterwards, using the tracker object, add the point near the
center of the cell, add the boundary, update tracked attribute of
cell to true and display new image with its boundary drawn.
The appropriate instance variables for the cell, such as radius,
center row and center column, are set and button
configurations are adjusted accordingly depending on whether
or not there are more frames to view.

VI. USER MANUAL
Figure 4. First Screen of Application

IV. CONCLUSION
Many parents are unable to experience difficulties in
conceiving a baby due to infertility in both men and woman.
For these parents, In Vitro fertilization is an option commonly
used. In Vitro fertilization is the process of fertilization by
manually combining an egg and sperm in a laboratory dish and
then transferred to the uterus. As with any medical procedure,
there are risks that are weighed against potential benefits. There
is a risk of multiple births associated with IVF, related to
transfer of multiple embryos. Multiple births greatly affect the
health of a woman and her children. The risk can be mitigated
by reducing the number of embryos transferred. The time
lapsed recording of the embryos is very important for
identifying the best quality embryos to transfer that ultimately
improve IVF success rates [1]. The objective of this project was
to port over the CellTracker application to a different
programming language and graphical user interface in order to
be able to run on any operating system. Python was the
programming language of choice while Tkinter and OpenCV
were the GUI and image processing libraries with Python.
Please see user manual on how to run the application.

To run the CellTracker application, users must retrieve the
program code from Github by either downloading the zip file
or cloning the repository and using the “git pull” command in
the terminal. Once the code base has been retrieve, user must
change directories in their terminal until finding the program.
Once you’ve located the program, run “python celltracker.py”.
Python 2.7 is required to run this application. Once the
application runs, you’ll see the window in Figure 3. Upon
initially running the application, users see an image pane on
the right side and buttons on the left side of the CellTracker
window along with a text dialog box where instructions are
presented as the application is being used.
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Figure 5. Select Directory Dialog Box

To load images, click on the open button and the select a
directory with images in .tiff or .png formats as seen in Figure
4. After selecting the folder of images and the first image
appears in the viewing panel, press the start button to activate
the tracking feature. After the start button has been clicked,
you can either choose between pressing the track button for
automatic tracking or the track one frame to manually track
each frame as seen on Figure 6. As seen in the text box, users
can use the command button along with the directional arrows
to point the dot in the center of the cell if it is not there already
as seen in Figure 6. The dot must be in the center in order for
the track to draw the circle around the cell. Once the dot has
been centered click the Track button for automatic tracking or
Track One Frame for manual tracking. Once tracking begins,
users can temporally stop by pressing the Pause button.

Figure 7. Single Cell Tracked

Figure 6 shows an image with its boundary drawn and tracking
one frame at a time.
Whether the user is tracking automatically or semiautomatically, user intervention may be necessary when a cell
has divided. To track a newly divided cell, press the space
button to initiate the division of cell. Then, press the divide
button to adjust the points of the centers of the cells. Using the
directional arrows, move the two points, one on the old cell and
the other on the new cell, to the cell and press enter to set. To
continue tracking, click track one frame button to proceed.
Figure 8 shows how the two cells are now being tracked and
have their boundaries drawn after manually dividing.
Figure 8. Two Cells Tracked

Figure 6. Select Tracking Method Window

For automatic tracking, press the track button and the tracker
will go through all of the images in the selected directory.
While the tracker goes through all of the images, it draws a
circle on the boundary of the cell. If the tracker misses the
division of a cell, the user can press the pause button to stop
the track. Instructions on how to divide the cells manual can
be found after Figure 7. For the semi-automated method for
tracking, the user must press the track one frame button or
press the right directional button in order to track one frame at
a time. Once the the cells begin to multiply, it can become
difficult for the automatic tracker to detect cell division and
draw the circles around them and figure out which parent cell
a child might have come from.

Once the user has reached the last frame and is done tracking,
they can save a report. When user presses the save button, a new
dialog box displays. A report, which must be save at a .txt file,
detailing the location of the point drawn on the center of the cell
along with the length of the radius of the border drawn can be
saved to the directory of the user’s choice. Figure 9 shows the
window displayed asking user to name the .txt file and select a
destination to save the report. Once a report is saved, the
application can be closed or a new directory of images can be
chosen to start tracking a new directory of images.

C4-6

Figure 9. Saving Report
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Abstract -- Twitter ranks as the second most
popular social networking platform available on the
Internet. Millions of people use the platform to express
opinions on a wide variety of topics through Twitter posts
(tweets). These tweets give insight into popular opinions
on various topics, and gauge the public perspective and
attitude towards numerous issues. Therefore, Twitter
data is desirable for both scientific research and
marketing. This study implements the Python SciKitLearn library to classify tweets according to three topics
and three emotions. We achieved 90% classification
accuracy for tweet topic, and 87% accuracy for tweet
emotion using Linear Support Vector. We further
investigate the correlation of tweet topic with emotion by
analyzing sample tweets from five public figures. The
results confirm that there is a direct correlation between
topic and emotion at the individual level, although no
strong correlation is observed across the entire data set.
Index terms -- Machine Learning, SciKit-Learn,
Sentiment Analysis, Bernoulli Naive Bayes, Gaussian
Naive Bayes, Support Vector Machine, Classification.
I.

INTRODUCTION

The aim of this study is to analyze Twitter posts
(tweets) to determine the topic and the emotion associated
with a tweet. Tweet-analytics has gained significant
popularity over the past few years. The analysis supports both
marketers and researchers to efficiently gain information
about a group of people they wish to study [11], [12]. In this
study tweets are categorized into three distinct topics: politics,
religion, and family, and three distinct emotions: happiness,
depression, and anger. Once categorization is complete, the
goal is to determine where topic and sentiment overlap in
order to flag specific topics for further investigation.
A tweet includes a maximum of 140 characters, and
given the concise nature of the text, these messages are
suitable for analysis [11]. People, those sharing personal
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opinions in particular, use Twitter primarily for impromptu
posts. The topics of these posts vary greatly and include
products, brands, food, celebrities, sports, and the daily
weather, to name a few. The opinion an individual expresses
about a topic in a tweet is always definite because of its
concise nature. In other words, it is unlikely that a person will
start a tweet praising a subject and then change their mind
halfway through,. However, this type of behavior can be
observed when analyzing online product reviews for example.
Product reviews may start by listing the positive aspects of an
item, only to expand upon negative feedback later.
Additionally, the public nature of Twitter and the relatively
open Twitter API makes Twitter data collection and analysis
accessible.
In this study we will implement machine learning
tools to classify tweets by topic and emotion. The outcomes
of this study include a process that can take any tweet,
analyze it, and then determine the topic and emotion
categories associated with the tweet. This information is then
plotted to identify correlations between the two categories. If
run over a broad selection of tweets, the analysis has potential
to reveal trends in the relationships between specific topics
and the emotion associated with these topics.
The results of this analysis can have significant
implications if genuine associations between topics and
individuals’ emotions are identified. The categories of
religion, politics, and family are expected to display clear
patterns. In many cases, revelations about public opinions on
certain issues can illustrate how society feels about the topic
as a whole. Furthermore, processing beyond what is analyzed
in this study can reveal much about specific issues within
each topic [14].
II. BACKGROUND
Extensive research has been done in the areas of text
classification and tweet analysis. For the purposes of this
study, the literature review is focused on three areas: general
text classification, social network text classification, and

tweet classification by topic. Previous works provide valuable
insight into the process of text classification and serve as a
starting point for this study.
The work of Dalal and Zavery [4] on general text
classification describes text preprocessing. Their work
includes the following steps: determine sentence boundaries,
eliminate “stop-words” from the text, and “stem” the text.
Stop-words are words that are common and serve no purpose
in determining meaning, such as “an,” “the,” or “of.”
Stemming involves trimming a word down to its root, usually
by removing all suffixes and plurality. This is a common first
step for all machine-learning programs. Examples of stopwords include: a, about, and, as, at, because, but, by, do, for,
from, here, how, it, only, or, out, same, so, some, that, their,
to, too, you, your.
Data preprocessing contributes to making searches
more reliable and algorithmic processing more efficient. For
example, by stemming words, different words that can take a
while to process separately can be processed much faster if
presented as one root word. Removing stop-words also
streamlines processing. Since stop words have no significant
meaning in and on themselves, removing them highlights the
base meaning and context of the tweets. Although such
removal would not be suitable if the text is to be read by a
human, it expedites processing by computer algorithms.
Bennett et al. [2] focused directly on creating a
dictionary of words that can efficiently identify sentiment for
Facebook posts. For example, by examining basic
interjections, sentiment is typically highlighted without the
need for further text processing. The researchers kept a list of
words that were particularly harsh, positive, or negative, and
then manually associated these words with an emotion that
was likely for the user. This same method can also work when
looking for words that may hint to a tweet’s general topic. If it
is possible to create a list of words that can be associated with
a particular topic, such association can be done manually, and
the output can inform the learning, as part of the machine
learning process.
Similarly, Bennett et al. [2] also analyze emoticons
to reveal the emotion of tweets. In the proper internet lexicon,
emoticons are a mix of colons and parenthesis that create the
appearance of human faces. This method does not require any
processing of the text beyond simply searching for the
emoticons themselves. This approach reveals that certain
classification methods do not process the actual text, but
rather other elements of the message. In the work of Bennett
et al., emoticons were the only feature that distinguished
Facebook posts from other types of text, like a book for
example. By searching for specific words in much the same
way Bennett et al. searched for emoticons, it will make it
possible to predict both topic and emotion with speed and
accuracy.
Go et al. [7] focus on tweet analysis. Their work
took note of possible differences in the sentiment of full
sentences. According to the authors, it is much more
important to understand the sentiment about a topic rather
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than the sentiment of the topic itself. For example, if a tweet
is classified as positive for simply mentioning the product or
topic under research, this may be ignoring the fact that the
sentence is actually negative about the topic.
In these cases, a superficial classification of the
tweet has the inherent risk of ignoring or missing the actual
meaning of the tweet. This proves that it can be difficult to
properly classify the emotions of tweets because of the
challenges inherent to human communication. Furthermore,
certain texts, like tweets, are difficult to categorize because of
their sheer size. However, one of the convenient tweet
features is the 140 character length, which is unlikely to allow
the user to develop mixed opinions. In long form text, writers
may start to develop positive opinions on a topic only to dive
into much more extensive negative opinions later. This aspect
introduces processing problems far beyond the scope of this
research.
Go et al. [7] also use emoticons to help differentiate
the general tenor of tweets. This appears to be the fastest
methods to generate initial data about tweet emotion. This
initial data can be further refined based on additional
methods. Specifically, when combined with a large dictionary
of words, these two features can help narrow down emotion to
a large extent. Unfortunately, there is no similar method for
posting about specific topics, so it is still necessary to use
word lists. Similarly, only a few tweets in the dataset include
emoticons, which made this feature not relevant for this study.
III.

METHODOLOGY

A. Data Set
The Twitter data set used for this study is
Sentiment140 [7]. This data set includes two subsets:
categorized and uncategorized Twitter data. The categorized
subset is comprised of roughly 1,000 tweets that have been
hand classified as either positive or negative, and have the
subjects of each individual tweet highlighted. While this data
set can be incredibly useful for certain types of training, it
does not support this study as topics are not broad enough. In
addition, it is difficult to find 300 tweets to encompass each
of the six categories targeted for this study.
The uncategorized data set is more suitable for this
study. This corpus includes roughly 1,000,000 raw tweets. It
is in this set that we identify the 300 necessary tweets by
simply browsing through the data and searching for specific
words.
B. Data Processing
The Twitter data set is preprocessed through several
Python modules, according to methods described in prior
research [5, 6, 7]. The intention behind preprocessing is to
optimally categorize and sort the data. Scikit-learn [6], an
open source Python module, is selected to perform the
classification. However, the classification includes several

data preprocessing steps, as described below.
First, a subset of data is preprocessed manually. As
the machine learning algorithms need data to learn from, the
initial process trains the algorithms on recognizing specific
patterns. About 300 tweets were labeled for topic and
emotion. Although Sentiment140 [7] categorizes tweets by
sentiment (positive or negative), the positive/negative
classification is irrelevant for this study.

against the word lists. This will generate a count of the
number of words in each category matched by the tweet.
These numbers can be combined with the tweet text itself,
variables like the length of the tweet, or any other suitable
information gleaned from the text that might be significant.
Once preprocessing is complete, the data is then passed to the
machine learning algorithm for classification. At first,
previously classified text is run to test system accuracy and a
benchmark is established. Then, the algorithm is trained to
identify tweets that match the search terms.
The classifier then checks for links between the topic
and emotion for each post. As an outcome example, it is
expected that tweets about politics might show anger whereas
those about family might show happiness. This correlation
can be studied further to answer various questions related to
Twitter
text
that
fall
into
these
categories.
C. Feature Selection and Training

Fig. 1: A preliminary classification Tweets by emotion, based on
word lists

About 1,000 tweets are classified in this manner, and
in most instances these are too narrow in scope. A large
number of tweets are rejected as they do not fall under the six
categories targeted in this study. Although a tweet’s positivity
or negativity may have a profound impact on the actual topic
or emotion, that information does not inform this study.
Instead, the focus is on extracting specific tweets from the
Sentiment140 training set. This set includes nearly one
million Tweets, and allows for much finer control of the
content, such as searching based on relevant words, and then
extracting tweets that match one of the six target categories.
Secondly, a list of words thought to be associated
with each topic and emotion is created. These are common
words that appear in tweets that fall into one of the target
categories: politics, religion, family, happiness, depression,
and anger. According to previous research, tweets tend fall
into one of three categories: posts about a subject in formal
sentences, posts in a more conversational tone without
formalities, or posts that are a mix of the two, including
proper sentences and short thoughts or ideas [1]. Although
many tweets tend to fall into the lattermost category, effective
classification should alleviate any differences between the
three. These categories are simply not present when properly
processing tweets as each post is condensed to its root, which
rarely falls into any category at all, and just appears to be a
collection of related words. This next step should address this
concern.
Thirdly, the data is normalized and sanitized
manually: sentence boundaries are determined, stop words
removed, words stemmed, and other normalization techniques
performed before moving to classification. This includes
compensating for repeated letters, which many Twitter users
use for emphasis, and removing and categorizing punctuation
where applicable.
After the text has been normalized, it is compared
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Feature selection is critical to the classification
process. Although, the word lists generate features, additional
features are needed [5]. These will include features that are
inherent to Twitter posts before preprocessing, such as length
and time of post. Leveraging Twitter’s own formatting,
extracting features regarding whether or not a tweet is in
response to another user can also be used as a feature.
“Replies,” as they are called on Twitter, are delineated by a
“@” followed by a username. This makes them easy to locate
by a simple text search and fast to process. All together, these
features are likely to be unique and independent. These
qualities make these features suitable to use without any
further processing, and are expected to be effective in the
training process [8].
The training process is a challenging part for any
classification problem [6]. It is imperative to determine not
only the best method to classify the data, but also to achieve
accurate results on a small scale. As the training set may not
be indicative of large scale Twitter data, choosing a highly
diverse training set is critical.
In this study, the training process begins with
manually classifying 50 tweets from each category in both
topic and emotion. The result is a set of 300 tweets to be used
for training. Based on previous research [8], the size of the
training set should be sufficient to achieve accurate
classification results. The size of the training data set was
established to meet the following criteria: diversity of content
and ease of manual processing.
Scikit-learn, a Python library provides most of the
tools needed to manipulate the data. Specifically, Scikit has
built in processes for text manipulation that can automatically
remove stop words, determine sentence endings, and stem
words. Python was selected because it integrates Scikit-learn
and libraries for large-scale data manipulation across different
file types [10].

Table 4: Sample of the word lists for the target topics, truncated for
length.

D. Manual Classification
Machine learning algorithms work by first learning
from a large amount of already classified data, and then
making predictions based on previous learning. One hundred
and fifty tweets were chosen for both sentiment and topic.
This selection was based on Fisher's Iris data set [6], which
includes the same number of flowers, each manually
classified into three separate categories. Although a 300
training sample set is less than what some machine learning
algorithms require for training, the topic is sufficiently narrow
to support this type of training.
For classification, each topic is targeted separately
rather than looking for tweets that embody two or more topics
simultaneously [14]. Machine learning algorithms often work
best when attempting to come to only one decision at a time.
This means that although the algorithm will analyze the
tweets for both topic and sentiment, this will not occur
simultaneously.
As previously mentioned, the topics of politics and
religion are particularly difficult to hand classify, each for
their own reasons. For tweets on religion, it is important to
categorize posts that are genuinely religious, and not those
that simply mention a religious figure. In many cases, people
use words commonly associated with religion to express
shock, anger, happiness, or any number of wide-ranging
emotions. This requires verification that no particular tweet is
classified as religious just because the author used a colorful
expletive for example.
The category of politics is also challenging for
classification purposes because the data set is not diverse
enough. Sentiment140 includes tweets from 2009; however,
the political landscape has changed significantly over the last
eight years. This meant that many tweets that were considered
political at that time mentioned politicians, policies, and
topics that are no longer relevant. Furthermore, it would be
inaccurate to ignore the large number of topics that are
currently political, but were considered non-political at the
time.
The complexity of the problem demands a multi
layered solution. Firstly, it became necessary to look for
politics beyond simple searches of current political figures.
Instead, searches based on political issues that are still
relevant and those based on general political ideas were
heavily utilized. Secondly, in constructing a word list, it
became imperative to use a larger word set that would be
relevant for 2009 and beyond. By including both the issues
and names that were popular eight years ago and those that
are relevant today, the issue should be almost entirely
mitigated. Tables 4 and 5 include the word lists created for
the topic and emotion categories.

Politics

Obama, Hillary, Clinton, Trump,
Senate, Politics, election,
elections, Conservative,
Republican, Democrat,
Parliament, Fox News,
CNN, MSNBC,
Governor, President, Mayor,
liberal, Political, Democracy,
Terrorist, EU

Religion

Jesus, god, buddha, zeus,
catholic, catholicism, christian,
jewish, muslim, allah, prayer,
church, Christ, praise,
religion, religious,
atheist, saint,
atheism, parish

Family

Table 5: Sample of the word lists for the target emotions, with
obscenities removed and truncated for length.

Happiness

Sadness

Anger
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Family, mom, dad,
mother, father, son,
aunt, uncle, cousin,
niece, nephew, pop, ma, pa,
boy, baby, kid, parents,
grandma, grandpa. grandmother, grandfather,
grandparents,
bro, sis, daughter

Happy, Great,
Love, yay, incredible,
good, wonderful, fun,
joy, awesome,
excited, fantastic,
enjoyed, beautiful, lucky
Sad, sorry,
depressed,
devastated, upset,
miserable, cry, tears,
worst, distraught
Stupid, Angry, Pissed,
mad, horrible,
hate, annoyed, irritated, miserable

IV. HYPOTHESIS
The primary assumption is that the classification of
tweets by topic and emotion will work correctly. The
secondary assumption is that tweets about religion and
politics will lean substantially more towards anger and
sadness, whereas those about family will likely exude
happiness.
The lessons learned from this experiment can be
applied to different problems, such as large scale sentiment
analysis, especially for publically available data, and for
topics of current interest. For example, researchers can apply
this to politics and assess how a voting populous feels about
democracy. With the continued analysis of a particular topic,
trends may appear regarding these same topics.
The topics of religion and family have much broader
implications for research, but are nonetheless invaluable.
Determining how people feel on a large scale about religion
or about their home life can reveal how society at large may
be feeling about these topics. This large-scale monitoring of
emotions based on broad topics can inform a wide variety of
groups and is really where this research will excel. If these
correlations can be monitored over a long period of time, they
may reveal more about the world we live in. This type of
trend analysis has already been used in other fields with
promising results [15].
The common hypothesis was also that this twitter
data may be useful on a more specific level regarding
individual users. Although the research has obvious benefits
when classifying tweets of a large population at random, if
focuses on the tweets of one particular person, interesting
trends may appear all the same. For example, analyzing the
correlation between the topic and emotion of tweets for a
political candidate over time may reveal the ways in which
she or he has changed as an individual. If the classifier is
directed towards a Twitter account that represents a public
entity, for example, even more trends can be revealed if
compared to other data. Theoretically, if analysis is linked to
a stock price of a brand, for example, a correlation may be
revealed between the topic and sentiment of the tweets and an
increase in price.
V. RESULTS
A. Initial Results
Support vector classification with a linear kernel
achieves roughly 50% accuracy, without any changes to the
training methods. Although this result is better than random
guesses and shows improvement over previous work, the
accuracy is lower than acceptable. While further training with
different classifiers is expected to improve accuracy, there is
no inherent flaw with this overall system responsible for
skewing these results significantly.
Steps were taken to try to identify the issue behind
low accuracy. Word lists are often difficult to properly train,
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so this became the main focus of the investigation. Upon
running through the classification process while printing all of
the words from the tweets that matched with the word list,
clear problems began to present themselves. Before
progressing, it was thought that the uneven length of the word
lists may have had a negative effect on the frequency that
words fell into any given category. However, it became clear
that this did not have a major impact on the classification.
Instead, patterns began to emerge around words in
the lists that caused dozens of false positives on each runs. In
particular, these types of words usually fell into one of two
categories. Since each list was many hundreds of words long,
it was impossible to confirm that every word was equally
relevant to the topic, had similar appearance frequencies, and
did not repeat across any of the other lists. In particular, this
was especially important for the topics of sadness and anger.
This came as a surprise, but ultimately was rather clear upon
further investigation. In many circumstances, words such as
“hate” or “cry” can be classified in either list. This required
further analysis of the lists themselves and decisions based on
whether a particular word better represented one group or the
other.
Some of the more troublesome words were “bad,
cry, dead, die, feel, hate, kill, lie, mad, tears, upset.” These
words appeared in the lists for both sadness and anger, and
provided variation in classification. As they appeared in both
groups of words, the classifier would increase the word
frequency for both emotions, and could ultimately incorrectly
predict the emotion for these tweets if there was not a
sufficient enough number of other word list words in the
tweet. Although these words could be classified as falling into
one or more of these topics, they were removed due to their
ambiguity. The context clues needed to properly identify the
real category of these words fell beyond the scope of this
research.
Furthermore, a second large group of trouble words
began to present itself. This list came completely unexpected
and likely had a more negative impact on the classification
than the previous group. These words, who will now be
referred to as “segment words,” or “seg words,” for short,
appeared due to a flaw in the selected Python word matching
algorithm. In order to ensure that this potentially difficult
process was completed in a reasonable amount of time, a
relatively simple selection method was used. This method,
which utilized Python’s built “in” method, simply searched
each tweet and determined whether or not the characters from
each selected word appeared. Since there was no real analysis
behind what words actually matched those in our lists, many
of the matching words were not representative of the desired
emotion at all.
These seg words usually consisted of small words
that, while carrying meaning in their own right, were usually
apart of many larger words with often conflicting definitions.
One of the most common examples of seg words that were
encountered also illustrates the difficulty in trying to remove
them from the lists. “Sad,” in and of itself has an obvious

meaning, but tends to be a part of many larger words. In one
of the more comical encounters of this phenomenon, a tweet
about a Mexican restaurant was classified as sad because it
contained the word “quesadilla,” which itself contained the
word “sad.” Although it was originally assumed that this
would not be an issue because any word that contained a
larger word would likely have the same meaning, this was
often not the case.
Remedying this issue required careful consideration
of the most common offenders and was often not a universal
solution for each word. For example, words like “sad” needed
to have a space appended to them, to ensure that the method
would only consider a tweet to match if it actually contained
the word “sad” and did not have “sad” as part of a larger
word. For some of the other common seg words, deletion was
a simple solution. Again, due to the large nature of the lists,
some words that were almost entirely irrelevant began to slip
through. Words like “aid,” may have technically been
considered to present themselves in happy tweets, but
provided so many false positives that they needed to be
removed.
A third and less prominent normalization technique
utilized involved the removal of many nouns across all of the
list emotion lists. Although these words provided relatively
accurate data for the topic lists where nouns were a common
delineator between each type of Tweet, these words in the
emotion list only added confusion. In many cases, the nouns
present in the list simply were not accurate or specific enough
to reasonably fall into any of the categories or, at worst, could
fall into more than one category. Although not even noun was
removed across these three lists, this major elimination
process helped in making the classification process
substantially more accurate.
Further appearances of this phenomenon were
observed with the following words: “aid, art, being, cool,
family, feel, fine, give, hot, many, sun, trust, well, win, zing,
away, down, fed, ill, low, mad, man, out, bad, badly, break,
leave, love, and rob.” In each case, these words were too
frequently either vague or subsections of other words. Much
like the previous words that caused false positives, these
words could reasonably be classified into one of the various
categories, but their inclusion was not worth the issues that
they caused.
B. Support Vector Classification
Linear Support Vector Classification (SVC) was
used for this study. Throughout multiple tests, SVC achieved
roughly 90% accuracy in determining the emotion, and
roughly 87% accuracy in determining the topical. As the base
accuracy of each classifier would be 33%, a one in three
chance of correctly predicting a tweet’s category, these results
are evidence of a working algorithm.
These high accuracy rates were surprising in that
SVC is not typically the most efficient classifier for this type
of data [5], [13]. According to SciKit’s own documentation,
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the classifiers that perform well with this type of data are
Bernoulli Naive Bayes and Gaussian Naive Bayes [13]. These
algorithms are considered ideal for specific text inputs, and in
cases where there is a smaller than average set of training
data. Since these were thought to most likely provide the best
results, accuracy averages were taken and compared against
all three classifiers.
These results showed SVC to be the most accurate
classifier when compared against the other two. In testing,
both Bernoulli Naive Bayes and Gaussian Naive Bayes
provided accuracy levels that were roughly 3-5% lower than
SVC. Although the training data was split and randomized to
provide more accurate testing, the various testing was done
after the randomization and split occurred. In other words,
each classifier was tested under the exact same data. These
methods allowed for the following testing to be completed
with a high level of confidence.
C. Final Results
The results on the correlation of emotion and topic
for Twitter messages are promising. Five users, public
figures, were selected and a sample of their tweets was
analyzed.
This method was chosen to help in the analysis of
the results and to confirm the accuracy of the classifier on real
world data. These users were chosen because simple
generalizations were easy to make beforehand regarding the
content of their tweets. For politicians, for example, it was a
clear sign that the topic analysis was correct if the classified
returned a majority of tweets as falling into the politics
category. Similarly, for certain users, the emotion of the
tweets would be simple to ascertain before classification
began. For this reason, the data received was particularly
promising, as it all but mirrored the original assumptions.
A small setback was experienced because of the
nature of the topics selected. More often than not, tweets
failed to fall into a specific enough category to be reasonably
classified as either family, politics, or religion. For the most
part, these tweets, began to fall into the category of religion.
The quality and quantity of the dataset, the list of
words are major factors that affect the result. The more words
added to each list the more accurate is the result. Some words
overlap between two topics or two emotions. The amount of
words for each topic can make the difference. A political
debate on the health care for example tends to classify the
topic into “Family” even the main topic is “Politic”. We
collected tweets from 124 senators and 90% of them fall
within “Family”. The political tweets on the family welfare
does create an ambiguity between the “Politic” and “Family”.
This issue does not appear on the emotions. It is necessary but
not compulsory to compare the number of unique users to the
number of tweets. Tweets from random users may show
different languages. It is preferable to collect tweets amongst
selected users within different social class.
For reasons that are not entirely clear, the

classification algorithm tends to assume that most
indeterminate tweets are of religious nature. Although the
classification of emotion is correct, data skewed towards
being highly religious is disregarded as anomalous.

Fig. 5: The classification of Pope Francis’s sample tweets.

For politics, a wider range of emotions was
observed, but many tweets are clearly into either anger or
sadness. For this study two political figures were selected:
President Trump and Nancy Pelosi.
Fig. 3: The classification of Donald Trump’s sample tweets.

In the categories where clear identification was able
to occur, some patterns began to reveal themselves. For
religion, ignoring the tweets that were most likely incorrectly
identified, the majority of the tweets were classified as happy.
This is most easily viewed for data produced for both the
Dalai Lama and Pope Francis. These two cases serve as the
most accurate of the classifications produced through this
process, due in part to the relatively obvious nature of the
topic that was expected and the way in which the results very
closely mirror this theory. Each man’s tweets provided almost
identical heat maps. Although some sad and angry outliers
were seen, these tweets rarely embodied the stronger levels of
either anger or sadness that was common in our handclassified tweets.

Fig. 6: The classification of Nancy Pelosi’s sample tweets.

The President’s tweets there are clear trends of
negativity and sadness in tweets. Similarly, the majority of his
tweets can be classified as political, although all three topics
are fully represented. For Nancy Pelosi, her tweets tended to
show happiness. It is worth noting that Pelosi’s tweets are
classified as overly religious regardless of their actual content.
This result is an outlier and requires further investigation.

Fig. 4: The classification of the Dalai Lama’s sample tweets.

Fig. 7: The classification of Dr. Phil’s sample tweets.
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VI. CONCLUSION
The most interesting data trends in this study reveal
more about the individual users than it does about the entire
data set. For the most part, no overarching trends are observed
related to topic and emotion. However, such trends are
observed at the individual level, and as such, shift from user
to user. Although it was hypothesised that certain topics, like
religion, would tend to always show happiness, this was
mainly seen when the user was positive with all of her or his
tweets.
For example, the tweets of Pope Francis and the
Dalai Lama are generally positive, regardless of topic. For
users like President Trump, the negativity, either expressed
through anger or sadness, persisted regardless of topic. In
other words, it can be argued that topic and emotion do show
clear correlation, but at the individual level.
Although it can be argued that a user’s tweets should
be consistent over time, this study points out that this is not
always the case. Politicians and religious figures especially do
tend to stay “on brand” when it comes to the topic and
emotion of their tweets. This research confirms what a
researcher can already infer is most likely the subject of a
tweet and to get the emotion behind said tweet.
When analyzing political or religious figures, trends
regarding their emotion can be illuminating in terms of their
own state of mind or, over larger groups of these types of
users, the general state of a topic. Unfortunately, with users
who do not naturally fall into any specific topic, this
information is obfuscated. This is due, in part, to the
shortcomings of the classifier which tends to over classify
tweets as religious, but can also be attributed to personal
writing styles and personalities. Similarly, the inherent nature
of classifying two separate data sets increases the error rate.
Individually, each classifier achieved around 90% accuracy,
but when combined the error rate is multiplied.
It can be very difficult to see any real trends develop
unless massive samples of tweets are taken from large user
bases. This research is ultimately limited in scale in the
processing and data collection, and the limits of the
researchers. If this research was carried out over a longer
period of time, this would be the clear direction that it would
need to take. If the sampling of tweets could come directly
from a multitude of users, these sorts of trends may reveal
themselves much differently. Instead of analyzing the
correlations on a micro scale of individual users, macro
analysis may reveal greater trends in the corpus at large.
Similarly, long term development might allow for
the classification process to be altered to further remove the
occurrences of the anomalous classifications. At the time of
this research, narrowing down the possible cause of this issue
proved challenging. Machine learning itself is not always an
exact science, and it can be almost impossible to determine
what causes a classifier to come to one particular conclusion
beyond simply analyzing the trends in the feature set that it is
fed. The consistency of the words lists and the datasets play a

C5-8

significant role in the classification. The features that define
both topics and emotions are natural languages that evolve
rapidly and need to change regularly. The generic steps in the
process doesn’t change and may be replaced by a software
with a graphical user interface to upload and submit the file,
then display the report with the chart.
Further enhancements to machine learning will
contribute to gaining a deeper understanding into the
reasoning process behind the classification, which will only
help to improve these types of classifiers. As the data grows
more accurate, so too will the results it can produce.
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Abstract— Humans have been interested in understanding how
the brain functions for many centuries. More recently the focus
has been on the human visual system as it works coherently with
the brain to interpret what we observe. This paper compares the
human visual system with deep learning technologies such as
Convolutional Neural Networks. A better insight into how the
brain learns and recognizes objects can be used to improve
current deep learning technologies. This paper discusses and
compares how the brain and deep learning receive, process and
interpret visual data. As an emerging technology, deep learning
has the potential to affect military, medical, law enforcement. It
can be of help in situations requiring objects to be identified
accurately such as facial recognition, tumor identification,
autonomous vehicles, unsupervised learning, and ultimately
artificial intelligence.
Index Terms— Brain function, Convolutional Neural network,
Deep learning, Pattern Recognition, Visual Cortex, Visual System

I.

as input for visual data. Deep learning on the other hand uses a
data set of images as an input. Both the brain and CNNs use
neurons to extract information about the object before passing
it onto other layers in the system. However, they differ in the
way the learn and recognize objects. CNNs are only able to
name an object it recognizes whereas a human can provide
much more information about the object.
A better understanding of brain functions in processing and
learning information can help improve deep learning
technology. Current deep learning technology is based on the
present knowledge and understanding of how the brain
functions. Algorithms have been developed based on theories
on how the brain functions since the function of the brain is
not fully understood. Deep learning technology will be more
efficient and effective if an algorithm can be developed that
functions much like the brain.

INTRODUCTION

II. HUMAN VISUAL SYSTEM

T

his session briefly describes how the Human Visual
System functions and how it relates to deep learning
technologies. Convolutional neural networks are a deep
learning technology that come close to the functionality of the
human visual system. The technology can be used in various
real world applications where object identification or pattern
recognition can be of benefit.
Deep learning is a relatively new technology that is still in its
infancy. There are many improvements to be made before it
reaches or exceed the capabilities of the human brain. It is
currently restricted due to hardware limitations as it requires a
great deal of computing power. This limitation has been
partially alleviated with the use of graphics processing units
(GPU). The use of GPUs allows for parallel processing which
allows for more computations in comparison to a central
processing unit (CPU). Another factor that has made deep
learning technology viable is the availability of large amounts
of data and the decreasing cost of storage [4]. The brain has
evolved over millions of years and is efficient and effective
for the actions it performs. Deep learning has to evolve much
like the brain to reach the same type of effectiveness and
efficiency as the brain.
There are many similarities and differences between deep
learning and how the brain functions. The brain uses the eyes

The human visual system is a complex system consists of
many components. These components all work together to
allow you to view your surroundings.
The transparent cornea, and the lens all play a role in focusing
light as it passes from our environment through the pupil
before it is projected onto the region of the eye known as the
retina. The data is then sent to the optic nerve which transmits
the signal to the brain for processing [10].
The dilating and constricting of the iris which resides between
the cornea and lens regulates the amount of light that enters
the eye. The light then proceeds to hit the lens which bends the
light and projects onto the retina. The retina contains
photoreceptors which are cells that are sensitive to light. These
photoreceptors have the task of converting the incoming light
into nerve impulses that the brain can interpret. Rods and
cones are the two types of photoreceptors (light-sensitive
cells) which are present in most vertebrates and sit adjacent to
the pigment epithelium. Both rods and cones are elongated
cells that rely on light sensitive molecules in their outer
regions to capture light [6].
The primary function of the pigment epithelium is to maintain
the rod and cone photoreceptors. Rods are light sensitive and
can only pick up a grayscale image and thus they are mainly
for your peripheral vision. Cones are the opposite as they can
detect fine detail and color. Humans are considered
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trichromatic in that they have three different types of cones
which are sensitive to red, green, and blue light wavelengths.
These cones fire off nerve impulses depending on the wave
length of the light that comes in through the pupil and allow
you to perceive color. The color of the light is dependent upon
the wavelength of the light. Shortwave length light is
perceived as blue whereas long wavelength light is perceived
as red [7].
The optic nerve is responsible for transferring the nerve
impulses from the retina to the visual cortex. Before the nerve
impulses reach the visual cortex, it goes through the optic
chiasm and then to lateral geniculate nucleus (LGN). The
optic chiasm is where the information from the left visual field
is sent to the right side of the brain and the right visual field is
sent to the left side. The LGN consists of 6 layers which
alternates inputs from both eyes [9].
The visual cortex is comprised of 6 different layers as shown
in figure 1 V1, V2, V3, V3a, V4, and V5. V1 & V2 are
responsible for sorting and sending out the information to the
other layers for further processing. These layers process color,
form, motion, and size. The other layers are accountable for
identification of objects and storage of visual memories.
V1 is the primary visual cortex and is dedicated to processing
information about static and moving images. This layer is
further divided into 6 sublayers. Layer 4 is where the input
from the LGN is received [27]. Neurons in this layer can
distinguish color, direction, and orientation. These cells are
effective when they are stimulated by bars or edges in certain
placements [18]. As shown in figure 1 V1 receives the input
and then V2 sends the signals to the other various parts of the
brain for further processing. The other sections extract motion,
color, and form to complete the image we observe.

III. DEEP LEARNING
Deep Learning is a branch of the broader field known as
machine learning which is created by using algorithms to
mimic the structure and function of the human brain. Deep
learning is concerned with creating artificial neural networks
which are composed of many layers stacked on top of one
another. These layers are inspired by the layers of the human
brain and the neuron interaction between that passes
information among these layers. In an artificial neural network
these multiple layers enable the neurons to store information
and pass them up the layers to achieve a more abstract version
of the original data. This abstract version of the data helps to
make sense of the original data in a way that a machine can be
trained to recognize this data.
The technology can be applied to emulate the human visual
system. It does so by imitating how neurons function in the
neocortex using an artificial neural network.
A Convolutional neural network (CNN) is a type of deep
learning technology. It functions similarly to how the human
brain processes visual information. CNNs process information
much like neurons pass information from one neuron to
another. Convolutional Neural Networks (CNNs), first
introduced by Yann LeCun in 1989 exhibit exceptional
performance in classification tasks especially for object
classification [14].
CNNs are comprised of multiple layers of receptive fields
which are small neuron collections that process pieces of the
inputted image. The layers consist of convolutional layer,
RELU (Rectified linear unit) layer, Pooling layer, and a fully
connected layer). These layers build upon each other like
building blocks to provide you a result. The output of one
layer becomes the input to the next layer.
This can be compared to how the brain processes visual
information. The raw information is processed by the first
layer in the CNN much like it is processed by the primary
visual cortex. Then the information is sent to the other layers
in the CNN to extract features just like the primary visual
cortex.
The convolutional, RELU, and pooling layer are repeated
multiple times. When the process is repeated three or more
times it is considered deep (i.e. Deep Learning). Then it is
followed by fully connected layer to support classification.
The application of CNNs are currently being employed to
research and advance: Medical imaging for example MRI
based brain tumor imaging.

FIGURE 1: VISUAL CORTEX [2]

CNNs have also attempted to caption images, conduct facial
analysis, recognize emotions, detect sarcasm, differentiate
between types of percussions instruments, classify events in
microblogs and detect and track social networking trends,
advance speech recognition, detect twitter spam, recognize,
detect and segment objects.
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As shown in figure 2 CNNs can accurately detect the license
plate number from a car. It does so by separating the image of
the plate from the car [26].

FIGURE 3: CONVOLUTION PROCESS [20]

b)

The pooling layer is responsible for down sampling the
inputted image. It is usually placed in between convolutional
layers to reduce the amount of computation. It reduces
computation by decreasing the amount of input since the size
of the image is decreased. It would take a massive amount of
time and computation to process an image that is for example
7 megapixels which would create 7 million data points.

FIGURE 2: LICENSE PLATE IDENTIFICATION [26]

a)

Pooling

Convolutional Layer

This is the main component in the CNN process and it
performs the bulk of the heavy computation. The input of this
layer consists of a set of learnable filters. The inputted image
is split into smaller receptive fields for processing. For
example, if an image is 38x38x3 its receptive field can be
5x5x3. The dimensions of the image are length, width and
depth which is the color channels red, green, and blue values.
The color values are separated just like how there are different
cones in the eye to distinguish color. As these filters are
applied it detects certain visual features and creates a 2D
activation map.
Figure 3 demonstrates how convolution occurs on an image.
In this example, the CNN is trying to determine if the image is
an X. CNNs evaluate multiple areas for matches in every
possible combination. In the figure the ones indicate a strong
match and the negative ones indicate a weak match. The math
behind convolution involves multiplying the numbers from the
section being evaluated against the features that were learned.
Then you sum up the values and divide by the total number of
pixels in the image. A resulting value of 1 indicates a match
which could be 1X1 or -1x-1. A resulting value of -1 indicates
that there is not a match. In the figure, all the values result in a
one and thus indicate that it is an exact match. This process is
repeated for every possible combination and results in a
feature map that contains the values that are generated from
this process [20].

As shown in Figure 4, the pooling process takes the feature
map values generated from the convolutional layer and shrinks
them down while retaining the important aspects. It does the
shrinking by taking the maximum value from sections of the
image. In the figure, it takes the maximum value from a grid
of 2x2 pixels which effectively reduces the size to a quarter of
the original [20].

FIGURE 4: POOLING PROCESS [20]

c)

ReLU (Rectified Linear Unit)

An issue with CNNs is the computational cost. Even with the
advancements of computational power and the use of multiple
Graphical Processing Units (GPUS), CNNs face the challenge
of matching or exceeding human performance.
The
computational cost issue was addressed by Krizhevsky et al.
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Krizhevsky showed that in practice, CNNs with Rectified
Linear Unit Activations (ReLU) neural activations trained
faster than other activation functions [13]. The approach
simplified turned all negative values into 0.

image of a car. After many repetitions the image is identified
as a car with a high probability [11].

The ReLU layer acts as a normalization process.
Normalization is referred to as regularization in some texts.
“A step to keep the math from blowing up by tweaking the
values a bit.” According to Bandon Rohrer. The approach
simplified turns all negative values into 0 [20]. In the ReLU
layer a stack of analyzed images becomes a stack of images
with no negative values.
At the 2016 CVPR, the premier annual computer vision
conference Ben Haeffele and René Vidal of Johns Hopkins
University presented some of the recent improvements in the
performance of CNNs. Cited was improved regularization
among others. Various techniques are used in the ReLU layer,
including weight decay and dropout. The dropout method is
cited as performing better than weight decay [23].

FIGURE 6: CNN LAYERS [11]
The final results are based on weights which are given by the
neurons in the network. Each neuron in the neural network
assess the image and gives it a weight based on attributes in a
process called backpropagation. In figure 6 the neurons would
look for things such as wheels, headlights, and windshield to
determine if it is a car. According to the weights a probability
vector is created which is a highly-educated guess. In figure 6
the first result is a car which shows the highest probability.
The next result is a truck which is likely since they share some
characteristics. The rest of the results have lower probabilities
and are not likely to be the correct identification of the image.
The result of the CNN is highly dependent on the quality of
the dataset that is inputted. If the CNN gets a dataset that does
not accurately represent a car it will make mistakes and will
not be as effective at recognizing the object.

FIGURE 5: EXAMPLE OF DROPOUT IN THE RELU LAYER [23]
Dropout is a normalization function where each element of a
layer’s output is kept with probability p. When the output
fails to meet the probability criteria the output is set to 0.
When applied to the outputs of the fully connected layer the
equation is written as such: r = m * a (W v)
In this equation, r is regularization, m is mask being applied, *
the elements product, a is an activation function, W is the
weight of the mask, v represents input from the fully
connected layer. Other variations apply dropout to the input
and the equation is represented as such: r = a (m * W v) [25].

d)

Fully Connected Layer

After a few repetitions of Convolution and pooling a fully
connected layer is created to connect the neurons between the
current layer and the previous layer.
Figure 6 Shows the different layers of the CNN and how they
are used to come up with a result. In this case, the input is an

IV. BACKPROPAGATION
Backpropagation is a process that generates weights for the
inputted image based on the features it has learned. Every
image that is processed receives a weight and the error or cost
function in this vote can show you how good your learned
features are. The error is calculated by subtracting the right
answer which would be a 1 by the generated weight. Then
gradient descent is used to minimize the error in the weights.
This process adjusts the features and weights up and down to
see how the error changes. The amount of adjustment is
dependent on the size of the error, so a large error will require
a large adjustment and a small error will require a small
adjustment [20].
Figure 7 shows the computation behind the back-propagation
process. The backpropagation process is “nothing more than a
practical application of the chain rule for derivatives” [15]. A
weighted sum of error derivatives is calculated at each hidden
layer.
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VI. MEMORY
Memory or storage is a vital part in the learning process of
both the human brain and in deep learning. Memory in deep
learning networks must store input data, weight parameters,
and other computed data [8]. Deep learning uses GPU DRAM
(dynamic random access memory) and external DRAM as
storage. The brain on the other hand uses neurons and
synapses throughout the brain as memory.
Three types of memory are need for learning. The first type of
memory needed is a long-term memory (content addressable
memory). It is used to store information for a long period of
time, which can be accessed later. The second type of memory
is short-term memory (working memory). It is used to store
information for a short period that can be overwritten rapidly.
The last type of memory needed is an implicit memory which
is unconscious memory. This type of memory is learned using
gradient descent on errors [16].

FIGURE 7: BACKPROPAGATION PROCESS [15]
V. COST FUNCTION

a) Content Addressable Memory
Cost functions give an indication of how well a neural
network performed given a training sample and its expected
output. Deep learning in part is based on efficiently optimizing
these cost functions as shown in the backpropagation process.
In the publication “Towards an integration of deep learning
and neuroscience” they have 3 hypotheses about the brain and
cost functions.
The first hypothesis states that the brain optimizes cost
functions. They claim that the brain has mechanisms for credit
assignment while learning and adjusts the properties of each
neuron to tune the process. This process of assigning cost is a
vital component to the learning process and is similar to how
CNN functions [16]. CNNs use backpropagation to reduce
errors by tuning the weights like neurons in the brain.
The second hypothesis they proposed is that cost functions are
diverse across areas and change over development. Neurons
are located throughout the brain and thus may optimize things
differently. In addition, the cost functions may change over
time as the brain develops [16]. Deep learning is currently not
able to optimize the learning process over time.
The third hypothesis they proposed is that specialized systems
allow efficient solution of key computational problems.
Different parts of the brain seem to specialize in certain
functions. This is indicated by how the information flows to
different regions of the brain as show in figure 10. This is
similar to how computer programs have specialized functions
to efficiently solve a problem.
They also argue that the brain solves problems differently
depending on the problem. The brain might use genetic prespecification circuits, local optimization or a host of proposed

Content addressable memory allow us to recognize a pattern
that we have seen before. Including such memory in deep
learning “allows deep networks to learn to solve problems that
previously were out of reach” [16] Current deep learning
technology is able to extract features from
b) Working Memory
Working memory is a short-term memory that can be
overwritten quickly. It is a vital for human like intelligence
such as reasoning as it provides short term storage for
processes [16].

c) Implicit Memory
Implicit memory is a type of long term memory that allows
you to use “past experiences to remember things without
thinking about them” [28]. For example, activities such as
walking, riding a bike, and driving a car are things you do
without thinking.
Tagging the importance of memory can be of beneficial as it
can remove unnecessary data from the training set. The brain
contains a salience network as indicated by the black region in
figure 8. It “is a collection of regions of the brain that select
which stimuli are deserving of our attention.” [24] The brain
receives various sensory inputs and therefore must prioritize a
given sense depending on the situation. The salient network is
considered to play an integral part in preparing the brain for an
event [22]. For example if you feel pain in some part of your
body, your attention is completely directed to the area of
concern.
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FIGURE 8: FUNCTIONAL NETWORKS OF THE BRAIN [3]

VII. SUPERVISED VS UNSUPERVISED TRAINING
Deep learning can learn in two different methods, a supervised
method and the other is unsupervised. Supervised training
requires a large amount of data that is labeled for training
purposes. Unsupervised training on the other hand does not
require labeled data. It can sort and classify the data it is given
without human intervention.
CNNs are trained using the supervised learning method. Thus,
require a large dataset that is labeled to create feature maps.
Which are used to identify an object that you input. The
brain’s architecture of neurons is comparable to convolutional
neural networks but they differ in the way they learn [5].
Section A of figure 9 demonstrates how the supervised
learning occurs using labeled data [16]. The brain can also
learn using the supervised method but it is able to use it in
conjunction with unsupervised learning. Section B of figure 9
demonstrates how the brain uses supervised and unsupervised
learning. Section C of figure 9 shows how information enters
the brain from the sensory inputs and the outputs that are
generated as a result. The brain has different sections that
specialize in a given function. This is similar to the way a
specialized algorithm can be optimized for a specific function
thus increasing its efficiency [16]. The section below that
shows how a deep learning network functions in comparison.
The deep network takes the inputs and computes a cost
function which it passes on to the other layers in the network
for further processing.

Figure 9: DIFFERENCES BETWEEN CONVENTIONAL AND BRAINLIKE NEURAL NETWORK DESIGNS [16]
Differences between CNN and human visual system is that
CNNs are good at labeling things. The human visual system is
not a labeling machine but recognizes surrounding objects and
allows you to make sense of it. For example, if you see a
flower outside you might not know the exact name but you
know other details about it. You may know how it smells or
the season it grows in but may not be able to identify the
name.
The world around us gives us a limited amount of information
that we can use for supervised learning. However, there is a
large amount of data available for unsupervised learning since
it doesn’t have to be manually labeled. The caveat with
unsupervised learning is that it may not learn things as a
human would and thus may not make sense to us [16].
Humans can infer information about an object based on how it
looks without knowing the exact name. Currently Deep
learning is not able to logically think about objects as humans
can. The technology is far away from human level
performance since it is only capable of labeling objects based
on user inputted data [5].

VIII. IMAGENET
ImageNet is a project that contains a large set of visual data
which has been hand classified. It is used to train and test deep
learning technology.
ImageNet is a widely-used dataset because it contains more
than fourteen million annotated images organized by the
semantic hierarchy of WordNet. [21]. As of the publication of
this article ImageNet contains 14,197,122 images with 21841
synsets indexed [21]. A “synonym set” or “synset” is a

C6-6

concept represented in the image and labeled with a word,
multiple words or word phrases.
In the publication “Deep Learning: mathematics and
neuroscience” Tomaso Poggio states “Deep networks trained
with ImageNet seem to mimic not only the recognition
performance but also the tuning properties of neurons in
cortical areas of the visual cortex of monkeys.” [19] This
shows that deep learning technology can perform like the
brain if it is given a proper labeled dataset. Tomaso Poggio
also states that networks that are trained using ImageNet
perform well on other datasets with very little additional
training.

FIGURE 10: CLASSIFICATION ERROR HUMAN VS DEEP
LEARNING

ILSVRC (ImageNet Large Scale Visual Recognition
Challenge) is an annual held contest. In this challenge
participants train their algorithm using images from a dataset
and then automatically label a set of test images. These
predicted labels are then sent to a server that evaluates the
correctness of the labels [21].
The challenge consists of three different tasks [21].
1) Image classification in which the
identifies all the objects in an image.

algorithm

IX. SCALABILITY OF DEEP LEARNING
Deep learning can come up with better results when it is given
larger sets of data as an input. In comparison, older learning
algorithms don’t scale as well. As shown in figure 11 the
performance of deep learning increases as the amount of data
increases [1]. We have access to large datasets now due to the
decreasing cost of storage. This is one of the reasons that deep
learning has become a feasible technology.

2) Single object localization in which the algorithm
identifies one instance of each object category and
their location in the image.
3) Object detection in which the algorithm identifies
multiple instances of an object and their locations.
GoogLeNet is a deep learning algorithm that was developed
by google. It was entered into the ILSVRC in 2014 and placed
1st in the image classification and object identification tasks.
The error percentage for the image classification task was 6.66
percent. The average precision percentage for object detection
was 43.93 percent. The algorithm placed second for single
object localization with an error percentage of 26.44 percent.
In the publication “ImageNet Large Scale Visual Recognition
Challenge” they conducted an experiment between 2 human
annotators and GoogLeNet [21]. Both annotators A1 and A2
trained using a set of images and annotated a set of test
images. The first annotator (A1) trained using a set of 500
images and then annotated 1500 images. The second annotator
(A2) trained using a set of 100 images and then annotated 258
images. The GoogLeNet algorithm was trained using a much
larger dataset of 100,000 images. The results of the
experiment are shown in the figure 10. The first annotator was
able to achieve a lower classification error than GoogLeNet
even though they trained using a smaller set of training
images. This shows that the brain can be trained using a much
smaller set of images and is able to outperform deep learning
technology. The second annotator achieved a much bigger
error percentage which can be attributed to smaller set of
training data.

FIGURE 11: SCALABILITY OF DEEP LEARNING [17]

X. LNP MODEL (LINEAR-NONLINEAR-POISSON CASCADE
MODEL)
Linear-nonlinear-Poisson cascade (LNP) is a popular model
that mimics the functional behavior of neurons. This model is
similar to how neurons in deep learning function. The LNP
model consists of three steps. The first is estimating linear
filters. The next stage consists of transforming the output of
the filters an instantaneous firing rate. The last stage then
generates a poisson spike from the nonlinear transformations.
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Abstract - Determining human emotion using
computers is a constantly growing topic in the field
of biometric and radio frequency. The focus of this
study is to assess the validity of a device that
synchronously uses the principles of iMotions - a
biometric system which recognizes the physical
interaction and behavior traits and EQ radio, a
wireless remote system that measures heart rate and
breathing. The main purpose of this research would
be to combine radio frequency and biometric
readings for improved accuracy. By using such a
dual mechanism system will provide a better remote
interface for detecting emotions. It can be used in
medical facilities, police interrogation, geriatric care,
and many others. In case of medical treatment, it will
help to understand the mental state of severe brain
damage or non-verbal patients and to provide
appropriate therapy and management.
Index Terms: Biometrics, EQ radio, Emotions,
Facial Expressions, iMotions.

I.

INTRODUCTION

From a psychological point of view, an emotion is a
complex psychological state that involves three distinct
components: a subjective experience, a physiological
response, and a behavioral or expressive response.
Emotion is divided into two parts. The early part of the
emotion process is the interval between the perception
of the stimulus and the triggering of the bodily response.
The later part of the emotion process is a bodily
response, for example, changes in heart rate, skin
conductance, and facial expression [6]. Researchers
have used basically two models of emotions - discreet
and dimensional. The discreet model includes six
emotions - happiness, sadness, fear, surprise, disgust
and anger. These emotions are universally accepted
emotions. Dimensional model basically talks about a
graph plotting emotions against - valance and arousal.

Valance denotes polarity of emotions, positive and
negative. Arousal denotes the intensity of emotions [4].
The face serves as an important identifiable trait for
these emotions. These emotional characteristics are
considered to be specific to each individual, allowing
them to be used as an identification method. Facial
recognition is a technology that analyzes various
features or characteristics of a face. This technology
uses cameras, digital image processing, and algorithms
to determine a myriad of emotions based on facial
expressions.
Apart from the facial expressions, physiological
measures like ECG, have been used to evaluate the state
of emotions of a person. When a body undergoes any
stress or for that matter feeling of joy, the brain triggers
the flow of chemicals and hormones. This cascade of
hormones accelerates the heart rate and breathing.
These changes enable the body to respond to stress or
happiness. The heart gives out the electric signals
termed as electrical activity which is measured using an
Electro Cardio Graham (ECG). QRS complex is
graphical
deflections
seen
on
a
typical electrocardiogram (EKG or ECG). The QRS
complex corresponds to the depolarization of the
ventricles of the heart. According to a study, this QRS
System, which is an activity of ANS can be used to
understand the emotions experienced by a person. [9]
This study examines the use of a software that provides
first a preliminary response by examining facial
expressions and then providing a confirmatory result by
measuring heart activity. The iMotions was founded by
iMotions Inc. in 2005 [1]. EQ radio is a device
developed by Researchers from MIT’s Computer
Science and Artificial Intelligence Laboratory (CSAIL)
that can detect a person’s emotions using wireless
signals [12].
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II. FACIAL FEATURES AND EXPRESSIONS
Research on facial expression dates back to 1872.
Darwin's "The Expression of Emotions in Man and
Animals" published in 1872, talks about general
principles of expressions and modes of emotions in
peculiar species especially man. To confirm his
hypothesis that facial expressions are universal he
obtained data from different sources from different parts
of the world and analyzed the outcomes. In the year
1976. Paul Ekman published a cross - cultural study that
established the fact that emotions are universal. With his
colleagues he then developed a system known as FACS.
to record and measure facial expressions. This system
encodes movement of every anatomical facial muscle
from momentary changes in facial expression [7].
FACS manually codes anatomically possible every
facial expression. It does this by deconstructing facial
expression into specific action units. Are defined as
contraction or relaxation of one or more muscles. The
use of FACS is mainly in the area of measuring negative
emotions like depression and pain. FACS is one such
technology which is defined to be self instructional.
That is, it can be learnt from a number of resources
including manual and workshops. However, FACS
rating requires extensive training, and is time
consuming and subjective thus prone to bias [3].
Face recognition technology was developed 1960's. It
was the first semi automated system of face recognition.
This technology required the researcher to take
photographs and create data by calculating distances
and ratio to a common reference point. This was a time
consuming and challenging approach. In 1970's
Goldstein, Harmon and Lesk used 21 anatomic markers
to automate the recognition [5]. The problem with both
these methods that they were hand measuring. In 1988
Kirby and Sirovich applied linear algebra technic to face
recognition [10]. In 1991 Turk and Pentland discovered
a technique that enabled real time automated face
recognition systems. [12] The USA govt. has performed
multiple projects to determine the advantages and
limitations to face recognitions.
The FacE REcognition Technology (FERET)
Evaluation, sponsored from 1993 to 1997 by Defense
Advanced Research Products Agency(DARPA) was an
effort to promotes innovations of face recognitions
algorithms and technology.
The computer based face recognitions industry has
made many useful advances in past decade, However
the need for higher accuracy system still remains. A
constrain in the facial recognition technology is that it

deals with what is clearly visible on the face, ignoring
invisible changes or also called physiological changes
that occur inside the body.
III. BIOMETRIC SYSTEMS
A biometric system is a technology that automatically
uses personal information to recognize a person. It uses
specific data and behavioral traits to work efficiently.
There are various biometrics applications such as finger
print scanner, retina scanner used to unlock latest mobile
phones. Facial recognition software uses cameras for
comparing facial characteristics of an individual.
iMotions is a scalable biometric research platform. It
consists of biosensors, facial expression analysis, EEG,
GSR, EMG, ECG. iMotions Inc. was founded in 2005,
and headquartered at Copenhagen, Denmark.
It is a software that combines various biometric sensor
device that performs various biometric sensors like
facial expression, eye tracking, EEG, GSR and EMG.
Eye tracking is concerned with the reaction of our pupils
to various kind of visual events. Eye tracking systems
uses corneal reflection to identify eye position and to
evaluate visual attention. It is a non intrusive method
used for identifying human emotions by tracking
movement of eye ball.
Facial expression tracking by iMotion involves
determining seven basic human emotions such as joy,
anger, surprise, fear, contempt, sadness and disgust
using facial features like eyes, eyebrows, lips and
nostrils. There are myriad facial points to detect the
human emotions. In these software it divides emotion
into positive and negative. If emotion scale is on
negative the person might be sad or angry. Else if the
scale is on positive side then the emotions status of
person might be happy or joy. Emotions such as surprise
can be considering both negative or positive on scale.
EEG integration with GSR ECG and facial recognition
will improve the accuracy of software it monitors
electrical activity generated in the brain.
IV. HEART ACTIVITY AND EMOTIONS\
Conventionally Electrocardiograms (ECG) are used to
diagnose cardiovascular diseases and cardiac
abnormalities ECG provide information's about the
cardiac functions through graphical presentations. The
use of ECG has now become more advance to include
areas like the lie detection, emotions measurement and
human identification.
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In 1894 William James stated that afferent signals from
our senses results in unique physiological responses that
produce stimulus which in turn caused associated
emotions [8]. The normal ECG is composed of a P
wave, a QRS complex and a T wave the P wave is the
first wave of electrocardiogram and represents spread of
electrical impulse. The PR interval is measured from
beginning of P wave to the beginning of QRS complex.
It reflects the time taken by the impulse to travel the
entire distance from SA node to ventricular muscle
fiber. The QRS complex represents the spread of
electrical impulse through the ventricular muscles
(Depolarization).
The ECG records the electrical activity of the heart
using electrodes and sensors. Heart rate variability
which is also called as RR variability of the QRS
complex is a physiological phenomenon which
measures variations in the time interval between
heartbeats. Heart rate variability is a physiological
marker of how we experience and regulate emotions
[2].
In general, there are two types of HRV associated with
emotions:

used for many things for instance scrolling a page as you
read.
VI. EQ-RADIO
EQ-Radio is a technology developed by MIT that uses
RF signals to determine the heartbeat and respirations.
It transmits RF signals and then in return, reads the
reflection back from the body of a patient. These
reflections are then analyzed to determine the different
emotions of the person.
It measures the heart activity as accurately as ECG
monitor with 0.3% of marginal error. It sends the
wireless signals and receive small variations of
heartbeat intervals. This helps to determines the level of
arousal and allows the EQ-radio to detect the emotions.
[11]
EQ-radio operates on acceleration of RF signals to
dampen the breathing signals and emphasize heartbeats.
In contrast to the QRS complex which has a known
expected shape. The shape of heartbeat in RF reflections
is unknown and depends on person's body and exact
posture [13].
EQ radio system has three components.

1) The jaggered and incoherent wave, which
significantly belongs to the emotions of stress like
anger, frustration and sadness.

1. First component is a radio that transmits RF signals
and receive the reflections.

2) The smooth and harmonious waves, observed when
the subject experiences the feelings of joy care or love.
This is called the coherent heart rhythm.

2. Next, the resulting RF signals is pass to beat
extraction algorithm, the algorithm returns a series of
signals that corresponds to individual heartbeats.

The ECG measures these variabilities’ and thus help us
to detect the emotions using the ECG readings.

3. Finally, the heartbeats along with captured breathing
patterns are past to an emotions classification system
and produced on a monitor. The emotions classification
system comprehends heartbeat and respiration based
feature [12].

The drawback of the existing ECG - emotion detection
is that it requires the use of sensors and hence requires
the patient to be connected to all sorts of wires and
technology, thereby making a cumbersome process.
V. EYE TRACKING
Eye tracking can be a good way to detect stress in a
subject. When the body encounters a stressful situation
the pupils naturally dilate. The eye tracking module can
also be used to detect where a person is focusing his/her
attention which although not as useful in detecting
emotion has other uses this type of technology could be

VII. METHODOLOGY
The Research methodology of this requires gathering
and analyzing of data from questionnaires answered by
participants to record the facial expressions and
reactions. These were later analyzing by using iMotions
software. To start the experiment, we exposed an
individual to first a questionnaire followed by 2-3
incidental stories. We also captured live face recording
iMotions software while he was answering and listening
to our experimental questions and stories. The software
created a graph which consisted of different emotions
and reactions on his face. Throughout the experiment
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the individual was expected to elicit an emotional
reaction.

VIII. RESULTS
The Following finding have been discovered through
the study iMotions only give the preliminary result to
facial recognition and emotion detection to confirm
these emotional results we need an ECG and respiratory
rate confirmation. This confirmation can be achieved by
incorporating the principle of radio frequency and
electrocardiogram.
Though the iMotion software thus provide ECG rating
cannot be used remotely. To enhance the technology,
the wireless system needs to incorporated which can be
done using EQ radio.
IX. LIMITATIONS

Data Analysis
Once the video was recorded the software analyzed the
various expression the individual showed. For each
reaction the individual gave a specific response was
generated by the software. Once all the reactions were
collected by the software it produced a bulk response in
term of a graph. We compare the measured expressions
and correlated them with true expressions. The system
displays the raw scores which must be calibrated against
a baseline neutral emotion for better accuracy, this
corrected score accounts for natural features of the
individual that might show them as happy or sad at a
neutral state. Calculating the corrected score is as
simple as subtracting the average baseline score from
the new Raw score.

Because EQ radio is a property of MIT the exact
working software could not be studied in this research
paper. Hence we limited our research findings only to
the aspects of the iMotions software.
X. CONCLUSIONS
The iMotions platform is a solid piece of software that
could be used to perform a multitude of functions, by
itself it provides a significant amount of data and with
the ability to leverage it with its API into 3rd party
applications I can see it becoming the standard in the
industry. The uses of this technology are only bound by
the imaginations of those who utilize it.
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Abstract— This study presents and discusses experiments in
sentiment analysis of Twitter posts relating to U.S airline
companies. The goal of this study is to determine whether tweets
can be classified either as displaying positive, negative, or neutral
sentiment. Word embeddings that are produced by word2vec are
generally used to learn context and produce high-dimensional
vectors in a space. These embeddings are then classified using
machine-learning algorithms. The challenges of applying
word2vec to tweet sentiment classification include using tweet
length and syntax to determine the most accurate method to
analyze Twitter posts. The highest accuracy for sentiment
classification of Twitter posts was 72%. This prediction was
achieved with Support Vector Machine and Logistic Regression
classifiers, combined with the word2vec skip-gram training model.
Index Terms- Multiclass classification, natural language
processing, sentiment analysis, Twitter, word embedding,
word2vec

I. INTRODUCTION
An estimated 1.96 billion people currently use social media
around the world. This figure is expected to grow to at least 2.5
billion people using social media by 2018 [1]. Leaders in the
social media global market include Facebook, WhatsApp, QQ,
WeChat, QZone, Tumblr, Instagram, and Twitter [2].
Approximately 500 million posts are made on Twitter alone
every day [6].
Through these social media applications, users freely share
experiences and opinions with their network of followers. Users
tend to express a variety of sentiments in their posts, therefore
these posts provide invaluable insight into how the users think
[3].
What is the capability of a machine to use opinion mining
and sentiment analysis tools to accurately determine the feeling
associated with a post? The algorithms used for sentiment
analysis are not without limitation. Sentiment analysis relies
heavily on pattern recognition and a basic understanding of key
words. The analysis of Twitter posts presents a challenge due
to the length of the posts. Every post is limited to 140 characters
which makes pattern recognition more difficult. Other
challenges include the inability of a machine to recognize
sarcasm. This study attempts to use word2vec in order to
achieve higher accuracy when compared to other algorithms
that have been used for sentiment analysis. This study

integrates knowledge of stylometry, sentiment analysis, and
classification algorithms and poses the following questions:
1) What are the key factors to consider when classifying
Twitter posts?
2) What algorithms are effective for sentiment classification?
3) What is the prediction accuracy when using word2vec for
sentiment classification of Twitter posts?
Stylometry is the literary style that differentiates a user from
others. Stylometry is not only limited to user vocabulary, but
also to syntax and spelling. This study analyzes a large dataset
from Twitter to extract useful information for sentiment
classification and an understanding of stylometry is important.
Traditional algorithms for text classification include: Naive
Bayes, K-means/KNN, and Decision Trees. These algorithms
have been used successfully for classification of text. However,
algorithms developed more recently, such as word2vec, can
build models for texts and rebuild semantic context regardless
of the order of words. Word2vec works similarly to the human
mind in that it uses word association to help a computer identify
possible word combinations [12]. This study experiments with
different algorithms to find which one yields the highest
prediction accuracy.
Our study analyzes the similarities between the posts of a
user in order to help verify the origin of the post. In addition to
identifying similarities between posts, our study will classify
their sentiments.
Sentimental analysis is a natural language processing task.
By analyzing text and linguistic content, identification of the
subjective information of the Twitter posts should be possible.
The objective of this study is to determine whether using the
word embeddings generated by the word2vec algorithm could
be used to classify sentiment. The big idea is that by using word
embeddings, there will be no need to manually create features
based off stylometry in order to classify sentiment accurately.
Section 2 reviews literature on sentiment analysis and the
word2vec algorithm along with other effective models for
sentiment analysis. Section 3 describes methodology and
preprocessing of the dataset. Section 4 describes experimental
results. Section 5 concludes the paper with a review of our
results in comparison to the other experiments. Section 6
discusses the future work.
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II. LITERATURE REVIEW
Rong [12] describes the word2vec model and its application
as well as usages and techniques for optimizing data analysis.
Word2vec encompasses two models: the continuous bag-ofwords model (CBOW) and the skip-gram (SG) model [12]. The
SG model and the CBOW models are opposites, but they are
both effective architectures for allowing the neural networks to
learn words and their context [12]. The CBOW method uses the
context to predict the next word and the SG model uses the word
to predict the context [12]. Word2vec is used in conjunction
with other algorithms in order to accurately classify sentiments.
Mikolov et al. [13] proposed two architectures for continuous
vector representations of large datasets and analyzed the
efficacy of the different algorithms and architectures [13].
These include Feedforward Neural Net Language Model
(NNLM), Recurrent Neural Net Language Model (RNNLM),
Parallel Training of Neural Networks, and new log-linear
models such as CBOW and SG. Their work revealed that one
could train high quality vectors on simple model architectures,
such as CBOW or SG, and that due to the lower computational
complexity of these architectures, higher accuracy over larger
datasets could be achieved [13].
Kharde and Sonawane [8] analyzed and compared several
different learning techniques and algorithms that have been
tested for sentiment classification on Twitter data. [8] Their
research compared the performance of a number of machine
learning algorithms such as Naive Bayes, Max Entropy,
Support Vector Machines as well as other lexicon-based
approaches [8].
The support vector machine method, which was performed
by Pang and Lee, achieved the highest accuracy. Pang and Lee’s
experiment yielded a classification prediction rate of 86% and
a number of other algorithms all in the 80% accuracy range [3]
The main flaw of their survey is that the two different studies
used different datasets [3]. The level of accuracy would be
more telling if all were done using the same dataset.
Maas et al. [11] introduced a model that mixes both
supervised and unsupervised sentiment components to predict
document-level sentiment. They applied the model to widely
tested corpora and were able to out-perform all of the other
methods previously tested [11]. Traditional stop words which
are commonly removed from language processing were left in
because of how they help imply sentiment [11]. This also holds
true for non-word tokens such as “!” and “:-)” [11]. The authors
took their dataset from previous work done by Pang and Lee
and used their results as benchmark. Maas et al. were able to
correctly classify 88% of the test cases. [11] One important
contribution of this research is the classification at the sentence
level which is relevant to the classification of Twitter posts
discussed in this study.
The work of Go et al. [4], had a different approach as they
removed all emoticon and non-word tokens as they train their
algorithms. Their research found that removing the non-word
tokens allowed the classifiers to focus on other features while
including them had a negative impact on two of the algorithms
they tested with a negligible effect on the third [4]. After
training, they applied Naive Bayes, Maximum Entropy, and
Support Vector Machine algorithms to classify Twitter
sentiment with accuracy in the 80% range [4] which is in line

with the results of the work that Maas et al. conducted [11]. The
best result, 83%, was achieved with the Maximum Entropy
classifier when using both Unigrams and Bigrams. However,
all of the results were within three percentage points so no
combination of classifier and feature performed much worse
[4].
Hashtags are another feature that similar to emoticons that
help differentiate social media texts from other texts.
Kouloumpis et al. [9] built a dataset that included hashtags (e.g.
#bestfeeling, #epicfail, #news) in an effort to improve accuracy
for sentiment analysis [9]. Their training set utilized what they
viewed as the top positive, negative, and neutral hashtags
including #iloveitwhen, #thingsilove, #success, #worst,
#itsnotok, #ihate as an improved way to collect and sort training
data [9]. Kouloumpis et al. tested the inclusion of emoticons
against the dataset of hashtags alone and found that including
emoticons showed no significant improvement versus hashtags
alone [9].
Lilleberg and Yun [10] implemented word2vec for text
classification. They tested word2vec against tf-iZdf, term
frequency-inverse document frequency, and were able to show
that word2vec in conjunction with tf-idf outperforms tf-idf on
its own. Their findings concluded that word2vec provides
complementary features to tf-idf and that the results are
consistent enough to show that the combination of the two can
outperform either algorithm individually [10]. Their research
compared performance with and without omitting stop words
and varying weighted combinations of the two. Their research
also compared algorithm accuracy with respect to the number
of categories it had to classify between and showed that they
were extremely effective, 85% accuracy and up while
restricting the test to two categories, but dropped as low as 65%
when the number of categories was increased to four [10].
Wang et al. [14] explore the research and application of the
sentiment analysis on Chinese reviews [14]. This study was
produced to compare the efficiency of the TF-IDF algorithm,
and the TF algorithm for text classification against the featurebased six-tuple vector model in conjunction with the High
Adverb of Degree Count (HADC) on Chinese sentiment
analysis [14]. They found that the six-tuple model and HADC
weighting algorithm in conjunction succeeded in classifying
between 88% and 92% of reviews accurately [14]. More
research needs to be done to conclude if this is the most
effective algorithm for sentiment analysis, but it is clear that this
model achieves a high level of accuracy. This model has not yet
been tested on English text.
Sakar et al. [15] takes a new stance on the use of Naïve Bayes
algorithm. In general, the Naïve Bayes method is not as
effective as many other algorithms, however, it can be
extremely accurate when used in conjunction with other
methods [15]. The team proposes a two-step feature selection
method which is based off of finding the most used words in the
selection to create the base and then clustering to reduce feature
space [15]. The study examined choosing the “important
words” based on a chi-squared value and defined those words
as the base by using a term based matrix [15]. This proposed
method improved the performance of Naïve Bayes, reduced the
feature set more effectively than the univariate chi-squared, and
outperforms more traditional methods such as the greedy based
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Figure 2. Airline Sentiment Distribution

search wrapper or correlation-based feature selection (CFS)
[15].
III. METHODOLOGY
In order to study the sentiment of Twitter data, the
experiments were conducted on a publicly available dataset
(www.kaggle.com) of Tweeter posts relating to users’
experiences with U.S airlines. The dataset contained 14,640
tweets and 15 attributes including the original tweet text,
Twitter user-related data, and the class sentiment label. Upon
downloading the dataset, it was read into a Pandas DataFrame
object inside of a Jupyter notebook in order to simplify the
computation step. Before training machine-learning models on
the data, some exploratory data analysis was conducted on the
dataset to get a better understanding of what it entailed. The
following figures show the visual representation of the data.

A. Preprocessing
Figure 1. Quantity Distribution of the Airline in Twitter Data

The dataset was previously labeled to indicate customer
sentiment for each of the airlines. For this dataset, the user
experience is described as positive, negative or neutral, as
displayed in the diagram below. These classes represent the
criteria by which the accuracy of the experiments were
analyzed.
Our exploratory analysis showed an imbalance between the
three sentiment classes with 9178 labeled as negative, 3099
labeled as neutral and 2363 labeled as positive instances. This
distribution might be caused by predictions of testing instances
that skewed our analysis towards negative sentiment.
The analysis also showed a higher number of negative
instances for each of the six airlines (American, Delta,
Southwest, United, US Airways and Virgin America) than
positive and neutral which can also cause for instances to lean
towards being classified negative in cases where the name or
Twitter handle of the airline appears in the text. For American
Airlines, United Airlines and US Airways, there are four to five
times more Twitter posts classified as negative than positive
which can affect the training for how the classifiers determine
the sentiments of the test data or future posts. There is a
discussion how this issue was handled in the Preprocessing
section below.

The scikit-learn’s train_test_split function was used to split
the Twitter posts and their respective sentiment labels. 70% of
the samples were allocated for training and 30% for testing
purposes.
Before training the word2vec model, the data was cleaned up
with the use of a function that returns a list of sentences, where
each sentence is a list of words. For each sentence, all the
uppercase letters and words were changed to lower case letters
to ensure uniformity. In addition, all the words in a sentence
were changed into individual strings, and all of the extra spaces
around the words were truncated.
There are primarily two types of stylistics that are used for
preprocessing: stop words and tokens. Stop words refer to the
most common words in a language [16], such as “a”, “the”,
“across”. Tokens refer to instances of a sequence of characters
in a document grouped together as a semantic unit for
processing [reference].
The NLTK’s Punkt tokenizer was used in this study. The
tokenizer split the words, characters, and symbols in each
sentence. For example, if there are five question marks at the
end of a sentence, it is possible to determine the amount of
question marks that are appropriate to include in the analysis.
Since Twitter limits their posts to 140 characters. No Natural
Language Toolkit (NLTK) stop words, characters, or symbols
were removed from the analysis. Our study was conducted
under the premise that these characters are vital for the
word2vec model to gain context from the words in the Twitter
posts.
In order to compare the results of the different trials, two
different training algorithms were instantiated: 1) one model
using continuous bag-of-words (CBOW) and 2) another model
using skip-gram (SG). The training algorithms were
instantiated using the sentences of tokenized words from each
tweet and configuring parameters. These parameters included
the number of vector dimensionality features set at 300, the
context window size around words set at 10, and the minimum
word count of words that was set to five before the samples
were included in the model.
The models were tested using both hierarchical softmax and
negative sampling. Hierarchical softmax provided higher
accuracy scores and therefore it was chosen. Once the
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word2vec model created word embedding for each word,
feature vectors were created which entailed adding all of the
vectors of a word together in a Tweeter post and averaging them
due to the different lengths of tweets.
Before using the classifiers to predict sentiment the
imbalances within our classes were resolved. Several statistical
methods can be implemented to address this challenge such as
oversampling and undersampling. Since our dataset size was
limited, a random oversampler was used to select random
instances from the underrepresented classes and duplicate them
until there was an equal amount of instances in the training set
for each class. This technique allowed us to avoid instances
being classified as the majority class often enough to skew
results.
Before training the classifiers, the average vectors were then
scaled using scikit-learn’s scale function from its preprocessing
library. The scaled vectors were then used to train several
classifiers to see which one provided the most accurate
classifications, results were recorded and are discussed in the
results section.
B.

Classification

Several classifiers were implemented using the scikit-learn
machine-learning library to predict the sentiment of Twitter
posts. These classifiers include Naïve Bayes, Support Vector
Machines and Logistic Regression. Each classifier was initiated
and then the fit method was used to train the classifiers on the
scaled oversampled training data. The predict method was then
used to classify the test dataset, and the accuracy score method
from scikit-learn’s metrics library was used to determine the
effectiveness of the test. Logistic Regression and Support
Vector Machines classifiers performed best as reflected in
Table I. The accuracy score for the classifiers were recorded
and will be discussed in the results section.

The SG training model outperformed CBOW model in every
classifier trained. Gaussian Naïve Bayes had an accuracy rate
of 64% for CBOW, however when used with the SG model
produced an accuracy rate of 69%. Bernoulli Naïve Bayes had
an accuracy rate of 56% when used in conjunction with the
CBOW, this accuracy rate increased to 62% when the classifier
was used with the SG model. Support Vector Classifier had an
accuracy rate of 70% when used with CBOW and increased to
72% when used with the SG model. Finally, Logistic
Regression had an accuracy rate of 69% with CBOW and a rate
of up to 72% with the SG model. All of the classifiers were
instantiated with their default parameters with the exception of
the Support Vector Classifier, which had its kernel parameter
set to linear.
TABLE I. Accuracy Percentage by Classifier and Training Model

Classifier
Gaussian Naive
Bayes
Bernoulli Naive
Bayes
Support Vector
Classifier
Logistic
Regression
Gaussian Naive
Bayes
Bernoulli Naive
Bayes
Support Vector
Classifier
Logistic
Regression

Training Model
CBOW

Accuracy %
64

CBOW

56

CBOW

70

CBOW

69

Skip-Gram

69

Skip-Gram

62

Skip-Gram

72

Skip-Gram

72

As shown in Table II, the classification report details how the
logistic regression classifier performed for each sentiment
class. For the negative class, the classifier accurately predicted
75% of 2750 negative test instances correctly with a precision
rate of 87% and an F1-score of 81%. For the neutral class, the
classifier accurately predicted 62% of 936 neutral test instances
correctly with a precision rate of 51% and an F1-score of 56%.
For the positive class, the classifier accurately predicted 70%
of 706 positive test instances correctly with a precision rate of
57% and an F1-score of 63%. Clearly, the logistic regression
classifier along with other training algorithms struggled to
precisely classify neutral and positive tweets accurately. As
shown in Figure 1, many instances that were incorrectly
predicted were labeled as neutral. For example, in Figure 3, 457
out of 2750 negative tweets (17%) were predicted to be neutral
while 113 out of 706 positive tweets (16%) were predicted to
be neutral.

C. Similarity Test
With respect to word2vec and its implementation, similarity
check is one of the assets that our study obtained. Although it
is not our major concern, our researchers designed an
experiment to determine the similarity between Twitter
samples. In order to utilize Similarity model in genism,
building up corpus based on all the tweets, vectorising through
TF-IDF, using LSI model (latent semantic index) to analyze
the keyword and topics of each tweet. Then a matrix form was
constructed to compare the posts and output the results into a
similarity matrix. The similarity matrix will also be discussed
further in the results section.
IV. EXPERIMENTAL RESULTS
A. Results
Similar to the survey conducted by Kharde and Sonawane
[8], our study compares the accuracy of Naive Bayes, Support
Vector Machines and Logistical Regression machine learning
algorithms. As shown in Table I, four classifiers were trained
with two different training models, SG and CBOW, embedded
inside the word2vec algorithm.

C8-4

TABLE III. Classification Report of Support Vector Classifier

TABLE II. Classification Report of Logistic Regression Classifier

Precision

Recall

F1-score

Support

Precision

Recall

F1-score

Support

Negative

0.87

0.75

0.81

2750

Negative

0.87

0.76

0.81

2750

Neutral

0.51

0.62

0.56

936

Neutral

0.52

0.63

0.57

936

Positive

0.57

0.70

0.63

706

Positive

0.59

0.70

0.64

706

Average
/ Total

0.75

0.72

0.73

4392

Average
/ Total

0.75

0.72

0.73

4392

B.
As shown in Table III, the classification report details how
the logistic regression classifier performed for each sentiment
class. For the negative class, the classifier accurately predicted
77% of 2768 negative test instances correctly with a precision
rate of 87% and an F1-score of 82%. For the neutral class, the
classifier accurately predicted 61% of 920 neutral test instances
correctly with a precision rate of 51% and an F1-score of 56%.
For the positive class, the classifier accurately predicted 71%
of 704 positive test instances correctly with a precision rate of
60% and an F1-score of 65%. Clearly Support Vector
Classifier, similar to the logistic regression classifier, struggled
to precisely classify neutral and positive tweets accurately. As
shown in Figure 1, many instances incorrectly predicted were
labeled as neutral. Similar to the other classifier, shown in
Figure 2, 457 out of 2750 negative tweets (17%) were predicted
to be neutral while 113 out of 706 positive tweets (16%) were
predicted to be neutral.

Limitations

Analyzing Tweeter posts is problematic for several reasons.
One of the challenges of sentiment analysis on tweets is the
140-character limit per post; after subtracting the length of a
user’s twitter handle, there is not much space left to complete
a proper sentence. Typically, the users of this website use
abbreviated words, slang terms, or hashtags, which makes
learning context difficult. Another limitation is detecting
sarcasm and determining whether the user attempting to be
funny or hurtful.
Another limitation, specific to this experiment, was the
uneven distribution of negative tweets in comparison to the
neutral and positive tweets. Although the number of training
instances was increased to even out the three classes, the
word2vec model continued to relearn repeated words and
context from the negative class whose words and context were
robust.
Figure 4. Confusion Matrix for Support Vector Classifier

Figure 3. Confusion Matrix for Logistic Regression Classifier
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C.

V. CONCLUSION

Similarity Check

Figure 5 represents the similarity between tweet sample 0
and the rest of the samples. The similarities appear to be high,
however, since twitter has 140-word limitation, it’s possible
that the tweets simply appear similar because the large sample
size and the context of the tweets overlap.
Most of the tweets in the dataset consist of one sentence.
For example, “@united yea, a refund. Your airline ruined our
trip.” After removing the stop words from this sentence, the
keywords are “refund”, “airline”, “ruin” and “trip”. Tweets
with the same keywords will probably have high degree of
similarity. Some of the keywords in dataset that appear often
are words like “thanks”, “delay”, “refund”, and “time”, which
are descriptors for flights but may not necessarily mean that
the content of the tweets is similar. The LSI model will
analyze the latent semantic inclination and generalize the topic
of each posts.
In this Figure 5, the output value is determined by the
cosine similarity or the similarity between sample 0 and the
rest of the samples. Since TF-IDF weights cannot be negative,
the output value would have to be less than 1.0 and greater
than 0.
If the result value equals 1, then
cos 𝑆𝑆 = 1
𝑆𝑆 = cos−1 1 = 0

In which S represents similarity difference. This result
means the two texts have nearly the same context.
If the result value equals 0.9, then
Cos 𝑆𝑆 = 0.9
𝑆𝑆 = cos −1 0.9 = 0.451 𝑟𝑟𝑟𝑟𝑟𝑟 = 25.84 𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑𝑑

which means that the two sentences have an angle of 25.84
degree between two term frequency vectors.
The smaller that the angle of similarity is, the more similar
the two pieces of text are. For example, if the original base
case was tested against itself, the angle would be 0 degrees. If
the base case was tested against its opposite, the angle would
be 90 degrees.
Figure 5. Similarity between tweet 0 and dataset

Social media applications like Twitter and Facebook have
given end users the ability to project their voice and opinions to
millions of users around the globe. It has also provided
companies and governments with a seemingly endless amount
of feedback regarding stakeholder satisfaction with product,
policies and/or procedures. With millions of users going on
Twitter to express their opinions, Twitter is an ideal platform
for sentiment analysis.
Sentiment analysis the process of classifying whether a body
of text conveys a positive, negative, or neutral sentiment. One
of the challenges about sentiment analysis on Tweeter posts is
its 140-character limit per post. After subtracting the length of
a user’s twitter handle, there isn’t much space left to complete
a proper sentence. Typically, a user abbreviates words
whenever possible, uses slang or uses a hashtag, which doesn’t
allow much space for content.
This study attempted to determine whether using the
word2vec algorithm to create word embeddings could be used
to classify sentiment. By using the word embeddings, our
researchers would avoid having to manually create features
based off stylometry in order to classify correctly. The dataset
was acquired from Kaggle.com, which contains over 14,000
tweets about user’s airline experience and their classification.
Due to the imbalance among the sentiment classes, our dataset
oversampled the underrepresented classes until there were
equal number of training instances for each class.
The algorithms used included Naïve Bayes, Logistical
Regression and Support Vector Machine algorithms in an
attempt to classify over 4,000 tweets after training the
word2vec algorithm with over 10,000 tweets. The highest
accuracy rate yielded by a classifier was 72% using Support
Vector Classifier and SG as the word2vec training model. Our
next step is to continue fine-tuning the parameters of the
classifiers in an attempt to increase the accuracy rates and to try
different vectors.
VI. FUTURE WORK
Our results for this experiment were not as successful as other
studies that have conducted similar tests on different datasets.
In the future, the team hopes to expand the research that was
conducted to extend into different directions and refine the
current implementation.
The team hopes to optimize the accuracy of the sentiment
analysis by potentially adopting different classifiers and by
analyzing other approaches that other researchers used. Also,
the expansion of this work should explore more features of
Word2Vec and take advantage of its vast modules to obtain
more accurate results.
The second main goal of our future work is to extend the
study from the similarity check. By combining the knowledge
of data classification and similarities between the text, the
expansion of this work could potentially move toward
verification and authentication of short text.
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changed over to electrochemical signs, and these
signs are transferred to the resulting systems of the
visual pipeline. The photoreceptor cells change over
light into electrochemical signals and are separated
into two sorts, rods and cones, named for their shape.
Rod cells are in charge of our night vision and react
well to diminish light. Poles are discovered for the
most part in the fringe locales of the retina, so a great
many people will find that they can see better during
the evening on the off chance that they center their
look simply off to the side of whatever they are
watching. Cone cells are gathered in a focal locale of
the retina called the fovea; they are in charge of great
keenness assignments like perusing, furthermore for
shading vision. Cones can be subcategorized into
three sorts, contingent upon how they react to red,
green, and blue light. In the blend, these three cone
sorts empower us to see colors.

Abstract - For past few decades, people have been
interested in finding out how the brain works. The
outline of most Artificial Neural Networks for
visual design acknowledgment usually resembles
the tactics of deep learning models and neural
science. Many scholars have proposed different
types of analysis and simulations in the process of
studying the human brain. The purpose of this
paper is to describe distinct models of true
simulations of human visual systems including the
Forest Simulation Models, Arbitrary Visual
Fields,
Blue Brain Project. Also, the paper
describes studied models of Deep Learning and
Neural Network and the methods they follow.
Index Terms: Deep learning, Neocortex, Pattern
Recognition, Convolutional Layers, Hierarchical
Temporal Memory
I.

Introduction

The picture that falls onto the retina is not a precise
of the accurate world picture; as in each optical
framework, the eye twists the light while it passes
through. The consolidated impact of the scrambling
and diffraction inside the optical part of the human
visual structure is alluded to as glare. The glare effect
is most evident close brilliant light sources in
generally dark scenes. The glare impacts are
practically undesired in the sense that they confine
visual sharpness.

This session briefly describes about the Human
Visual System. A study that is using various
techniques to understand the operations of true
simulations related to visual system [1]. The Human
Visual system functions and parallel architecture are
the source of visual processing. Few actual
simulation models include arbitrary visual field; blue
brain project and the forest visual simulation system
depending on the human visual system are compared
with machine learning and artificial neural networks
system explained in this paper.
Considering
computer to exploit information implicit in an image
to be the properties of surface, surface orientation,
reflectance and depth by using some parallel
algorithms, few studies have investigated in the
details of Human Visual System(HVS) by computing
and are been modified to computer, but there are
more to explore[2].
II.

Visual information's order and the last processing of
the neural signs from the retina are kept up in the
visual cortex. The fovea is in the back part of the
visual cortex, and the most fringe areas of the retina
are continuously in contact with foremost locales.
Take note of that the zone of focal vision (i.e. the
fovea) is represented over an unusually expansive
part of the visual cortex. Contributions from the two
eyes localize at the cortical level, making binocular
vision conceivable.

Human Visual Systems
There exist six ranges of the visual cortex ranging
from V1, V2, V3, V3a, V4, and V5. V1 is the
essential visual cortex and a primary structure. The
neural signals of visual space including the frame,
shading, and introduction of items are translated in

Eyes are the entry purposes of the light that convey
the visual data about the onlooker's surroundings into
the human visual system. The photoreceptors
consumed the approaching light in the retina and
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V1. A significant portion of the region is brought
from the fovea. This mapping is called cortical
amplification. Cortical Amplification is regular in the
creatures that depend on the data from the fovea for
survival.
V2 enforces the shading discernment and further
frame translation when the signs are transferred to V2
from V1. As this symptom proceeds into distinct
territories of the visual cortex, more acquainted
procedures take place. The striate cortex (V1) have
different ranges of the cerebral cortex which are
included into the compound discernment. The
movement of items, movement of self through world
and spatial thinking is handled in the parts of the
visual cortex, which make up the parietal visual
cortical ranges. The acknowledgement of the items
through elucidation of complex structures happen in
these fields, including V5, which is considered the
center, was the fleeting territory. The clearly nonvisual areas of the mind sub serve the mental and
perceptual experience of the vision, which
incorporates parts of memory, desire, expectation,
and interjection. [3]
III.
1
2
3

a) Method 1: Variable Resolution Map
A resolution map determines the proportional
resolution desired at every pixel area. The focus in
this map has been moved on to the current vision.
Regularly, the magnitudes of the map are double the
dimensions of the display that allows the entire
display to be rendered for any look inside the display
area. Every pixel’s resolution is indicated by a
genuine 8-bit number, which comprises of zeros and
ones. This map learning becomes crucial when it
comes to robots as they acquire information from
sensors that interacts with the real environment. The
geometrical and topological maps simulate the
variable resolution maps, which are quantitative and
qualitative respectively. The geometrical maps are
more prone to errors, and the other ones are less
vulnerable to sensor errors as they only focus on the
vital information.
b) Method2: Multi-Resolution Pyramid
This method focuses on convolving the image by
utilizing the small portions. For instance, a 4*4
capacity pyramid is down sampled to a factor 3 to
attain level 2 of the pyramid. This process is
repeated, and in the result levels 3 of factor 2, level 4
of factor 1 and so on are obtained. Each level is
blurred and down sampled to the next level in this
process. If focused on a two-dimensional image this
method is applied to rows and columns both. The
picture at each level can be put together to full scale
when the desired levels are achieved, and variable
determination is done. Though, only some of the
locals are controlled by the Variable Resolution
Maps.

Actual Simulations of HVS

Arbitrary Visual Fields
Blue Brain Project
Forest Visual Simulation System
Table 1: Contents of Actual Simulations of HVS

1.

Arbitrary Visual Fields

There has always been considerable interest in gazecontingent video displays. Utilization of such video
display technique can be attained by image
compression. The consistent resolution of the HVS
can a take a spill from the purpose of vision and
diminish significantly. The resolutions of video
images are distinct from the observable pathway of
the standard visual assignment of a simple image. If
these presentations are utilized as a part of
conjunction with an eye tracker, they imitate the best
results, and also they hold value with less refined
computing devices and with algorithms for
programmed systems to focus on a single object
(fovea).
The exploratory research on the visual preparation is
another area of application. In particular, the
proportional data over the visual field can be
controlled by the constant variable determination that
also allows testing the hypothesis on the part of the
edge and foveal vision in various procedures (for
instance, visual search). Let’s consider the methods.

Figure 1. Levels of Multiresolution Pyramid
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c)

Method 3: Blending and Up-sampling

Supercomputer constructed by IBM.Therefore this
project is named “Blue Brain,“ this growth
programming is based on Michael Hines ‘Neuron',
together with other specially produced parts[5].

This process focuses on moving the resolution map to
the current visual position obtained by some
computing device or an eye tracker. The resolution at
every pixel is rendered by combining distinct images
in the pyramid where the proportional resolutions
group the desired resolution. The weighted
aggregation of the pixel values in each section of the
image is included in this combination at each pixel.
d) Method 4: Display
Once the variable resolution picture is formed, it is
transferred to the graphics card for the display on the
screen. Considering the grayscale pictures, the 8-bit
information is duplicated in the graphics memory.
When it comes to color pictures, the process is done
in standard YUC color space and then revised to
RGB color space. This alteration is done before the
replication of the 24-bit information to the graphics
memory.

Figure 2: Cortical Mesocircuit Simulation

e)

Method 5: Calibration
The simulation repeated a scope of previous
inspections made in analyses on the brain, approving
its natural precision and giving new bits of
knowledge into the working of the neocortex. The
project has announced the full arrangement of trail
information and the advanced remaking, in an open
web-based interface, permitting different specialists
to utilize them.

Calibration enables to set the mixed weights to
achieve precisely required resolution at every pixel.
Displays with high accuracy are critical for every
product. An extensive variety of sinewave grating
pictures and differentiation of outputs and inputs
enables the computation of the transfer function for
the entire procedure of low-pass filtering, down
sampling, mixing and up sampling. Thus, a system as
a whole exchange work for every conceivable
estimation of the dissolution map between 0.0 and
1.0[4].

The three most important steps to building the virtual
brain:
a) Data Acquisition
b) Simulation
c) Visualization of results

2. Blue Brain Project
The purpose of the Blue Brain Project is to
understand the human brain and reproduce it at the
cell level inside a computer model. The project was
established in the year 2005 by Henry Markram at the
EPFL in Lausanne, Switzerland. The primary
objective of this project is to obtain complete
knowledge in working of the brain and to equip
superior and speedy evolution of brain disease
medications.

a) Data Acquisition
Data Acquisition includes taking pieces of brain
tissues studying them under the microscope and
measuring the shape and electrical action of neurons.
Various types of neurons are deliberated and
classified by this means. The neurons are written
morphology, electrophysiological conduct, area
inside the cortex and their population density. These
perceptions are converted into numerical calculations
which portray the frame, capacity and situating of
neurons prepared for reenactment.

The investigation includes focusing on pieces of
living brain tissue using microscope and patch clamp
electrodes. Data is gathered in a wide range of neuron
types. The information is utilized to assemble
naturally realistic models of neurons and systems of
neurons. The evolutions are done on a Blue Gene

The electrophysiological conduct of neurons is
concentrated on utilizing a 12 patch clamp
instrument. This instrument was produced for the
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Blue Brain Project, and it shapes an establishment of
the exploration. The Nomarski microscope improves
the difference of the unstained examples of living
neural tissue. Carbon nanotube- covered cathodes can
be utilized to enhance recording.

Initially, a system skeleton is worked from all the
various types of the orchestrated neurons. At this
point, the cells are associated together as indicated by
the tenets that have been discovered tentatively.
Further, the neurons are functionalized, and the
reproduction enlivened. The examples of emergent
behavior are seen with perception programming.

Around 200 distinct sorts of ion channel are found in
the cell membranes of cortical neurons. There are
varieties of neurons having distinctive blends of
channels adding to donate in their electrical conduct.
The qualities of these channels are cloned at the
laboratory, over expressed in refined cells, and their
electrical behavior id recorded. More than 270
classes are known to be connected with voltage –
gated ion channels in the rat.
b) Simulation
The imperative programming utilized by the Blue
Brain Project for neural simulation is a collection
called neuron. This was produced at the beginning of
1990’s by Michael Hines at Yale University and John
Moore at Duke University. It is composed of C, C++,
and FORTRAN. The software is continuously under
progressive improvement starting from July 2012; it
is at 7.2 version right now. It is a free and open
source programming, both code and binaries are
unreservedly accessible on the site. Michael Hines
and the Blue Brain Project group teamed up in 2005
to port the package to the parallel Blue Gene
Supercomputer.

Figure 3: Neuron Cell Builder Window

A fundamental unit of Brain Cortex is the cortical
segment. Every section can be mapped to one
capacity. For example, in rats, one part is given to
every whisker. A rodent cortical section has around
10,000 neurons and is the span of a pinhead. The
most recent recreations as of November 2011;
contain around 100 segments, 1 million neurons, and
1 billion neurotransmitters. A genuine rodent has
around 100,000 sections altogether, and people have
around 2 million parts.

In 2012; model of one cortical session (~10,000
neurons) keeps running around 300 X slower than the
real time. One second of the simulation time takes
about five minutes to finish. The simulations indicate
linear scaling, are multiplying the extent of the neural
system, and pairs the time required to reenact. At
present, the essential objective is biologically valid.
Once acknowledged, the elements are biologically
critical for a given impact. It may be conceivable to
trim segments that do not contribute to enhancing the
execution.

The simulations represent perceptions that are found
in living neurons. The arrangement is to construct a
simulation apparatus, one that makes it simple to
build circuits. There are additional plans to couple the
brain simulations to symbols living in a virtual
domain, and in the long run, it co-operates with
robots in present situations. A final point is to have
the capacity to acknowledge and replicate human
consciousness.

The simulation time step for the numerical
reconciliations is 0.025 MS and the time step for
composing the yield to circle is 0.1ms.

c)

The simulation step includes integrating virtual cells
by utilizing the calculations that were found to depict
certain neurons. The algorithms and parameters are
balanced for the age, species and malady phase of the
creature being reproduced. Each and every protein is
simulated, consisting a billion of these in one cell.

Visualization Results

RTneuron is the primary application used in the
visualization of neural simulations in the Blue Brain
project. This was written in C++ and OPENGL and
permits scientists to look at available possibilities that
propagate through a neuron and between multiple
neurons. The liveliness can be halted, begun and
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zoomed, in this manner giving specialists a chance to
collaborate with the model. The perceptions are
multi-scale, can render single neurons or an entire
cortical segment[6].

The representation of a 3D tree model can be isolated
into two distinct parts: the stems, including various
regions of a tree like trunk and branches, and the
leaves. In the system, each of these parts has been
dealt with an alternate way. The surface of a stem
could be considered as a cylinder with a round cross
segment of differing range. To create triangle
portions of the stem surface for accurate rendering, a
limited number of cross parts are assessed along the
stem surface and connected. Every cross segment
comprises of a small number of points.

3. Forest Visual Simulation System
This model represents a visual generation structure
that supports Geographical Information System (GIS)
based on sensible displaying and ongoing rendering
of forestry applications. It is a challenging task to
provide the actual forest scenes based on real-world
data. The models of trees are consequently created by
the database with different format patterns. A
consolidated picture and geometry representation
technique for 3D tree model are given with a
particular level of detail calculation for guaranteeing
real-time frame rates. Displaying and constant
rendering of forest scenes provided certifiable
information from GIS is an imperative and
challenging problem in forestry applications. In the
field of computer graphics, modeling forest scenes
have played a significantly important role.
The tree includes a primary trunk consisting of a
variably curved structure similar to a cone. The
length of a structure varies according to the type of
trees forming additional curved structures. Further,
branches are created from the trunk and can have
same or different attributes from their parents. For
example, a child branch’s length is specified as half
of its parent’s period. In the future, these branches
can have their sub branches. In the resolution
requirements of simulation, the level of recursions
can be maximized to three or four.

Figure 4: Simulation of the Forest.

There is a deep relation between the GIS modeling
and visualization that operates together in an
interactive computational environment.
Virtual
Reality signifies a framework, delivers the tools for
users to interact with the simulated environment. The
systems combine the spatial display potential of GIS
and GIS-based modeling demonstrating overall
environmental impact with high-performance visual
simulation in a multi-channel graphics environment.
Various landscapes are provided as perspective views
using actual elevation and the data associated with
land; it will be easy to depict the realistic scenery.
The real-time visualization of forest scenes is
essential in virtual reality systems, important in the
forest industry like VR-based fire-fighting training.

Particular trees have their unique shapes and these
shapes result into the length of the primary branches
according to the position of their trunk; for example,
a tree having conical shape have larger branches at
the base of the trunk. Some trees have branches that
are curved in a vertical direction, up or down
depending on the gravity.
The template model permits the clients to
intelligently plan an agent geometric model for every
plant species included in the applications. In this
scheme, as parameters are changed, tree model can be
previewed quickly. The parameters are used to
produce a format show and the subsequent shape
information; for example, tree tallness is spared as a
template model file. At run-time, the layout show
record will be stacked by the forest modeler part for
producing a particular individual tree.

a) Simulation of Forest Fire
Earlier, computerized fire growth models have been
the subject of research for more than 20 years.
However, there were many management applications,
but this model is still considered as a part of the
investigation. There are some problems associated
with practical limitations mainly with the hardware
and software of the computer. However, most of
these difficulties are no longer limiting. In the recent
years, advancement in technology and GIS no longer
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disrupt the transfer of fire growth modeling
technology to user applications. However, computers
have a logical platform for a fire growth model that
can be readily accepted.
In the forest fire model, fire simulation is one of the
important models to be focused as this predicts the
spread and intensity of forest fires. The fire area
simulator simulates fire growth as a spreading
elliptical wave. The central principle of Huygens’ is
to model fire growth, involves using the fire
environment at each perimeter point to dimension
and orient an elliptical wave using spatial data from
GIS. Later, the fire front is projected at each step
based on the dimension and the behavior of fire at
different points. The shape and direction of the
ellipse are determined by the wind slope vector, and
size is plotted by the fuel conditions. The
implementation of this model is very complex and
called as an actual fire growth model. In the future,
GIS-based forest simulation model can be developed
that provides the predicted position of a fire front and
forest landscape features[7].

1.

Hierarchical Temporal Memory (HTM)

About three-quarters of brain’s volume account on
neocortex. It is also one of the parts of cerebral cortex
containing whole six layers from I to VI where I is
the outermost and VI is the innermost. Human’s
sensory perceptions heavily depend on neocortex.
Also, it is responsible for other functions like
languages and conscious thoughts, etc. To perform
intellectual functions, neocortex implements the
common set of algorithms.
The neocortex is a 2 mm thick sheet of neural
tissues. Imagine neocortex as a hierarchy where
regions are inter-connected, and some interpret
senses directly, while others can only process them
once they are understood by certain levels. Each of
the six layers of the neocortex has cells which are
structures into columns and are interconnected. The
third layer is one of the primary feed forward
networks. [8]
HTM - developed by Dileep George and Jeff
Hawkins provides a theoretical framework, based
highly on memory and time. Computer memory is
more liberal if compared to HTM. HTM captures
algorithmic properties of the neocortex and are
comparable with the third layer of it. HTM can be
seen as a hierarchical structure of regions, which are
the principal units of prediction and memory. Tree
structure from algorithms better represents HTM. As
you go up in the hierarchy, the parent-child
relationship is clearly visible. Multiple HTM
networks can be combined easily as at the end all the
branches are converging towards the top. For
example, a system that is processing touch
information and other processing the audio
information.
HTM models are efficient because one does not need
to learn the patterns repeatedly. For instance, let’s
consider audio. At the lowest level, the brain stores
very central sections. These senses can be soft, loud,
harsh, sweet, etc. This information is combined at the
mid-levels. For instance, something which is sweet
might be the sound of a music instrument or someone
singing. The mid-level patterns can be connected
with the high-level patterns such as the type of the
instrument like guitar, key-board or type of music
like classical, rock, etc. To understand the top level
objects you don’t adequately have to learn the
components over and over.

Figure 5: Simulation of Forest Fires

IV.

1
2
3

Machine Learning and Deep Neural
Networks

Neocortex and Hierarchical Temporal Memory
(HTM)
Convolution Neural Networks and Methods.
The Pattern Recognition Theory of Mind

Table 2: Contents of Machine Learning and Deep Neural Networks

Hierarchical representations also generalize expected
behavior. For example, when you see a steaming hot
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cup of coffee, you will easily predict that it can burn
your taste buds. Inheritance is naturally represented
in HTM. What amount of information you want to
process at one level can be readily determined. HTM
can conveniently have complex and larger
representations. Highly active brains can easily
handle complex information at single layers.

involved into multiple routes and longer address. In
CNNs, the phones are pretty responsive to the
receptive field which is a sub-local of the visual field.
Combining sub-areas, the final output is the entire
visual field. The cell types can be separated into two
parts – simple cells, complex cells. These cells are
responsive to particular smaller patterns in the visual
field and the larger areas respectively. Considering
the animal visual cortex the acutest visual
composition, many of the artificial optical networks
present today simulates its conduct.

a) Input processing
HTM relies on spatial pooling and temporal pooling
for the data inputs. This technique studies the
frequently occurring patterns and their following
predictions and performs the operations on the HTM
column regions. The dendrite segments identify the
cells that are becoming active together by analyzing
the history of their activation patterns and by this
synapses the cells may enter the predictive state
indicating a new column activation coming up.
Within a cell’s learning radius, the dendrite segments
have synapse connections which are helpful to
validate the connection threshold. If the cell will
enter the predictive state or not depends on the
relationship of the dendrite segments and other active
cells.

The structure of a CNN consists of distinct
subsampling and convolutional layers. CNN is
complex infrastructure with entirely associated strata.
The input to a CNN is an image of a*a*m where “m”
represents the quantity of channel, and the measures
of height and width of the image are represented by
“a.” For example, an RBG image often referred as the
real color image has three as the quantity channel.
The value of quantity channels can be simulated by a
colormap matrix of an indexed image specifying the
components of the single color. The CNNs divides
the image into parts of b*b*n images which are
certainly smaller than the actual image. The images
directly map the pixel values to the color values for
comparisons. An image is subsampled into smaller
images and is compared pixel by pixel to attain the
final output. The final result is represented by the
fully connected layer. Usually, the CNNs possess a
distinct number of fully connected layers, and the
intensely connected layers reciprocate layers of a
standard multilayer neural network. The process will
be discussed in the further sections. The image
underneath represents the design of sublayers of the
CNN[10].

In spatial pooling, the columns have summation
value of synapses associated with the input data, and
this is done through convolution of the input data in
the receptive field of columns. The columns which
have significantly low value might be related to some
other inputs. This values can be boosted to see if it
refers to another column in the neighborhood.
Temporal Pooling has a three-stage structure where
phase three is processed in the initial learning stage
itself. Phase one and two identifies if any of the cells
are currently in the predictive state based on the
previous steps which make the predictive activation
of the cells smoother. It resembles the feed-forward
pattern[9].
2.

Convolution Neural Networks and Methods

Neural Networks can be better studied with
convolutional neural systems. The association
between the neurons of the convolutional network is
vitalized by the affiliation of the animal visual cortex.
Wide CNN studies have been able to determine the
complex domains such as image recognition and
depiction. Also, in the area of identifying objects,
faces, traffic signs, the vision control of robots and
auto driving cars CNN have certainly been a player.
CNNs can be seen as a variation Multiple Label
Switching where one network node transfers the data
to the next based on the short path rather than getting
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considerably simpler for everything downstream by
bringing an 8-megapixel image down to a 2megapixel image. Interesting, isn’t it?
c)

Deep Learning

With the contribution of every layer to the output, the
layers can be stacked like Lego bricks. To make an
arrangement of contracted and element sifted
pictures, the crude pictures are separated, redressed
and pooled. Every time, the items get to be more
perplexing and bigger. In addition, the pictures turn
out to be smaller. This lets the lower layers speak to
the fundamental parts of the image i.e. splendid spots
and edges. The higher layers can speak to
progressively complex parts of the picture i.e. shapes
and patterns. These have a tendency to be hastily
conspicuous. For example, in a CNN on human faces,
the most noteworthy layers speak to the patterns that
are obviously more face like [11].

Figure 6: Sublayers Representation of the CNN.

Getting into a little detail of the steps include four
main points.

d) Fully Connected Layers
The high-level filtered images are translated into
votes by fully connected layers. Fully connected
layers serve as the principle construction base of the
conventional neural network. Rather than treating the
inputs as a two-dimensional array, they are treated
identically as a single list. Each value gets its vote.
However, this process is not entirely self-governing.
Some values are better than others getting significant
number of votes compared to others. The votes
represent the connection strengths of every value and
category. Like other layers, fully connected layers
can be stacked because their output looks a ton like
their data sources. Frequently, a few completely
associated layers are stacked together. Mostly, the
system gets a chance by each extra layer to learn
perpetually modern mixes of components that help it
settle on better choices by each extra layer[12].

a) Convolution
Convolution: Utilizing the small squares of the input
data with image highlights, it conserves the
association of pixels. As discussed above, CNNs
examines the images into pieces. It looks for the
pieces referred as features. Instead of coordinating
the entire image, CNNs attempts to discover
coordination between the similar positions (relatively
smaller parts) into two images. Initially, the CNNs
are not aware of the exact position where the
elements will coordinate precisely, so it tries to match
them all over the image in each possible position. A
filter is made to comprehend the match to elements
over the image. Every possible image patch feature is
lined up that leads to exact match. The output from
every convolution is taken, and the process is
repeated some times. Finally, based on the location of
the image patch it forms a two-dimensional array out
of it.

3.

The Pattern Recognition Theory of Mind

Even though the quality of human thoughts is quite
good but complicated - Ray Kurzweil contends that
the fundamental standards and neuro-systems which
are in charge of higher order thinking are quite basic,
and in fact completely replicable. For Kurzweil, our
most refined AI machines are currently utilizing the
example standards and are copying the same neurostructures that are available in the human brain.

b) Pooling
Pooling is another important layer of the CNN.
Pooling replicates nonlinear down sampling. It
performs pooling of an image and gathers the images
separately on every depth portion of the input. The
yield will have a similar number of images, though
each of them will have less number of pixels.
Consider an example of dealing with the
computational load. Likewise, life can be made

Starting with the Brain, Kurzweil contends that late
advances in neuroscience demonstrate the neocortex
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(more elevated amount thinking) works as indicated
by a complex but clear design acknowledgment plot.
This pattern recognition plan is leveled in nature with
the end goal that lower-level patterns speaking to
discrete bits of information (rolling in from the
encompassing environment) consolidate to trigger
more high level patterns that speak to general
classifications are more conceptual in nature. The
hierarchal structure is inborn; however the particular
classes and meta-classifications are filled in by
method for learning. Additionally, the heading of
data travel is from the base up, as well as starting
from the top, with the end goal. The enactments of
higher-request examples can trigger lower-level ones,
and there is criticism between the different levels.
(The hypothesis that sees the brain working along
these lines is implied to the Pattern Recognition
Theory of the Mind or PRTM).

analogous process. In neural networks it is quite
possible to perform the operation into lesser
representations. For instance, any operation that is
performed at certain layer can be processed with
exact ease and convenience at a lower layer too while
in the real computation of the simulations highly
depend on the layer structure and number of layers.
When it comes to human brain and neural networks
memory decay is inevitable while the artificial
networks has very well formed structure to store the
data which can of course be lost because of some
disasters but definitely not decay. Also, the brain
addresses the memory which is content based and the
computers addresses the memory which is byte
based. Brain works as a high end search engine
which gives awesome results with only few cues
without any complexity. Of course, this can be
achieved into true simulations too by building
complex data indices and predictive models.
Simulation rely on the processing speed and
obviously the time factor is critical while human
brain’s neural networks does not have any fixed
processing speed. When it comes to simulations, it is
quite easy to locate the memory but it is very difficult
to say what exact part of the brain manages which
information. The synapses of human brains look
simple but they are more complex than the artificial
simulations because each synapse might add
complexities to the upper or lower layer
representation while the simulations have predefined
patterns and proceedings. Unlike computers, human
brain relies on same components to store and process
the memory while computerized simulations has
static units to perform each operations. Unlike human
brains computers cannot self-organize the
components and inputs.

According to Ray Kurzweil, this pattern recognition
plan is quite like the invention and the most complex
AI machines are as of now utilizing. In fact, not just
these machines intended to process data progress
hierarchal; the innovation of these machines are
utilizing is known as the various leveled concealed
Markov model or HHMM, and Kurzweil was himself
a piece of building up this innovation in the 1980's
and 1990's[13].
Ray Kurzweil composes that the neocortex contains
around 300 million extremely broad samples of
pattern recognizers orchestrated in a hierarchy. For
instance, to perceive a composed word there may be
a few pattern recognizers for each extraordinary letter
stroke: corner to corner, even, vertical or bended. The
yield of these recognizers would nourish into larger
amount pattern recognizers, searching for the
example of strokes that shapes a letter. Finally a
word-level recognizer utilizes the yield of the letter
recognizers. At the same time flags encourage both
"forward" and "in reverse". For instance, if a letter is
darkened, however the rest of the letters
unequivocally demonstrate a specific word, the wordlevel recognizer may propose to the letter-recognizer,
which letter to search for and the word -level would
recommend which strokes to look for. Kurzweil
additionally talks about how listening to speech
requires comparable various leveled pattern
recognizers [14].
V.

VI.

Conclusion and Future work

The paper portrays simulations of HVS, deep
learning neural systems and the procedures they
depend on. The Blue Brain Project concentrates on
the mind designing at small scale level. Utilizing the
Blue Gene supercomputers, up to 100 cortical
sections, 1 million neurons, and 1 billion synapses
can be mimicked without a moment's delay that is
generally proportional to the mental aptitude of a
honey bee. People, by differentiation, have around 2
million segments in their cortices. Regardless of the
sheer unpredictability of such an attempt, it is
anticipated that the venture will be equipped for this
by the year 2023.

Simulations and Neural Networks
Comparison

To start with, the simulations are inclined towards
digital processes while human brain resembles

In machine learning, future goals hold driverless cars
for which the robots should be able to identify all
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distinct objects including distinguishing between two
distinct series of a car let’s say Mercedes or BMW.
Future holds computer vision to the level where it can
process any visual data and just imagine if the data
can be converted into human readable data. For
instance, if an image can be explained to a blind
person by means of sentences. In order to achieve
this, more complex algorithms to understand
impressive number of shapes and colors to a
significant level of details is next thing in machine
learning.

[13] Kurzweil's Pattern-Recognition Theory of Mind – 1
http://vinodwadhawan.blogspot.com/2014/03/125-kurzweilspattern-recognition.html
[14] How to create mind by Ray Kurzwell
https://en.wikipedia.org/wiki/How_to_Create_a_Mind

With HTM, Anomaly detection and effective
predictions are easy to achieve. The Accuracy of
HTM model is definitely reliable. HTM models are
seamlessly good with noisy and irregular data as
well. It would be really interesting to see if the
hierarchical regions are extended and evaluated with
same data what would be the effects on prediction
accuracies. Also, direct comparison of HTM
algorithms with machine learning algorithms can
extend the study to an intriguing direction and would
certainly lead to design machines which replicate
human brains to a significant level.
VII.
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Abstract—The academic library materials acquisition problem
is a challenge for librarian, since library cannot get enough
funding from universities and the price of materials inflates
greatly. In this paper, we analyze an integer mathematical
model by considering the selection of acquired materials to
maximize the average preference value as well as the budget
execution rate under practical restrictions. The objective is to
improve the Discrete Particle Swarm Optimization (DPSO)
algorithm by adding a Simulate Annealing algorithm to reduce
premature convergence. Furthermore, the algorithm is
implemented in multiple threaded environment. The
experimental results show the efficiency of this approach.

Keywords: Library Material Acquisition, Discrete
Particle Swarm Optimization, Simulated Annealing,
Multithreading, Algorithm Design.
I.

INTRODUCTION

With the rapid development of technology, the Internet has
become a necessary part of everyday life. Innumerable
electronic books, publications, and teaching videos are
accessible everywhere on the Internet with little to no cost.
Meanwhile, with the popularization of smart phones and ebook readers, it is convenient for users to access the
electronic materials anywhere and anytime. With these
changes, the traditional library turns out to be not necessary
for students. Consequently, library administrators prefer to
build library with better design or more equipment, but not
spend money to purchase books [2].
Meanwhile, in the past decades, the prices of books have
increased dramatically. According to a study by the Student
Public Interest Research Group, textbook prices in the U.S.
have climbed 864% since 1978, compared to 257% rise in
consumer price index (CPI) [10]. Due to the unreasonable
prices, a number of universities cannot purchase sufficient

book, and they are only affording textbooks for courses,
which will be borrowed and read by students.
Moreover, the budgets to purchase materials decreased,
and this kind of dilemma happens everywhere. According to
the American Research Libraries (ARL) [2], as a percentage
of overall university expenditures, libraries have been
steadily losing ground. The percentage of university funds
spent on libraries has declined over the past 30 years from a
high of 3.7% in 1984 to just under 1.8% in 2011. Referring
to this trend, the budgets of libraries will keep decreasing in
future. What’s worse, libraries have to spend a large portions
of their budget on the maintenance cost of buildings and
equipment.
Finally, the requirements of books vary a lot based on
majors. Some hot majors, such as computer science, may
require more books for students. Students may not only need
textbooks, but also need some hand-on books for their better
study. As a result, it is extremely important for libraries to
find out the method of purchasing materials with limited cost
while benefit more students.
Consequently, with the growth of electronic resources, and
the shrinking of library budgets, the price inflation of library
materials, and the uneven distribution of different majors,
the Library Materials Acquisition (LMA) problem has
become a challenge for librarians. Similarly, the academic
library of Pace University is encountering similar pressure
from LMA. Sabol 1 notes that “as an Academic Librarian
seeing the trends directly, we will continue to have major
shifts in our models of purchase and selection. This will also
be seen as open access to items will become available which
will decrease the library’s value”.

II.

PROBLEM STATEMENT

The academic library is positioned to acquire materials for
multiple majors, including Business, Sciences, Nursing,

Sabol, D.A. (2016) Evening & Weekend Reference
Librarian. Mortola Library – Pace University
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Education, etc, with different budgets and requirements.
Each individual librarian has their own budget max
limitation for their preferred materials. Meanwhile, each
individual department has a preference value, ranges from 0
to 1 inclusively for each material indicating the interests of
departments. Higher preference value means that the
department has higher interest in the material. The library
also should take overlap situations into consideration. Since
one material may be required by many departments, the
library is able to arrange their funds in a proportionate
allocation. In this case, the acquisition cost should be
apportioned by all recommending departments in proportion
to their preference values for specific materials. Meanwhile,
higher preference value for the material also indicates that
the department is willing to spend more cost for the material,
vice versa. From the perspective of library, to meet the
various requirements from all the departments and to
balance the amounts of materials in each major in the library,
each material belongs to a specified category, which is
limited to a range by the acquisition librarian.
From the view of each department, they expect higher
average preference values representing the satisfaction to
the result, based on the decision made by each librarian.
Nevertheless, the main purpose of academic library is to
satisfy all departments’ requirements and to support student
assignments. The processing includes two aspects. The first
one is to determine that which materials should be required
and the amounts that each department should pay for each
material. The second one is to meet the constrains of material
amounts in each category and budgets of each department.
The problem solved in this paper is to help librarian get
higher average preference values for all materials, while
expend all available funds. Otherwise, a low budget
execution rate may lead to an amount cut in next purchase
periods. The aim of this paper is to help acquisition librarian
select materials to be acquired in order to maximize the
average preference value as well as the budget execution
rate under the restrictions, which are departmental budgets
and the amount of materials in each category.
In the view of computation complexity theory, the library
materials acquisition problem is a generalized version of the
knapsack problem which is NP-hard. Currently, many
heuristic optimization algorithms are proposed to solve NPhard problems, such as Simulated Annealing, Tabu Search,
and Particle Swarm Optimization algorithm. These
algorithms work by finding approximate optimal solutions
with limited time and impressive performance. In this
project, we will use those three algorithms to solve the LMA
problem and compare their results and performances.
III.

LITERATURE REVIEW

Over the past few decades, researches on LMA problem
have been designed and implemented with a number of
models and approaches. Dating back to 1983, Beilby and
Mott Jr. demonstrated a lexicographic linear goal

programming methodology to solve the allocation problem
[1]. In 1996, Kenneth Wise applied the lexicographic linear
goal programming methodology to a practical project which
contains 90 funds representing books and periodicals in 45
subject disciplines at the University of Tennessee,
Knoxville, and resulted in the successful distribution of $3.5
million while taking into consideration ten goals or variables
ranging from circulation to number of faculty and students
[11]. Then in 2000, Kenneth Wise and Perushek continued
to improve the goal programming mode by taking more
goals into account and used to illustrate the solution of a
library acquisition allocation problem [12].
To solve the LMP problem and meet the practical
requirement, which is to obtain a good solution within a
reasonable time, Tsu-Feng Ho applied simulated annealing,
genetic algorithm, and tabu search. Their goal was to select
materials to achieve a maximum total preference under the
constraints, in which the acquisition for each category of
material is deter-mined by a predefined budget [4]. Later, in
2010, Tsu-Feng Ho presented a mode that maximized the
average preference values of acquired subjects and first
formulated the problem by means of mathematical
programming. Then they designed a Particle Swarm
Optimization (PSO) to resolve the problem, and at last got
the result which showed the algorithm can optimally solve
problems within a reasonable amount of time [5].
Yi-Ling Wu and Tsu-Feng Ho improved the particle
swarm optimization algorithm by designing an initialization
algorithm and a penalty function, and employing scout
particles to enhance the exploration within the solution
space. They presented an integer programming model of the
LMA problem by considering how to select materials in
order to maximize the average preference and the budget
execution rate under some practical restrictions, including
departmental budget and limitation of the number of
materials in each category and language. The results showed
that the proposed PSO is an effective approach for the
problem [13].
PSO is an evolutionary computation scheme originally
created in 1995 by James Kennedy [7]. It was an algorithm
modeled on swarm intelligence to find a solution to an
optimization problem in a search space or model and
predicts social behavior in the presence of objectives.
Typical examples include problems which require the
ordering or arranging of discrete elements, as in scheduling
and routing problems. For those discrete optimization
problems, Kennedy and Eberhart introduce a binary particle
swarm optimization, DPSO, in 1997 [8]. In DPSO, they
change the concept of velocity from adjustment of the
position to the probability that a bit in a solution is 1.
Furthermore, there a number of research working on multithreading in optimization. Kuo-Yang Tu and Zhan-Cheng
Liang developed an exact PSO model whose particles
simultaneously interact with each other [14]. They separated
particles into several subgroups, and implemented the
communication among the subgroups by parallel
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computation modes. Samuel Williams et al. [15] examined
sparse matrix-vector multiply on fields of multicore designs.
They also presented several optimization strategies
especially effective for the multicore environment. We share
similar abstract mode with them to analyze LMA problem.
To increase the performance, we apply multithreading
implementation into our algorithm design.
IV.

In mathematical modeling for this problem, we refer to the
integer modeling built by Yi-Ling Wu [9]. At the Mortola
Library of Pace University, we have m departments and n
materials. Each material i (i∈[1, n]) is associated with a cost
ci and a preference value pij recommended by each
department j (j∈[1, m]) and ranges from 0.0 to 1.0. If a
material is acquired by more than one departments, the
acquisition cost would be apportioned by all recommending
departments in proportion to their preference values. For
instance, if a material with cost 100 is acquired by two
department, Education and Business, with preference 0.3
and 0.9 respectively, each department should pay 25
(100*(0.3/(0.3+0.9))), and 75 (100*(0.9/(0.3+0.9)))
respectively. Therefore, each department j has an actual cost
aij in material i. Each department j also owns an amount Bij
of budget limitation. No budget exceeding its limits is
accepted by any department. Meanwhile, each material is
specified to a category and a specific category should be
restricted into a range to meet the acquisition requirements
from all the departments and to balance the amounts of
materials in each major in library. Considering that we have
a set of q categories, and each category k (k∈[1, q]) is
associated to CUk, which is the upper bound on the number
of materials in category k, and CLk, which is the lower bound
on the number of materials in category k. For material i, bik
denotes if material i belongs to category k. If bik=1, then
material i belongs to category k; bik=0 otherwise. For
material i and department j, xij denotes if material i is
acquired by department j from which the cost will be
charged. If xij=1, then department j will be charged by
material i; xij=0 otherwise.
As discussed in Section II, the objective is to select
materials to be acquired in order to maximize the average
preference value
as well
rate under
n as the budget
/ n execution
x )
∑m
jThe
= 1( ∑
i = 1 xij pfunction
ij ∑i = 1 isij mathematically
theO(x)
constraints.
objective
)
= ρ*(
formulated as the following: m
+ ( 1 − ρ)*(

∑m
j = 1B j

∑x p a
n

aij = (

PROBLEM FORMULATION

∑in= 1 ∑ m
j = 1 xij aij

between maximum average preference value and maximum
budget execution rate.
In this problem, constrains include the budget limitation
of each department and the amount limitation of each
category. The mathematical formulas are as follows:
i =1

ij

∑

ij

≤ Bj

ij

m


j =1 i j

x pi j

∑ (∑
n

m

i =1

j =1

∑ (∑

for 1 ≤ j ≤ m

(2)

for 1 ≤ i ≤ n, 1 ≤ j ≤ m

(3)

)*ci

xij )bik ≤ CU K

n

m

i =1

j =1 ij

x )bik ≥ CLK

(4)

for 1 ≤ k ≤ q

(5)

Equation (2) confines the budget limitation constrain for
each department. Equation (3) shows the actual expenses of
material i apportioned by department j according to the
proportion of the preference. Equation (4) and (5) are used
to abide by the lower bound and upper bound specified on
the number of materials in each category.
As discussed in Section nIII, each particle has a fitness
xijthe
eij −objective
Bj
value which is
function and
m calculated iby
C ( x) = Thisj =1value
max{indicates
0, =1 how well}the solution solves
constrains.
Bj
the problem. In this problem, constrains
are depicted by
n
penalty function which is defined
as
following,
z b − CU

∑

∑

+ ∑k =1 max{0,
q

∑
|∑

i =1 i ik
n
i =1 i ik

k

z b − CU k |

CLk − ∑i=1 zi bik
n

+ ∑k =1 max{0,
q

| CLk − ∑i =1 zi bik |
n

(6)

in which zi denotes whether material i is acquired. zi = 1
means at least one department required material i, otherwise,
no department requires it.
n Equation for zi is shown as below:

∑

)

x ≥ 1 ⇒ zi = 1

j =1 ij

else ⇒ zi = 0

(1)

In Equation (1), ρ is a float positive number which ranges
from 0.0 to 1.0, inclusively, to control the importance

for 1 ≤ k ≤ q

(7)

Fitness value is calculated by the objective function and
penalty function as Equation (8). In the feasible solution
which meets all constrains, penalty value must be 0, so that
the fitness value is exactly the same as objective value.
Otherwise, in other infeasible solution, the penalty value is
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larger than 0, so that the fitness value will be smaller than its
objective value.
F ( x) = O( x) − C ( x)
(8)
V.

ALOGRITHM FORMULATION

In this section, we present the formulas of the PSO algorithm
and the DPSO algorithm.
A.

PSO Formulation
In PSO, a candidate solution is represented as a particle
with position P in a D-dimensional space. In each step of
iteration, each particle has a position. For particle s, Pts
denotes the solution found by particle s at iteration t. Vts
denotes the velocity of particle s in iteration t, where velocity
represents a change in the position. Each particle s also
maintains its “pbest”, which is introduced in Section III,
representing the position of its previous local best
performance in a vector. The “nbest” represents the best
previous position of any particle in the neighborhood of s,
called neighborhood best. Neighborhoods can be defined in
numerable ways, and most implementations prefer two ways.
The first way is that evaluating a particle i in a neighborhood
consisting of itself, particle i-1, and particle i+1, with arrays
wrapped so i=1 is beside i=N [13]; the second way is that
evaluating all the particles in the same neighborhood, which
means “nbest” is the global best one. An iteration comprises
evaluation of each particle, then stochastic adjustment of its
velocity in the direction of “pbest” and “nbest”. Thus in the
original PSO, velocity and position of particle s in iteration
t+1 can be calculated by following formula:

V

t +1
s

= V s + c1r1( pbest − Ps ) + c 2 r 2(nbest − Ps )
t

t

P

t +1
s

t

= Ps +V s
t

(9)

t

(10)

In Equation (9), c1 and c2 are positive numbers. c1 denotes
the cognition learning rate which means the influence rate of
individual experience, and c2 denotes the social learning rate
which means the influence rate of neighbors’ experience.
Meanwhile, r1 and r2 are random positive float numbers
generated for each particle and range from 0.0 to 1.0. If
position of particle s in iteration t , Pts, is less than its local
“pbest”, a positive number c1 * r1 will be added into velocity.
Similarly, if position of particle s in iteration t is less than
neighborhood “nbest”, a positive number will be added into
velocity. In Equation (10), if velocity increases, the position
of particle will be closer to “pbest” and “nbest”. Therefore,
if c1 and c2 are set relatively high, the particles seem to be
sucked into the current best solution quickly. If c1 and c2 are
set relatively low, the particles seem to swirl around the goal,
then realistically approaching it.
The PSO algorithm also limits velocity of particle by a
value Vmax. The velocity of each particle is kept with the
range [-Vmax, Vmax]. Vmax parameter needs to be setup

carefully since it influences the balance between exploration
and exploitation.
Specifying a high Vmax increases the range explored by a
particle. To better balance the exploration and exploitation,
several variants of PSO algorithm have been proposed [9].
A widely used method is to better control the scope of the
search to reduce the importance of Vmax. For this purpose, an
inertia weight (w) to the velocity was introduced by Eberhart
and Shi [12]. The Following modification of Equation (9) is
proposed:
t +1
t
t
t
V s = wV s + c1r1( pbest − Ps) + c2r 2(nbest − Ps)
(11)
The steps to implement PSO algorithm are listed as below:
1. Initialize position and velocity for each particle
randomly;
2. Start loop
a) For each particle, evaluate the fitness value;
b) For each particle, compare the fitness value with
its “pbest”. if a better solution occurs, update
“pbest”;
c) For each particle, identify the best neighbor, get
the “nbest”, and update the velocity by Equation
(3);
d) For each particle, update the position by Equation
(2). Check all positions in this step, if there is a
position better than current global best, update
global best.
e) If a criterion is met, such as the maximum number
of iterations, exit loop;
3. End loop
B.
DPSO Formulation
For discrete optimization problems, a binary particle swarm
optimization (DPSO) was purposed by Kennedy and
Eberhart. DPSO changes the concept of velocity from
adjustment of the position to the probability that a bit in
some solution will be 1. The velocity is squashed in
1
t
(V s ) = as shown below:
sigmoidSfunction
)
−(
1+ e V
(12)
t

s

The equation to get position for each particle is updated
if (random() <S (V ts ))then Pts = 1;
as below:

else Pts = 0;

(13)

By Equation (12) and (13), s(Vts) is a float value which
ranges from 0.0 to 1.0. Smaller s(Vts) value means low
probability to be 1.0, larger s(Vts) value means high
probability to be 1.0. For example, if s(Vts) = 0.1, there is a
ten percent chance that the bit will is 1.0, and ninety percent
chance it is 0.
In PSO, a high Vmax increases the range explored by a
particle, but the situation in the DPSO is opposite. Smaller
Vmax allows a mutation rate in DPSO. For instance, when
velocity equals 6.0, the s(Vts) will be 0.9975. If Vmax is
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largely higher than 6.0, the position value Pts will almost
always be 1.0 after velocity bigger than 6.0. As a result, a
smaller Vmax is more preferable to DPSO.

VI.

IMPLEMENTATION

This section details how to tackle the library materials
acquisition problem by discrete particle swarm optimization
algorithm, and how to combine simulated annealing into
DPSO algorithm to avoid the premature convergence
problem, which is a challenging problem faced by DPSO
algorithms through the optimization process.
A.

Motivational Example
For easily understanding the problem and the solution, we
present a simple example to describe the whole citations as
following. Suppose we have five materials (Book1 to
Book5), three departments (Computer Science, Business,
and Art), and three categories (Science, Art and Social). The
input data will be formatted as following structures.
Materials
Cost
Category

Table 1. Cost and category for each material
Book1
Book2
Book3
Book4
$100
$45
$70
$60
Science
Art
Science
Art

Department
Budget

Table 2. Budget for each department
Computer science
Business
$550
$880

Book5
$38
Social

Art
$660

Table 3. Preference value for each material from each department
Preference value
Computer science
Business
Art
Book1
0.7
0.3
0
Book2
0
0.4
0.5
Book3
0.4
0.7
0.6
Book4
0.5
0
0.9
Book5
0.1
1
0.3

In Table 1, each book is associated with a cost and a
specific category. We can use two arrays to represent the
costs and categories for all materials respectively. In Table
2, each department holds a budget. We can also use an array
to represents the budget for each department. In Table 3,
each department has a preference value, which ranges from
0.0 to 1.0 inclusively, for each material to indicate the
interest for each material. We can use a 5 * 3 float matrix to
represent. All the arrays and matrix mentioned above can be
shown in data structure as following:
float[] cost = {100, 45, 70, 60, 38};
int category = {0, 1, 0, 1, 2};
int budget = {550, 880, 660};
float[][] preference = {{0.7, 0.3, 0},
{0, 0.4, 0.5},
{0.4, 0.7, 0.6},
{0.5, 0, 0.9},
{0.1, 1, 0.3}};
Note that cost array, budget array and preference matrix
correspond to ci, Bj, and pij which was mentioned in Section
IV respectively. Category array is also related to cik which is

also mentioned in Section IV. We can use category array to
get the value of cik. For example, in category array above,
the category of Book1 is signed as 0, which means Book1
belongs to category 0. Therefore, for Book1, we can get c00
equals to 1, c01 and c02 all equal to 0.
The solution, also depicted as the position of each particle,
for above example can be represented by a 5 * 3 binary
matrix which is shown as following.
int[][] position = {{0, 1, 0},
{1, 0, 0},
{0, 1, 1},
{1, 1, 0},
{0, 0, 0}};
Each entry in the position matrix indicates whether
material i is acquired by department j. Note that each entry
corresponds to the decision variable xij which was mentioned
in Section IV.
As mentioned in Section IV, the position of each particle
represents one candidate solution. Therefore, the position in
DPSO algorithm for this simple example can be represented
by the two-dimension array, position, as well. Meanwhile,
the velocity for each particle can also be represented by a 5
* 3 float matrix, velocity. For example, the velocity matrix
may be the following:
float[][] velocity = {{0.8, 1.5, 4.0},
{-1.5, 0.0, 4.0},
{-4.0, 4.1, 2.0},
{3.1, -1.1, 2.0},
{-3.0, 5.0, 2.0}};
Using Equation (12) and (13), we can calculate the
possibility of each entry to be 1 based on postioni,j and
velocityi,j.
B.
Algorithm Initialization
The initial velocity is generated randomly for each particle.
Meanwhile, the initial position, which is also a feasible
solution, is generated by following steps for each particle.
1. Let k = 1. Randomly select a material i in the kth.
2. If the material i is acquired, select another one.
3. If the material i is not acquired, randomly select a
department j. Check whether position[i][j] equals to 1.
4. If position[i][j] does not equal to 1, set position[i][j] to
1.
5. If position[i][j] equals to 1, go to step 3 to select
another j.
6. If there is no j left, go to step 1 and add k by 1.
C.
Avoiding premature convergence
The drawback of PSO algorithm is that the particle swarm
may prematurely converge. In DPSO, each particle moves
iteratively by following the best solution found by itself and
its neighborhoods. As a result, all particles may converge to
the current best solution, which is a local optimal solution in
another word.
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Figure 1. DPSO combined with Simulated Annealing

Whether the particle swarm is converged can be checked by
the current velocity for each particle. If the particle swarm is
converged, each dimension in velocity of each particle
nearly equals to Vmax or -Vmax. Once all dimensions in all
velocities are the same and equal to Vmax or -Vmax, all
positions will be the same as the best solution we have got
thus far. In this situation, all particles are converged to one
single particle and trapped into a current best solution. There
is no diversity in each individual particle, and all particles
keep the same solution point.
To avoid premature convergence, we combine a
Simulated Annealing (SA) algorithm into DPSO to enhance
the exploration range. The basic concept is to use the best
solution we get from DPSO as an initial solution of SA. Then
we use the new best solution obtained from SA as initial
position of DPSO.

The basic procedure is depicted in Figure 1. When
convergence occurs, we use the current global solution,
“gbest”, as the initial solution for SA algorithm. Suppose
that the result solution we get from SA algorithm is “sabest”.
After SA ends, we assign “sabest” to the position of the first
particle. Meanwhile, we reset the positions and velocities by
randomly generating positions for all particles except the
first particle, and randomly generating velocities for all
particles. The whole procedure consists of cycles of move,
converge, and dispatch, until meeting the stopping criteria.
The stopping criteria is the iteration times of DPSO and SA.
It effects the performance of our approach, and we will set
different values to it in the experiments.
D.
Multithreading
To improve the performance of optimization, we
implement our approach into multithreading environment.
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We create several threads to run particles’ self execution,
including generate and update the velocity and position of
itself, evaluate the fitness value, calculate possibility, and
run SA program. In the main process, we check whether the
whole algorithm is converged, dispatch tasks to threads,
broadcast current best solution to threads, and control the
iterations of DPSO+SA.
First, each thread randomly generates initial velocity and
position for the particles arranged to it. Then the main
process summarizes the solutions from all the threads to get
the current best one, and broadcast the initial t to all the
threads.
Each particle evaluates the fitness value and updates the
“pbest”, “nbest”, velocity, and position value based on the
information sent from the main process. Each particle keeps
doing this process until get stopping notification from main
process. The main process checks whether the algorithm is
converged every round threads finishing their calculation.
Once the main process finds the algorithm converged, it
will notify threads not to do DPSO, but SA algorithm. The
SA algorithm is run at threads, not in form of particle. Each
thread takes the same solution from DPSO as the input to
run SA algorithm, but they may get different results. The
main process selects the best one after collecting all the
results from threads to be the initial input for the next round
DPSO.
VII.

DPSO+SA

Optimal

Case I
Case II

Execution
time (ms)
616.92
1275.94

Objective
value
0.893129
0.840621

Execution
time (ms)
505.98
1496.7

Objective
value
0.91985
0.84892

Case III

0.810837

6799.98

0.858569

7143.18

0.87275

Datasets

Then we implement our DPSO+SA into multithreading
environment. Table 8 shows the results of running
DPSO+SA in single thread and multiple threads.
Table 8. The Performance of running DPSO+SA in single and multiple
threads
Single Thread
Multiple Threads
Datasets
Result
Time (ms)
Result
Time (ms)
Case I
0.893129
505.98
0.895892
451.26
Case II
0.840621
1496.7
0.847823
1298.55
Case III
0.858569
7143.18
0.860986
6564.87

Compared with the optimal result, as shown in Table 7,
the objective values of DPSO+SA are 47.43%, 40.87%,
34.7% higher than those of DPSO alone. The object values
of DPSO+SA in multithreading are 10.34%, 8.68%, and
17.04% closer to the optimal ones than in single thread.
As shown in Figure 2, DPSO+SA was proven with higher
performance than DPSO alone in most situations. In Case
II and III, the results of using DPSO+SA are more stable
than using DPSO alone, and they are closer to the
theoretically optimal result those of using DPSO.

EXPERIMENTAL SETUP AND RESULT

The values of the parameters in DPSO were set as particle
amount = 50, inertia weight for velocity = 1.0, cognition
learning rate c1 = 2.0, social learning rate c2 = 2.0, max
velocity Vmax = 6.0. Iteration times varies from case to case.
The stopping criteria were defined as completing defined
iteration times. In the experiment, datasets with different
sizes were tested, as shown in Table 6. Each dataset was
tested 50 times in both a purposed algorithm and standard
DPSO algorithm. All the programs were implemented in
Java and run on a PC with an Intel Core i7-4810MQ
2.80GHz CPU and 16G RAM. We recorded the average
objective values and program execution times for all three
datasets in each algorithm, which are shown in Table 7.
First, we used exhaustive algorithm to get the theoretically
optimal results for these three cases, which are also listed in
Table 7. As shown in Table 7, DPSO+SA spent less time and
more optimal than DPSO in Case I. Meanwhile, in Case II
and III, using DPSO+SA can always obtain more optimal
solution than using DPSO alone, but the execution time of
DPSO+SA is a bit higher than that of using DPSO.
Case I
Case II
Case III

DPSO
Objective
value
0.869009
0.834884

Table 6. Three Test Data Sets
20 materials, 3 departments, 3 categories
50 materials, 3 departments, 3 categories
100 materials, 10 departments, 10 categories

Figure 2. The Comparison Results of DPSO and DPSO+SA in three Cases

Then we compared the performance of running
DPSO+SA in single thread and multiple threads. The results
are shown in Figure 3. Running DPSO+SA in
multithreading environment is more stable than that in single
thread.

Table 7. The Average Performance of DPSO and DPSO+SA
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VIII.

CONCLUSION

In this paper, we proposed a combinational algorithm
combining standard DPSO with SA algorithm to solve the
LMA problem. Furthermore, we implemented our approach
in multithreading environment to improve the efficiency.
Three test data sets were conducted to demonstrate the
effectiveness of our proposed algorithm. The experimental
results show that our approach reached better solution and
lower execution time than DPSO algorithm and DPSO+SA
in single thread.
IX.
[1]

[2]
[3]

[4]
Figure 3. The Performance of running DPSO+SA in single and multiple
threads under three Cases
[5]

Figure 4 shows the execution time of running DPSO+SA
in single and multiple threads. From the comparison, we can
obviously get that running in multithreading environment is
faster than running in single thread. Furthermore, with the
increasing of complexity, the execution time of running in
multithreading is more stable than that in single thread.

[6]
[7]

[8]

[9]
[10]
[11]

[12]

[13]

[14]

[15]

Figure 4. The Execution Time of running DPSO+SA in single and
multiple threads under three Cases
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Using Wearable Biometric Devices to Improve Patient
Healthcare Outcomes with Machine Learning Algorithms
Ephraim Adeola, Thomas Lahoud, Afzal Modak, Anthony Richardson
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Abstract - While the smartphone remains
Americans’ device of choice, the tech world is creating
a future of wearable devices that promises to entertain
consumers, save them money and help them live
healthier lives. Technology companies’ interests in
health and wellness have sparked the creation of a
myriad of wearable devices, from fitness bands that
monitor activity and sleep patterns to flexible patches
that can detect body temperature, heart rate, insulin
absorption levels, hydration levels and more. These
devices produce data that, when enabled with analytics,
can often be used by consumers to manage their health
and by healthcare organizations to improve care and
potentially reduce costs through systems such as
remote patient monitoring. With the help of Machine
Learning Algorithms, data generated by personal
devices can be used by insurers and employers to better
manage health outcomes, wellness and healthcare
costs, and by pharmaceutical and life sciences
companies to run more robust clinical trials and capture
data to support outcomes-based reimbursement.

When discussing Machine Learning Algorithms, we
also utilize concepts such as big data and business
intelligence. The current big data analytics trends in
healthcare are vastly improved versions of the
conventional RDBMS. Big data analytics is the process
of examining large data sets containing a variety of data
types to uncover hidden patterns, unknown
correlations, market trends, customer preferences and
other useful business information that can ultimately
lead to more accurate healthcare decisions, rapid
treatment tracks and improved medication choices. In
addition, such data analysis plays a pivotal role in
business intelligence and insights [2]. Business
intelligence largely depends on the process for
analyzing data and presenting actionable information to
help corporate executives, business managers and other
end users make more informed business decisions. The
underlying platforms represent “mining” efforts – such
data mining systems collate data from multiple sources
thereby building predictive models of behavior for an
enterprise and its products or services. Decision making
is also dependent on the validity of the user’s profile –
medication targeting is directly correlated to data
targeting; the relationship between a user’s behavioral
profile impacts decisions such as product efficacy,
susceptibility to adverse events, or economic and
monetary decisions of healthcare providers and insurers
[3]. Thus, there is a natural convergence between the
elements of profile validity, predictive analysis and the
big data that is “mined”.

Index Terms - Wearables, eHealth, Machine
Learning, Biometrics, Healthcare.

I. INTRODUCTION
The usage and reliance on Machine Learning
Algorithms to improve healthcare outcomes is
dependent on a framework that supports wearable
technology platforms within healthcare settings [1].
This study focuses on best practices of integrating
wearables and machine learning algorithms by:
1.
2.
3.
4.
5.

Describing the methodology & framework of
wearable technology in healthcare settings.
Defining
technology
platforms
and
implementation tracks.
Identifying predictive analyses.
Using Machine Learning to create a framework for
future treatments based on current statistics.
Answering fundamental questions with respect to
capabilities of improving healthcare outcomes.

II. METHODOLOGY & FRAMEWORK OF WEARABLE
TECHNOLOGY IN HEALTHCARE SETTINGS
Although the usage of wearable devices is becoming
more wide-spread, for the purposes of this study, we
examine the framework through which data points and
decisions are interconnected [3,4]. Specifically, the
data points to be captured should be clearly defined and
confined to well-known factors such as vital signs, core
temperature, weight, gender, age, blood glucose levels,
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general activity classification, fitness metrics, seizure
detection and other points as determined by the study’s
parameters [5]. Once these data points become
available, the next step would be to compile, aggregate
and present such data using analytical constructs,
including regression analysis, analyses of variance,
histograms and visualization. Finally, the data and
resulting analyses are stored using a cloud-based
platform.

2.

The data points that are divided into three subsets,
identified in the Biosensors Interactivity Pyramid:

Biosensors – One Dimensional:
Collect/Transmit Metrics

3.

Biosensors – Two Dimensional:
Collect/Transmit & Interact or Alert

Biosensors – Three Dimensional:
Collect/Transmit, Interact/Alert &
Recommend Action/Take Action)

Data storage can be addressed during the early stages
of this framework. The robustness of data storage,
redundancy, availability and integrity are the result of
using a cloud-based data warehouse. The fundamental
elements of this storage choice are:

Figure 1-Biosensors Interactivity Pyramid (created by
authors)
1.

2.

3.

1.

Biosensors – One Dimensional (Collect/Transmit
Metrics) – includes data such as patient's heart rate,
respiratory rate, skin temperature, body posture,
fall detection guidelines, glucose monitoring, core
temp fluctuations, abnormal heart activity, etc.
Biosensors – Two Dimensional (Collect & Interact
or Alert) – includes data such as OB insulin pump,
adaptive
hearing
aids,
pain
reduction
administration, accelerometer for fitness pros, at
risk of congestive heart failure and chronic
obstructive pulmonary disease (COPD) patients,
etc.
Biosensors – Three Dimensional (Collect, Interact
& Determine Outcome / Recommend Action /
Take Action) – includes data such as Smart hearing
aids, ovulation rings, etc.

2.

3.

Infrastructure as a Service (IaaS). It includes
services like storage, backup, authentication and
security.
Platform as a Service (PaaS). It provides the
framework and a basic set of functions that
customers can customize and use to develop their
own applications.
Software as a Service (SaaS). Browser-based
software or service delivered on a per-user, permonth basis or other subscription model.

III. TECHNOLOGY TRACKS & IMPLEMENTATION
PLATFORMS
In this section, we discuss the choice of Wearable
Devices (On-Body), taxonomy, architecture and some
specific examples. Then we address the study’s
duration and population.

Upon completion of data collection using the
aforementioned three-tiered approach, the analytics
phase commences. This phase is delineated using
another three-tiered structure [6,7,8]:
1.

b. Clustering
c. Classification
d. Summarization
Business Intelligence:
a. Descriptive Statistics – examples include:
Univariate
&
Bivariate
Analyses,
Distribution, Standard Deviation, Regression,
ANOVA, Kurtosis, Correlation, Covariance.
b. Exploratory Data Analysis (EDA): Scatter
Plots, Pareto Charts, Multidimensional
Scaling and Histograms.
c. Confirmatory Data Analysis (CDA) –
examples include: Statistical null and
alternative
hypotheses,
P-Value,
TDistribution.
Data Communication:
a. Integration
b. Visualization
c. Prediction
d. Communication

A 2014 statistical survey of the likelihood of United
States of America consumers purchasing wearable
devices between 2014-2015 may be summarized as
follows [44]:

Data Mining/Big Data Collection – examples
include:
a. Association rule learning (Dependency
modelling)

•
•
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Fitness band - 45%
Smart Watch – 35%

•
•
•

Smart Clothing – 20%
Smart Glasses – 19%
People Tracking Devices -13%

successfully used for the determination of the presence
of cocaine, interferon, adenosine, and uranium.
The architecture of the wearables and the
implementation Platforms are driving by the following
wearables taxonomy:
• Functionality – Single or multifunction.
• Type – Active or Passive
• Deployment Modes – Invasive or Non-invasive
• Communication Mode – Wired or Wireless.
• Disposability - Disposable or none-disposable
• Field of use – Healthcare, Military, Public safety,
Fitness-Tracking,
Entertainment,
Gaming,
Acoustic and many more.

At the core of the wearables’ architecture in Figure 2 is
the miniaturized embedded microsystem that processes
the I/O data to/from the sensors. The skin is naturally
the largest organ in the human body, with the unique
ability to responds to all the five senses of touch, sight,
smell, sound and smell. In the computing world, the
skin is a powerful and versatile sensor, that usually acts
as the I/O interface device for most wearable systems.

During a six-month cross-sectional study, the following
technology implementation platforms are utilized:
•

•

•

Figure 2 - Wearable Device Architecture [8]
An example of a functional textiles is the Smart
clothing which uses Textile meta-wearable platforms,
by adhering to all the physical and functional wearable
attributes. These include lightweight, conformable
shapes, multifunctional, configurable, responsiveness,
bandwidth. Most functional textiles use stretchable
electronics to track and wirelessly transmit real-time
data or post processing of information, such as heart
rate, brain activity, body temperature, glucose level and
hydration level. Examples include the continuous
glucose monitor (CGM) worn by diabetics and other
self-trackers, under-the-skin CGM uses sensors to
transmits glucose readings every preset interval to an
external receiver and/or insulin pump. Also included
are wearable sensor patches that are be very useful for
heart monitoring. Another example of a sensor that
conforms to the predictive model in Figure 3 is the
iRhythm Zio-Patch for monitoring the cardiac rhythm
and predicting/warns about arrhythmias [42, 43, 44].

BTLE
Examples:
Fitness-trackers,
BluetoothTM-based ECG monitor, Flexible
antennas for Body Area networking (BAN) ,
BlueTooth, or wireless LAN
Sensors: with context awareness, Contextdependent
configuration,
seamlessly
integrated, Minimal Cognitive Effort, e.g.
simple binary choice.
Google Contact Glasses to measure the
glucose levels from eyes' tears, lens
engineered ‘to restore the eye’s natural
autofocus.
IV. PREDICTIVE ANALYSIS & ANALYTICS

As data analysis and analytics have become more
sophisticated, that has given rise to the use of Predictive
Analytics across a variety of industries and business
disciplines. The block diagram of a Predictive Analysis
model is shown in figure 3.

Define
metrics &
obtain
data

Validate,
test &
analyze
data

Predicitve
Analysis
Model

Figure 3-Predictive Analysis Model (created by
authors)

CGM uses the Glucometer-as-a-platform (GAAP),
GAAP technology of the binding of short segments of
DNA to a large number of potential molecules that
might be present in blood, water, or food. It has been
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One of the use cases of Predictive Analysis is to help
businesses identify a customer’s predisposition to act.
By using both internal data collected from customer
transactions (purchasing habits, interactions with
customer service, etc.) and third-party data (market
research, feedback surveys, focus groups, etc.),
predictive models can be built to assist organizations in
effectively planning business growth campaigns,
increase revenue per customer, reduce production
costs, focus on untapped markets and improve
operational efficiencies. Without predictive analysis
tools, businesses would be unable to capitalize on
growing their product offerings, driving revenuegeneration opportunities or expanding their customer
reach [3,4]. Predictive analytics encompasses a variety
of statistical techniques that include modeling, machine
learning, data mining in order to analyze historical facts
to make predictions about future events. For a business
that is trying to improve its products or services, or is
trying to enter a new market dominated by competitors,
predictive models exploit patterns found in historical
and transactional data to identify risks and
opportunities. By building predictive analytics models,
a business can understand the relationships between
factors that can determines the success or failure of
product launches, consumer acceptance or market
expansion. In addition, such models aim at categorizing
risk factors and subsequent mitigations approaches.

In summary, Predictive models analyze past
performance to assess how likely a customer is to
exhibit a specific behavior in the future in order to
improve marketing or line of business operational
effectiveness [9].

V. USING MACHINE LEARNING TO CREATE A
FRAMEWORK FOR FUTURE TREATMENTS BASED ON
CURRENT STATISTICS
Currently-available data acts as the springboard for
future informed decisions. Frameworks helps one focus
more on the problem domain rather than underlying
code. Tools enable one to work more quickly by
performing common tasks. These frameworks help
with three types of critical solutions: Descriptive,
Predictive and Prescriptive.
1. Descriptive Analytics, which use data aggregation
and data mining to provide insight into the past and
answer: “What has happened?”
2. Predictive Analytics, which use statistical models
and forecast techniques to understand the future
and answer: “What could happen?”
3. Prescriptive Analytics, which use optimization and
simulation algorithms to recommend or suggest
possible outcomes and answer: “What should we
do?”
The following machine learning frameworks and tools
represent a practical selection that supports the
aforementioned analytics [41]:

The 10 Critical Success Factors of Constructing
Predictive Analytics Models: An Iterative Process
Some of the factors described below were identified
from previous research I am currently conducting for
my dissertation on the extension of the Technology
Acceptance Model into user authentication and
biometrics. The critical success factors represent the
characteristics, conditions, or variables that have a
direct and serious impact on the effectiveness,
efficiency, and viability of how an organization creates
and deploys a predictive analytics model. They are:
1.
2.
3.

Define the problem, opportunity, threats and risks
Identify the key metrics to success
Identify which data (historic and current) can be
used to drive the metrics
4. If internal data is insufficient, seek third-party data
5. Obtain, extract, refine and validate the data
6. Construct the predictive analysis model
7. Test the validated data within the model
8. Conduct thorough analysis of the resulting data
9. Identify then formalize implementation steps
10. Repeat, revisit, rework
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1.

Apache Singa: This deep learning framework is
mostly used for image recognition and natural
language processing. Written completely in C++,
Singa is an Apache incubator that focuses on
distributed deep learning by providing a scalable
architecture that can accommodate a variety of
hardware platforms with a unique focus on healthcare applications.

2.

Apache Spark MLlib: MLlib is Spark’s machine
learning library. Its goal is to make practical
machine learning scalable and easy. At a high
level, it provides tools such as: Machine Learning
Algorithms, Pipelines Tools, Statistical and Data
Handling Utilities, and Feature Extraction and
Transformation. Apache Spark is an open-source
cluster-computing framework that provides

cluster-programing interfaces featureing faulttolerance capabilities.
3.

Caffe: Is a widely used machine-vision library
(using Paython for its API), that takes advantage of
Matlab’s implementation of fast convolutional nets
using C++ and Python for its API. This framework
is uniquely suited for image classification with
convolutional nets due to its speed and modularity.

4.

Google TensorFlow: This framework relies on
dataflow graphs that defines how series of deep
learning algorithms process data batches (tensors).
The graphs trace the flows (movements) of data
through the system. This can be used for complex
machine learning problems.

5.

H2O: Is an open-source software that primarily
targets big-data analysis. The framework supports
the manipulation and extraction of data with the
use of its H2O prediction engine for
statisticians. H2O can query data on existing
databases as well as Hadoop.

6.

Nervana Neon: Neon is an open source Pythonbased language and set of libraries for developing
deep learning models. The platform is hardwareagnostic and is designed for ease-of-use as well as
scalability/extensibility.

7.

Shogun: The Shogun Machine learning toolbox
provides uses a C++ architecture that unifies
machine learning methods while allowing for
multiple data representations, algorithm classes,
and general purpose tools.

2.

detected for initial splitting the input data by
creating a tree-like model. Decision tree is a
reliable technique to use in different areas of
medical domain in order to make a right decision
[34,35]. Nowadays, upon dealing with complex
and noisy data, the C4.5 algorithm is used which is
estimating the error rate of initial nodes and
pruning the tree to make a more efficient sub-tree
[36,37].
A decision making task needs a strong modeling
and inferring system with a proper usage of the
contextual information. So, the role of statistical
methods in this task is less, but SVM, NN, and
decision tree techniques have usually applied for
the healthcare problems with decision making
tasks with good success [12]. The requirements for
a real-time system should guide the selection of the
data mining methods. To design a real-time health
monitoring system, such methods like NN, GMM,
and frequency analysis are not efficient for the sake
of their computational complexities. But simple
methods such as rule-based, decision tree and
statistical techniques can quickly handle the online
data processing requirements [12]. The properties
of the data set and experimental condition also
influence the choice of method. Data mining
methods (e.g rule-based, decision tree) have been
used in clinical situation with controlled conditions
and clear data sets, but the efficiency of them are
not tested in real experiments of healthcare
services. In contrast, some studies in the literature
have used NN, HMM, and frequency techniques in
order to handle complex physiological data and
discover the unexpected patterns in real world
situations [12].

VI. IMPROVING OUTCOMES
Identifying Critical Success Factors - Sensor Data:
1. Several input sources and data acquisition methods
have been considered in the literature for wearable
sensor data in health monitoring systems. Three
major data gathering approaches have been
identified such as experimental wearable sensor
data, clinical or online databases of sensor data,
and simulated sensor data [12].
2. Experimental wearable sensor data: The papers
which have developed the health monitoring
systems have mostly used their own data gathering
experiments to design, model and test the data
analysis step [13,14,15]. In this case the gathered
data are usually obtained based on the predefined
scenarios due to the test and evaluate the
performed results [16], but usually these studies do

The ultimate goal of this research is to answer a simple
question – how do machine learning algorithms
improve healthcare outcomes? We attempt to answer
this using an iterative process that includes: Presenting
recommendations and best practices, identifying
critical success factors and investigating limitations &
boundaries.
Recommendations & Best Practices - Algorithm:
1.

To make an accurate discrimination for selected
features, the decision tree method is one of the
significant learning a technique which provides an
efficient representation of rule classification [33].
In this method, the most robust features have been
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3.

4.

not provide the precise annotations and meaningful
labels on physiological signals.
Clinical or online databases of sensor data: Despite
the attention of articles in this review is the role
data mining on vital signs in health monitoring,
several studies in this area have used the stored
clinical data sets [17,18]. In other words,
developed data mining methods is defined and
designed for wearable health monitoring systems,
but to evaluate quantitatively and test the
performance of output decision of the framework,
the most of the works used categorized and
complex multivariate data sets with formal
definitions and annotations by domain expert
[19,20,21]. Very common example of online
databases is PhysioNet [22,23] database which
consists a wide range of physiological data sets
with categorized and robust annotations for
complex clinical signals. Several papers in the
literature have used two main data sets in
PhysioNet bank, MIMIC data sets (e.g.,
[24,25,26]) and MIT data sets (e.g., [27,28,29])
that contain the time series of patients vital signs
obtained from hospital medical information
systems.
Simulated sensor data: For the sake of having a
wide controlled analysis system, few works have
designed and tested their data mining methods
through shapely simulated physiological data [30].
Data simulation would be useful when the more
focus of data processing method is on the
efficiency and robustness of information extraction
[31,32] rather than handling real-world data
including the artifact, errors, conditions of data
gathering environment, etc. Another reason to
create and use simulated data is the lack of long
term and large scale data sets [31] which helps the
proposed data mining systems to deal with huge
amount of data.

of modeling sequential patterns acquired from vital
signs. This approach is also known as supervised
learning models [38] where it includes feature
extraction, training and testing steps while
performing the prediction of the data behavior. As
the common examples of the predictive models,
authors in [14,39] presented a method which
predicts the further stress levels of a subject.
Limitations & Boundaries
1.

2.

Data mining techniques have progressed
significantly in the past few years and with the
availability of large and open data sets, new
possibilities for achieving suitable algorithms
for wearable sensors exist. Still, despite these
developments, their application to health
monitoring is hindered by the challenges that
are present in data from wearable sensors
which create new challenges for the data
mining field [12].
The selected data mining technique is highly
dependent on the data mining task to be
performed. According to the considered data
mining tasks, for anomaly detection task,
SVM, HMM, statistical tools and frequency
analysis are more commonly applied.
Nevertheless, NN has not been addressed to
detect anomalies. Prediction tasks on the other
hand, have often used decision tree methods
as well as other supervised techniques. It was
shown that rule-based methods, GMM, and
frequency analysis are not the most
appropriate methods for predication due to the
shortcoming in modeling the data behaviors
[12].

VII. CONCLUSION
Machine Learning Algorithms make it easier to predict
future treatments and optimize medications to achieve
optimal efficacy as well as cost. However, before this
promise can be realized, wearables need to provide
more than just data. They need to provide useful
insights and be interoperable, integrated, engaging,
social and outcomes-driven. Analysis that provides
insights or changes in behavior are of utmost
importance to a successful integration where wearable
data technologies and healthcare providers work in
concert to ensure the continued well-being and
improved outcomes for their patients.

Identifying Critical Success Factors - Prediction
Models:
1. Prediction is an approach that is widely used in
data mining field that helps to identify events
which have not yet occurred. This approach is
getting more and more interest for the healthcare
providers in the medical domain since it helps to
prevent further chronic problems [10] and could
lead to a decision about prognosis [11].
2. The role of the predictive data mining considering
wearable sensors is nontrivial due to requirement
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Abstract— Researchers in the ontology-design field have

developed the content and solutions for ontologies covering
many overlapping domain areas[1]. Ontology alignment and
merging have evolved from been usually handled manually often constituting a large portion of the sharing process and
artifacts of a tedious knowledge engineering, to become
increasingly common on the World-Wide Web x.0, where they
provide semantics for annotations in Web pages, Folksonomy,
Business Data Management and Governance, etc. In order for
these ontologies to be re-used, they first need to be merged or
aligned; however, many complexities and issues arise when
merging metadata for horizontal organizations. This work
proposes a framework based on the outcome of several works
to: Support ontology custom relations and data dictionary;
Introduce mapping of abstract fields as the common base
concept to align repositories; Automate the mapping of
metadata fields to minimize the business process changes.
These will allow better abstract metadata translation timeframe
of application integration, better support for future merger,
reduce domain experts’ intervention.
Index Terms—Content Management, Metadata Management,
Business Metadata, Business Process, Ontology, Natural
Language Processing, Lexemes, Lexical Services, Parser.

I. INTRODUCTION
Business Metadata describes various facets of an information
asset in order to improve its usability throughout its life cycle.
The growing need for organizations of all types to treat
information as an asset is making metadata management
strategic, driving significant growth for metadata management
solutions. “Through 2018, 80% of data lakes will not include
effective metadata management capabilities, making them
inefficient. By 2020, 50% of information governance initiatives
will be enacted with policies based on metadata alone.”[2]
When two horizontal organizations (within similar sectors
and line of business) join through a merger or acquisition
(M&A) - unity requires merging or aligning both enterprises
onto the same data platform in order to have a consistent view
of the newly forged organization[3, 4]. In a merger, business
process changes must be minimized to ensure data flow and
decision making across disparate metadata are expeditious,
accurate, globally strategic, unified and cost minimized. From
these disjointed datasets, several challenges arise when data

consumers need to extract global business intelligence and
enforce a consistent unified representation for a) metadata
complexity and volume, b) real-time visualization and c) apply
consistent rules all throughout the business.
II. PRIMARY SUPPORTING WORKS
Improving Data Governance in Large Organizations through
Ontology and Linked Data[4]. This research demonstrates that
given the dynamic and complex nature of global organizations
today, governing corporate data is a challenge; and proposes
methods and technologies that can contribute to effective data
governance in large organizations improving data awareness
and governance. Reusing this work will assist me
demonstrating how graph can be an effective manner to
visualize data governance. My contribution here is to apply it
to multi horizontal organizations merging their metadata sets
instead of a single organization using KG instead of RDF.
Knowledge Graph Syntax Validation and Visual Navigation
for Developing Intelligent Systems[5]. This research
demonstrates the challenges that need to be overcome in-order
to better develop a new algorithm to support Knowledge Graph
(KG) syntax validation so that domain experts can develop
valid and robust KGs and to support visual navigation to
ascertain their completeness and logical accuracy. My
contribution to this work is to re-use the KG work and apply it
to horizontal merging organizations to minimize business
processes.
Reducing Complexity of Diagnostic Message Pattern
Specification and Recognition with Semantic Techniques[6].
This research demonstrate that data mapping is the glue that tie
together information from various sources enabling the
integration of information. Using XML Dialect Proliferation
alone is an immense problem for Accurate Data Interchange.
XML files must adhere to a Published Contract, typically called
a Standard. This current work uses extensively the findings of
this dissertation to avoid the need of duplication of efforts. My
contribution to this work is to extend it to use multiple sources
of document types as well as using API for database data
extraction.
Algorithm and Tool for Automated Ontology Merging and
Alignment[1]. This research developed and implemented
PROMPT, an algorithm that provides a semi-automatic
approach to ontology merging and alignment. PROMPT
performs some tasks automatically and guides the user in
performing other tasks for which his intervention is required.
PROMPT also determines possible inconsistencies in the state
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of the ontology, which result from the user’s actions, and
suggests ways to remedy these inconsistencies. This is based on
an extremely general knowledge model and therefore can be
applied across various platforms. The formative evaluation
showed that a human expert followed >90% of the suggestions
that PROMPT generated and that >74% of the total knowledgebased operations invoked by the user were suggested by
PROMPT. This is the backbone algorithm used within the
framework of this solution for data automation.

B. Use case 2 – Mapping metadata synonyms, homographs,
and polysemies across two horizontal organizations.
The following Figures 2-4 are sub-problem categories of
metadata merging outside of the scope and can be an extension
of this work. These use cases show the mapping of equivalent
metadata terms, synonyms, and homonyms.
Metadata Map Equivalent Use Case

III. USE CASES: BUSINESS METADATA MERGING / ALIGNING
Term = Division

Term = Author

Keep

Organization 2

Replace-with

Organization 1
term definition

Organization 2
term definition

Author

Author

Bank

Organization 1
Term = Bank

State

Keep

Organization 2
Term = Bank

Term = Region

Author

Term = Creator

Superset
(Parent-of)

Department

Term = Business Unit

Time Zone

Department

Metadata Map Homograph Use Case

Organization 2

Organization 2
term definition

Organization 2
term definition

Figure 3 Metadata Map Synonym Use Case

Term = Region

Organization 1
term definition

Organization 1
term definition

Organization 1

Map/Align Abstract Concept Refinement

Redefine Term to Subset = State

Replace-with

Metadata Map Synonym Use Case

A. Use Case 1: Metadata mapping of abstract concepts
refinement across two merging horizontal organizations.
The abstract concept attached to metadata term “Region” in
Organization 1 means Time Zone; while in Organization 2
means State. In Organization 2 Region metadata definition is a
subset of Organization 1 - because a Time Zone is comprised of
States. State holds more granular detail of the true meaning in
the newly formed metadata repository; therefore, a concept
refinement is necessary, where Region = State, instead of Time
Zone. Figure 1 shows the use case of mapping metadata
concepts, the main focus of this paper.

Region ≈ State

Replace-with

Organization 2

Figure 2 Metadata Map Equivalent Terms Use Case

The following use cases presented below focus on mapping
multiple metadata across horizontal organizations containing
synonyms, homonyms, polysemy, similar terms with different
properties, and abstract concepts of similar instances with
different meanings and processes.

Organization 1

Department

Organization 1

Merging is the process of finding commonalities between
two different ontologies A and B and deriving a new ontology
C that facilitates interoperability between horizontal
organizations that are based on the A and B ontologies. The new
ontology C may replace A or B, or it may be used only as an
intermediary between a system based on A and system based
on B. Depending on the amount of change necessary to derive
C from A and B, different levels of integration can be
distinguished.

Replace-with

Organization 1
term definition

Organization 2
term definition

Building

River Bank

Figure 4 Metadata Map Homograph Use Case
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NJ

≈

NY

Subset (State)
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KY*

KY*

NV*
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TX*

TX*

WA

WY
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OR

KY

WY
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AL

DC

NJ

AL

TX
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Figure 1 Metadata Mapping Abstract Concept Refinement

C. Use case 3 – Mapping terms specifications across two
horizontal organizations.
Figure 5 shows a special category of metadata merging
wherein both organizations the metadata term is named and
used similarly; however, one or more aspects can differ either
in data type, format and/or size; its usage may result in data loss.
This use case is a sub-problem also outside of the scope and can
be an extension of this work.
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V. CURRENT RELATED WORKS.

Metadata Map Specification (format, type, size) Use Case

EmpName

Keep

Organization 2

Replace-with

Organization 1
term definition

Organization 2
term definition

Good Scope

Limited scope

Format EmpName = F, M, L1, L2
Type = String
Size = 128

Term = EmpName

Term = EmpName

Organization 1

A. Relevant Literature Review
The following Table 1 shows some of the most relevant
current solutions available to address metadata content
management. These are about the organization's management
of data and information assets to address use cases such as data
governance, analytics and enterprise metadata management
(EMM). It is important to note that this understanding of
metadata goes far beyond just technical facets; it is used as a
reference for business-oriented and technical projects and
builds the foundations for information governance and
analytics[2].
Company

Format EmpName = F, L
Type = String
Size = 32

Figure 5 Metadata Map Terms Specification Use Case

IV. IMPORTANCE OF MERGING BUSINESS METADATA
There are tangible benefits to streamline and minimize the
processes interfacing with enterprise business metadata
management via knowledge graph (Pace University extended
Protégé, a tool for extensible knowledge representation
supporting custom relations for domain experts to describe and
validate knowledge[5].) For example, this helps data
visualization identifying stakeholders, affected processes and
minimize financial impacts which range in the billions of
dollars of waste and loss of opportunity to businesses[4].
Enterprise business metadata is important that it be available,
accurate, and timely in order to appropriately make decisions
on managing corporate data assets and enterprise
knowledge[7].
Having on-premise or a cloud hosted global repository
alignment (sources are made coherent with one another but kept
separately) or merging/mapping (single coherent ontology that
includes information from all the sources) of the business
metadata across the M&A will aid in identifying the system
catalogs, affected stakeholders, interrelationships of systems
and how they attach to processes that would be affected[4]. This
also will increase: a) speed of data access; b) accurate results by
having everyone communicating with the same semantic; c)
global access; d) cost of access; e) business processes
minimized; f) better application integration. Additional
important considerations are:
a)

Reduce time required to find a piece of information.
Finding where to look is the biggest problem in
understanding far-flung and disparate pieces of data
especially when they are dispersed within new mergers.
b) Reusing data helps the organization to run more efficiently.
When there is no metadata directory, the organization is
faced with building everything from scratch every time a
new request for information arrives.
c) The accuracy of information. Business analysts spend
approx. 80% of their time gathering and validating data [7].

Solution & Main Strength or Weakness
Adaptive Metadata Manager.
Broad metadata management use cases: such as those for
big data and analytics, or regulation and compliance —
Adaptive
through a combination of products. Poor integration of
products because users of metadata management tools are
evolving toward business functions.
Anzo Smart Data: Platform, Integration and Manager.
The semantics standards approach of Cambridge
Semantics' provides great alignment to initiatives that are
based on open linked data or World Wide Web
Cambridge
Consortium (W3C) Semantic Web standards — most
Semantics
notably RDF/OWL. However, this approach requires
additional layers of mapping, and therefore additional
complexity, to support the fact that metadata is contextsensitive
Collibra
Data
Governance
Center.
Data governance and information stewardship. Not
Collibra
centered around technical metadata management
capabilities, only business metadata.
MetaCenter.
Data Advantage
Maintains a library of hundreds of virtual machine
Group
images.
Global IDs Enterprise Information Management (EIM)
Suite and Global IDs Ecosystem Management Suite.
Approach to metadata management is based on machinecentric automated learning enabling automatic curation of
Global IDs
metadata assets. The metadata repository is graphoriented and can be composed of any number of
subgraphs representing things such as data elements,
applications or business concepts.
InfoSphere Information Governance Catalog.
Depth and breadth of usage apply to a wide variety of
IBM
data domains and use cases.
Metadata Manager, Business Glossary and Enterprise
Information Catalog.
Alignment with evolving trends and business-facing
demand such as enterprise data catalog, self-service data
Informatica
preparation, stewardship and governance, and data
analytics — with the graph-based Live Data Map of
metadata assets — represents a focus on maximizing
business value.
Oracle Enterprise Metadata Management.
Oracle
Synergies with portfolio's broad range of technologies.
PowerDesigner and Information Steward.
Broad product portfolio, embracing many aspects of
information governance such as data integration, master
SAP
data management, data quality, information lifecycle
management and metadata management.

Table 1 – Most Relevant Metadata Solutions Available

B. Current Solutions Limitations
Most of the current solutions address a more comprehensive
line of the business problem involving technical and business
metadata in general; instead of within M&A. There is not a

D2-3

single solution that stands out to efficiently solve the problem
referring to “enterprise business metadata management for
minimizing business processes using knowledge graph”, and
thereby the nature of this work. Some of the deficiencies
observed in the current solutions are:
a) The semantics standards approach provides great
alignment to initiatives that are based on open linked data
or World Wide Web Consortium (W3C) Semantic Web
standards — most notably RDF/OWL. However, this
approach requires additional layers of mapping, and
therefore additional complexity, to support the fact that
metadata is context-sensitive[2].
b) The current solutions tend to have high costs, complex
implementations, or a ridged structure associated with
them, providing more barriers to adoption.
c) None of the solutions focus on providing metadata merging
during the initial stage of the merger negotiation, prior to
contract signing.
d) The “technology assumes that all systems are semantically
homogeneous – i.e. that they will all use the same
vocabulary” [7, 8].
e) High level of complexity due to multiple products used.
f) Use of traditional metadata ingestion and management.
g) Managing governance and risk across complex data
landscapes will require strong rules management
capabilities and domain experts’ intervention.

VI. IDEA FOR IMPROVING THE CURRENT SOLUTIONS
The main quantifiable improvements are to Minimize
business metadata changes between the two newly merged
horizontal organizations by consolidating into a single
repository both enterprises; Minimize business process changes
by introducing automation and reducing the need for domain
experts intervention, Minimize metadata translation during
business operation by using same abstract vocabulary for both
organizations, and Better support future business merges by
presenting a framework to ease the mapping of business
metadata. Other areas this work can potentially improve or
influence are:

Horizontal Enterprise Metadata Mapping/Alignment Process Interaction Among Stakeholders
XML, DTD, EXCEL, CSV, TXT, JSON, HTML, UML
- Enterprise Metadata Repository Stakeholders
- Web/Repository Crawler

- Web/Repository Crawler

Dictionary
Merge(M)
Map/Align

Organization #1
Enterprise Metadata Business Process Stakeholders Interaction Within an Organization

Global Dictionary Algorithm
New term creation, redefinition necessary to
meet requirements. Contains vernacular,
canonical and deprecated terms.

Map/Align

Organization #2
Enterprise Metadata Business Process Stakeholders Interaction Within an Organization
External Docs, URLs, etc.

External Docs, URLs, etc.

Stakeholders
- Financial Controller
- Membership
- Business Analyst
- IT Architect

Business
Glossary Solution

Status update:
APPROVED or
REJECTED

Governance Process
- VP Finance
- Quality Manager
- Governance Manager
- IT Architect
- Director Compliance

Region = Time zone mapping abstract concept refinement use case Region = State
(superset[parent-of], set[child-of], subset[grand-child-of])
Division = Business Unit
Division = City
Customer

mapping synonym, homonym, polysemy use case

Stakeholders
- Financial Controller
- Membership
- Business Analyst
- IT Architect

Business
Glossary Solution

Status update:
APPROVED or
REJECTED

Governance Process
- VP Finance
- Quality Manager
- Governance Manager
- IT Architect
- Director Compliance

Customer

(usage, definition)
Client
Models
Applications

Database
ETL

Data Warehouse
Data Marst

Models
Applications

Business Intelligence
Reports

Employee
Enterprise Metadata Repositories

mapping specification use case

Database
ETL

Data Warehouse
Data Marst

Business Intelligence
Reports

Employee

(format, type, size)

Enterprise Metadata Repositories

Figure 6 Horizontal Enterprise Metadata Mapping Between Organizations

Given two horizontal organizations with same purpose
similar metadata representations in need of merging (reference
use case 1):
1. Support relations (superset [grand-parent-of], set [parentof], subset [child-of]), ontologies or knowledge graphs.
Data dictionary (map tables) may be another proper tool.
2. Introduce abstract fields as the common base concept or the
new field of the two existing ones (the new one could be
one of the existing ones).
3. Define mapping rules of existing fields to the abstract ones.
4. Automate the mapping of metadata fields in the business
process.

VII. PROBLEM STATEMENT
Organizations often merge in order to expand into new
markets, acquire new talents, technology or reduce competition.
This work looks at the abstract concepts subproblem within a
larger metadata merging problem domain that includes
synonym, homonym, polysemy, and metadata term properties
specification. Important considerations for this problem domain
are:
1.

a) Formalize existing process and spot needed improvements.
b) Facilitate identification for automation for efficient process
flow.
c) Increase productivity and decrease domain experts head
count interfacing with the processes.
Figure 6 shows two typical horizontal enterprise metadata
mapping between organizations. When merging, three general
use cases are inferred from here - detailed in Section II above:
a) mapping abstract concepts of similar instances with different
meanings and processes; b) synonyms, homonyms, polysemy;
and c) mapping similar metadata terms with different
specifications across the two organizations.

Horizontal Business Dictionary Metadata XML, DTD, EXCEL, CSV, TXT, JSON, HTML, UML
Consolidation Engine
Parser(x) Knowledge Graph Modeler - Enterprise Metadata Repository Stakeholders

2.

3.
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Multiple datasets across horizontal business boundaries
must be merged to avoid maintaining similar copies
relating to metadata synonyms, homonyms, and polysemy
with similar or different meanings and processes, or in need
of abstract terms refinement to accommodate the new
merger, and optimize business processes approval - which
are longer, costly and slow time to resolution because of
data quality issues when kept separately.
Communication accuracy within the global organization—
merging unity also requires bringing both enterprises onto
the same data platform in order to have a consistent state
of the newly forged organization[3, 4]. Enforce a consistent
and global unified view for the complexity and volume of
metadata, real-time visualization, and necessity to apply
consistent business rules throughout the business.
The composition of different technologies, policies,
cultures, repositories and data quality standards impact the
overall merging of the business to provide the right
information to the right stakeholders at the right time;

having the right synergy between people, technologies, and
processes[8].

can mean many different things from different viewpoints.
Typically, the business rules, context definitions, and
environmental metadata are captured and stored during the
mapping process, making them reusable in any runtime
server process.

A. Solution Scope and Constrains
The following are imposed constraints to the scope of this
work:
1.

2.

3.

This work applies to M&A of horizontal enterprise
business metadata, where the two organizations are in
similar business sectors and line of business.
Metadata merger applies only to abstract concepts; which
is a sub-problem within a larger metadata merging problem
domain that includes: synonym, homonym, polysemy and
metadata field specification.
Organizations must have metadata repositories already in
place.

The objective is to focus on merging enterprise metadata for
minimizing business process changes with knowledge graphs
to facilitate automation, reduce translation error, and increase
visualization to the data flow. Figure 7 shows a typical welldefined enterprise with metadata processes and stakeholders.
Enterprise Metadata Business Process Stakeholders Interaction Within an Organization

2.

3.
4.
5.

6.

7.
8.

Demerger, spin-off, and spin-out. Where organizations
split into two.
Triangular merger, forward triangular merger and reverse
triangular merger, where the target company merges with
a shell company, becoming a subsidiary in some form.
Conglomerate merger, where the two organizations are in
irrelevant business.
Vertical merger, where the two organizations don’t have
core business similarities.
Cartels, where businesses secretly associate to maintain the
profitability of the same good. Not suitable for this study
because of the volatility and resources disjoint.
Divestitures, Equity Carve-outs, involves sell off of a
portion of a firm to a third party. It involves cash
transaction. Or,
Quick merger with similar business but unrelated
technology and different management.
Horizontal merger without metadata repositories.

B. Solution Objectives
The objective is to merge horizontal enterprise metadata for
minimizing business process changes with knowledge graphs.
To solve the problem of disjointed vocabularies, we need to
look at semantic-based information interoperability solutions.
These solutions have three major characteristics[9]:
1.

2.

3.

Governance Process
Auto Notification

Auto Notify Subscribers

Status update:
APPROVED or
REJECTED

Governance Process

Stakeholders

However, this work does not apply to:
1.

Request to Map/Align a Term

Semantic Mediation: this solution uses an ontology model
that makes concepts explicit – as a mediation layer in order
to abstract particular data terms, vocabularies, and
information into a shareable and distributable model.
Semantic Mapping: mapping to an ontology maintaining
the semantics of data and excludes the need for custom
code.
Context Sensitivity: any information interoperability
solution set must accommodate the fact that the same data

- Financial Controller
- Membership
- Business Analyst
- IT Architect

Models
Applications

Business
Glossary Solution

Database
ETL

External Docs,
URLs, etc.

Data
Warehouse

- VP Finance
- Quality Manager
- Governance Manager
- IT Architect
- Director Compliance

Business
Intelligence
Reports

Enterprise Metadata Repositories

Figure 7 Workflow to Map/Align Enterprise Metadata Repository

C. Tools and Techniques Used
1. Ontology and Visualizers / Query Tools
- Protégé - To Create Knowledge Graphs
2.
-

3.
-

4.

Web Search
Web Crawler – automatically and unattended crawl
thru all repositories (CRM, DB, Web Pages, Document
files) to build lexicon dictionary.

-

Semantic Validation
Schematron - Use Schematron Semantic Validation

-

PROMPT Algorithm
Merge and Align Repositories

5.
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API’s
Apache Jenna - Used to Parse KGs and Extract Objects
and Relations

VIII. GENERAL SOLUTION ALGORITHM

IX. CONTRIBUTION AND CONCLUSION

This solution design algorithm framework covers four
primary areas: Exception Handler, where all exceptions take
place; User Interface, where any interaction with the enterprise
repositories and stakeholders are handled; Parser and Domain
Thesaurus, where terms are analyzed; and Lexical Service,
where a common dictionary and thesaurus of terms is created
and maintained for merging/mapping or alignment.

In harnessing data for business outcomes, data leaders must
understand the flood of data in multiple formats. Information
has been available in disparate repositories for decades, but in
today's digital business environment organizations face new
demands to access and use data across these repositories
(especially when two horizontal organizations merge or align
their respective repositories) — by mapping the relationships
between different data elements. Reducing metadata business
processes expedite availability and promote timely business
intelligence as an ultimate goal of the competition.

User Interface
Business Logic

Exception Handler

Parser / Domain
Thesaurus

START
Metadata Term(s)
(Org#1, Org#2)

Validate Term
Against Phrase
Structure Thesaurus

Lexical Service

Lexeme Exist
In Domain
Thesaurus

T

Here we clearly showed that organizations will need to
prepare, adjust to and exploit the following upcoming
changes[2]:
1. The variety and extent of metadata supported across
merging repositories.
2. The enhancement of the scope of metadata through
automation (machine-learning, ontology, etc.), and through
automated enrichment by semantic search capabilities,
standard processes, and crowdsourcing.
3. Semantics formalism for improved interoperability
between business processes, applications, and accuracy
within mergers.
4. New ways to visualize metadata across a federated
environment (self-service data preparation for analytics is
driving this requirement)
5. New governance models, driven by the IoT and increased
regulatory scrutiny.
6. The rapid transfer of metadata ownership from the CIO to
the CDO is crucial maintain market leadership.
7. New technology innovations will generate interest in
bridging information silos in order to improve the value of
information-based business outcomes, for example: the
ability to address a variety of data types and to capture and
enrich metadata at the time it is being loaded; the ability to
combine machine-learning and crowdsourcing metadata
from experts; and support for complex environments to
provide end-to-end data lineage. However, there are still a
few inhibitors to even faster adoption, including:
a) The lack of maturity of strategic business
conversations about metadata
b) The required and expensive effort of integration for
metadata management solutions in multi merging
horizontal environments.
c) The lack of identification of accurate metadata
management solutions whose capabilities match the
current and future requirements for specific use cases.

Derive Lexeme(s)

Parse Term

Search Unknown
Lexeme(s)

F

F

Validate Synonyms,
Homonyms and
Polysemy Against
Domain Thesaurus

T

Term Matches
Convention

Lexeme Exist in
Lexical Service
T

Check Whether
Invalid Lexeme is
Strongly Required

T

F
Appropriate
Alternative Term
Types

Exist in Domain
Thesaurus

T

Search Synonym,
Homonyms and
Polysemy

F
Lexeme(s)
Strongly
Required

Exception Handling

Exist Term in
Lexical Service

F
Mark Term as
Preliminary
Compose, Suggest,
Select Appropriate
Term

Inflect Lexeme(s)
According to Term
Structure
Convention

Initiate Change
Request Process
Select
Appropriate
Term

Discard Lexeme(s)

F

Use / Store in
Term Thesaurus

Figure 8 – General Solution Algorithm

This solution minimizes business processes by presenting a
framework to automating most of the tedious matching manual
work and removing most of the domain experts’ interaction
during the decision process; except in special occasions where
they are absolutely necessary.

Most organizations will find that their current metadata
management practices are different across applications, data,
and technologies and that these practices are siloed by the needs
of different disciplines — each with their own governance
authority, practices and capabilities. Data and analytics leaders
that have already invested in data management tools/solutions
should first evaluate the metadata management capabilities of
their existing data management tools, including their
federation/integration capabilities, before investing on a new
metadata management solution. However, if they are dealing
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with emerging use cases — including collaborative analytics
and community-oriented data governance — they should learn
about, and investigate new metadata management solutions.
This work can be extended by focusing on metadata merging
horizontal organizations synonyms, homonyms, polysemies,
and mapping similar terms with different specifications across
the two organizations following the same general purpose
algorithm proposed herein.
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Biometric Authentication: Solution for All?
Eiman Ahmed, Brandon DeLuca, Emily Hirowski, Connor Magee, Ivan Tang, and Jean F. Coppola
Seidenberg School of CSIS, Pace University, New York, New York
Abstract—As technology continues to grow and advance at a
rapid rate, most producers and companies are neglecting a rather
large demographic: the elderly. The elderly, who are accustomed
to more traditional means of communication utilizing pencil and
paper, are having difficulty keeping in stride at the same rate as
technology is pacing itself in the modern era. Cyber security, one
of the most vital aspects of technology, is an area in cyberspace
where senior citizens are struggling to adjust. Although they
understand the necessity of having passwords to keep their
private information secure, they often grow frustrated with
remembering their passwords, which may vary from website to
website and are often strenuous to remember due to regulatory
password procedures. The objective of this project is to
investigate how this issue can be tackled in a simple manner using
biometrics. Biometrics is the most secure form of authentication
to date, regardless of one’s age. In this study, older adults from
geriatric centers are assessed with questions in regards to how
they currently manage the various passwords they create for
their accounts, how they feel about their current management
methods, and methods they feel their experience can be enhanced
more than it already is. In addition, different biometric
technologies, e.g., retinal, fingerprint, facial recognition, etc., is
compared to one another and a proposed solution of the
framework that would be free of cost to older adults.
Keywords-authentication; older adult;
recognition; security; senior citizen

password;

privacy;

I.
BACKGROUND
As technology advances continue to be made and new
generations continue to utilize new phones, tablets and games,
it has become apparent that a generation has been left behind.
In a rush to accommodate younger children with advanced
technology, companies have left behind the elderly, a
generation which has had trouble associating with even the
most basic forms of technology. Above all issues and fields opf
study, cyber security has become the most prevalent computer
science topic in modern day; with hacking tools and knowledge
now widely available on the internet, there is now a greater
chance than ever that one’s information can be stolen, even if
one is not fooled into “handing” this information over.
Seniors are often discouraged from learning to use new
technologies because of their physical limitations, as well as
being tasked to learn how to use the devices. Phones and
tablets, for example, are relatively small and are thus difficult
to read from for seniors with visual impairments; they are not
as popular with older adults as they are with younger
generations. Memory problems also create issues with
remembering passwords; this may force older adults to write

things down to keep track, which is a huge security flaw. The
inevitability of being hacked means that cyber security seeks to
prevent hacking attempts, not completely rule it out; the proper
precautions need to be taken.
Most recently, however, Smith has found that this trend in
skepticism from older adults towards technology is shifting as
although new technologies are difficult for them to keep up
with, the benefits they have toward everyday life exceed those
negative aspects [1]. According to Pew Research Center [1],
79% of older adults who use the Internet agree with the
statement that “people without internet access are at a real
disadvantage because of all the information they might be
missing,” while 94% agree with the statement that “the Internet
makes it much easier to find information today than in the
past.”
One of the greatest advantages and key reasons as to why
many older adults are turning toward the Internet and
technology now is social media. In a recent study conducted by
researchers Michael Braun and Lyn Van Swol Ph.D. from the
University of Wisconsin, it was found that around 44% of
adults aged 60-90 said they periodically use social networking
as it is user friendly, useful, and popular amongst their
communication circles [4]. Seniors often do not get to
experience as many social interactions as other people do due
to either being homebound or unable to travel frequently.
Social media is useful to them in this scenario as it allows them
to still feel engaged with the outside world, while remaining in
the comfort of their own homes.
As technology continues to integrate itself into the
everyday lives of people and future generations, seniors must
begin to feel comfortable with these new technologies for a
better means of living. Most seniors are already beginning to
take the first step towards doing so, however, there still needs
to be many more advancements made in bridging the gap
between the younger generation who is fluent in technology
and older adults who are afraid of it or discouraged by it.
Perhaps most importantly, older adults must feel must have a
shift in paradigm so that they themselves are more inclined to
learn about these new technologies as well.
II. INTRODUCTION
Cyber security is the collection of advances; procedures and
practices intended to secure systems, PCs, programs and data
from attack, harm or unapproved access. In technological
context, security incorporates both cyber security and physical
security. A standout amongst the trickiest components of cyber
security is the rapidly and continually developing nature of
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security dangers. The conventional approach has been to
concentrate most assets on the most vital framework segments
and ensure against the greatest known dangers, which required
abandoning some less imperative framework segments
undefended and some less dangerous risks not protected
against. To manage the present environment, advisory
organizations are advancing a more proactive and versatile
approach. The National Institute of Standards and Technology
(NIST), for instance, as of late issued redesigned rules in its
risk evaluation system that prescribed a move toward constant
observing and continuous assessments.
Passwords are utilized on websites throughout the Internet.
Passwords ensure users’ personalities on sites, discussion
boards, emails and that's only the tip of the iceberg. Numerous
family PCs with different accounts utilize passwords. They are
additionally utilized for bank exchanges and making secure
purchases. With the greater part of this touchy information in
question, making great passwords is essential to avert data
fraud. Passwords are the primary barrier against PC hackers.
Programmers normally attempt to break into a PC or secure
record by speculating passwords. Computerized projects can
likewise be utilized to more than once figure passwords from a
database of regular words or other data. A solid secret
password is imperative to buy time, counteract assaults by less
dedicated hackers, and send up warnings that can catch such
fraudsters in the act.
Most passwords are case sensitive. This implies that
capitalization counts: "password123" is unique in relation to
"Password123" neither of which is a great password to use.
Capitalizing the first letter or any letter in the password, using
keyboard symbols such as ampersand, pound, percent, and
creating passwords that are at least eight characters long are
amongst some of the more common requirements for
passwords these days. However the majority of individuals
utilize exceptionally frail passwords. In addition, the majority
of people also tend to reuse their passwords on various sites.
Password reuse is a major issue in view of the numerous
password leaks that happen every year, even on expansive
sites. At the point when your password releases, malevolent
people have an email address, username, and password
combination they can attempt on different sites. On the off
chance that you utilize the same login data all around, a hole at
one site could give individuals access to every one of your
records. On the off chance that somebody accesses your email
account along these lines, they could utilize password reset
connections to get to different sites, similar to your web based
bank accounts or PayPal account.

This study focuses on senior citizens, who are reluctant
towards using new technologies and often stray away from
technology due to either finding it difficult to use or strenuous
in some way, feel about using biometrics as a means of storing
their user information and passwords as opposed to the more
traditional means of storing their user information and
passwords in either their memory or on some sort of paper or
notebook. From this study, derive solid conclusions as to how
older adults view technology, Cyber security, and biometrics as
a whole.
III. DATA AND METHODS
For this research, twenty-five older adults were surveyed
ranging from ages fifty to ninety from geriatric centers across
Manhattan. For the purposes of data collection, older adults
were observed and notes were made on how they currently
manage their passwords, before introducing them to biometric
authentication as a new means of authentication. The older
adults were then asked to try biometric management hardware
and software, such as USB fingerprint scanners, eye scanners,
and Intel’s TrueKey software, and then to make conclusions
and answer questions.
IV.

RESULTS AND ANALYSIS

To start the analysis off, it was necessary to see if there was
any discourse amongst older adults themselves and how often
they currently tend to use technology. Of the twenty-five older
adults surveyed, it was found that those between the ages of 5059 use technology the most out of all the other age groups, with
around 77% of older adults in this division saying that they
either “somewhat” or “strongly” agree that they use technology
often (See Figure 3.1), while 100% of older adults between the
ages of 70-89 responded by saying the converse, that they
“somewhat” disagree with this statement (See Figure 3.2). This
data indicates some form of a technology gap between even
older adults themselves. Although those between the ages of
60-69 seemed to appear more neutral on the matter, the shift
from most interviewees using technology often to rarely using
technology at all may be evidence that as people age, they are
less inclined to using technology as a whole.
Figure 3.1

Password managers are a solution to this type of problem,
as they are able to store login data for every one of the sites
people utilize and help them sign into them consequently. They
encode user passwords into a database with a master password
and use this password as the single password that the user must
remember. Biometrics is another solution to this problem as it
rids the user of having to remember any password at all and
simply uses their physical features such as their face, in the
case of facial recognition, or their fingers, in the case of
fingerprint scanning, as their password.
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Figure 3.2

these passwords. Given this data, it can be concluded that
perhaps because such an overwhelming amount of older adults
feel that keyboards are difficult to use, they take longer to type
out their passwords; Also indicating yet again a drive to create
a new form of inputting passwords onto systems.
Figure 3.4

In order to better understand the nature of customary
passwords with older adults, especially in the nature of how
lengthy and complicated they may sometimes be required to set
as, the older adults were asked how long they felt typing their
passwords took them. This is not subject to, but includes
finding their passwords, inputting their passwords in, and of
course any mismatch of passwords, in which they would have
to re-enter their passwords into the system. From this, analysis
show that around 72.22% of older adults felt that typing in
passwords took a rather long time, showing that current means
of storing and creating passwords is not time efficient and thus
calls for change in paradigm (See Figure 3.3).

Given the past analyses, it was thus rather surprising that
when asked whether they found biometric options to provide a
better experience than traditional password options, although
the majority of older adults said that they felt the biometrics
option provided a better experience for them than the former,
only 61.11% of older adults felt this way, even though 83.33%
of these older adults felt that old means of typing out
passwords was more difficult (See Figure 3.5). This study
doesn’t go into the specifics, however, this could mean that
either they felt more indifferent towards biometric scanners or
they found them almost equally as challenging as older
methods of storing passwords such as through keyboards.

Figure 3.3
Figure 3.5

Because the study revolves around the current limitations in
standard password storage and understanding whether
biometrics may be a better solution to this issue, older adults
were asked whether they found keyboards difficult to use. Of
the surveyed seniors, 83.33% felt that keyboards were difficult
to use (See Figure 3.4). The issue thus expands, not only from
the majority of older adults finding it inefficient to type in
traditional passwords, but also to use keyboards in order to type

Rather similar results were shown when these seniors were
asked how secure they felt using biometric scanning options as
opposed to other options. Around 61.11% of older adults said
that they felt more secure using biometric scanners, thus
suggesting a preference towards biometric options when it
matters relating to security (See Figure 3.6).
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Figure 3.6

To better understand the importance of security and
passwords in relation to older adults using technology, seniors
were surveyed on whether or not remembering or typing
passwords ever drove them away from technology. Around
38.89% responded by saying that they felt as if their was some
sort of correspondence between them turning away from some
forms of technology due to having to remembering and typing
out their passwords (See Figure 3.7). The majority of adults
who shy away from technology most likely do so for some
other reason unrelated to this issue. Passwords do not seem to
be most seniors’ main concern when it comes to using
technology, that biometrics and involving seniors with
biometrics for the sole purpose of drawing them closer towards
technology is not the ideal solution to this specific problem.
Nonetheless, around 88.89% still said that would feel more
inclined to use security features if they were made more
accessible to them, either in the form of biometrics or
otherwise which proves that current methods of security are not
as accessible or ideal as they can be (See Figure 3.8).

Figure 3.7

Figure 3.8

Ultimately, however, through the survey around 61.11% of
older adults said that they preferred biometric scanning options
to the traditional keyboard in terms of creating and storing their
passwords for them (See Figure 3.9).
Figure 3.9

CONCLUSION
Through this study, the conclusion is although security isn’t
the primary concern of older adults when it comes to
technology; they still find typical methods of storing and
loading passwords to be rather exhausting and troublesome.
They would be more inclined to using security features if they
were made to be more accessible and even though it is not by
much, they prefer biometric scanning to keyboard entering
options, perhaps because the majority of them find keyboards
hard to use and typing in passwords to be a hassle. Finally,
typing in and remembering passwords is not a major factor in
most of them using technology more often than they currently
do or do not. Thus, although biometrics is a useful tool and
most older adults prefer it over their other options, it needs to
be more improved and their needs to be more research
conducted as to why only a select few seemed to prefer
biometric options over keyboard options, when so many found
keyboards to be difficult to use and current means of storing
passwords to be so burdening.
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FUTURE WORK
In the future, this research will be expanded by testing out a
variety of biometric systems and comparing and contrasting the
bunch to one another to see whether any biometric systems or
platforms perform better than others with older adults.
Additionally, more data will be collected with a greater volume
of people and in different locations, not the greater New York
City area.
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Abstract— Recent Botnets such as Kraken, Torpig and Nugache
have used DNS based “domain fluxing” for command-andcontrol, where each bot queries for existence of a series of domain
names and the owner has to register such domain name.
Botmasters have begun employing domain generation algorithms
(DGA) to dynamically produce a large number of random
domains and select a small subset for actual use so that static
domain lists ineffective. This article is to detect machine generated
domain names; we tested common methods in classification on text
strings of domain names has low accuracy. We introduced new
features based on N-Grams in the classification methods and our
experimental results show that the analysis of N-Gram methods
can make a great progress in the accuracy of detection.
Index Terms— Classification Algorithms, Domain Name
System, Network Security, Visualization

I.

INTRODUCTION

M

any botnet detection systems use a blacklist of
command-and-control (C&C) domains to detect bots and
block their traffic. As a response, botmasters have begun
employing domain generation algorithms (DGA) to
dynamically produce a large number of random domains and
select a small subset for actual use so that static domain lists
ineffective. DGA is to be deterministic, yet generate a huge
number of random domains so that bot maintainer only has to
register one or few to enable the malware to work.
There is a trend that more recent botnets have used DNS
based “domain fluxing” for command-and-control, where each
bot queries for existence of a series of domain names, such as
Conficker, Kraken and Torpig. This method is called DNS
“domain fluxing”, which means each bot algorithmically
generates a large set of domain names and queries each of them
until one of them is resolved and then the bot contacts the
corresponding IP-address obtained that is typically used to host
the command-and-control (C&C) server [1] [2]. Besides, for
command-and-control, spammers also routinely generate
random domain names in order to avoid detection [3].
This paper use the data from Alexa ranking list and DataDrivenSecurity dga
dataset [20, 21].
Tianyu Wang is now a PhD candidate with the Department of Computer
Science, Pace University, 861 Bedford Rd, Pleasantville, NY 10570 (e-mail:
tianyu.wang@pace.edu).

DGA stands for Domain Generating Algorithm and these
algorithms are part of the evolution of malware
communications. In the beginning, malware would be
hardcoded with IP address or domain names and the botnet
could be disrupted by going after whatever was hardcoded. The
purpose of the DGA is to be deterministic, of which the bot
maintainer only has to register one to enable the malware to
phone home [4] [5]. If the domain or IP is taken down, the
botnet maintainer with a new IP address can use a new name
from the algorithm and the botnet maintained. Another major
use case of detecting DGA is to protect non-authorized DNS
servers, such as LDNS/ROOT-DNS.
The purpose of building a DGA classifier is not to take down
botnets, but to discover and detect the use on our network or
services. Furthermore, if we are able to have a list of domains
resolved and accessed at one’s organization, it is possible to see
which of those are potentially generated and used by malware.
This paper is organized as flows. In section 2, we discuss the
background of domain names system and related security
issues. We provide literature review in section 3. The DGA
detection is presented in Section 4. We conclude the paper with
our further research plan in section 5.
II.

BACKGROUND

A. The Domain Name System
The Domain Name System (DNS) is a core component of
Internet operation. It ensures the finding of any resource on the
internet by just knowing the domain names of URL that is an
easy way to remember.
B. Domain Name Space
The naming system on which DNS is based is a hierarchical
and logical tree structure called the domain namespace.
Organizations can also create private networks that are not
visible on the Internet, using their own domain namespaces.
As the following figure shows, the root of the domain name
space is the “.” Node. The following figure shows a subtree of
the domain name space and the path to the root. Every node is
Li-Chiou, Chen is the professor with the Department of Information System,
School of Computer Science and Information Systems, Pace University, 861
Bedford Rd, Pleasantville, NY 10570 (e-mail: lchen@pace.edu).
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called a level domain. Node at the base of the tree is called first
level domains or Top Level Domains (TLD), for example,
“edu”. Under the hierarchy, nodes are called second level
domains (2LD), for example “email”, third level domains
(3LD), etc.

Figure 1. Domain Name Space Hierarchy.

C. DNS Related Security Issues
DNS is often used to hide other kind of network traffic
through the Internet. More specifically, there are many different
DNS based misuse and malicious activities and related solving
methods.
1) DNS Fluxing
DNS fluxing is a series of activity that enhance the
availability and resilience of malicious resources and contents
by hiding the real location of a given resources within a
network. The hidden resource is a server that delivers malware,
phishing website or command and control server of a botnet
(C&C).
Fast flux is one of the most common used DNS fluxing
technique. It is used by botnets to hide phishing and malware
delivery sites behind an ever-changing network of
compromised hosts acting as proxies. It can also refer to the
combination of peer-to-peer networking, distributed command
and control, web-based load balancing and proxy redirection
used to make malware networks more resistant to discovery and
counter-measures. The Storm Worm (2007) is one of the first
malware variants to make use of this technique [19].
The basic idea behind Fast flux is to have numerous IP
addresses associated with a single fully qualified domain name,
where the IP addresses are swapped in and out with extremely
high frequency, through changing DNS records.
2) Botnets
A botnet is a number of Internet-connected devices used by
a botnet owner to perform various tasks. These botnets are
groups of malware machines or bots that could be remotely
controlled by botmasters. Botnets can be used to perform
Distributed Denial of Service (DDoS) attack, steal data, send
spam, and allow the attacker access to the device and its
connection. The owner can control the botnet using command
and control (C&C) software.
Botnets have become the main platform for cyber criminals
to send spam, phishing and steal information, etc. Most of
botnets rely on a centralized server (C&C). Bot could query a
predefined C&C domain names that resolves IP address of
server that malware commands will be received. Nowadays, in
order to overcome the limitation that one single failure of C&C
server is taken down, the botmaster would lose control over the
botnet, C&C server have used P2P based structures in botnets,
such as Storm, Zeus and Nugache [16, 17, 18]. To maintain a
centralized P2P-based structure, attacker have developed a

number of botnet that locate their server through algorithms
generated random domain names. The related algorithm is
called domain generation algorithms (DGA).
3) Domain Generation Algorithms (DGA)
Domain Generation Algorithms (DGA) is a series of
algorithm that automatically generated domains names by given
a random seed and then generate a list of candidate C&C
domains. The botnet attempts to resolve these domains by
sending DNS queries until one of the domains resolves to the
IP address of a C&C server. This method introduces a
convenient way to keep attacking resilience because if one
domain names are identified and taken down, the bot will
eventually get the valid IP address and using DNS queries to
the next DGA domains. For example, Kraken and Conficker are
some example of DGA-based botnets.
4) DNS Monitoring
DNS service is widely used as a core service of the whole
Internet. Monitoring the DNS traffic performs an important
role. Globally the technique to identify flux networks and
botnets using DNS analysis have been proved efficient.
However, these techniques require previous know about fluxing
domain names, since it rely on classification algorithms that
need training on truth data. Another issue is these techniques
require large amount of DNS replies from different locations so
that to compute relevant features to train classification
algorithms is not easy. The time taken by these methods to
identify flux networks is too long. Finally, DNS based
techniques for bot infected host detestation are involved with
privacy concerns.
III.

RELATED WORK

Characteristics, such as IP addresses whose records and
lexical features of phishing and non-phishing URLs have been
analyzed by McGrath and Gupta [10]. They observed that the
different URLs exhibited different alphabet distributions. Our
work builds on this earlier work and develops techniques for
identifying domains employing algorithmically generated
names, potentially for “domain fluxing”. Ma, et al [9], employ
statistical learning techniques based on lexical features (length
of domain names, host names, number of dots in the URL etc.)
and other features of URLs to automatically determine if a URL
is malicious, i.e., used for phishing or advertising spam.
While they classify each URL independently, our work is
focused on classifying a group of URLs as algorithmically
generated or not, solely by making use of the set of
alphanumeric characters used. In addition, we experimentally
compare against their lexical features in Section V and show
that our alphanumeric distribution based features can detect
algorithmically generated domain names with lower false
positives than lexical features. Overall, we consider our work
as complimentary and synergistic to the approach in [8]. The
authors [13] develop a machine learning technique to classify
individual domain names based on their network features,
domain-name string composition style and presence in known
reference lists. Their technique, however, relies on successful
resolution of DNS domain name query. Our technique instead,
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can analyze groups of domain names, based only on
alphanumeric character features.
With reference to the practice of “IP fast fluxing”, e.g., where
the botnet owner constantly keeps changing the IP-addresses
mapped to a C&C server, [12] implements a detection
mechanism based on passive DNS traffic analysis. In our work,
we present a methodology to detect cases where botnet owners
may use a combination of both domain fluxing with IP fluxing,
by having bots query a series of domain names and at the same
time map a few of those domain names to an evolving set of IPaddresses. In addition, earlier papers [11], [8] have analyzed the
inner working of IP fast flux networks for hiding spam and
fraud infrastructure. With regards to botnet detection, [6], [7]
perform correlation of network activity in time and space at
campus network edges, and Xie et al in [14] focus on detecting
spamming botnets by developing regular expression based
signatures for spam URLs. M. Antonakakis present a new
technique to detect randomly generated domains that most of
the DGA-generated domains would result in Non-Existent
Domain responses, and that bots from the same bot-net would
generate similar NXDomain traffic [15].
IV.

DGA DETECTION

A. Detection System
Classification in machine learning would help in DGA
domains detection. The purpose of building a DGA classifier is
not to remove botnets, but to discover and detect the use on our
network or services. Furthermore, if we can have a list of
domains resolved and accessed at one’s organization, it is
possible to see whether there are potentially generated and used
by malware.
Domain names are a series of text string, consisting of
alphabet, numbers and dash sign. Therefore, it is common to
use several supervised approaches to identify domains. Thus,
the first step in any classifier is getting enough labeled training
data. All we need is a list of legitimate domains and a list of
domains generated by an algorithm.
B. Data Sets
1) Alexa Domains
For legitimate domains, an obvious choice is the Alexa list
of top web sites. The Alexa Top Sites web service provides
access to lists of web sites ordered by Alexa Traffic Rank.
Using the web service developers can understand traffic
rankings from the largest to the smallest sites.
Alexa’s traffic estimates and ranks are based on the browsing
behavior of people in our global data panel, which is a sample
of all internet users. Alexa’s Traffic Ranks are based on the
traffic data provided by users in Alexa’s global data panel over
a rolling 3-month period. Traffic Ranks are updated daily. A
site’s ranking is based on a combined measure of Unique
Visitors and Page views. The number of unique Alexa users
who visit a site on a given day determines unique Visitors. Page
views are the total number of Alexa user URL requests for a
site. However, multiple requests for the same URL on the same
day by the same user are counted as a single Page view. The site
with the highest combination of unique visitors and page views
is ranked #1 [20].

However, the raw data grab from 1 Million Alexa domains
are not ready for use. After we grab the top 1 Million Alexa
domains (1,000,000 entries), we find that over 10 thousand are
not domains but full URLs, and there are thousands of domains
with subdomains that will not help. Therefore, after removing
the invalid URL and subdomain and duplicated domains, we
could have the clean Alexa data with 875,216 entries.
In this article, we only concentrate on the domains without
top level. For example, www.google.com, we only use google
as domain.
Table 1. First 5 Entries of Alexa data
domain
0
google
1 facebook
2 youtube
3
yahoo
4
baidu

It is important to shuffle the data randomly for
training/testing purpose and sample only 90% of total data. In
addition, we put label for this Alexa dataset as ‘legit’. The
number of Alexa domains: 787,694 out of the total Alexa
domains 875,216.
2) DGA Domains
On DataDrivenSecurity website, it provides file of domains
and a high-level classification of “dga” or “legit” along with a
subclass of either “legit”, “cryptolocker”, “goz” or “newgoz”
[21]. These dga data are from recent botnets: “Cryptolocker”,
two separate “Game-Over Zeus” algorithms, and an anonymous
collection of algorithmically generated domains. Here we also
resample 90% of the total data. Specifically, there are 47,398
out of 52,665 entries of algorithmically generated domains in
our experiment. Here we also use domain names that without
top-level parts.
Table 2. First 5 entries of dga domain
domain
class
0

1002n0q11m17h017r1shexghfqf

dga

1

1002ra86698fjpgqke1cdvbk5

dga

2

1008bnt1iekzdt1fqjb76pijxhr

dga

3

100f3a11ckgv438fpjz91idu2ag

dga

4

100fjpj1yk5l751n4g9p01bgkmaf

dga

C. Basic Statistical Features
Now we need to implement some features to measure domain
names. The domain field here means second-level domain only.
In the following article, we use domains for abbreviation. The
class field is binary category, either dga or legit. DGA stands
for dynamic generated algorithms domain, and legit stands for
legitimate domains.
1) Length
First, we calculate the length of each domain. In the
meantime, we drop those lengths that are less and equal to six,
because for short domains, it is better use blacklist to filter out
dga domains.
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2) Entropy
Another feature is entropy of domain. In information theory,
systems consist of a transmitter, channel, and receiver. The
transmitter produces messages that are sent through the
channel. The channel modifies the message in some way. The
receiver attempts to infer which message was sent. In this
context, entropy (more specifically, Shannon entropy) is the
expected value (average) of the information contained in each
message. This feature computes the entropy of character
distribution and measure the randomness of each domain
names.
The entropy can explicitly be written as
𝒏𝒏

𝒏𝒏

𝒊𝒊=𝟏𝟏

𝒊𝒊=𝟏𝟏

𝑯𝑯(𝑿𝑿) = � 𝑷𝑷(𝒙𝒙𝒊𝒊 )𝑰𝑰(𝒙𝒙𝒊𝒊 ) = − � 𝑷𝑷(𝒙𝒙𝒊𝒊 )𝒍𝒍𝒍𝒍𝒍𝒍𝒃𝒃 𝑷𝑷(𝒙𝒙𝒊𝒊 )

that operate by constructing a multitude of decision trees at
training time and outputting the class that is the mode of the
classes (classification) or mean prediction (regression) of the
individual trees. Random decision forests correct for decision
trees' habit of overfitting to their training set
a) Random Forest Algorithms
A forest is the average of the predictions of its trees:
𝐽𝐽

1
𝐹𝐹(𝑥𝑥) = � 𝑓𝑓𝑖𝑖 (𝑥𝑥)
𝐽𝐽
𝑗𝑗=1

𝑤𝑤ℎ𝑒𝑒𝑒𝑒𝑒𝑒 𝐽𝐽 𝑖𝑖𝑖𝑖 𝑡𝑡ℎ𝑒𝑒 𝑛𝑛𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢 𝑜𝑜𝑜𝑜 𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡𝑡 𝑖𝑖𝑖𝑖 𝑡𝑡ℎ𝑒𝑒 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓

For a forest, the prediction is simply the average of the bias
terms plus the average contribution of each feature:
𝐽𝐽

𝐾𝐾

𝐽𝐽

𝑗𝑗=1

𝑘𝑘=1

𝑗𝑗=1

1
1
𝐹𝐹(𝑥𝑥) = � 𝑐𝑐𝑗𝑗 𝑓𝑓𝑓𝑓𝑓𝑓𝑓𝑓 + �( � 𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑐𝑗𝑗 (𝑥𝑥, 𝑘𝑘))
𝐽𝐽
𝐽𝐽

Table 3. Sampling first 5 entries with length and entropy
domain
class length
entropy
0
uchoten-anime
legit
13
3.392747
1 photoprostudio
legit
14
2.950212
5 andhraboxoffice legit
15
3.506891
6
kodama-tec
legit
10
3.121928
7
porntubster
legit
11
3.095795

b) Classifier Paramteres

Parameters
The number of features (N)
The number of trees in the forest (n)
The number of features for the best split
The minimum number of samples to split
The minimum number of samples at a leaf node

D. Data Visualization
Before we begin our machine learning training, we plot
scatter chart the check whether there is any correlation among
the features.

Values
2
100
√𝑁𝑁
2
1

c) Classification Results
Predicted
True
dga
legit
All

E. Classification with Two Features
The next step is to run several classification methods use
these two features (length, entropy). There are 787k legit and
47k DGA domains, so we use 80/20 split techniques for our
training set and testing set. We choose to use three common
supervised classification methods. Random Forest, Support
Vector Machines (SVM) and Naïve Bayes.
Hypothesis:
• Positive: domain is dga
• Negative: domain is non-dga, in other words,
legitimate domain
1) Using Random Forest Classifier
Random forests or random decision forests are an ensemble
learning method for classification, regression and other tasks,

legit

All

2991
427
3418

6379
127532
133911

9370
127959
137329

True Positive Rate (TPR) = 31.92%
False Negative Rate (FNR) = 68.08%
False Positive Rate (FPR) = 0.33%
True Negative Rate (TNR) = 99.67%
False Acceptance Rate (FAR) = 4.76%
False Rejection Rate (FRR) = 12.49%

Figure 2. Scatter Plot: Domain Entropy vs Domain Length

In this figure, we found that legit domain and DGA domain
are overlapped together. When domain length is approximately
equal to four, DGA has a trend that has a higher entropy than
Legit.

dga

The confusion matrix shows how our model predicts in
classification using random forest classifier. The row is the true
label, either dga or legit. The column is what our model
predicted. Both the row and column has a total field indicate
our sample size. The model performs not well. It identified dga
domain as dga with only 31.92% accuracy (true positive rate).
It misclassified dga domain as legit domain with 68.08%
accuracy (false negative rate). Even it has a good prediction on
true positive rate, which is 99.67%, the overall results in a
biometric system is not good. False acceptance rate is 4.76%
and false rejection rate is 12.48%. Therefore, the result of this
method is not meet our requirement.
2) Using SVM Classifier
a) SVM Algorithms
Given a set of training examples, each marked as belonging
to one or the other of two categories, an SVM training algorithm
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builds a model that assigns new examples to one category or the
other, making it a non-probabilistic binary linear classifier.
b) Classifier Parameters
Parameters
Kernel
Penalty parameter C of the error term

Value
Linear
1

c) Classification Result

TPR
12.38%

Predicted
True
dga
legit
All

dga

legit

All

1160
105
1265

8210
127854
136064

9370
127959
137329

FNR
87.62%

FPR
0.08%

TNR
99.92%

FAR
6.03%

FRR
8.30%

The confusion matrix indicates how our model predicts in
classification using SVM classifier. The row is the true label,
either dga or legit. The column is what our model predicted.
Both the row and column has a total field indicate our sample
size. The model performs not well. It identified dga domain as
dga with only 12.38% accuracy (true positive rate). It
misclassified dga domain as legit domain with 87.62% accuracy
(false negative rate). Even it has a good prediction on true
positive rate, which is 99.67%, the overall results in a biometric
system is not good. False acceptance rate is 6.03% and false
rejection rate is 8.30%. Therefore, this method failed in
classification.
3) Using Naïve Bayes Classifier
a) Naïve Bayes Algorithms
𝑃𝑃(𝑐𝑐|𝑥𝑥) =

𝑃𝑃(𝑥𝑥|𝑐𝑐)𝑃𝑃(𝑐𝑐)
𝑃𝑃(𝑥𝑥)

𝑤𝑤ℎ𝑒𝑒𝑒𝑒𝑒𝑒 𝑃𝑃(𝑐𝑐|𝑋𝑋) = 𝑃𝑃(𝑥𝑥1 ) × 𝑃𝑃(𝑥𝑥2 ) … 𝑃𝑃(𝑥𝑥𝑛𝑛 ) × 𝑃𝑃(𝑐𝑐)

•

•
•
•
•

𝑃𝑃(𝑐𝑐|𝑋𝑋) is the posterior probability of class (c,
target) given predictor (x, metric features)
𝑃𝑃(𝑐𝑐) is the prior probability of class
𝑃𝑃(𝑥𝑥|𝑐𝑐) is the likelihood which is the probability
of predictor given class
𝑃𝑃(𝑥𝑥) is the prior probability of predictor
Naïve Bayes has no parameters to tune

label, either dga or legit. The column is what our model
predicted. Both the row and column has a total field indicate
our sample size. The model performs not well. It identified dga
domain as dga with only 35.56% accuracy (true positive rate).
It misclassified dga domain as legit domain with 64.44%
accuracy (false negative rate). Even it has a good prediction on
true positive rate, which is 96.04%, the overall results in a
biometric system is not good. False acceptance rate is 4.68%
and false rejection rate is as high as 60.30%. Therefore, the
classifier predicts unsuccessful.
Since these three models are not able to classify dga and legit
domains successfully, we need to add more features to improve
our model.
F. Model Improvement
We notice that dga domain either uses some random
characters as text string or uses a dictionary to make up a new
text string. Therefore, we build up our own corpus for these
features.
1) NGram Features
If a domain is a legit domain, it more likely exists in the
Alexa ranking list. Thus, it is necessary to find the similarity of
legit domains. We could use some text analysis techniques. The
first step is to build up a legit text corpus. Given a subsequence
of domains, we summarize the frequency distribution of Ngram among the Alexa domain name string with n = [3, 5]. We
called it Alexa_grams matrix.
2) Alexa Gram
We calculate the similarity between every single domain and
Alexa_grams matrix. In order to calculate the similarity, we use
some matrix transformation techniques to sum up the
frequency. Furthermore, we normalize the frequency by log10
as a similarity score. (See Table 5.)
3) Dictionary Gram
We use a dictionary that contains 479,623 common used
word terms [22]. The terms are combination of English
vocabulary and common used words with mix of number and
alphabet. We will use a words dictionary. After basic cleaning
up work, the following is some basic discretions about the
dictionary.
Similarly, we calculate the dictionary gram using N-gram, n
= [3,5] and calculate the normalized similarity between words
dictionary and every single domain. (See Table 5.) The reason
why we choose n = 3, 4 and 5 is because we have tested n =
[1,10] and found n = 3, 4, 5 have the best accuracy results.

b) Classification Result
Predicted
True
dga
legit
All
TPR
35.56%

FNR
64.44%

dga

legit

All

3332
5061
8393

6038
122898
128936

9370
127959
137329

FPR
3.96%

TNR
96.04%

FAR
4.68%

Table 4. First 5 entries of words dictionary
word
37
a
48
aa
51
aaa
53
aaaa
54 aaaaaa
FRR
60.30%

The confusion matrix indicates how our model predicts in
classification using Naïve Bayes classifier. The row is the true
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Table 5. Sample of domain with Alexa grams and dictionary
grams
domain
Alexa match Dict match
google
23
14
facebook
42
27

pterodactylfarts
ptes9drodwacty2lfa5rrts

53

76

30

28

Now, we compute N-Gram matches for all the domains and
add to our data frame.
Table 6. Calculated N-Gram for legit domains
domain
class
alexa_grams word_grams
investmentsonthebeach legit
144.721988
109.722683
infiniteskills
legit
81.379156
72.785882
dticash
legit
26.557931
23.710317
healthyliving
legit
76.710198
61.721689
asset-cache
legit
46.267887
31.690803

Figure 6. Scatter Plot: Dictionary Gram vs Entropy

After we add two extra features, the overlapped issue
improved. We could have a clear view that legit, dga has their
own clusters, and it is more reasonable to perform some
classification methods once again.

Table 7. Calculated N-Gram for dga domains
domain
class alexa_grams word_grams
wdqdreklqnpp
dga
11.242176
6.367475
wdqjkpltirjhtho
dga
14.303602
16.554439
wdqxavemaedon
dga
28.468264
28.699800
wdraokbcnspexm dga
25.935386
19.784933
wdsqfivqnqcbna
dga
4.597991
3.629002

5) Classification with Four Feature
Now we have four features in our model: Length, Entropy,
Alexa_grams, and Dict_grams. We could use the same
parameters tuning our classification model.
a) Using Random Forest Classifier
Predicted
True
dga
legit
All

4) Data Visualization
Here we plot scatter about whether our new 'alexa_grams'
feature can help us differentiate between DGA and Legit
domains.

TPR
97.53%

legit

All

9139
254
9393

231
127705
127936

9370
127959
137329

FPR
0.20%

TNR
99.80%

FAR
0.18%

FRR
2.70%

The confusion matrix indicates how our model predicts in
classification using random forest classifier. The row is the true
label, either dga or legit. The column is what our model
predicted. Both the row and column has a total field indicate
our sample size. The model performs pretty well. It identified
dga domain as dga with 97.53% accuracy (true positive rate). It
misclassified dga domain as legit domain as low as 2.47% (false
negative rate). It has a good prediction on true positive rate,
which is 99.80%, It also has low false positive rate which is
0.20%. The overall results in a biometric system is good as well.
False acceptance rate is 0.18% and false rejection rate is 2.70%.
Therefore, this method succeeds in classification.

Figure 3. Scatter Plot: Alexa Gram vs Domain Length

b) Using SVM Classifier

Figure 4. Scatter Plot: Alexa Gram vs Domain Entropy

Here we want to see whether our new 'word_grams' feature
can help us differentiate between Legit/DGA.

TPR
92.03%

Figure 5. Scatter Plot: Dictionary Gram vs Domain Length

FNR
2.47%

dga

Predicted
True
dga
legit
All

dga

legit

All

8623
534
9157

747
127425
128172

9370
127959
137329

FNR
7.97%

FPR
0.42%

TNR
99.58%

FAR
0.58%

FRR
5.83%

The confusion matrix indicates how our model predicts in
classification using SVM classifier. The row is the true label,
either dga or legit. The column is what our model predicted.
Both the row and column has a total field indicate our sample
size. The model performs pretty well. It identified dga domain
as dga with 92.03% accuracy (true positive rate). It
misclassified dga domain as legit domain as low as 7.97% (false
negative rate). It has a good prediction on true positive rate,
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which is 99.80%, It also has low false positive rate which is
0.42%. The overall results in a biometric system is good as well.
False acceptance rate is 0.58% and false rejection rate is 5.83%.
Therefore, this method succeeds in classification.

We found that the most important feature in our model is
Alexa_grams. It indicates that Alexa ranking maintains a good
contribution on dga classification. It proves our hypotheses that
most of botnet masters are using dictionary or random
characters to generate malicious domains. The second ranking
is length of domain names followed by entropy and
Dict_grams. It indicates that more and more botnet masters are
using some English words dictionary as their algorithms input.
Our methods could also detect dga that using dictionary.

c) Using Naïve Bayes Classifier

TPR
76.87%

Predicted
True
dga
legit
All

dga

legit

All

7203
354
7557

2167
127605
129772

9370
127959
137329

FNR
23.13%

FPR
0.28%

TNR
99.72%

FAR
1.67%

Score

Table 9. Importance Score on Random Forest
Length
Entropy
Alexa_grams Dict_grams
0.2925341 0.21776668 0.36576691
0.1239323

FRR
4.68%

7) Misclassification

The confusion matrix indicates how our model predicts in
classification using Naïve Bayes classifier. The row is the true
label, either dga or legit. The column is what our model
predicted. Both the row and column has a total field indicate
our sample size. The model performs pretty well. It identified
dga domain as dga with only 76.87% accuracy (true positive
rate). It misclassified dga domain as legit domain with 23.13%
(false negative rate). It has a good prediction on true positive
rate, which is 99.72%. It has low false positive rate, which is
0.28%. The overall results in a biometric system is not good.
False acceptance rate is 1.67% and false rejection rate is 4.68%.
Therefore, this method failed in classification.

a) Educational Institution Domains
First, look at a piece of our prediction sample. The following
table is an example of prediction using random forest as a
classifier. It performs and predicts well except some university
domain names. For example, tsinghua.edu.cn and sjtu.edu.cn
are the domain names of university in China.
Table 10. Prediction sample
domain
prediction
google
legit
webmagnat.ro
legit
bikemastertool.com
legit
1cb8a5f36f
dga
pterodactylfarts
legit
pybmvodrcmkwq.biz
dga
abuliyan.com
legit
bey666on4ce
dga
sjtu.edu.cn
dga
tsinghua.edu.cn
dga

6) Model Comparisons
Performance Rate
TPR
FNR
FPR
TNR
FAR
FRR

Table 8. Model Comparisons
Random Forest
SVM
97.53%
92.03%
2.47%
7.97%
0.20%
0.42%
99.80%
99.58%
0.18%
0.58%
2.70%
5.83%

Naïve Bayes
76.87%
23.13%
0.28%
99.72%
1.67%
4.68%

Table 11. Misclassification sample

For true positive, true negative rate, the higher the better,
because it means more accurate on our prediction. For false
positive rate, true negative rate, false acceptance rate and false
rejection rate, the lower the better, because it means the type I
and type II error rates. Among all three models, Random Forest
classifier outperforms the best. The reason that random forest
performs the best is because random forest is a multi-layer
decision tree. It will subgroup every details of features in a tree
structure. The domain is a series of text string, and a tree
structure classifier very easily captures the specific features of
text string. However, linear SVM is trying to draw several
straight line between the features of data. The scatter plot shows
that we still have overlapped data among all the features so that
the accuracy of SVM is not as good as random forest. The Naïve
Bayes is a combination of conditional probabilities, and a single
gram is not effective among text string.
We used this classifier as our prediction model. We also
calculate the importance score on these four features. The
importance of a feature is computed as normalized total
reduction of the criterion brought by that feature.

domain
duurzaamthuis
hutkuzwropgf
xn-ecki4eoz0157d
hv1bosfom5c
nllcolooxrycoy
dktazhqlzsnorer
eprqhtyhoplu
domowe-wypieki
taesdijrndsatw
edarteprsytvhww
ukonehloneybmfb
ekgzkawofkxzlq

length
13
12

entropy
3.18083
3.4183

alexa_gram
20.353
14.240

word_gram
17.785
10.431

predict
legit
legit

28

4.28039

37.036

15.577

legit

14
15
12
14
14
15
15
14

2.61058
3.64022
3.25163
3.23593
3.23593
3.37356
3.37356
3.32486

31.160
24.592
24.762
28.051
30.930
36.684
39.44
7.0389

26.914
22.804
19.213
24.537
21.647
29.358
36.303
5.4897

dga
legit
dga
legit
dga
dga
dga
legit

For those legit domains but our model treat them as dga,
some of legit domains come from foreigner countries. For
example, domowe-wypieki comes from www.domowewypieki.com, which is a homemade pastries food website in
polish. These countries use very different word and character
system than those in English. In order to use English words in
domain system, many of domains are adapted and made of
some initial letters of approximately pronunciation of foreigner
language. This is why some legit domain arise misclassification
issue.
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For those dga domains but our model regards them as legit,
probably because Alexa ranking only summarize the unique
visiting volume. Thus, there are still so many malicious and dga
domain are among Alexa dataset.
b) Discussion
There are some potential ways to address those issues above
and improve our model. First, we could set up a filter to sort the
top-level domain (TLD) on those education and non-profit
domains. In addition, for those foreign websites, we would try
to figure out how these domains works and find a better legit
dataset, except for Alexa. We could also use other dictionary
such as Wiki keywords as our classifier features. At last, we
plan to build up a self-adapted machine learning architecture
that could learn from real-time DNS traffic, detect, and prevent
those anomaly activities in our future research.
V.

CONCLUSION AND DISCUSSION

In this paper, we introduce the necessary about detection of
DGA domains. In addition, we tested three common machine
learning algorithms, random forest, SVM and Naïve Bayes, to
classify legit and DGA domain names. We provide data
visualization techniques with two new features, Alexa gram and
Dictionary gram in classification experiment. At last, we found
introducing NGram features would increase the accuracy of
classification models and random forest classifier performs the
best among all. We also found some issue using our methods
and come up some ideas to solve the problem. We plan to
improve our classification method and then setup our own DNS
servers and build up two-engine network monitoring system.
One is for machine learning training and model updating. The
other one is for real-time monitoring for prevention.
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Abstract—An eigenvector is a vector whose direction does
not change when linear transformation (scaling, sheering,
etc.) is applied to it and thus represents the ’characteristic
vector’ of a matrix. In this paper, we investigate the
possibility of building a classifier that can continuously
authenticate users based on the eigenvector decomposition
of their associated ’User Matrix’. This is done in part by
determining the linear transformations made to the
eigenvector(s) of a ’User Matrix’ to produce the other
vectors contained in the ’User Matrix’.
We define an individual’s ’User Matrix’ as 200, 22dimensional vectors, each of which captures the flight and
dwell time of their typing keystroke. We propose a
classification system that determines the eigenvector(s) of an
individual’s ’User Matrix’ and then applies a series of
transformations to an unauthenticated but verified typing
vector UV in order to determine if UV is compatible with the
other vectors in the ’User Matrix’. Compatibility, in this
sense, is defined as the ability of the transformations made
to UV to reproduce one of the eigenvectors of the individual’s
’User Matrix’. This can be thought less formally as a system
that determines the sequence of transformation made to an
eigenvector, of the ’User Matrix’, that created the other
vectors in the ’User Matrix’. The system determines this
process and reverses it in an attempt to reproduce the
unauthenticated vector. If the unauthenticated vector can be
reproduced, within some threshold, then the user is
authenticated.
I. INTRODUCTION
A. The Continuous Authentication System Methodology
Passwords are not ideal because they depend
completely on the user to adhere to very complex
guidelines on how to create and use secure passwords.
Typical robust passwords require the user to create
passwords that are lengthy, do not use common words,
contain numbers and symbols, and mix letter cases.
Unfortunately, because following these rules for creating
robust passwords makes the passwords too difficult to
remember, users often use weak passwords. Thus the user
often reverts to the path of least resistance when creating
passwords by using their own name, telephone number,
mothers name etc. [6]. Less obvious but equally poor is a
choice of passwords like 1QAZ@WSX which at first
appears to be a strong alphanumeric password, but a quick
examination of the QWERTY keyboard shows that this is
an easily predictable pattern. Additionally, a related

problem is the use of too many passwords. Users are often
required to have multiple, different passwords and
because remembering them is difficult they tend to write
them down. While such action is understandable, it can
make the user more vulnerable to attack.
Fortunately, the weakness of password-based security
has been recognized commonly by experienced system
security experts and efforts are well underway to find
more robust, alternate solutions but are not intrusive to the
user [5]. There are many new technologies which have
arisen such as tokens, certificates, etc. designed to
supplement the password-based system [9]. Yet none of
them fully addresses the central limitation of having only
a single check for a user’s authenticity. Unauthorized
users thus, once obtaining admittance, may continue for
extended periods to gain access to critical information
unless the system can be made to routinely re-authenticate
the user’s credentials [8]. Simple solutions to reauthenticate such as locking a user’s computer after some
period of inactivity or requiring the entrance of a PIN
every few minutes are in wide use but are both intrusive
and highly annoying to the user [1]. I believe more ideal
re-authentication system could be both passive and
transparent, interrupting the user only when some
anomaly has been detected in their conduct. Continuous
authentication addresses this problem of re-authentication
by periodically checking to see if the current user is the
same one who was originally authenticated. Continuous
authentication passively tracks user activity using some
relevant sensor and comparability metric and interferes
only when a more-established threshold has been crossed
[7]. Nonetheless, the idea of continuous authentication is
not new and methods are already being tested that may
prove effective [11]. These methods center on human
physical biometrics and include facial recognition,
fingerprint scanning, and multi-modal physiological
sensors [1]. However, the implementation of continuous
authenticating security systems is not trivial. These
systems must be able to authenticate the user without his
active cooperation, not overwhelm the system resources
and be highly reliable. Even more importantly, the sensors
that the system relies on must be able to consistently
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capture some universally available trait possessed by any
user and be immensely discriminable.

B. Continuous Authentication and Biometrics
Biometrics is a very general term and might be used to
describe either a physical or behavioral characteristic or
the method for recognizing such characteristics [3]. The
most typical biometric systems are composed of five
integrated components [2]. These components consist of
(1) a sensor that is used to collect and digitize the users
data, (2) a signal processing algorithm which creates a
usable user template, (3) a data storage component which
stores the data which will be measured against the user
template,(4) a matching algorithm which does the
comparison of user templates to new templates in the data
storage, and (5) a decision process which uses the
information provided by the matching algorithm to make
the required decision for the user. In recent years, work in
biometrics produced an alternative to passwords [8].
Biometrics, unlike passwords, rely on authenticating an
individual based on some physiological or behavioral
characteristics. These characteristics are an integral and
unchangeable part of the individual and do not require the
user to remember anything. Beyond the physical
characteristics, biometrics also includes behavioral and
cognitive traits, such as how the user types on a keyboard
or chooses words in sentence construction [10]. The way
an individual types or the word choice she uses in
sentence construction are an inherent part of her
mechanical and cognitive skills and cannot easily be
changed [11]. Thus biometrics provides not only an

improved way to authenticate but a much improved way
in which to perform continuous authentication.
C. Keystrokes as a Biometric for Continuous
Authentication
Keystroke dynamics is the detailed timing information
that describes exactly when each key was pressed and
released as a user types on a keyboard [3]. Keystroke
dynamics is concerned with behavioral biometric
contained within the rhythms a user follows while typing
[5]. These rhythms give rise to a unique and
distinguishable pattern for individual users which can be
used in an authentication system [6]. Two characteristics
are used to define keystroke dynamics are Dwell Time (the
time between the instant a user presses a key and the
instant the key is released) and Flight Time (the time
between the instant a user releases a key and the instant
he presses the next key) [7]. The dwell time and flight
time are captured by keystroke logging, which is done by
a key logger that records and timestamps key presses.
Because keystroke dynamics is a behavioral biometric, it
is considered by some not to be as reliable as a physical
biometric [cite]. Behavioral biometrics use a probabilistic
method for determining a match while physical biometric
use a binary method (pass/fail). Matching success is
determined through measuring false acceptance rates and
false rejection rates, which, because of the probabilistic
nature of keystroke dynamics, is not a linear relationship
[4]. Nonetheless, keystroke dynamics have very
beneficial aspects when used in continuous
authentication. [4].
D. Continuous Authentication on Mobile Devices
Continuous Authentication on smartphones was
developed to counter the potential attacks that can happen
after a smartphone has been unlocked [11]. Smartphones
are the standard personal device that many of us use to
store sensitive information. They are a widely used
gadget and are very vulnerable to loss or theft.
Unfortunately, the vast amount of personal data stored on
these devices has made them a target for criminals.
Continuous authentication was proposed to prevent this
information from being retrieved by criminals [8].
Hugo Gascon, Sebastian Uellenbeck, Christopher Wolf
and Konrad Rieck [1] presented a user authentication
approach that is based on analyzing the typing behavior
of a specific user. The approach was developed to counter
attacks that happen only after the device has been
unlocked [10]. Theirs approach uses a continuous
authentication scheme by means of biometry while the
user is entering text [3].
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F. System Requirements
The concept of continuous authentication is not new,
and there is no doubt to security professionals that it is a
very important one. However, continuous authentication
has entered mainstream computing in a meaningful way
yet. Nevertheless, with the amount of private information
that we store in our personal devices, it is a necessity to
protect them at all times. For example, the average user
walks away from the computer for short breaks without
logging out of the system [9]. This is an opportunity for
attackers to access the system and all of the user’s
information.
E. Authentication using Temporal Information
Most systems nowadays only authenticate users at the
initial log in session. As a result, it is possible for an
attacker to access all the user’s information and resources
with or without the permission of the owner until he or
she logs out.
Continuous authentication uses temporal information
color information of the user’s clothing in addition to
information about user’s face. They system uses the
webcam to automatically register both clothing color and
face information every time the user logs in [7].
Koichiro Niinuma and Anil K. Jain [2] proposed a user
authentication approach that is based on this concept.
Their approach uses the web cam to register the clothing
and facial information of the user when he or she log in,
and keeps checking this information and does not require
re-authentication while the user is in front of the
computer. The system requires re-authentication every
time the user walks out.
Their system distinguishes between two scenarios. The
first scenario is divided in two cases. When the user is
sitting in front of the machine and is facing the webcam,
and when the user is sitting in front of the machine but is
looking down. The second scenario is when the user has
moved away from the machine.

G. Authentication Process and the User Matrix
We propose the following for our continuous
authentication system:
H. Use – The system will continue to authenticate
the user in the background as long as the user is
actively using his keyboard. It will not ask the user
for re-authentication, even if the user walks away
from the computer.
I. Cost - Cost is a very important factor for most
people. For this reason, the authentication system
should only use the standard devices (e.g. keyboard)
and avoid the use of any external or special type of
device.
J. Security – The system will be always active in
the background and will not require the users to reauthenticate every time they walk away from the
computer.
K. Eigenvectors and the User Matrix
An eigenvector v is known as the characteristic vector
of a matrix and v is a non-zero vector that does not change
direction when it undergoes a linear transformation. We
can imagine that the ’User Matrix’ MUser contains the
vector v and that this vector v is an eigenvector of the MUser
if there exist some transformation of v say TLinear(v) that
can be represented as a scalar multiple of v. Thus TLinear(v)
= λv in which λ is a scalar. Applying TLinear(v) only scales
v by some scalar value λ and thus is known as an
eigenvalue of MUser.

D5-3

L. Eigenvector Decomposition
The major drawback to utilizing eigenvectors in our
classification scheme is that the MUser is not square (i.e.
200 x 22). In order to determine the eigenvectors, we must
use Singular Value Decomposition (SVD).
SVD of the MUser is a factorization of the matrix into a
unitary matrix U, a diagonal matrix Σ, and a unitary
matrix V T. The column vectors of the matrix U are known
as Left-Singular Vectors and are a set of orthonormal
(mutually orthogonal and unit length) eigenvectors
created by
. The column vectors of the matrix V are
known as the Right-Singular Vectors of MUser and are a
set of orthonormal eigenvectors created by
The Singular Values are the diagonal entries of Σ which
are the square roots of the eigenvalues of both U and V.
M. Use of Genetic Algorithms
The basis for our proposed classifier is the
determination of the linear transformation(s) made to the
eigenvector(s) of
MUser such that the unknown vector vunk can be replicated
to within some threshold. This can be stated as TLinear(v) ≈
vunk where we do not know the nature of TLinear.
While we do not know the nature of TLinear(v), we do
know the possible operations that can be associated with
it. These operations are scale, translate, rotate, reflect
and/or shear. Thus, we know that in some sequences, a
combination of these operations will allow us to transform
the eigenvector v into the unknown vector vunk to within
preset tolerance.
The determination of the required operations and their
proper sequence takes the form of an optimization
problem and is ideally suited for a possible solution by the
use of genetic algorithms. In all genetic algorithms, a
population of possible solutions is created and then
evolved toward the best or better solution. In our case,
each member of the population (i.e. solution space) has n
properties that are the possible linear transformations
(scaling, shearing, rotating etc.). These operations can be
included or excluded from each possible solution and their
sequence within the solution can also be changed. The
goal of using genetic algorithms is to determine the
correct linear transformation sequence from within a
search space that is theoretically infinite.

Biometric authentication systems are steadily
becoming a solution to wide number of authentication and
identity management problems [11]. Unique parts of
human body that can be recognized and used as a mean to
identify a person include fingerprints, iris, lips, etc. [13].
Though fingerprint and facial recognition systems are
most widely used and developed, most of the systems and
methods are slow or require expensive technical
equipment [2].
In the cyber security field, Genetic Algorithm (GA) is
an invaluable tool for solving optimization problems due
to its robustness. It does not break even in the presence of
a reasonable noise or even if the inputs are changed
slightly. GA offers significant benefits over other
optimization techniques in searching a large state space or
n-dimensional surface. In today’s information age
information transfer and sharing has increased
exponentially. With the popularization of Internet and
exponential increase in e-commerce transactions security
has become an inevitable and an integral part of any ecommerce application. Data integrity, confidentiality,
authenticity, non-repudiation has gained tremendous
importance and have become important components of
information security. In this paper we have made an
attempt to exploit the randomness involved in crossover
and mutation processes of GA for generating a barcode
for authentication process. The number of crossover
points and number of mutation points is fixed and cannot
be altered by the user. In the current work we have
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employed a single crossover point and two mutation
points. We can use Code-39 and Code-128 encoding
techniques for generating a barcode. The barcode data
comprises of 12 randomly generated decimal digits. Each
decimal digit is represented using 4 bits. Hence the length
of the barcode data is 36 bits. The randomly generated
data is transformed into encoded form by applying
crossover, mutation and XOR operations before
generating a bar code. The randomness together with
encoding makes the password robust and hard to track.
Finally, the algorithm is implemented in Java and applied
for authentication of employee data in a hypothetical
organization. The methodology is general and can be
applied to any task where authentication is required [5].
A. Keywords: Genetic Algorithm, Cross-over,
Mutation, Barcode, Encoding.
Genetic Algorithm
Generally, a Genetic Algorithm consists of three basic
operations.
• Selection
• Crossover
• Mutation
The first step consists of searching individuals for
reproduction. We have generated a genetic pool
consisting of 50 twelve digit numbers representing the
chromosomes which are randomly generated and from
which a single random number with the highest fitness
value as dictated by the fitness function is selected. The
random number thus selected is divided into two parts and
encoded using cross-over and mutation operations before
generating a code using code-39 encoding technique.
Cross-over is the process of taking two parents and
producing from them a child. In an optimization problem,
crossover operator is applied to the mating pool with the
hope that it creates a better offspring. For the problem
under consideration, crossover is taken as one of the steps
in producing a decrypted vector. We have employed fourpoint crossover method. In the case of optimization
problem, selecting more than four crossover points will
result in the disruption of building blocks whereas in the
case of encryption larger the disruption better is the
algorithm which makes it robust and difficult to break.
After crossover, the vectors are subject to mutation. In
optimization problem, mutation prevents the algorithm
from being trapped in a local minimum. Mutation plays
an important role in the recovery of the lost genetic matter
as well for randomly distributing the genetic information.
In encryption problem, mutation is employed for
inducing disorder into the vector. It introduces a new
genetic structure in the population by randomly

modifying some of the building blocks and maintains
diversity into the population. We have employed flipping
method, in which for a character 1 in mutation
chromosome, the corresponding character b in the parent
chromosome is flipped from b to (9-b) and corresponding
child chromosome is produced. In the following example
1 occurs at two random places of mutation chromosome,
the corresponding characters in parent chromosomes are
flipped and the child chromosomes are generated.
Barcodes consists of a series of lines that vary in width.
They correspond to various numeric, alphanumeric, or
multi-code configurations readable by a laser barcode
scanner. Code 128 is a very effective, high-density
zymology which enables the encoding of alphanumeric
data. It includes verification protection both through a
checksum digit and byte parity checking. This symbology
has been widely implemented in many applications where
a large amount of data must be encoded in a relatively
small amount of space. A Code 128 barcode consists of a
leading "quiet zone", one of three start codes, the data
itself, a check character, a stop character, and a trailing
quiet zone as shown in Fig. 1. The Code 128 data is
encoded in strips of bars and spaces. The sequences of
zeros or ones simply appear as thicker bars or spaces. The
checksum is included in the barcode, and is a digit that
verifies that the data just read in was correct. The
checksum digit is based on a modulo 103 calculation
based on the weighted sum of the values of each of the
digits in the message that is being encoded, including the
start character.
Pseudocode
Step 1: Generate a pool of 50 chromosomes consisting of
twelve digit numbers which are randomly generated.
Step 2: Select a single chromosome with the highest
fitness value as dictated by the fitness function F given by
12
F= Σ |di – di-1| + [12 – Max(rj)] for 0<=j<=9
i=1
where, rj refers to repetition of digit j and |di – di-1| is the
absolute numeric distance between the two digits. Store a
selected twelve-digit random number it in a vector.
Step 3: Each decimal digit in step 2 can be represented
using 4 binary digits. Hence the total number of binary
digits required to represent the data is 4 x 12 = 48 bits.
Generate a hash H, by repeating digits 0 and 1 (if the digit
is > 8) and 0 and 0, otherwise, required number of times.
The hash function generated is such that it enables oneto-one mapping between datasets involved. This renders
the hash function reversible.
Step 4: Perform the XOR operation between the data and
a 48-bit hash computed above.
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Step 5: Split the vector into two vectors of size six each.
Step 6: Compute 10’s complement of each digit.
Step 7: Perform the crossover operation at the midpoint.
Step 8: Perform the mutation at the extreme positions of
the vector. The mutation operation consists of flipping
the digit from its original value to its complement.
Step 9: Combine the vectors to reconstruct a 12-digit
vector.
Step 10: Perform the XOR operation between the data and
a 48-bit hash computed above.
Step 11: Use the 12-digit number generated above to
generate a barcode in code-128 format.
Step 12: End

Ahmed and Traore, in 2013, [7] conducted an
evaluation involving 53 participants, in an uncontrolled
setting, using various typing-based applications. Their
hypothesis was that accurate recognition of free text
keystroke dynamics is challenging due to the unstructured
and sparse nature of the data and its underlying variability
and so a new approach is needed. The new approach
proposed was using monograph/digraph approximations
along with neural network analysis. Neural networks
modeled the user behavior, centered on monographs and
digraphs signatures of the user. Although the neural
network architecture remains the same for all users, the
individual user’s weights were specific. The experiments
yielded a FAR of 0.0152% and FRR of 4.82%, with an
EER of 2.46%.

II. RELATED WORK
There are several related works that are used to show
the effectiveness of using keystroke biometrics for
continuous authentication. Listed below are a summary
description and categorization of these works, which we
view as similar to our own.
Kilhourhy and Maxion, in 2012, [5] used 20 subjects to
compare the ability to classify users using free
composition or transcribed text. The work was designed
to determine whether free and transcribed text returned
equivalent results. They used a statistical classifier
(Mahalanobis distance) and a disorder based classifier
(Bergadano et al. 2002) on 2 samples from each of 20
users. The experiments determined that the transcription
hold times are 2-3 milliseconds slower than free text
features, but do not significantly affect the evaluation
result. Finally, they believed that, considering the
difficulty in collecting free text, it is more appropriate and
just as beneficial to use transcribed text.
Acharya et al., in 2012, [6] used keystroke dwell time,
keystroke interval time, and mouse movements, from 10
users, in a simulated work environment to determine their
suitability as biometric identifiers. Their work was
centered on the belief that, due to the unconstrained nature
of human-computer interaction, a single biometric is
usually not sufficiently robust to determine the user’s
identity. It was also their belief that a multi-modality
multi-biometric model provides the best choice for
continuous authentication. They used Naive Bayes
classifiers for mapping from feature space to decision
space then applied a decentralized parallel binary decision
fusion scheme to integrate a set of local binary decisions
to a global binary decision. Their conclusions determined
a hierarchy of sensor importance that could be used in
determining groups of sensors to be implemented in user
authentication.

III. DATA AND DATA ANALYSIS
Our choice of data is publicly available through IEEE
[8]. This data set represents individual typing vectors of
31 dimensions that consist of key-down presses and keyup releases. Combined together these presses and releases
represent the dwell and flight times of each user while
they transcribe a specified text string.
B. Data Set
We utilize the Killourhy and Maxion data set [9] which
is considered the bench mark data set for keystroke
dynamics testing by security professionals. The data set
consists of 51 users with a total of 400 samples per user.
Each user repeatedly typed a fixed character sequence.
tie5Roanl 50 times and completed this typing sequence
eight times over eight days. Users were both left and righthanded, male and female, and ranged in age from 31 to
70. The average session time for each user (type 50
passwords) was three minutes.
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Algorithm for fitness function(i,j)
{
Int fit =0;
While(all nodes at 48.28 covered)
{
If(at distance of 48.28 exist client)
Fit++;
}
Return fit;
}

IV. CLASSIFICATION SYSTEM FRAMEWORK

Phase 4: Apply Solution
Phase 5: Classify

Phase 1: Criteria for Solution
In particular, in the fields of genetic programming and
genetic algorithms, each design solution is commonly
represented as a string of numbers (referred to as a
chromosome). After each round of testing, or simulation,
the idea is to delete the ’n’ worst design solutions, and to
breed ’n’ new ones from the best design solutions. Each
design solution, therefore, needs to be awarded a figure
of merit, to indicate how close it came to meeting the
overall specification, and this is generated by applying the
fitness function to the test, or simulation, results obtained
from that solution. For the particular instance, the number
of client a node can cover is the figure of merit i.e. fitness
function. The clients which are already covered are not
included in this count.
Phase 2: Define Fitness function
A fitness function is a particular type of objective
function that is used to summarize, as a single figure of
merit, how close a given design solution is to achieving
the set aims.

VI.

In recent years, several solutions have been proposed
to secure our devices to protect our privacy and
information. As the continuous interaction of the users
with their devices allows for continuous monitoring and
analysis of their behavior, we have tried in this paper to
retrieve that information and implement a system that will
identify a unique typing motion of a user.
Many strategies come in mind when it comes to
protecting our devices, for example, the many different
types of authentication. The idea of continuous
authentication is not new, but it still has a lot of potential
and it will only become more relevant with time. The
results proposed in this paper open the door for future
improvements.
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Usability and Acceptability of Wearable
Authentication Devices
Helen Delahaye, Derrick Gwin, Aditi Arun Markale, Charles Tappert, and Tom Lahoud
Seidenberg School of CSIS, Pace University, Pleasantville, New York
Abstract – The Nymi Band wearable authentication device
is the latest technological innovations in the wearable
category of smart watches, fitness trackers, GPS running
devices, and clip on, such as, the Misfit Shine. It is also a
biometric authentication device that uses the unique heart
rhythm of a user to verify that person and allow him or her
to gain access to physical and logical devices, such as, at a
door or at a computer. Therefore, the Nymi Band promises
a security solution by eliminating the need for the user’s
password as an authentication tool. This study examined
awareness of the Nymi Band as a new invention and the
wiliness to purchase and to wear the Nymi Band as an
authentication device.
Index Terms – Heart rhythm, Nymi band wearable
authentication device, Technology Acceptance Model
(TAM), Diffusion of Innovation Theory, early adopters,
perceived usefulness
1. INTRODUCTION
The Nymi Band wearable authentication device is one of the
newest invention in a growing list of biometric authentication
devices. This is a wearable authentication wristband that is
attached to the user’s wrist; the band captures the user’s heart
rhythm as data. This data is transmitted to other authentication
devices that performs a comparison of the data and grants
access to the user once the biometric data matches. The Nymi
Band wearable authentication device, in order to be a success
in the marketplace, must first be accepted and used by the
greater consumer population [1].
The Diffusion of Innovation (DOI) Theory, developed by
E.M. Rogers in 1962, offers a deeper understanding on how the
concepts for new ideas and new creations are accepted by its
intended user group over time. This theory categorized users
into five groups, which ranges from the eager adopters who are
willing to try new technological advancements to the laggards
who opposes change and may only try any new ideas when
these ideas are already outdated by newer creations and
discoveries that are already in use [2].
The Technology Acceptance Model (TAM), by Fred D.
Davis, Jr. in 1980, examined how user’s accept and use newly
created devices according to a combination of factors that
influence users [3]. These includes the user’s behavioral
intention, their attitude, their perceived ease of use that using
the new inventions would be effortless, and the perceived
usefulness that the technology will enhance their job. This
model was tested by users wearing the Nymi Band
authentication device, although more research is needed, the

model was very accurate with all the tested scenarios and
therefore, proved that users are governed in part by their
perceptions, intentions, and their attitudes toward novel ideas
[4].
II. LITERATURE REVIEW
The objective is to review the literature and gain a better
understanding of factors affecting the adoption of biometrics
technology, which is heralded as a significant tool for
preventing identification and authentication deception. While
still in the exploratory phase, research-to-date has found that for
wearable technology to be successfully adopted, its body
placement has to support a number of conditions. Namely, it
must be accessible, wearable, and stable. It should convey
information in an effective manner and be socially acceptable
by the general public. Wearable technology (also called
wearable gadgets) is a category of technology devices that can
be worn by a consumer and often include tracking information
related to health and fitness. Other wearable tech gadgets
include devices that have small motion sensors to take photos
and sync with mobile devices [5].
A more specific classification of wearable technology in
relation to clothing is called smart clothing, or interactive or
digital clothing, and is defined as a "garment-integrated device
which augments the functionality of clothing, or which imparts
information-processing functionality to a garment" [6]. The
Nymi Band wearable authentication device resembles a wrist
watch that when attached to the wrist, captures and transmits
information about the user.
Another study conducted by Chae (2009) used extended the
Technology Acceptance Model (TAM) by Davis (1989) to
confirm the acceptance model in a context of smart clothing.
The study viewed smart clothing as “innovative technology”
where the aspect of clothing and an electronic product “allows
the clothing to reveal innovation both in technology and in
fashion”. Chae used MP3 player jackets, sensor clothing, and
optical fiber clothing to study smart clothing. Along with the
original variables of TAM, perceived usefulness and perceived
ease of use, the researcher extended the model by adding a third
variable, clothing involvement [8]. In our study, the TAM
variables were extended to the Nymi Band wearable
authentication device.
The results of this study confirmed the validity of TAM
because it revealed that perceived usefulness was the key
variable that influenced consumer attitudes in accepting smart
clothing and the Nymi Band. In addition, the results illustrated
that perceived ease of use had indirect positive effects on
consumer attitudes, but clothing involvement was not
significantly related to consumer attitudes (Dunne, Ashdown,
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& Smyth, 2005). Along with these variables, other studies
indicated that some barriers to users' acceptance of wearable
technology can involve the physical comfort of wearable
devices [9]. This inference is accurate concerning the use of
the Nymi Band. Users thought that it was easy to attach the
device to their wrist because it resembles other popular wristwearable technology. Therefore, users were eager to accept and
wear the device, but users’ attitude were indifferent towards the
Nymi Band when they actually attached and wore the device.
See Table 5.
A mobile fitness application (MFA) is a type of mobile
software that is specifically designed to educate, entertain, or
assist people interested in fitness [10]. With a phenomenal
adoption rate smartphones and tablet computers, the use of
MFAs has also become popular among people interested in
sports and fitness [11]. Although the use of technology for
sports and exercise are common, only a few studies have
studied how people use and adopt technology in relation to
sports. Empirical research regarding MFAs is still sparse,
however, there have been abundant academic efforts to examine
how different technologies have been employed in our health
and fitness-related activities [13]. A few of them include
pedometer, heart rate monitor, Fitbit, and now, the Nymi Band.
In our current study also, the fitness tracking feature of the
Nymi Band that records the steps of users while they wear the
device, is not the major emphasis of the study. But, it is
noteworthy to mention that the Nymi Band fitness tracking
feature, once enabled, will record the daily steps count of users
and then transmit the data to the user’s Apple Health or Google
Fit devices.
By building the proposed model upon existing work in the
field, the present research attempts to follow the advice of Keen
(1980) who argues for the importance of establishing a
"cumulative tradition" for MIS research [14]. The literature
reviewed is drawn primarily from two fields: Management
Information Systems (MIS) and Human Factors. MIS lab
experiments have typically employed multi-time period
decision-making simulations using student subjects. The
Minnesota Experiments typify this paradigm. The major design
features addressed have been information format (tabular vs.
graphical information displays, raw vs. statistically summarized
data), type of decision support tool [15]. Dependent variables
are typically profit and expense performance within the
decision simulation, although information usage and perceptual
and attitudinal variables received scattered attention. In
addition, several of these studies measure cognitive style and
include it as one of the independent variables.
These
experiments have focused heavily on the performance
relationship, in which performance impacts will not be derived
if the user does not use the system (in decision simulations, the
user is generally required to use the system) (Davis. 1980).
111. PAST WORK
In the last decade, the registration of the electrical activity of
the heart on the body surface, namely the electrocardiogram
(ECG), has been documented to be suitable for identity
recognition [16]. Dedicated research on the ECG analysis has
demonstrated its advantages in biometrics: ECG is present in all
living individuals, exhibits the typical characteristics of a

biometric and it is hard to forge [17]. In addition, ECG analysis
is a robust method to detect the aliveness of the subject in
authentication scenarios [18]. To date, many different
approaches to human recognition via ECG have been reported
in the scientific literature but no agreement exists on the
appropriate methodologies [19, 20].
Moreover, the use of ad-hoc signal databases makes difficult
the assessment of all existing techniques. ECG is the electrical
activity of the heart often recorded at the chest level. During its
activity, the myocardium—the heart muscle—behaves as a
series of connected electric dipoles in a unique fashion called
functional “syncytium”. Heart’s electrical activity is commonly
described using an individual time-varying electromagnetic
vector, whose projections can be recorded onto the body
surface. Up to twelve specific electrodes positions (leads) are
used to monitor heart functions and additional configurations
have been proposed for specific purposes [28].
ECG is the electrical activity of the heart often recorded at
the chest level. During its activity, the myocardium—the heart
muscle—behaves as a series of connected electric dipoles in a
unique fashion called functional “syncytium” [21, 22]. Heart’s
electrical activity is commonly described using an individual
time-varying electromagnetic vector [23, 24], whose
projections can be recorded onto the body surface [25]. Up to
twelve specific electrodes positions (leads) are used to monitor
heart functions [26] and additional configurations have been
proposed for specific purposes [27].
IV. METHODOLOGY
The survey methodology allowed us the greatest opportunity
to gather critical information that was used to determine the
usefulness of wearable authentication using the subscriber’s
unique heart rhythms. Each team member created questions that
were compiled into a master survey consisting of twenty
questions. The survey questions were constructed using closeended questions for greater control during the data collection
process and data analysis. These questions were revised,
amended, and the Likert scale of 1 to 5 applied, where 1
represented the most favorable response and five represented
the least favorable response from the raw data collected. The
survey was uploaded to the Qualtrics, a free web-based survey
software for the Pace University faculty, staff, and students.
This study included a survey questionnaire that we
distributed to three different groups. The control group, which
consisted of twelve (12) students from our master’s class.
These students completed the survey from an online link using
the Blackboard distribution email. The two experimental
groups comprised of Twenty-five (25) employees of a service
organization and sixteen (16) members of our family and
friends. This population completed paper-distributed surveys
that were presented to them by a members of our team. The
surveyed population first completed the questionnaire after they
physically examined two Nymi Bands, then they watched a
video demonstrating how the Nymi Band authenticates a user
at various physical and logical access points.
The familiarity to wearable authentication devices rated by
the students in the surveyed population coincided with the
awareness of the family and friends. On a scale of 1 to 5 where
1 was “very familiar” and 5 was “unfamiliar,” both groups
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indicated that they wore similar devices daily. When assessing
passwords’ effectiveness as a tool that prevents unauthorized
network access, most respondents in both groups agreed that
password is either extremely effective or moderately effective.
There were similar results with the responses submitted by the
employees, where more than fifty percent of the employees
either have or use other wearable devices, such as, a Fitbit or
Apple Watch. Also, all the groups in the survey were willing
to pay a minimum of $100 for the Nymi Band wearable
authentication device. See figure 2.
Fig 1: Sample of Questions taken from the Wearable
Biometrics Survey – Pace University
Familiarity with wearable authentication devices
Password as an effective measure to prevent
unauthorized access
Experience with wearable fitness device such as Fitbit
Technology adopter (first to try new inventions)
Willingness to wear cardiac rhythm wearable
authentication device at work
Willing to pay $100 or more for a Nymi Band
Would recommend a cardiac rhythm device to a friend
or colleague
Fig. 2: Graph showing the Results of the Survey

Wearable Biometric Survey
unfamiliar

somewhat unfamiliar

familiar

somewhat familiar

very familiar

Table 2: Number of responses
Answer
1. Strongly
Agree
2. Agree
3. Neither
agree nor
disagree
4.
Disagree
5. Strongly
disagree

Q2

Q3

Q4

Q5

Q6

Q7

Q8

Q9

Q10

Q11

7

6

7

8

9

9

9

9

10

16

10

4

5

4

3

1

1

1

1

0

0

0

3

3

2

2

4

3

2

1

2

0

0

2

2

3

2

2

3

4

4

3

0

3

0

0

0

1

0

0

0

1

1

0

3

V. PRELIMINARY FINDINGS/RESULTS
The supported our claim that usability and adaptability are
driven by many factors including familiarity with similar device
that resembles the new inventions, and the function that this
new device will perform will make it worth owning. From the
results of the surveyed population, most respondents in the
survey were familiar with wearable devices, and they were
owners of some of other wearable fitness device such as a Fitbit,
Apple Watch, and Samsung Gear Fit. Most respondents were
early adopters, who purchased and used new technology as
soon as the technology becomes available. Most respondents
also indicated that they would work for an organization if the
only method to authorize access (computer login, unlock entry
doors/turnstiles, pay for meal at cafeteria and retrieve
voicemail) was through the use of a cardiac rhythm wearable
authentication device. Table 1 showed the data collected from
the control group and figure 3 showed its corresponding graph.
While table 3 showed the sample collected from our
family/friends, one of the population in the experimental group.
Table 1: Sample data set
Answer
Q1
Choice
1
2

Would recommend a
cardiac rhythm device to…

3
4

Willing to pay $100 or
more for a Nymi Band

5

Q2
5
0
4
3
0

Willingness to wear cardiac
rhythm wearable…

Q3
4
2
4
1
0

Q4
6
2
4
0
0

Q5
4
1
5
1
1

Q6

Q7

4
4
4
0
0

4
3
4
1
0

Q8
7
4
1
0
0

Q9
4
3
4
0
0

Count
5
2
2
1
2

43
21
32
7
3

Nymi Band Survey Respondents
50

Technology adopter (first
to try new inventions)

40

Experience with wearable
fitness device such as Fitbit

Count

Survey Questions

Q1

Password as an effective
measure to prevent…

30
20

Count

10

Familarity with wearable
authentication devices

0
0

20

40

60

80 100

1

2

3

4

Answer Choice

Number of Respondents

Fig. 3: Sample Data Set
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5

used a cardiac rhythm wearable authentication device, such as,
the Nymi Band Wearable Authentication device.

Service Organization

Answer Choice

6

Fig. 4: Number of Respondents
The assumption is further strengthened from the responses
that we gathered from the organizational respondents. These
respondents viewed the new invention of the Nymi Band as a
desirable device, that will offer peace of mind since they will
not be required to remember their passwords or change it every
ninety (90) day, but they will be authenticated to all their
devices with their own heart rhythm. Some of these employees
were willing to purchase the device immediately. Both Table
1V and Fig. 4 below showed the employees and the students
comfort level at which they would purchase a Nymi Band,
which is approximately $100 for and approximately $211 for
students in this study.

Price of the device
400

Price

300
200
100
0

1

3

5

7

9 11 13 15 17 19 21 23 25

Respondent
Fig. 5: Purchase Price for Nymi Band

Table 3: Students Mean Payment
Min
Pmt.

Max
Pmt.

Mean
Pmt.

Pmt. Std
Deviation

Pmt.
Variance

Count

100

500

210.92

136.8

18714.24

12

Fig. 5 showed employees from the service organization
were willing to work for an organization if the only method to
authorize access (computer login, unlock entry
doors/turnstiles, pay for meals at cafeteria, retrieve voicemail)

Q1

5

Q2

4

Q3
Q4

3

Q5

2

Q6

1

Q8

0

Q9
1 3 5 7 9 11 13 15 17 19 21 23 25

Employee #

Q10
Q11

Fig. 6: Respondents Answer to Authorize Access
A few students at Pace University collected raw data by
wearing and observing the Nymi Band authentication device for
two weeks. The results from this experiment are illustrated as
follows: The Nymi Band resembles a wrist watch, therefore,
the students assimilated the Nymi Band use to that of wearing
a wrist watch. However, they reported that attaching the device
was not the same easy process as that of a wrist watch. Also,
since the students were familiar with wearing other wearable
devices, such as the Fitbit fitness tracker device, and wearing
the Nymi Band was like wearing a Fitbit. These students,
however, reported that the initial set up and authenticated
process was difficult [4]. Once the device was programmed
with the user’s authentication information, the device was able
to unlock their computers and iPhones. Also, the students
reported that the Nymi Band will only accumulated to the Apple
iPhones and Windows 10 operating system, which suggested
that only newer technology platforms are compatible with the
Nymi Band. Other discoveries that were reported included the
$199 cost of the Nymi Band, which users were willing to pay
because they believe that the Nymi Band would secure their
passwords. Students wanted the device to perform more tasks
than just securing their passwords. The table 4 below was
created from the observations of students while they were
wearing the Nymi Band.
Table 4: Nymi Band Raw Data Collection
Date
of Method
Data
of
Collection
Collection Observations of the Device
No printed instructions within
the Nymi Band package when
Attached
the device is first removed from
2/10/2017
to wrist
the box
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2/10/2017

Attached
to wrist

2/10/2017

Attached
to wrist

2/10/2017

Attached
to wrist

2/17/2017

Attached
to wrist

2/18/2017

Attached
to wrist

2/19/2017

Attached
to wrist

2/20/2017

Attached
to wrist

2/21/2017

Attached
to wrist

2/23/2017

Attached
to wrist
Attached
to wrist

2/24/2017

Attached
to wrist

2/25/2017

Attached
to wrist

2/26/2017

Attached
to wrist

2/27/2017

Attached
to wrist

3/4/2017

Attached
to wrist

2/22/2017

For set up instructions, must go
on the Nymi Band website
Sync device to heart rhythm
takes approximately 30 minutes
for the device to recognize the
user's heart rhythm
The user must download the
Nymi Band application from
Apple store to iPhones or
Windows 10 operating system
only
Physical touching the device
with finger to input cardio
information the information does
not authenticate on the first try
and user must do this more than
once
Band on the device is too long
and hindered smooth wear
ability and sure fit
Must have iPhone or latest
Apple device to download
application
Physical touch with finger to
input cardio information. The
phone shows a heart line with
spikes
Blue lights flashes when
software is being downloaded
and before user is authenticated
When the user is authenticated,
the user's iPhone shows the heart
rhythm in high and low spikes
The Nymi Band cost $199
The Nymi Band does not
recognize the user's cardio
information at the first try, the
user must repeat the steps
Securing the Nymi Band to the
wrist and removing the Nymi
Band from the wrist may be
difficult for some users
The Nymi Band stores your
password and unlock your
iPhone and or computer. The
device did not unlock the car
The two-step process of
downloading the Nymi Band
application and the finger touch
to input cardio information may
take more than 40 - 45 minutes
The Nymi Band was linked to
the Step Count and it displays
the number of steps the user took
daily

Generally, wearable devices are designed specifically as a
type of attire that is on or close to the user, which conveniently

collects the user’s personal information and transmit that data
with significant accuracy to a source destination. Because
wearable devices are usually easy to use and the data collected
is accurate and reliable, these devices have been experiencing
exponential growth where features such as access management
and password authentication are future design considerations of
wearable devices. The Nymi Band is worn on the user’s wrist
with the lower sensor of the Band touching the skin, the device
creates electrical current that detect the user’s heart rhythm or
the electrical activity that the heart generates, this
electrocardiogram (ECG) sensor then transmits signals to other
network devices, which authenticate the user [31].
A major advantage of the Nymi Band wearable
authentication device is that it improves usability and increase
the goal of security effectiveness, efficiency, and offers
satisfaction. This occurs when the user heart rhythm is use as
an authentication tool when the Nymi Band captures the heart
rhythm and transmits this data to other authentication devices,
these devices grants the user access. Therefore, in an
organization where identification badges are used as an access
tool, the Nymi Band would replace the identification badge and
captures the employee’s heart rhythm and transmits that data to
another access granting device, such as, a lobby turnstile this
turnstile, will grant the employee access to the building [33].
And, once the employee reaches his workstation, the Nymi
Band again would transmit the employee’s heart rhythm to his
or her personal computer, which will grant the employee access
to use the computer. The idea of using the heart rhythm
eliminates the password entry to the personal computer, thereby
securing the employee’s workstation.
This new idea of eliminating the need for password by using
the user’s unique heart rhythm must first be accepted by its
intended consumers to be a successful device. Diffusion of
Innovation Theory studies how the ideas for innovations are
adopted by its intended group of end users (adopters) over time.
New inventions are not readily accepted by all its end users at
the same time but acceptance is sequential and based on the
user’s interaction and his/her social system.
Innovativeness is the one classification for end users and it
describes how early or how late the end user will accept a new
idea in comparison to other end users of his or her group or
social system. In describing innovativeness, one must examine
the following categories: The innovators or visionaries are the
creators of new ideas and they represent the first 2.5 percent of
the group, early adopters represent 13.5 percent, early majority
and late majority represented by 34 percent each, and laggards
represent the last 16 percent of the group. The innovators are
described as those that are enthusiastic about trying new ideas,
they are risk takers with significant financial means. The early
adopters are the locals with the greatest amount of opinion
leadership in the social system, there were few early adopters
in the surveyed population, who were willing to purchase the
Nymi Band immediately. These were managers in the service
organization, who provides information, advice and are
respected by their peers. Early majority are willing followers
in adopting new ideas, they adopt the new ideas just before the
average member of the social system. Many “early majority”
were also among the surveyed population, they were also
willing to purchase and wear this new device. At the other end
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of this bell curve, are the late majority and the laggards. The
late majority are classified as the skeptic, who are cautious
about innovations and therefore, reluctant to adopt and must be
pressured by their peers to adopt the new innovations. The
laggards are referred to as traditionalists, who are suspicious of
change and preoccupied with the past. Usually, by the time
laggards adopt the innovations, it would already be outdated by
newer ideas that are already in use. Categorization alone is not
a sufficient model to describe, forecast or control end-user
acceptance of new innovations [30].

Fig. 7: Adopter (end users) categorization on the basis of
innovativeness
The Technology Acceptance Model (TAM) is used to
explain end-user’s response toward accepting and using new
innovations [31]. The TAM model (shown below) suggests that
the user’s behavior could be determined by considering his/her
prior intentions, which is called the behavioral intention that is
used to perform a behavior. The behavioral intention is
determine by the user’s attitude, a positive or negative feeling,
and his/her subjective norm, which is his/her perception about
other members of the group and his/her own motivation to
perform a behavior. The major components of the user’s
attitude are: perceived usefulness (PU), which refers to the
user’s perception that using new innovations will enhance
his/her job. Also, perceived ease of use (PEOU), the other
component of attitude, refers to the user’s perception that using
new innovation will be effortless.

Fig. 8: The Technology Acceptance Model ( 1980) [7]
The technology acceptance model, once applied to the
Nymi Band wearable authentication device was a useful
theoretical model for explaining user’s behavior for accepting
and using a new innovation. Although the research was limited
to one wearable authentication device over a few days, the
technology acceptance model objective was achieved because

it accurately predicted the user’s acceptance and usability
levels. The user that wore the device, perceived it to be useful
and the device was then associated with an increased intention
to use even though the device lacks directional instructions
[37]. Also, the theory that an increased perception of ease of
use are associated with increased intention to use was proven.
Since, the device was a wristband, users thought that it was
supposed to be easy to use, and thus, the user was determine to
wear the authentication device although he encountered setup
challenges. It can also be noted that a user that has been
previously exposed to similar technology, such as, Fitbit will
readily accept wearable authentication technology devices and
an experienced user, such as the user who tested the device,
rated the device as easy to use and perceived it as more useful.
At the core of the technology acceptance model is the
perceived ease of use (PEOU), perceived usefulness (PU),
user’s attitude, and their behavioral intentions when making
important decisions about a wearable authentication device
such as the Nymi Band authentication device. If the Nymi Band
is perceived to be a wearable authentication device of great
value for a wider user group, such as, security personnel at large
corporation, then the perceived benefits of the device will
definitely compensate for its cost [32]. Assets security, access
management, and customer information protection are the
major focus of many security professionals, therefore,
eliminating the threat to such assets is one of their ultimate
goals [34].
VI. CONCLUSION
Wearable authentication devices constitute a fast-growing
pioneering category of wearable and biometric devices and the
Nymi Band is one of the latest development in this category
[35]. The Nymi Band wearable authentication device offers a
solution to password security since it uses the heart rhythm as
an authentication tool, it offers fitness tracking by keeping
count of the steps taken during the day, similar to the Fitbit
fitness device. Another major implication is the cost-benefit
inferences that the device must worth its $199 price tag in that
the Nymi Band should offer more than just authentication to the
end user. It must integrate other devices, application, and even
the user’s social communities similar to the value presented in
the iPhone [36].
Though much more research is needed to prove the true value
of the Nymi Band, one very important factor that will influence
the successful acceptance and the ultimate use of the Nymi
Band is that of the user’s awareness, opinion, taste, and wiliness
to pay for the benefit of secure authentication that it offers
individual consumer despite its cost. On the other hand, major
cooperation may be willing to pay for the Nymi Band and this
cost may not even be a deciding factor to use the Nymi Band as
a security tool that will keep customers, employees, and
company-specific information safe from the risk of
vulnerabilities that if realized, could potentially permanently
damage the company.
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Abstract— A novel system was created to analyze and
recognize driving styles. This system would then be
utilized to differentiate divers just on the basis of their
driving mechanism. This paper presents work in
progress ideas which can be used for the development of
a secured database to overcome the shortcomings of the
current database system. This database would then be
used as the master data source for the driver behavior
analysis. This paper explores a MySQL based approach,
to simplify the process of importing daily Comma
Separated Values (CSV ) files automatically, thereby
allowing them to be easily accessible via Open Database
Connectivity (ODBC) connection for analysis in an open
data science platform powered by Orange.

interface. OBD is used in most of the cars and light trucks.
[1]. Initially the OBD I was established and then a more
sophisticated version i.e. OBD II was introduced. The OBDII port can be found under the dashboard in the majority of
current vehicles. It provides real-time access to a large
number of vehicle status parameters. Furthermore, in case of
malfunctions, Diagnostic Trouble Code (DTC) values are
stored in the car ECU and can be later retrieved by
maintenance technicians using proper tools [1]. OBD-II data
can be read directly via a wired connection to the port and to
a PC, or via a Bluetooth connection to a PC or Smartphone.
This data can be downloaded and made available for further
analysis via a secured database.
There are a few privacy concerns involved with the idea
of tracking driver or vehicle. Misuse of this data might be
possible which would create security concerns. The driver
could be tracked based on vehicle and the data can be used
for the wrong purpose. This would create a negative impact
on the whole process of tracking driver and driver behavior.
This paper enhances the framework that would gather and
analyze extensive data. It focuses on directly importing the
a vast amount of CSV files to the MySQL database and
thereby automating the entire process of extracting,
transforming and loading (ETL) data. This paper also
presents development of a web based application to display
the number of files uploaded successfully and a query
selection to track a driver by executing queries which would
display the result of one or more drivers.

Index Terms— Introduction, Background, Receiving
data from OBD II, Web Application, Database,
Conclusion, Future work
I. INTRODUCTION
Driving styles have a major impact on vehicle and driver
safety, fuel economy and other vehicles on the road. Due to
a myriad of driving experiences, emotions and preferences,
each driver has its own unique driving style or characteristic
which can be observed based on data received from
SAE/ISO standard Onboard Diagnostics (OBD) Data.
Analyzing and understanding such driving styles can help
control and maintain safe driving environments. Negative
driving behavior like reckless driving poses a great threat all
drivers, including the reckless driver. Some drivers do
understand the ramifications of vulnerable driving; however,
they still indulge in incompetent driving behavior. Knowing
the driving style of individuals could be used to promote
better driving and thus reduce road traffic accidents,
especially if the negative driving incidents could be
communicated to the driver in real-time or post-trip.
Understanding driver styles will also improve fuel efficiency
of a vehicle and thus reduce fuel consumption.
Recognizing driving behavior is a major challenge.
However, with the advancement of technology, the
International standards today mandate that all new vehicles
must support an On Board Diagnostic (OBD) compliant

II. BACKGROUND
Driving behavior is believed to be unique to an individual.
The way the driver turns a steering wheel in a vehicle
depends on hand-eye coordination, hand shape and size,
muscle control, foot strength and experience with the
vehicle. Driving behavior is ubiquitous for automobile
drivers so there is much motivation to be able to identify and
verify a driver based on driving dynamics.
The goal of this project is to create a secure database to
overcome the shortcomings of the current database system
and to enable a researcher with a robust database source that
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can be used to analyze ~180 days of driving behavior data
sets for ~300 drivers. The database intends to serve the
purpose of master data source. This data is then used for
further driving behavior analysis using Orange, an open
source machine learning and visualization platform. The
data will be recorded using the standard driving sensors
equipped on all the vehicles in the study. [2] The data is then
stored in .CSV format on web server maintained by the
vendor who is aggregating the data. Each data file is
recorded with a unique ID, which acts as a primary key.
However, this ID represents the vehicle and not the driver
per se. The vendor emails a scheduled daily email blast to
the research, containing a zip file of all the driving data from
the prior day for all ~300 drivers. All these C0053V files
are then accumulated and collectively form a single day’s
data. Another goal of the project is to implement a web
application to display the number of files imported in the
database on a daily basis. It also involves implementation of
user executing queries to track a particular driver and
analyze his or her driving behavior.
Currently, these files are being combined using MS
Access and .BAT format. This project uses an enormous
amount of data files, totaling over 30GB. Due to the
limitation of MS Access, that database can only allow 2GB
of data to be manipulated. Thereby, allowing only data of
approximately 1 day (approx. 1GB of data) to be
maneuvered and manipulated. This leads to a significant
delay in further research of the driving dynamics gathered.
Various difficulties may arise while implementing the
database import like the presence of null values in the files
and how to store these null values. There might also arise
difficulties while importing the data with concern to
processing time as the user is importing huge data (up to 1.5
GB) on a daily basis in the database. This would thus lead to
a delay in importing the files conveniently in the database.
Apart from these difficulties, there are user considerations to
take in account, such as if a failure occurs while importing a
particular file in the database. Concerns regarding
duplication of data and measures to get rid of the duplicate
data in the database might also occur. Importing 1GB of data
on average per day can also present a problem because the
database can grow rapidly and become a problem depending
on where the database will be hosted. This system should be
updated to use a big data database (i.e. Hadoop File System)
system no later than May 2018, to avoid any issues related
to the database size, like performance.

Figure 1: The Data Flow Diagram of automated data
extraction

This process can be done manually by uploading
individual CSV files, however we are creating an automated
script to handle this process in the backend without any user
interference.
Automated Data Extraction tries to access the Emails
received from the vendor and extract the data from the
emails. This process can be handled in a six stage script,
each performing small jobs to handle the overall automation.
Stage 1: A PHP script will access the Email server on which
will receive emails from the vendor using the IMAP function
where the script accesses the inbox of the required email
address.
Stage 2: The PHP script will then look for emails from the

III. RECEIVING DATA FROM OBD II
The web based application intends to communicate with
the vehicle using the OBD II parameter IDs (PID)[3]. The
parameter IDs provide information about the vehicle like
speed, fuel consumption etc. The information which is
received is stored in the app. This app then imports data to
the SQL database.

D7-2

vendor who is sending the OBD data, in the inbox and filter
them out.
Stage 3: By selecting the most recent email from the vendor,
the script “scrapes” the email server to find the link which
downloads a zip file containing the data.
Stage 4: The script downloads the zip folder to the server in
a directory, from the link in the emails
Stage 5: Since there is a requirement to house the folder on
the server in the directory, the script will need to access the
zip folder to extract the CSV file inside the directory.
Stage 6: The most important part is to save the data from the
CSV file into the database, which is achieved in this step.
This occurs by first arranging the files in the directory to
access the most recent file. Then, the script accesses the
content of the CSV file, and matches the column header of
the CSV file to the column name in the database table and
then sequentially imports each row of data into the database
on which will be used to run the queries and connect to
Orange, an open source machine learning and visualization
platform.
Automated data extraction without user
interference reduces the likelihood for user injected error
which might have been introduced by user interference.
IV.

account. The link to the registration page is given on the
SIGN IN page.

Figure 2. Sign-in Page

WEB APPLICATION
Figure 3 below displays the home page where it provides
the link for viewing CSV file by different categories. The
link to edit profile, link to logout and link to go to the
Import page.

A web application is necessary to act as an interface and
update the user with the summary of the data imported to the
database by automated data extraction. The application
comprises of total 5 pages: 1) a login page for checking the
authenticity of the registered user, 2) a sign up page to
register new user, 3) an interactive page for changing the
account settings, 4) an import page to allow users to browse
for a file and import it to the database, and lastly 5) a home
page where the summary of the last import will be displayed
along with some other useful information. This web
application is responsive and users will be able to use it from
their mobile.
A. FRONT END IMPLEMENTATION
The application is based on three technologies HyperText Markup Language version 5 (HTML5),
Cascading Style Sheets 3 (CSS3) and JavaScript.
HTML is used as the markup language for creating the
page layout of the application. HTML elements were used
to construct the objects, interactive forms and display
images in the application.
HTML only provides a figurative and illustrative layout
thus Javascript is needed for validation and changing the
behavior and the content of the pages. In order to make the
application visually appealing to the user, CSS3 is being
used to design and define the look and the layout of the
content.
Figure 2. below shows the SIGN IN page, it is the front
page of the application. The user has to input his / her
credentials to access the data. Like any other application, if
the user does not have an existing account for the
application, he / she will have to register and create an

Figure 3. Main Page
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Figure 7 below displays the option to run the query after
creating it. It also displays a save option provided to the
user to save the query so that it can later be retrieved and
customized.
Query Field selection will allow user to select which field
they want in the query. For example, of fields A, B, C and D
the user can select only B and C to be displayed in the query.
Figure 6 below display the Query field selection option for
the user.

Figure 6. Query Field Selection
Figure 4. Home Page

Figure 4 displays the Home Page of the system. It
provides the user with the number of files and the size of
files imported to the database. It also provides information
if there were any errors while uploading a particular file. It
allows the user to enter Start Date and End Date of the data
the user wants to be displayed. It also gives user the option
to display the number of fields the user wants. The Home
Page displays various options for user in terms of working
on the queries. It gives the user the option to select a
particular query, edit it, delete it etc.
Before running the query, the user is provided with a
choice to include only a particular field data in the table to
be displayed. This option helps user to get rid of the large
number of fields which makes it difficult to analyze the data.
Thus, it enables prompting of the minimum required fields.
Figure 5 below displays the option to display only the
required fields.

Figure 7. Run and Save Query

Once the query is executed, a table with statistics about
the retrieved data will be populated. Figure 8 below displays
such statics of the populated data.

Figure 8. Populated data

The user is provided with a choice to analyze and display
data in the form of histogram. The user could select a date
range and factors they want the histogram to be based on.
The histogram is then displayed to the user to give a clear
analysis of the data to be displayed. The graph can be used
to analyze the maximum requirements of vehicles on a
particular day etc.
Apart from the above mentioned choices, the user is also
provided with an option to carry out geo location to track a
particular driver.

Figure 5. Query Dynamic Criteria

The user can customize queries by selecting one
or multiple criteria from a list of predefined criteria. The
user is provided with an option to save query which they
has just implemented. Once the desired query is built, the
saved query can later on be retrieved and customized.
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Figure 9. Histogram
Figure 9 represents driver details on a particular day. For
example, it can display driver requirement on a particular
day. It can enable the user to know which day there is
maximum requirement of drivers, for example on holidays
or weekends. The application will display a histogram about
the driver’s data being logged. This histogram could be
achieved using different client side libraries. The one
proposed to be used is the d3js library. This library is very
powerful and relies on the most advanced and latest
technologies. It uses HTML, SVG and CSS to draw its
many type of graphs and documents.
Tracking of driver location to road is another feature of
this project. By building a reverse geocoding web service,
the user can pinpoint the driver's location to a road and
associated speed limit for that road. The sample files already
contain GPS data on most of the drivers. Reverse Geocoding
is the process of finding an address, or another type of
resource for a given lat/lng pair. GeoNames offers a wide
range of reverse geocoding web services.
The Google Maps APIs web services are a collection of
HTTP interfaces to Google services providing geographic
data for map applications. The Google Maps Roads API
identifies the roads a vehicle was travelling along and
provides additional metadata about those roads, such as
speed limits. The Google Maps Roads API allows mapping
of GPS coordinates to the geometry of the road, and to
determine the speed limit along those road segments. The
API is available via a simple HTTPS interface, and exposes
various services like Snap to Roads, Nearest Roads, Speed
Limits. The Google Maps Roads API returns the posted
speed limit for a given road segment. In the case of road
segments with variable speed limits, the default speed limit
for the segment is returned.
The application will provide the user a way to analyze a
route that a driver took. Information such as speed limit on
each of the road will be displayed.
Figure 10 displays the working of reverse geocoding. The
user could select a query from the section and then select the
driver’s ID whom he wants to track. The user can select the
day for which he wants to track the driver data (speed limit,
distance traveled etc.).

Figure 10. Reverse Geocoding

B.

DATABASE

Such high volume of data definitely poses an obstacle in
the process of analyzing. There are many software and
toolkits that can be utilized for the purpose of storing big
data. However, this paper uses MySQL as the data source.
MySQL started out as open data base management software.
It enables backend data to be stored in large quantities,
executes queries very fast and uses a thread based memory
allocation system. [4]
For the purpose of storing driver behavior analysis data
MySQL version 5.5 is being proposed in this paper. The
daily CSV files gathered through the web application will be
uploaded directly into the database. These data files will be
aggregated and organized for future use. The files will be
organized according to the unique vehicle ID and will be
tracked on these IDs. The files contain columns of data
comprising of different parameters. The SQL database plans
to store 800 MB – 1.5 GB of data daily. If 1 GB of data on
average gets transferred to the database and the database is
hosted on a Linux server, this application will remain
reliable for at least two years. This will give the future
research teams enough time to enhance the system to work
with a database system that supports massive data
processing and storage.
The database design does not only support the import of
the driver behaviors analysis data, but also logins. This
application needs to protect the data being imported and for
that only authorized users will be able to login. This database
architecture will also support import history and status and
custom queries. The application will be able to pull data of
drivers that have only been active for a specific period of
time and to show sets of data where there are no null
columns or values.
Figure 11 below displays the database design. The database
design is composed of 5 entities. Two of these entities are
for supporting the data import for each driver. The other
three entities are for allowing only authorized users to look
at the history of import and status. Each entity has its
primary key which will reduce redundancy.
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traffic accidents, and promote maintain safe driving
behavior, based upon deep analysis of the driving styles and
environments. This application will enable the research on
driving behavior to continue without any obstacles. It will
help categorize driver behavior in various categories as the
analysis of the data would become less difficult. Thus,
establishing a method to evaluate unsafe driving. The web
application would also enable users to identify the number
of files imported to the database, the amount of data
imported and also if any failure occurred while importing
data through CSV files to the database.

VI. FUTURE WORK
The proposed database and the web application are in
final testing and will be released to the customer to perform
analysis during the summer of 2017. The is an opportunity
to consider other options to make the effort less tedious such
as an internal process that runs multiple times a day.
Careful consideration in the development of the logic for
login to the application is required. This logic is critical
because protecting driver’s data is a top priority of the
customer. The objective is to have a fully functional login
process that will prevent unauthorized users from accessing
the application.
Currently there is significant historical data available that
needs to be migrated, organized and aggregated in the new
database. There is an effort underway to collect and import
the data into the new database for future use. Once imported,
the initial requested queries will be developed to allow for
analysis of the data to make sure that the database will
support the data that will be coming in from the CSV files.
Once the main core of the import process is completed,
the UI will be enhanced. Bootstrap 3 will be used; it is one
of the most popular front-end frameworks available right
now. Bootstrap will allow the developers to create a
functional, user friendly and responsive layout that will be
accessible from almost any device that support Chrome,
Firefox or Safari.
The development team is also working on automating the
process to a much simpler level for the user. Whereby users
will not need to browse or import the files. Once imported,
the process will notify the users with a status of the import.
The tracking of driver’s driving behavior has improvement
or deterioration over a period of time through a graph can
also be implemented. The team is also working to address
the security concerns related to the data.

Figure 11. Database Design
V. CONCLUSION
The proposed solution of using MySQL as a primary data
source would be a pragmatic and economical approach to the
data storing issue. It will provide an effective measure to
study and analyze large amount of data. It would also help
track drivers and their driving behavior to establish a
particular standard. This solution will aid in developing
analysis of ~300 drivers to determine which drivers meets
the standard to be categorized as a safe driver. It would thus
aid researchers in determining methods for reduction of road

Lastly, the team will connect the MySQL database to the
data mining platform (Orange). The ultimate goal of this
importing process and the application is to be able to analyze
all the imported data in Orange. Once in Orange, users will
be able to further explore the possibilities of authenticating
drivers based on their driving behaviors.
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Abstract—Advances in biometrics present the possibility of
providing robust security and authentication methods compared
to traditional password-oriented security measures. Biometric
security technology relies on who you are rather than what you
know, in contrast with knowledge-based security. While
biometrics has the potential to increase security significantly, it
also presents unique drawbacks. Addressing these potential
problems and increasing the rate of user acceptance are key
elements to its success. This research aims to discover the degree
of acceptance of biometric security over a wide range of
demographics. It considers acceptance levels and their relation to
perceived usefulness and perceived ease of use. Additionally, it
analyzes important acceptance factors such as social,
organizational, and cost concerns. Finally, it presents conclusions
on biometric security acceptance in general and as a primary
authentication method relative to age, income and education level.
Keyword Terms: Biometrics, Ease of Use, Identity Authentication,
Information Security, Technology Acceptance, Security Fatigue

I. INTRODUCTION
This paper presents research and conclusions, based on an
anonymous survey, regarding the positive aspects of biometric
technology acceptance as well as negative issues and concerns.
Concentration is on the use of biometrics to replace passwords,
usernames, and personal identification numbers as the prevalent
form of primary authentication for users of the internet and
information technology applications. The survey aimed to test
the hypothesis that the degree of acceptance tends to be higher
for users who are younger, are more educated, and have
incomes at or above current median levels [17]. This paper also
presents suggestions for overcoming some of the obstacles to
acceptance.
Many people today have to manage a large number of
accounts and corresponding security usernames, passwords,
and PINs (personal identification numbers) that rely on
uniqueness for their security. This can be overwhelming, and
some users experience what can be referred to as security
fatigue [16]. Shortcuts and repeated use of the same words and
phrases defeat the purpose of uniqueness and substantially
reduce security.
Information such as bank-account, credit-card, and health
data are increasingly vulnerable using traditional password
methods. This is especially relevant in 2016, as the incidence of
information theft is rising sharply, and technology such as the
Internet of Things has the potential to add literally billions of
connected devices to the internet. Gartner, Inc. forecast that
“6.4 billion connected devices will be in use worldwide in 2016,

up 30 percent from 2015, and will reach 20.8 billion by 2020.
In 2016, 5.5 million new devices will get connected every day”
[7].
The use of personal passwords and PINs remains the primary
source of security for these applications and devices. Due to the
sheer number of sites and systems requiring passwords, many
users resort to simple, easy-to-remember passwords that
provide an easy target for hackers. As Darlene Storm noted in a
January 2016 Computerworld article [24], yearly studies by the
company SplashData show that the most popular passwords—
such as “123456,” “password,” and “abc123”—are weak, easily
guessable, and put users at extreme risk for hacking and identity
theft. Major websites such as Amazon, Facebook, Twitter, and
LinkedIn—representing more than 2 billion active users in
2016 [1]—require a six-character minimum as the only
password creation limitation. The weak, easily cracked
passwords mentioned above are all completely acceptable on
these sites.
User acceptance of biometric security devices and
applications such as fingerprint-, iris-, voice-, and vein-scan
recognition can significantly increase security over password
use. These types of biometric applications are currently
available for use in devices such as mobile phones, laptop
computers, and company security systems.
Using results from an online survey, this paper examines data
on how extensively these biometric devices are being adopted
and accepted. Some of the general concepts considered are:
Does using biometric security seem easy and convenient? Is
there a bias against or an aversion to biometrics? Is there a
personal bias against new technology? Is biometric security
perceived to be personally intrusive or an invasion of users’
privacy? Do cultural or religious conflicts exist regarding the
use of biometrics as a method for authentication of identity?
This paper examines the hypothesis that the majority of the
survey respondents who are under age 40, have an income at or
above median levels [17], and have at least some college
education will be much less apprehensive about adopting the
use of biometric security features. It aims to identify the main
issues that cause the most skepticism and isolate those specific
concerns that might hinder or impede an individual’s
willingness to use biometric interaction for security and
authentication purposes.
This paper is a continuation of work done previously by Pace
University students on biometric security acceptance. In the
paper “A Biometric Security Acceptability and Ease-of-Use
Study on a Palm Vein Scanner” [19], research showed the
factors of acceptability and examples of flaws in traditional
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security applications such as passwords. That paper discusses
the need to safeguard the vast amount of sensitive data that can
be collected and makes evident the related risks and concerns.
Its authors present pros and cons of traditional biometrics
systems. Their research found that palm vein scanning provided
significant advantages over the limitations of some
applications, such as fingerprint scans. A survey that was part
of the research showed positive acceptability ratings for
biometrics and the palm vein scanner.
Of particular note was the fact that 90% of those taking the
survey responded positively to the question of whether
biometric technology will become one of the dominant
authentication methods used in the future [19]. However,
concerns about intrusiveness, privacy, and data security are also
evident. This data points to the idea that people know the
widespread use of biometrics is coming but still have concerns
as to its use and safety. This paper continues and expands on
these concepts of biometric security acceptance with a new
survey.
The first section of this paper describes the methodology for
the research. The second section provides a literature review of
past studies on biometric acceptance. Further sections discuss
the drawbacks of usernames and passwords as a primary source
of authentication, and the prevalence of security fatigue among
those who have to use them. Finally, an analysis of the survey
results and conclusions are presented. Suggestions for
overcoming some of the objections to biometric security
acceptance and possible methods to increase it are discussed,
leaving open potential future research on the subject.

many responses would be necessary to make the survey efforts
relevant and credible.
Previous research points to statistical knowledge as a
requirement to come up with the correct sample size. In his
article “Determine Sample Size: How to Ensure you get the
Correct Sample Size,” Scott M. Smith, Ph.D. [21], lists four
criteria needed to make this determination: population size,
margin of error (confidence interval), confidence level, and
standard of deviation. By estimating the approximate number
of people who fit the desired demographics and setting a plusor-minus percentage margin of error, a 95% confidence rate is
attained. Using 0.5 as the standard of deviation, approximately
384 samples were needed to reach the survey goal. The desired
confidence level corresponds to a Z-score found in a chart
included by Smith. Since a 95% confidence level was desired,
the Z -Score = 1.96. The Z-score, standard of deviation, and
confidence interval fit into the equation as follows:
Necessary Sample Size = (Z-score)² * StdDev*(1-StdDev) /
(margin of error)²
For this survey, the inputs to the equation were at the 95%
confidence level, 0.5 standard deviation, and a margin of error
(confidence interval) of +/- 5%. This is represented in equation
form as:
((1.96)² x 0.5(0.5)) / (.05)²
(3.8416 x .25) / .0025
.9604 /.0025

II. METHODOLOGY
This study makes use of quantitative research methodology,
applying statistical and numerical analysis to data collected
through an anonymous online survey. The survey gathered
basic demographics about respondents, such as age, income,
occupation, and gender. It also asked respondents about their
personal username and password habits, and the number of
accounts they manage, in order to facilitate analysis of security
concerns. The survey also included questions specific to
biometric security acceptance. The following inquiries were
highlighted in the survey:
“Do you consider biometric security applications to be an
invasion of privacy and, if so, for what reasons?”
“Would you consider using a single biometric security
application or device to replace frequently used passwords
and/or personal identification numbers?”
Questions to ascertain the degree of acceptance due to
perceived ease of use, perceived convenience, and factors such
as increased security were included, as were questions about
awareness of and experience with specific biometric security
applications such as facial recognition, eye recognition, and
fingerprint scans. Full text of the survey questions is included
in Appendix A.
Additional methods deployed for the survey:
A. Determining Sample Size
Achieving a mathematically derived minimum survey
sample size is required to raise confidence in the integrity of the
data analysis results. Equations were used to calculate how

Totaling 384.16
This calculation determined that 384 survey responses were
needed to reach the desired 95% confidence rate goal for this
study.
B. Validation Survey Questions
In addition to determining sample size, it was essential to
establish a method of validating that the respondents were
focusing on each question and not just clicking through or
selecting random answers. This activity tends to produce
unreliable data. Using the information on ways to ensure valid
survey responses in another article by Smith [22], the survey
incorporated certain questions to ensure the data from
responders would be reliable. One of the methods Smith
suggests is using a “trap” question. This method presents an
obvious question with an obvious answer that might be missed
by someone not paying attention or moving too fast to supply
reliable data. The trap question used in this survey was “If you
live in the U.S., select Strongly Agree” followed by Disagree,
Agree, and Strongly Agree. It could be ascertained that
respondents residing in the U.S. who chose anything but
“Strongly Agree” as an answer might not have been paying
close attention and might have provided invalid or unreliable
data.
Another validation technique suggested by Smith involves
what he refers to as reverse wording. With this method, the
same question is asked twice, first as a positive and second as a
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negative. In this survey, a reverse wording question was added
that asked: “Please rate yourself based on the following
statement: “I consider myself to be an early adopter of new
technology.” Rating options followed. Later in the survey,
respondents were asked, “Please rate yourself based on the
following statement: I consider myself not to be an early
adopter of new technology.” The same rating options followed.
Observing whether the respondents gave equivalent answers to
both questions helped determine their attention span while
taking the survey and thus the relative validity of all of the
answers they provided.
C. Determining Income
The survey attempted to see how income relates to levels of
biometric security acceptance. According to the American
Community Survey conducted by the U.S. government and
published on Census.gov, the median household income for
Americans in 2015 was $55,575 [4]. For this survey, this
number was rounded to $56,000 and then used as the median.
To choose the levels and break-off points for classifications
such as lower class, middle class, and upper class, data from
Pew Research was used. According to Pew, “middle-income
Americans are adults whose annual size-adjusted household
income is two-thirds to double the national median. Lower
income households have incomes less than two-thirds of the
median and upper-income households have incomes that are
more than double the median” [17]. Questions about income
levels and the number of contributors to a household were asked
using this data as a reference.
D. Survey Distribution and Opt-Out Options
The survey was distributed by anonymous link using social
media such as LinkedIn and Facebook, as well as direct requests
to family, friends, and colleagues to obtain as many survey
responses as possible across a wide range of demographics.
The survey included an opening statement: “This survey is
built using an anonymous link, which does not collect or retain
any personal data such as name, email address or IP address.
It only retains the responses you provide. These are given a
unique anonymous identifier based on the date they are
recorded. Your answers will be used for a project and
dissertation on consumer acceptance of biometric security
technology. This information will be retained in its anonymous
format by Pace University for future education projects.” This
is followed by an option to continue the survey or opt out and
provide no data. This statement is to assure respondents about
the safety of their data so that they might not be discouraged
from taking the survey if this was an initial concern. It also
aided in filtering out respondents who may have provided
unreliable data based on this concern by giving them an option
to end the survey before entering any answers.
III. LITERATURE REVIEW
There has been much study on the usage of biometric devices
and applications, users’ attitudes toward such devices, and
measurements of impact on performance. Performance gains
are often the most significant incentive for adopting a new
technology. In relation to this study, the use of biometrics in
place of the commonly used passwords could potentially
increase performance and security, but user acceptance is the

key to its success. As Davis has noted, “Although actual
organizational performance gains are the desired outcome from
the use of new information systems, these gains will not be
obtained if users fail to adopt the new system. The actual use or
non-use of an information system is an important and
overlooked issue in the design and selection of information.”
[3] The usefulness and perceived ease of use of a new
technology will have a great impact on how quickly users are
willing to adopt it. People will have different specific needs
from a system or device that will influence its perceived
usefulness. Potential users may also have different experience
and ability levels with a particular device. This will have an
effect on its perceived ease of use.
With innovative technologies such as biometrics, user
acceptance needs to be an equally important factor as usefulness
and convenience. Acceptance is also more complex than
perceived usability, as it involves social, organizational, and
cost factors. Many people have an aversion to learning and
accepting new technology or may consider it too inconvenient.
Hee Cheol Kim [10] suggests that innovative and new
technologies tend to be intrinsically inconvenient. Therefore, it
is important to consider acceptance factors in addition to
perceived usability, ease of use, and performance gains when
designing a new technology or device.
Until recently, not many studies had been performed to
evaluate innovative technologies from a user acceptance
perspective. In response to this deficit of knowledge, a new
discipline has been established, the study of Acceptability
Engineering (AE) [10]. It is an academic field that explores
theories and methods for acceptable innovative technology
design, and attempts to identify differences between Human
Computer Interaction (HCI) and Acceptability Engineering.
This, in turn, reveals a difference between usability and
acceptability and better defines the scope of acceptance
engineering. These techniques are helping to define and clarify
characteristics needed to understand user acceptance.
Continued research has found a relationship between user
acceptance of a device or system and the role potential users
have in its development. If users have an important part in the
design and proposed functionality of biometric interaction,
acceptance will be higher. A company may be more successful
in getting employees to accept a biometric security device if it
invests resources in obtaining employee input. This ultimately
helps facilitate the feasibility, functionality, and acceptance of
a biometric device as part of the successful implementation of
an overall security plan.
Data from the biometric security acceptance survey
conducted for this paper provides insight on how these
acceptance factors relate to biometric security among different
demographics.
Another potential barrier to acceptance of biometric devices
and systems is the perception that they are too intrusive
compared to using personal passwords. Biometric security is
based on who you are physically, rather than what you know,
which is fundamental to its heightened security potential.
However, some people feel that allowing a device to “read”
their physical person is providing too much information that is
not necessary and could potentially fall into the wrong hands
for subversive or illegal purposes.
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Kat Krol et al. [12] performed a study on facial recognition
biometrics as an alternative to the CAPTCHA matching system
used by many online ticket sites to determine whether a
transaction is conducted by a human or a “bot.” CAPTCHA is
a favored device used by ticket agencies to prevent
unauthorized mass purchases of tickets that could later be
“scalped” for much higher prices. Study respondents expressed
concern that someone might see their picture, or that they could
be identified based on that picture. Some participants indicated
that any security gain that facial recognition may have provided
was not worth the loss of privacy, that having their picture taken
was intrusive, and that they were concerned their data could be
used for potentially illegal activity. The survey conducted as
part of this research paper asked questions about these types of
privacy concerns and sought to determine whether they are
associated with particular demographics.
Social and cultural concerns can be another barrier to
biometric technology acceptance. In some areas of the world, it
is common to avoid any publicly used device, such as a
biometric fingerprint scanner. In a cultural study of biometric
use, Rashed et al. [18] found that the majority of Arab
respondents were willing to provide information such as
personal passwords, fingerprint scans, and PINs. However, for
certain Asian respondents, the willingness to provide this type
of information was below 50%, especially with scans of
physical or personal characteristics such as voice recognition.
In America, Amish communities are culturally and religiously
opposed to technology. State requirements to have pictures on
their driver’s licenses or traffic safety devices on their horsedrawn carriages have proved a challenge. In a European study,
Krupp et al. [13] concluded that users tended not to see big
advantages of biometrics over authentication mechanisms such
as passwords and PINs, despite improved security. They found
that general awareness regarding biometrics needs much
improvement, which may also drive more widespread social
acceptance of the technology.
Abed et al. [5] have highlighted several points in their study
of user acceptance and how it relates to satisfaction with
biometric systems. They found that the number of various uses
and the information provided by the biometric devices relates
directly to how well it is accepted. In their study, there was also
concern that personal data (i.e., the biometric template) could
be misused to gain access to sensitive private data, and once the
biometric template as stolen, it is compromised forever. The
possibility of stalking or assaulting individuals to steal their
biometric information could also prove problematic. Also, the
issues of hygiene and direct contact with biometric devices
presented potential barriers. In particular, a survey of military
aviators expressed concern among respondents that a retinal or
fingerprint scan might damage their eyes or hands if used long
term, putting their skills at risk. Results of the biometric
security acceptance survey conducted for this paper sought to
discover the factors behind this possible reluctance to accept
biometric security.
In the efforts to replace passwords with biometrics, a new
product being tested by Google under the title Project Abacus
[14] is of particular note. Initially using the Android mobile
platform, Abacus attempts to use the existing technology built
into a mobile device to work with its biometric application to
provide authentication. Since smartphones already inherently

have the ability to sense inputs such as voice, fingerprint, and
text as well as the capacity to determine your physical location
and surroundings, Abacus presents the software to use these for
authentication purposes. By tracking physical traits and
combining them with real-time statistics such as geographic
location, Abacus will develop what it calls a “trust score.”
Based on the trust score, the application will authenticate the
user or lock them out. Varying degrees of trust scores are
applied to different applications requiring different levels of
security. For instance, a simple game may require a lower trust
score than a secure banking system where more is at risk.
Google is attempting a significant step in tackling the issue
of using secure biometrics to completely replace users’
responsibility of utilizing PINs and passwords for
authentication. Many countries and leading technical
universities are helping to participate in this venture, and beta
testing is occurring in the second half of 2016 with several
banking institutions. How well this technology will be accepted
and how well Google has considered the end-user experience
remains to be seen. Google’s Chrome browser is notorious for
using up battery power much faster than other browsers, such
as Firefox and Edge [15]. Abacus may present a similar
problem for Google, since the biometric scanning, and
geographic tracking all require constant battery use. End users
may be unwilling to use a biometric application such as Abacus
if it is going to significantly drain the battery life of their device
and cause the inconvenience of more frequent battery charging.
The problem of adapting biometric security for people with
special needs, such as the elderly or disabled, is also an issue
affecting their levels of biometric security acceptance. If a
person is unable to display or access some of the required traits
for the biometric security device due to physical limitations,
this could negatively affect their ability to use it at all. Further,
if a person is incapacitated for some reason, friends, relatives,
or emergency and health workers may need to access their
information and would be unable to. In his paper “Biometric
Authentication for Older Adults” [11], Kowtko describes some
of the problems traditional security applications such as
passwords pose for the elderly due to issues such as gradual
memory and mobility loss. Biometrics is frequently being
considered by health professionals and institutions as an
alternative to passwords, but the issue of its ability to safely
guard personal data and to be used as a sole authentication
method for older adults is brought into question. Per Kowtko,
“Biometric Systems should be utilized as a supplemental
authentication. It should not replace a smart card, username, or
another credential that requires a user to either ‘have’ or ‘know’
something.”
Security concerns with biometrics remain a possible barrier.
Some experts on the topic say that biometrics are intrinsically
secure, since no one else can have your unique physical
characteristics. “Alvaro Bedoya, Professor of Law at
Georgetown University, argues otherwise. A password is
inherently private. The whole point of a password is that you
don’t tell anyone about it. A credit card is inherently private in
the sense that you only have one credit card. Biometrics, on the
other hand, are inherently public” [8]. A picture can be taken
from afar to replicate a face, or a fingerprint could be lifted from
a glass to replicate it. This makes them easy to hack and easy to
track.
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The issue of resetting a biometric profile is also a concern.
We can reset passwords as often as needed, but we only have
one set of eyes, ears, and fingerprints. Resetting a profile may
mean accessing the profile in a stored database. These databases
are as vulnerable to hacking and compromise as any other
server containing passwords to financial or personal data used
by companies, but in this case, the consequences are more
severe. Companies will need to go through great effort to assure
users that their data is encrypted and safe in order to give the
technology a better chance to be widely accepted.
Use of an individual’s biometric data is relatively
unregulated. Laws restricting government access to personal
data on devices versus the need for this data for national
security purposes are still being debated, and this problem is
amplified with biometrics. This issue will have to be resolved
not just in the United States, but globally.
A. Security Fatigue
“Security fatigue” can be defined as “a weariness or
reluctance to deal with computer security” [5]. Warnings of
imminent threats posed by cyberattacks and the methods
needed to protect themselves can overwhelm some users. This
includes the need to change and create new passwords that
won’t be easily guessable or hackable; the need to remember
and manage those passwords; and paying for, installing, and
updating antivirus and spyware protection. Eventually, users
reach a saturation point and begin to become immune to the
issue of cybersecurity. Per Furnell et al., “there is a threshold at
which it simply gets too hard or burdensome for users to
maintain security. This makes people desensitized and weary”
[5].
Security fatigue is also closely linked to decision fatigue. If
faced with too many possibilities, an individual can be driven
by impulse into selecting what is easiest rather than what is to
their best benefit.
“Manifestations of security fatigue as a specific example of
decision fatigue include:
• avoiding unnecessary decisions,
• choosing the easiest available option,
• making decisions driven by immediate motivations,
• choosing to use a simplified algorithm,
• behaving impulsively, and
• feeling resignation and a loss of control” [15].
In their study on security fatigue, Stanton et al. note that
“Users feel inundated by the tasks, choices, and work that
security decisions require of them and are unsure that
compliance actually makes them any more secure. Whatever
they do, it is never quite enough. The hackers would always be
two weeks ahead of them” [23]. Participants expressed their
frustration with comments that no person is safe from a wellplanned cyberattack and that if a hacker wants to gain access,
they will, no matter how vigilant a user is. They also expressed
feelings that they shouldn’t have to play such a significant role
in their cybersecurity and that higher level organizations such
as websites and employers should shoulder most of the burden.
For this study, this relates to using passwords as a primary
method of authentication. As minimum requirements for
password authentication become more complex on some sites,
the chances that a user might make a mistake while entering

their password increases. The possibility of their account being
locked, requiring a reset and yet another new password, also
increases. The annoyance and frustration with password
management further leads to security fatigue.
Per Theofanos, the general attitude of users toward cyber
security is extremely negative. He suggests that cybersecurity
rules be simplified or eliminated to reduce multiple complex
decisions for users, thus lowering the risk of long-term security
fatigue. He also recommends that companies take a larger role
in identifying and controlling these decisions, to make things
easier for their users. “Providing individuals with more service
and minimum cost for safety against cyber threats and hazards
would help balance the bitterness/ negativity in the online
environment” [23]. A secure, reliable and proven biometric
security device may be the answer to help reduce security
fatigue. By eliminating the use of usernames, passwords, and
PINs in favor of biometrics, user frustration with this step of the
process is lessened, and the threats posed by simple, easily
hackable passwords reduced or eliminated. Also, if companies
do as Theofanos suggests and contribute more to the
responsibility and cost for biometric security, acceptance of the
technology should be faster and more widespread.
B. Issues with Password Complexity on Major Websites
Despite the fact that many companies have begun to use
minimum password requirements such as 8 or more characters
and alpha, number, and special characters, many major websites
still have very lax minimum requirements to sign up for their
sites. If we focus just on popular sites Amazon, Facebook and
Twitter, these sites have a total of over 2 billion user accounts
as of April 2016 [1]. All of these have a minimum requirement
of just six characters as the only limitation for creating a
password [2]. While these companies encourage using a strong
password, no special characters, capital letters, or other devices
to make it more complex are required. It is in these companies’
best interest to make sure their sites are as easy as possible to
sign up for and use, but security suffers. As noted above, overly
simple and hackable passwords such as “123456” and “abc123”
are completely acceptable on Amazon, Facebook, and Twitter.
The online security company Dashlane rated more than 80
popular websites on their password security. More than 85%
failed to meet Dashlane’s minimum suggested safe password
requirements, more than 40% accepted lazy passwords such as
“123456” and “password,” and half failed to lock accounts after
10 incorrect login attempts [2]. Use of biometric security as an
alternative to usernames and passwords for these sites would
increase security for their users and lower the amount of
security fatigue they might potentially experience.
IV. DATA ANALYSIS
The following is an analysis of the data provided by
respondents to the biometric security acceptance survey
conducted for this paper in November and December 2016.
A. Demographics
There were a total of 410 respondents to the survey. This
number does not include respondents who decided to opt out of
providing information after the initial disclosure statement
described in the methodology section of this paper.
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When asked their gender, 50% identified as male and 49%
identified as female, with 1% preferring not to answer. There
was an even distribution of ages ranging from 18 to 55 and over,
with each category accounting for approximately 20% of the
total.
Education levels ranged from some high school or less to
professional and doctoral degrees, with 88% having a two- or
four-year degree or above. As for occupation, the majority fell
into one of two categories; 58% were in managerial/
professional/technical roles, and 20% were in education-related
fields, showing a possible correlation with the degree of
education received. The remainder were in industrial, health,
service, or retail occupations or unemployed.
Approximately 5% of the respondents had an annual income
less than $18,000, and 13% ranged from $18,000 to $56,000.
As a majority, 57% of the respondents had an annual household
income ranging from $57,000 to $200,000, with 59% of the
households having two or more individuals contributing.
B. Previous Biometrics Use and Background
Respondents had a wide range of awareness of current
biometric security methods. Some 76% had used fingerprint
scanning, 33% voice recognition security, 20% eye/retina
scans, and 3% behavioral methods such as gait recognition.
Fully 76% of the respondents own a digital device such as a
mobile phone, tablet, or laptop with a biometric security device
such as fingerprint scan. Of these, 67% used the feature, 27%
did not, and 9% stated that they had tried it, but it did not seem
to work well. These statistics may point to the problem of
awareness and getting users to accept the technology when they
first encounter it through simple, reliable, and user-tested
processes. The technology may be on a new smartphone, tablet,
or laptop. If developers take the time to consider actual user data
when designing a biometric security application and make an
effort to promote the use in a positive way, awareness and
acceptance may increase.
In response to the question “I am an early adopter of new
technology,” 74% fell in the range of somewhat to strongly
agree, with the remaining 26% in the neutral to strongly
disagree range.
C. Perceived Ease of Use, Convenience, and Security
The survey indicates that if a biometric security application
is accepted, perceived ease of use, convenience, and security
may increase. Fully 87% of respondents stated that they are or
might be willing to use a single biometric security application
or device to replace the need for multiple passwords,
usernames, and PINs. Of these, 65% cited increased ease of use,
64% greater security, and 65% increased convenience. Those
who would not consider using it cited the following concerns:
• Risk of having my personal authentication data all in one
place: 55%
• Concern that a biometric application or device could be
hacked or stolen: 50%
• Safety of my personal biometric data: 44%
• Cost: 22%
Other concerns raised were the inability to dynamically share
biometric security with multiple users such as a spouse, concern
that a system malfunction could lock out access to all devices

or applications, and concern that government agencies could
gain or demand access to biometric data.
D. Username and Password Patterns and History
Overall, security is only as effective the weakest link in the
security chain. No matter how robust the security plan a
company, online service, or home network has in place, if end
users are employing simple, easily hackable passwords, they
are still vulnerable to attack.
In the survey, 37% of respondents stated that they use simple
and easy-to-remember passwords, versus 63% who use difficult
ones with long phrases and extra characters. Only 18% reported
that they always use a unique password when creating a new
one, and 73% reuse the same password and username
repeatedly. Some 8% always used the same password for all
accounts. Also, 42% responded that they have a minimum of 11
to 30 or more accounts requiring a password. Generally
speaking, the results show that more than a third of respondents
use passwords that are not unique and are easy to remember
versus being secure; they have many accounts to manage, and
the majority tend to use the same usernames and passwords
repeatedly. Results were similar regardless of demographics
such as gender, age, income, and education level. These factors
did not make a significant difference in how the respondents
use and manage password security.
This data illustrates how password/username preferences can
be a weak link in the security chain. A biometric security device
or application to replace usernames and passwords would
substantially decrease this weak security link through its basic
use of who you are rather than what you know.
E. Cost as an Acceptability Factor
Results showed that 22% of respondents considered cost to
be a barrier to using a single biometric application to replace
usernames, passwords, and PINs. When all respondents were
asked if they would be willing to pay out-of-pocket costs for a
biometric application or device, 40% stated that they would be
prepared to pay between $1 and $10, 8% were willing to pay
between $11 and $50, and only 3% were prepared to pay $25 or
more. Most importantly, 49% were not willing to pay anything
at all for a biometric security application or device. From this
data, we can see limits to personal cost that these people are
willing to bear. The fact that the majority would be prepared to
pay little or nothing points to the issue of companies and
developers possibly having to bear the burden of the cost of
widespread biometric security acceptance.
F. Intrusiveness and Privacy Concerns
Among survey respondents, 48% said they at least partially
considered biometric security scans to be intrusive or an
invasion of privacy. Their primary reasons for these concerns
were:
• I don’t want to share my personally identifying
characteristics: 61%
• I don’t like the idea of being tracked to update or
maintain a biometric profile: 52%
• Aversion to physical contact with the device, especially
if shared/public: 28%
• Social, cultural, or religious reasons: 12%
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These drawbacks need to be considered to promote wider
acceptance of biometric security. End users need to know their
biometric data is safe and kept completely private. More
widespread use of biometrics such as voice and gait recognition
that can scan but don’t require physical contact may also
increase acceptance for those who have a physical aversion to
contact with a device.
G. Hypothesis Test
In a test of the hypothesis that acceptance of biometric
security will be higher with people who are younger, more
educated, and of higher income levels, the survey data shows
the following for the 40% of respondents in the 18-40-year-old
range:
• 62% are in the $56K–$200K+ income range. This is at
or above the median levels for middle and upper income
for both single earners and multiple-earner households.
• 86% had at least a 2- to 4-year college education.
• 74% considered themselves early adopters of new
technology, somewhat agree to strongly agree.
• 67% currently use a biometric security feature.
• 51% said they would consider using a single biometric
feature to replace passwords.
The survey data shows the following for the 60% of
respondents in the 41-year-old and older range:
• 87% are in the $56K–$200K+ income range. 43% are in
the $121K–$200K+ range, which is well above the
median levels for middle and upper income for both
single earners and multiple-earner households.
• 88% had at least a 2- to 4-year college education.
• 74% considered themselves early adopters of new
technology, somewhat agree to strongly agree.
• 60% currently use a biometric security feature.
• 50% said they would consider using a single biometric
feature to replace passwords.
The data shows that age is not a crucial factor in acceptance,
as results for all age groups are similar without wide variation.
The results for both groups are roughly the same for both male
and female, so gender does not appear to be a factor.
Acceptance does show a higher rate for all groups based on
education level and income.
V. CONCLUSIONS
A diverse range of demographics were represented in the
biometric security acceptance survey. There was a roughly even
split between male and female respondents indicating a
balanced sample based on gender. A wide range of those taking
the survey were of different ages, occupations, and income
levels and had a high level of past exposure to biometric
security applications. Based on sample size methodology, a
confidence rate of at least 95% for the survey was achieved with
the 410 people that responded.
Of those who took the survey, most manage numerous
accounts and are reusing less secure usernames and passwords,
which they acknowledge as a security risk. With widespread
acceptance of biometric security technology, the need to
manage a large and ever-growing number of accounts with
unique and strong passwords could be virtually eliminated.

Those who have accepted biometric technology are pleased
with the relative ease of use, convenience, and increased
security offered. Raising awareness and overcoming objections
such as privacy and data safety issues will help promote wider
acceptance of the technology.
Cost is also a factor, as most respondents indicated that they
would be willing to pay little or nothing for a proven reliable
and secure biometric security application. This suggests that an
increased burden will lie with businesses, companies, and
developers to absorb additional biometric security costs to
facilitate wider acceptance among users.
The majority of respondents in all age groups described
themselves as relatively early adopters of new technology. Most
of them also had an education level of a two- to four-year
college degree or above and had income levels above or well
above median level. The data supports the hypothesis that more
educated people at higher income levels are more willing to
accept biometric security; however, it also suggests that age is
not a defining factor. Future research may reveal ways to
increase biometric security acceptance among less educated and
lower income demographics. This research may aid in
achieving more widespread acceptance of secure, convenient,
and easy to use biometric security applications in place of less
safe and harder to manage “knowledge-based” security
methods such as passwords and usernames.
VI. FUTURE WORK
As a follow up to this survey, hands on in person testing and
feedback from actual users of a biometric security device such
as a palm vein or fingerprint scanner would be beneficial.
Obtaining information from a wider geographic area to obtain
data from a broader demographic range of respondents will help
to validate the data and improve the confidence rate. This could
possibly be done by coordinating data gathering with other
schools and organizations. Exposure to a multi factor
authentication method to include scanning of many biometric
factors at once such as Google Abacus will also provide
feedback on acceptance of cutting edge biometric security. A
comparison of answers prior to and after actual use of the device
should provide insight as to the user’s eventual comfort level
with biometrics.
One of the main objections to acceptance in this survey is
concern about a biometric security profile being compromised.
Future study of methods to address this problem can help to
address this objection. The solution might be something as
simple as putting a time stamp or security certificate on a
biometric profile and invalidating or resetting it if it has been
compromised. Multi factor authentication may also provide a
stronger defense against a data compromise.
Provisions for special needs groups also need to be
addressed. Though biometric security has advantages, it is
probably not wise to attempt to do away with usernames and
passwords altogether. They would still be useful to address the
needs of these groups and to act as a second line of defense
behind biometrics for other users.
Companies will need to assure potential users that their data
is safe, using methods such as high-level encryption and
hardened data centers, and aggressively promote these features.
An increase in testing and input from end users in the design
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phase may also help to raise awareness and make the transition
from knowledge-based to biometric security easier. This is
especially important in how it relates to making the application
easy to use, learn, and rely on. In an article aimed at banks
looking to use biometrics as a form of mobile security, Hung
[9] suggests that accuracy, safety, and ease of use are primary
factors for financial institutions in choosing a mobile biometric
security application. She also stresses that the application
should work for more than 90% of their mobile customers and
be promotable for wide acceptance.
Apple has embraced biometric security on the iPhone and
may serve as a model for other companies and applications. The
Touch ID on the iPhone is a fingerprint scanning authentication
device first introduced in 2013. Theft of smartphones is a major
problem especially in major cities, where it can account for up
to 40% of reported crime. [20] The widespread adoption of
Touch ID has served as a deterrent to the theft of iPhones, since
the fingerprint scan makes it so hard to access. “Given Apple’s
influence, the company’s adoption of the fingerprint-scanner
technology could increase the use of biometrics in identity
verification and accelerate the demise of the password, which
many feel has become outdated” [20].
Major online companies such as Amazon and Facebook need
to strike a balance between making their sites easy to sign up
with, using lax minimum requirements such as six character
passwords, versus requiring more security to protect their users.
A biometric security option may be the solution.
VII. APPENDIX A
The following is a transcription of the biometric security
acceptance survey used for the research in this paper, along with
the percentage of respondents selecting each answer option.
There were 410 respondents. Question 1 is a validation and
disclaimer question discussed in the Methodology section.
Questions 2 through 7 are standard demographics-gathering
questions regarding gender, age, education levels, occupation
and income level.
8. What types of biometric security technology have you used
in the past? (Choose all that apply)
Fingerprint scan
75%
Eye (retina or iris) recognition
20%
Voice or speaker recognition
33%
Behavioral, gait recognition
3%
Other
2%
None of these
20%
9. Do you own a smartphone, tablet or another device that
includes a security feature such as fingerprint scan?
Yes
76%
No
24%
10. Please check all that apply to your personal use of the
biometric security feature on your device.
I use the biometric security feature.
76%
I do not use the biometric security feature
24%
Tried it, doesn’t seem to work well
9%
Other
0.7%

11. Please rank yourself based on the following statement: “I
am an early adopter of new technology.”
Strongly Agree
19%
Agree
28%
Somewhat agree
27%
Neither agree nor disagree
8%
Somewhat disagree
8%
Disagree
6%
Strongly disagree
4%
12. When creating new passwords, would you consider
yourself most likely to:
Create strong passwords with long phrases
Use letters, numbers and special characters
Use what is fastest and easiest to remember

63%
37%

13. When creating new passwords, how often do you use one
that is unique?
I always use a separate unique password
19%
Most of my accounts use a unique password
29%
Only a few of my accounts use a unique password
44%
Never, I always use the same password
8%
14. How many total username/password accounts do you
estimate that you currently use? Please include all
personal, business and work related.
1-10
11-20
21-30
More than 30

40%
28%
14%
18%

15. If you live in the U.S. select Strongly Agree
Do Not Agree
Somewhat Agree
Strongly Agree

6%
4%
90%

16. Would you consider using a single biometric security
application to replace the need for you to use multiple
usernames, passwords, and PIN (Personal Identification
Numbers)?
Yes
50%
Maybe
38%
No
12%
17. Which of the following would you consider a positive
factor to using a single biometric application to replace
usernames, passwords, and PIN (Personal Identification
Numbers)? (Choose all that apply)
Increased ease of use
65%
Increased security
64%
Increased convenience
63%
Other
0.31%
None of these
0.31%
18. Which of the following would you consider a barrier to
using a single biometric application to replace usernames,
passwords, and PIN (Personal Identification Numbers)?
(Choose all that apply)
Safety of my personal biometric data
45%
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Concern that the biometric application could be
hacked or stolen
Cost
Risk of having personal authentication data all
in one place
Other
None of these

[6]

55%
22%
55%
6%
3%

19. How much would you be you willing to pay per month for
a proven biometric security application to avoid using
usernames, passwords and PIN numbers for your accounts?
Nothing
49%
$1-$10
40%
$11-$25
9%
More than $25
3%

[7]

[8]

[9]

[10]

[11]

[12]

20. Please rank yourself based on the following statement:
“I am not an early adopter of new technology.”
Strongly Agree
6%
Agree
12%
Somewhat agree
14%
Neither agree nor disagree
7%
Somewhat disagree
17%
Disagree
25%
Strongly disagree
19%
21. Do you consider biometric security scans to be intrusive?
Yes
18%
No
52%
Maybe
30%
22. What causes you to feel that biometric scans are intrusive?
(Check all that apply)
I don’t want to share my personally identifying
characteristics
61%
Social, cultural or religious reasons
11%
Aversion to physical contact with the device,
especially if shared/public
28%
Being tracked to update or maintain a biometric
profile
52%
None of these
7%
Other
4%

[13]

[14]

[15]

[16]
[17]

[18]

[19]

[20]
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Abstract—Biometric authentication is the focus of evolving
efforts to identify a user with natural human characteristics or
behavior. Mouse movements are such a behavior that can be
recorded synchronously as a user interacts with a computer or
device. The application developed by this study aims to
successfully authenticate users based on their mouse movements.
To achieve this, the study composed a model of feature vectors
based upon a previous study of mouse movement behavior. A
series of authentication experiments are conducted by passing the
feature vector into a dichotomy classifier. The experiments consist
of grouping each mouse movement sample by the corresponding
answer selected to authenticate a user based upon similar mouse
movement patterns. The study analyzes the results of the
experiments to determine the reliability of the feature vector in the
authentication of a user.
Index Terms—authentication, biometrics, machine learning,
mouse movement

I. INTRODUCTION
New forms of biometrics are quickly rising in the search for
cost effective methods of user authentication. Biometrics are
used as an additional layer of security or perform authentication
as the primary method. The ability to authenticate a user based
on human physiological or behavioral characteristics aspires to
identify users as themselves without passwords, codes, or
physical tokens. Certain biometric forms analyze properties
extracted from the iris, fingerprint, and speech of a user.
Although these forms provide a significant level of security,
they are also expensive and difficult to implement [18]. Mouse
movement is an alternative biometric that is inexpensive and
simple to implement as a method of authentication. The
application developed by this study uses mouse movements as
the primary biometric for authentication.
The objective of this study’s application is to compose a
feature classification model extracted from a user’s mouse
movements to determine whether the user specified is who the
user is claiming to be. The features are built from characteristics
used to describe movement trajectory as defined in the study
conducted by Buckley et al [6]. In addition to the features
extracted from the Buckley et al study, this study adds the
answer selected as a feature. Table [1] displays the list of
features included in this study’s feature model along with a
description of the feature.

TABLE I
FEATURE LIST FOR CLASSIFICATION MODEL
Feature

Description

uid

A number used to identify an individual user

Session (s)

An expression used to define a session

Time (t)

Length of time of the mouse movement

Distance (d)

The distance between the starting point and ending
point of the mouse movement

Length (l)

Combined distances of all instances in the user sample

Velocity (v)

Velocity of the movement from starting point to ending
point

Acceleration (a)

The rate of acceleration of the movement from starting
point to ending point

Angle (ng)

The angle of the mouse movement

Answer (ans)

The answer selected for the mouse movement

*A list of the features included in the study’s feature model

To conduct authentication experiments, this study
constructed a dataset of multiple instances using the data from
a pre-recorded mouse biometric dataset. The study translated
the pre-recorded dataset into a custom dataset using the
formulas for the features described in the Buckey’s et al study
[6]. The new customized dataset is divided into five subsets.
Each of four subsets consist of mouse movement samples
corresponding to the answer selected and the fifth subset
consists of all mouse movement samples with the answer
selected included as a feature. This study uses these subsets to
establish a pattern of mouse movements. By observing and
categorizing mouse movements towards a specific target, the
feature model can classify and authenticate a user based upon
similar movement patterns. This study determines whether
grouping by the answer selected produces better results than
using answer selected as a feature.
The features are fed into a dichotomy classifier which
determines authentication by classifying differences in the
sample data. This study conducts multiple experiments with
different parameters to identify the best methods to use in the
classification process and explore the reliability of the proposed
feature model. The summary of results provided by the
dichotomy classifier are compared across all experiments and
analyzed to explore the accuracy and performance of the feature
model. This study analyzes false acceptance rates (FAR), false
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rejection rates (FRR), equal error rates (EER) and receiver
operating characteristic (ROC) curve to assess the feature
model [5]. The error rates of the best performing experiments
are compared to the error rates of other successful studies in
mouse movement biometrics to evaluate the success of this
study’s mouse movement biometric authentication system.
II. RESEARCH METHODOLOGY
The application of this study is a program that outputs the
results of mouse movement authentication based upon this
study’s feature data. First, the program takes a collection prerecorded mouse movement data and uses the values contained
within the pre-recorded dataset to calculate values for each
feature discussed in this study. The program divides the feature
data into training sets and testing sets. The program then utilizes
a previously developed biometric authentication script that uses
the k-nearest neighbor algorithm to classify a user based upon
this study’s list of classification features. The k-nearest
neighbor algorithms maps features as points to an ndimensional space and classifies a sample by using the distance
formula to find the defined amount of closest points [1]. The
results are written to experiment files which are analyzed by
this study to determine the accuracy of the authentication
system. The objective of these experiments is to assess whether
the features explored in this study provide a viable model for
authentication.
Similar studies that use mouse movement as a biometric for
authentication produced promising results. The study
conducted by Zheng et al uses mouse dynamics as the biometric
for a user verification system. Zheng et al’s study combines the
uniqueness of angle-based mouse movement metrics and
distance based probability distributions to achieve accurate
verification results. The feature model for Zheng et al’s study
includes direction, angle of curvature, curvature distance, speed
and pause-and-click [22]. In contrast to this study’s feature
model which uses a point-to-point mouse movement, Zheng et
al’s study uses multiple points as a mouse movement session.
The mouse movements in Zheng et al’s study are divided in two
sets for experimentation. The first data captured 81,218 pointand-click actions, averaging approximately 5,801 point-andclick actions for each user. The second data set is recorded from
1,074 anonymous users in an online forum for one hour and
includes 15.14 clicks per user session. Features are then
extracted from the recorded data and scored based on
customized decision maker, which utilizes a support vector
machine (SVM) classifier to maximize computational speed
while maintaining accurate verification results [22]. SVMs
classify data by determining a hyperplane from feature vectors
that are mapped in high dimensional feature space. A support
vector is derived from maximizing the minimum distance
between training data in the hyperplane. Data is then classified
based upon this support vector [19]. Further classification
occurs by utilizing a customized decision maker that scores the
SVM classifier’s output based upon a threshold and majority
votes. Zheng et al’s study resulted in favorable accuracy rates
with low error rates, making the study a prime example for a
successful mouse movement biometric system. The objective

of this study is to achieve similar accuracy and error rates to
those achieved in Zheng et al’s study with a point-to-point
based feature model.
Another successful mouse movement biometric study
conducted by Hinbarji et al focused primarily on mouse
movement curvature and inflection as a feature model. Hinberji
et al’s study builds a feature model based on the properties of
the curves generated from the consecutive mouse positions
during typical mouse movements [8]. Mouse movement
properties are used to dynamically authentication users. The
data for Hinberji et al’s study is a collection of mouse
coordinates from users performing normal workday activities
without any restrictions. Curves are derived from the collected
mouse coordinates and grouped into sessions for behavioral
analysis. Hinbarji et al’s study offers three segments to explore
how session lengths affect the accuracy of an authentication
system: 100, 200 and 300 curves [8]. The feature model used in
Hinbarji et al’s study incorporates nine features that describe
mouse movement curves including sharpness, straightness,
curvature, angle, and inflection profile. Instead of using the
feature model for classification, Hinbarji et al’s study constructs
a signature by deriving probability distribution approximated
by a normalized histogram of the features. The signature is used
to authenticate users based upon an individual artificial neural
network for each user. Artificial neural networks are comprised
of nodes that are able to processed multiple inputs into a single
output based upon a weighted function [16]. The authentication
process in Hinbarji et al's study is comprised of inputting the
extraction of feature vectors of the query session into the user's
trained neural network and comparing the output of the neural
network to a threshold that decides whether the user
authenticates. The study conducted by Hinbarji et al also serves
as a model example of a successful authentication system using
mouse movements. This study must achieve similarly low error
rates to both Zheng et al’s study and Hinbarji et al’s study to be
considered a viable feature model for mouse movement
authentication.
A. Feature Extraction
As per Buckley et al’s study, there are nine feature vectors
based on mouse trajectory information. Each feature vector is
based on the raw data of four coordinate points, based on an XY
grid. The four points are as follows: a start point, end, and a
minimum of two intermediate points [6]. The equations below
show the formulas used to calculate the feature list as cited in
Buckey et al’s study.
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1) Total Number of Trajectory Points in Sample (p)
𝑝𝑝 = ∑𝑛𝑛𝑖𝑖=1(𝑝𝑝𝑖𝑖 )

(1)

𝑡𝑡 = ∑𝑛𝑛𝑖𝑖=2(𝑡𝑡𝑖𝑖 − 𝑡𝑡𝑖𝑖−1 )

(2)

2) Total Time of Trajectory Points in Sample (t)

3) Point to Point Distance in Trajectory (d)

𝑑𝑑 = �(𝑥𝑥𝑖𝑖 − 𝑥𝑥𝑖𝑖−1 )2 + (𝑦𝑦𝑖𝑖 − 𝑦𝑦𝑖𝑖−1 )2

(3)

𝑙𝑙 = ∑𝑛𝑛𝑖𝑖=2(�(𝑥𝑥𝑖𝑖 − 𝑥𝑥𝑖𝑖−1 )2 + (𝑦𝑦𝑖𝑖 − 𝑦𝑦𝑖𝑖−1 )2 )

(4)

4) Total Length of the Sample Trajectory (l)

quizzes, in which the user selects an answer directly without
clicking a button first. This study will focus on on the structured
quiz data contained in the dataset’s mouseclick.csv files. The
columns in these files will be used as variables in the formulas
of the feature values as shown in Table [2].
TABLE II
FEATURE FORMULA VARIABLE DEFINITIONS

5) Point to Point Velocity in the Sample Trajectory (v)
𝑣𝑣 =

�(𝑥𝑥𝑖𝑖 −𝑥𝑥𝑖𝑖−1 )2 +(𝑦𝑦𝑖𝑖 −𝑦𝑦𝑖𝑖−1 )2
𝑡𝑡𝑖𝑖 − 𝑡𝑡𝑖𝑖−1

(5)

6) Point to Point Acceleration in the Sample Trajectory (a)
𝑎𝑎 =

𝑣𝑣𝑖𝑖 − 𝑣𝑣𝑖𝑖−1

(𝑡𝑡𝑖𝑖 − 𝑡𝑡𝑖𝑖−1 )/2

(6)

7) Point to Point Direction Angle (ng)
𝑛𝑛𝑛𝑛 =

𝑣𝑣𝑖𝑖 − 𝑣𝑣𝑖𝑖−1

(𝑡𝑡𝑖𝑖 − 𝑡𝑡𝑖𝑖−1 )/2

Column

Feature variable

targetpress (<input> html
element with a value and name
that contains “_answer”)

n

targetpress (previous row of n
with <input> html element with
name=”enableinput”)

n-1

timerelease[n-1] – timepress[n]

Time of sample trajectory

(xpress[n], ypress[n])

Coordinates of current point

(xrelease[n-1], yrelease[n-1])

Coordinates of previous point

*A mouse movement instance is defined as a movement from n-1 to n

(7)

The features listed are used to describe a single mouse
movement instance which is a straight path from a button to an
answer. The total number of trajectory points in a sample is
usually two, unless the user deviates from the straight path. The
total time of the trajectory is the amount of time measured in
milliseconds it takes the user to complete the movement. Point
to point distance in the trajectory measures the Euclidean
distance between the starting point, which is the button and the
ending point, which is the answer. Total length of the trajectory
is the same as distance unless the trajectory contains more than
two points. The velocity measures the ratio of the distance of
the movement to the time the user took to complete the
movement. Acceleration measures the rate at which the user’s
mouse traveled over a period of time. The angle measures the
inclination of the path the movement. These descriptive features
are expected to different for ever user and provide enough
information to make an accurate authentication decision.
This study uses these formulas to calculate the values for the
feature data. The additional features that involved inflection
points from Buckey et al’s study were not included in these
study due the lack of directional changes that were observed
within the pre-recorded dataset. The user identification number
(uid) is added to the feature model to associate a sample to a
specific user. Answer is added to the feature model so that a
particular mouse movement can be authenticated against
similar mouse movement to minimize variations. The
combination of the listed features into a feature model provide
characteristics the authentication system can use to distinguish
between individual users.
B. Data Transformation
In order to test the features from Buckey et al’s study, this
study uses a sample dataset of mouse movements collected by
Pace University [13]. This dataset contains mouse movement
data in .csv format collected from 23 users who completed 11
multiple choice quizzes with 10 questions per quiz. Quizzes are
divided into two sets: structured quizzes, in which the user
clicks a button before selecting an an answer, and unstructured

The mouseclick files in the dataset capture press and release
information for the structured quizzes. The press event occurs
when the user initiates a click event by pressing down on the
mouse button. The release event occurs when the user
terminates a click event by releasing the mouse button. This
study extracts a mouse movement instance from this data by
defining an instance as the movement between the
“enableinput” button and the input element of the answer
selected by the user. The starting point of the movement occurs
when the user releases the “enableinput” button. The user
moves the mouse to the desired answer where the ending point
is recorded when the user clicks on the desired answer. Figure
[1] illustrates a complete movement instance as defined by this
study. Mouse movement instances are grouped by the answer
selected so that authentication can be tested on instances with a
similar movement pattern.

Fig. 1. An illustration of a single mouse movement instance, which is the path
the mouse takes from clicking the enable input button to clicking on an answer.

This study extracts only select data from the mouse
movement dataset to build the features and instances for the
authentication system. Due to blank files within the dataset, the
authentication system can only use 53 out of the 138 structured
quiz mouseclick files. Two quizzes contained valid data for 22
users and three quizzes contained valid data for 8 users.
The experiment conducted by this study composes new csv
files to input into the dichotomy classifier for authentication.
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The new csv files are generated by a Python feature extractor
script that contains functions for each feature calculation. The
feature extractor writes to the new csv file a column for each
feature, along with the user identification number and a unique
session value. The data are grouped into separate sets for each
answer group. Each answer group is represented by a file that
collects all samples of data in which the user selected that
answer. An additional csv file is generated that contains all
samples and includes the answer selected by the user as a
feature column. This will allow the study to determine whether
grouping by similar mouse movement patterns, such as same
answer selected, provide more accurate results than
authenticating against all mouse movement patterns.
C.

Dichotomy Classifier
To authenticate users based on the mouse movement features
discussed in this study, all experiments will utilize a
classification program called the dichotomy classifier [14][15].
The dichotomy classifier is a script written in Python that
provides an algorithm for authentication based upon a supplied
list of features. The script takes csv files with columns that
correspond to the desired feature values and outputs a csv file
that displays the authentication results. The dichotomy
classifier uses a dichotomy model transformation and k-nearest
neighbor to solve authentication using any number of feature
vectors.
Authentication is a binary classification problem in which a
user can be classified into one of two classes: true or false. True
indicates that the user’s identity is confirmed and that user
should be granted access while false indicates that the user’s
identify is rejected and should be denied access. The dichotomy
classifier translates multiple feature vectors into binary
classification by calculating the differences between the feature
attributes collected and then utilizing those differences in order
to classify a query sample as being “within-class” (genuine) or
“between-class” (impostor) [14][15].

spaces are created for training data and testing data. In the
training space, within class difference vectors are composed of
the differences between every sample of the user, and between
class difference vectors are composed of the differences
between the user’s sample and every other sample from other
users. In the testing difference space, the differences are
composed of the distance between the authentication sample
and samples of the user in question. The dichotomy classifier
uses k-nearest-neighbor to identify the closest neighbors to the
authentication sample from which it determines a linear weight
for each difference vector that is used to decide the
authentication result [14][15].
The dichotomy classifier incorporates two cross-validation
techniques to evaluate the classification model. Crossvalidation subsamples parts of training data to use as testing
data in the model. Figure [3] illustrates how both crossvalidation techniques divides a dataset. Leave one out cross
validation (LOOCV) performs continual cross validation of the
model data by iteratively assigning one instance of the data as
testing data and using the remaining instances as training data.
Each iteration assigns a different instance as testing data until
each instance in the dataset has been used as testing data. The
resulting Mean Squared Error (MSE) is the average of errors
across all tests. LOOCV becomes more computationally
expensive as the size of the becomes larger [2].

Fig. 3. Illustration of Leave One Out Cross Validation (LOOCV) and Repeated
Random Sampling (RRS). RRS can use any number of random samples. The
illustration should five samples, the number of samples used by the dichotomy
classifier’s RRS procedure.

Fig. 2. Illustration of difference space created by the dichotomy classifier
which uses k-nearest-neighbor for classification.

Figure [2] illustrates the difference spaces used for
classification by the dichotomy classifier. Two difference

In cases that involve large dataset, the dichotomy classifier
provides repeated random sampling (RRS) as a second method
of cross-validation. The dichotomy classifier performs RRS by
selecting a random subset of five samples from each user as
query samples for testing data. The remaining samples in the
dataset are assigned to be reference samples to train the model.
The dichotomy classifier calculates error rates through a
comparison of the query sample distance and the difference
spaces obtain through the binary classification transformation.
The dichotomy classifier decides the authentication result by
comparing the thresholds of the linear weights of the difference
vectors. The dichotomy classifier also calculates a confidence
interval by repeating the RSS cross validation 20 times. The
experiment conducted by this study analysis the performance
both cross-validation methods on the mouse movement feature
list.
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The distance between two samples within the feature space
is an important metric in the dichotomy classifier’s
authentication. The dichotomy classifier employs two methods
of measuring distance: Euclidean distance and Manhattan
distance. Euclidean distance is the length of a straight line
drawn between n points and the Manhattan distance is the
length of a straight line drawn across each axis. Figure [4]
illustrates the contrast between the two methods of measuring
distance. The path of the Manhattan differs from the path of the
Euclidean distance due to the former’s path restriction of only
horizontal and vertical directions. Even though the Euclidean
distance is the shortest distance between points, the Manhattan
distance can provide more value in larger dimensional planes
which can improve authentication results from the dichotomy
classifier [21].

outputs a true value, when the actual result should be false. The
false rejection rate is when the authentication system outputs a
false when the actual result should be true. The FAR represents
the rate at which the authentication system approved
authentication for a user that should not have passed
authentication and the FRR represents the rate at which the
authentication system rejected authentication for a user that
should have passed authentication. The equal error rate (EER)
is the rate at which the FAR and FRR are equal [17]. Biometric
systems aim to find a point of equilibrium between FAR and
FAR to achieve an optimal accuracy relative to the
authentications executed by the system. The ROC curve
demonstrates the relationship between sensitivity and
specificity in the authentication system. The area under the
ROC curve is another indicator of accuracy. A larger the area
underneath the ROC curve denotes higher accuracy [9]. In this
study, EERs are calculated for each experiment as a general
indicator of accuracy. Error curves that map FAR and FRR and
ROC curves are also analyzed to corroborate the accuracy
demonstrated by the EER metric. An authentication experiment
is more successful if it results in a higher accuracy and lower
error rates. The study determines the parameters to use in the
dichotomy classifier that will result in optimal accuracy and
whether grouping by answer movement pattern results in higher
accuracy than no grouping of mouse movement. Also, this
study compares its error rates to those of Zheng et al’s study
and Hinbarji et al’s study to determine viability as a feature
model for mouse movement authentication.

Fig. 4. The path of measurement for Euclidean distance and the path of
measurement for Manhattan distance [21].

D.

Experimentation
This study will use the dichotomy classifier to conduct
multiple authentication experiments based upon the mouse
movement feature data and analyze the results. This study uses
a custom-built feature extractor to convert the dataset into the
feature model. The study then inputs the feature model to the
the dichotomy classifier which performs multiple
authentications and outputs a summary of result metrics that are
used to evaluate the feature model. The study conducts multiple
experiments using different parameters for cross-validation,
distance and answer group to determine which parameters
provide the most successful results. The evaluation of these
experiments compares multiple error metrics such as false
acceptance rate (FAR), false rejection rate (FRR), equal error
rate and ROC curve. These metrics are available in the
summary output of the dichotomy classifier and are analyzed
by this study to evaluate the success of the feature model in the
authentication system.
The authentication experiments conducted by this study
used different parameters available through the dichotomy
classifier attempt authentication based upon the feature model.
In order to analyze the performance of each parameter, the
study compares metrics that are significant in biometrics: false
acceptance rate (FAR), false rejection rate (FRR), equal error
rate (EER) and receiving operator characteristic (ROC) curve.
The false acceptance rate is when the authentication system

III. RESULTS
A total of 22 experiments were conducted to compare crossvalidation methods, distance formulas and answer groups.
Table [4] displays all experiments conducted with the EERs
calculated by the dichotomy classifier.
TABLE IV
EXPERIMENT VARIANT REFERENCE
No.

CV

Distance

Answer

EER (%)

1

loo

euclidian

all

47.10973972

2

loo

euclidian

0

42.97847741

3

loo

euclidian

1

45.96774194

4

loo

euclidian

2

46.23513871

5

loo

euclidian

3

45.44822794

6

loo

euclidian

4

25

7

loo

manhattan

all

48.71384997

8

loo

manhattan

0

43.83432468

9

loo

manhattan

1

45.68636797

10

loo

manhattan

2

45.59521986

11

loo

manhattan

3

46.64673217

12

loo

manhattan

4

25

13

rrs

euclidean

all

45.97317268

14

rrs

euclidean

0

42.26190476

15

rrs

euclidean

1

46.06481481

16

rrs

euclidean

2

44.57735247

17

rrs

euclidean

3

23.60248447

18

rrs

manhattan

all

46.32009589

19

rrs

manhattan

0

41.28151261
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20

rrs

manhattan

1

44.3664966

Method

Min

Max

Median

Mean

21

rrs

manhattan

2

39.43554539

loocv

EXP 2

EXP 7

EXP 9

45.8216

22

rrs

manhattan

3

24.24242424

42.9785

48.7138

45.6864

EXP 17

EXP 18

EXP 14

23.6025

46.3201

42.2619

*CV refers to the cross-validation method, loo refers to leave-one-out crossvalidation and rrs refers to repeated random sampling.
** All EER values are rounded to four decimal places.

Overall, the experiments produced EERs that range from the
lowest of approximately 39% to the highest of approximately
49%. Even though none of the experiments produced an EER
over 50%, the values are not low enough to be considered a
reliable biometric authentication system. Answer 4 group
produced significantly lower and static EER rate of 25%. All
other answer groups consist of over 100 sessions used for
authentication in comparison to the answer 4 group, which
only consisted of 16 sessions. Due to the lack of data affecting
the results, answer group 4 was not considered during the
analysis of the authentication system.
This study must first achieve optimal results into to evaluate
its success as an authentication system. To accomplish this,
the study ran multiple experiments using different parameters
for cross-validation and distance methods. The study first
evaluated the results of the cross-validation methods to
determine which method produced the lowest error rate. Once
the best cross-validation method is selected, this study
evaluates distance method experiment that used the selected
cross-validation method to determine which distance method
produced the lowest error rates. These are considered the
parameters that provide the most optimal results. Using the
experiments that were classified with the optimal parameters,
this study conducts an analysis of the answer group feature
and a comparisons of the error rates of the optimal
experiments to the error rates achieve by Zheng et al’s study
and Hinbarji et al’s study to assess the success of the
authentication system.

rrs

39.8126

*This table features information about the different equal error rates
produced by the cross-validation methods used in the dichotomy classifier.

This study corroborates the accuracy of the EER analysis of
the cross-validation methods by selecting one experiment for
each cross-validation method with an EER that is closest to
the median EER of the group. If the lengths of the experiments
are even, the study uses the experiment with an EER closest to
the median. The median experiments represent the average
cases or generalizations of the experiment results. Figure [4]
features the error curve and ROC curves generated by the
dichotomy classifier for the median experiments, Experiment
9 and Experiment 14.

A. Optimal Parameters
The results of the cross-validation method experiments convey
that repeated random sampling (RRS) provides higher
accuracy than the leave-one-out cross-validation method. This
segment compares the results for using LOOCV against the
results using RRS to determine which cross-validation method
provided more accurate results. Table [5] shows the
experiments that produced significant results for each crossvalidation method. The minimum EER amongst the RRS
experiments is much lower than the minimum EER of the
LOOCV experiments and the maximum LOOCV EER is
higher than the maximum RRS EER. This suggests that the
highest performing RRS experiment provided better, more
accurate results than the highest performing LOOCV
experiment while the worst performing RRS experiment still
achieved better accuracy than the worst performing LOOCV
experiment. In addition, the 10 RRS tests produced a mean
EER of 39.8126, which is lower compared to the mean EER of
the 10 LOOCV tests that produced a mean EER of 45.8216.
This indicates that the RRS generally performed more
accurately across all data.

Fig. 4. The error rate curves (top) and the ROC curves (bottom) of the best
performing experiments for LOOCV and RRS cross-validation methods.

The error rate curves for Experiments 9 and 14 display the
distribution of FAR and FRR across the performed
authentications. The point of equilibrium between the FAR
and FRR occurs at a lower error rate on the RRS error rate
curve than on the LOOCV curve. This suggests that when the
authentication system is configured to achieve optimal
accuracy, the FAR and FRR will be lower using RRS and the
results will be more accurate. On the ROC curves, the area
underneath the RRS ROC curve appears to be slightly larger
than that of the LOOCV ROC curve. These examples support
that using RRS to achieve higher accuracy in the mouse
movement authentication system.
Utilizing RRS as the selected parameter for crossvalidation, the results of the distance method experiments
convey that Manhattan distance provide lower error rates than
Euclidean distance. Table [6] displays the significant error
rates for the distance method experiments using RRS cross
validation.

TABLE V
EQUAL ERROR RATE RESULTS FOR CROSS-VALIDATION METHODS

TABLE VI
EQUAL ERROR RATE RESULTS DISTANCE METHODS USING RRS
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Method

Min

Max

Median

Mean

Euclidean

EXP 17

EXP 15

EXP 16

40.4959

23.6025

46.0648

44.5773

EXP 22

EXP 18

EXP 19

24.2424

46.3200

41.2815

Manhattan

39.1292

*This table features information about the different equal error rates
produced by the distance methods used in the dichotomy classifier with the
repeated random sampling cross validation method.

In contrast to the results of cross-validation method
experiments, the results of the distance method experiments
are less consistent. The Euclidean distance experiments
provided a lower minimum EER and a lower maximum EER
than the Manhattan distance experiments. However, the
median and mean EER for the Manhattan distance
experiments are lower than those produced by the Euclidean
distance of experiments. The error rate curves and ROC
curves for the median distance method experiments are
displayed in Figure [5].

the analysis of the authentication system’s results. Therefore,
the study selected Experiments 18 through 22 to analyze the
effect of answer grouping on the authentication system’s
accuracy.
Experiment 18 consists of all mouse movement samples
collected from each quiz regardless of the answer selected. In
this experiment, answer is included as a feature in which the
classes can be 0,1,2,3 or “A”, “B”, “C” or “D” respectively.
Experiments 19, 20, 21, 22 do not include answer as a feature.
Instead, these experiments contain all the mouse movement
for the same selected answer. Table [7] displays each answer
along with the number of session included in the experiment.
TABLE VII
ANSWER GROUPING EXPERIMENTS
Experiment

Answer

Sessions

Opt. EER

Mean

18

All

607

46.3201

47.0292

19

0

223

41.2815

42.5891

20

1

129

44.3665

45.5214

21

2

144

39.4355

43.9608

22

3

95

24.2424

34.985

*This table displays the results for answer groupings. Opt. EER refers to the
equal error rate using RRS and Manhattan distance parameters and the mean is
the average of the answer group across all parameters.

Each same answer experiment resulted in a lower EER than
the experiment that included all answers. The mean of the
answer grouping experiments across all dichotomy classifier
parameters are consistent with the results of the optimal
parameters. In both cases, answer grouping produced lower
EERs and performed better than the experiment that contained
all answers. However, Experiment 15 is an exception to this
pattern with this experiment resulting in higher EER than that
of its corresponding all answer experiment. Despite this
suggestion, the pattern of lower error rates amongst answer
grouping experiments suggests that the answer groupings
provided the authentication system with information gain that
resulted in higher accuracy.
Fig. 5. The error rate curves (top) and the ROC curves (bottom) of the best
performing experiments for Euclidean and Manhattan distance methods using
RRS cross-validation.

The point of equilibrium occurs at a lower error rate than that
of the Euclidean distance experiment. Also, the area under the
ROC curve is slightly larger in the Manhattan distance
experiment than in the Euclidean distance experiment.
Therefore, the Manhattan distance is the better performing
distance parameter to use for more accurate authentication
results.
B. Answer Group Feature
Grouping by answer is an important feature in this study’s
classification model because it allows the system to match
based on similar mouse movement patterns. This study
hypothesized that grouping mouse movements by the answer
selected in the quiz would result in higher accuracy rates and
lower error rates than including the answer as a feature in the
feature space. The evaluation of the performance of the
dichotomy classifier’s parameters concluded that RRS and
Manhattan distance are the most optimal parameters to use in

C. Overall Evaluation
The two aforementioned studies conducted by Zheng et al
and Hinbarji et al are exemplary studies of successful results
obtained from a mouse movement authentication system. Both
studies were able to achieve low EER, FAR and FRR rates.
Table [8] displays the lowest EER rates achieved by both
studies along with this study’s lowest EER rate using the RRS
and Manhattan distance parameters.

TABLE VIII
BEST EQUAL ERROR RATES AMONGST STUDIES
Study

Classifier

Min. EER

Zheng et al [22]

Support vector
machines (SVM)

1.3%

Hinbarji et al [8]

Artificial neural
network (ANN)

5.3%
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This study

k-nearest-neighbor
(kNN)

24.2424%

*This table lists the best (lowest) equal error rate obtained by the example
studies mentioned as well as this study.

The objective of this study was to achieve a low EER that is
comparable to the low EERs of the example studies’
authentication system. A low EER indicates high accuracy
which suggests that this study’s feature model is a viable
model for authentication using mouse movements. However,
the EERs produced by this study despite using the best
performing dichotomy classifier parameters are significantly
higher than the EERs achieved by the example studies. The
mean EER of this study is 42.8%, which is too high to be a
reliable system for authentication. However, the mean EER of
this study is below 50% and the best EER achieved by this
study is 23%. Therefore, the system developed by this study
can become a reliable authentication system using mouse
movement biometrics with a more refined data collection and
improvements to the classifier algorithm.
IV. CONCLUSIONS
This study developed a system that utilized a custom feature
model and a dichotomy classifier that uses k-nearest-neighbor
to authenticate users based on their mouse movements. The
mouse movements were taken from an existing collection of
quiz recordings. The objective of the study was to achieve low
error rates comparable to the error rates produced by two
highly accurate systems developed in the studies conducted by
Zheng et al and Hinbarji et al. Although the study did not
achieve this objective, the error rates can be improved by
refining the data used for feature extraction and experimenting
with different classifiers and different classification
algorithms.
The data collected in previous studies was not recorded in
consideration for this study. The recorded mouse movements
were recorded as point to point instances instead of a group of
coordinates that can be used as a session. Automation of
answer grouping and feature extraction caused the system to
dismiss data that didn’t fit the feature model. [4] Additional
mouse coordinates and grouping information would be
valuable to this feature model and may provide more
information gain that would reduce the error rates of this
study’s authentication experiments.
One difference between the example studies and this study
that may have influenced the higher error rates is that this
study used k-nearest-neighbor for classification. Zheng et al’s
study used support vector machines and Hinbarji et al’s study
used signature based artificial neural networks. In contrast to
SVMs that works more optimally with fewer samples in high
dimensional space, k-nearest-neighbor works optimally with
many samples in low dimensional space and requires more
refined feature data. The data used in this study is best
described as fewer samples in a low dimensional space. [11]
Therefore, an SVM classifier is possibly a better fit than a knearest-neighbor classifier for the data used in this study.
Although this study was not able to achieve lower error
rates, the study was able to determine that answer grouping
resulted in better accuracy than using all mouse movement
samples with answer as a feature. Grouping by answer

allowed the system to authenticate based on similar mouse
movement patterns. Therefore, recording mouse movements
with a close destination or ending point show promising
results in increasing the accuracy of authentication. This
feature combined with more refined features, data and
classifiers have the potential to produce an authentication
system that is successful, reliable and accurate.
V. FUTURE WORK
In the future, better data collection for feature extraction
and different classification algorithms will enhance the results
of this study. Mouse curvature and inflection points were
included in the feature models of other successful studies but
were not included in this study due to the data restrictions.
This study formatted raw data gathered in a previous study
and grouped answers together for authentication based on
similar mouse movements. Based on the data collected, this
type of mouse movement consisted of a two-point movement
from a button to an answer. This study was not able to utilize
mouse curvature and inflection points because the path from
button click to answer selection was very linear. Additional
mouse coordinates in between the button click and the
selection of an answer will allow for the inclusion of features
such as mouse curvature and inflection points which can
enhance the feature vector and produce higher accuracy within
the authentication system.
In addition to improved veracity of mouse movement data,
future studies should build the mouse movement dataset to
include more samples. This study focused on the structured
quizzes from the Pace University biometrics dataset to
authenticate users. This dataset consists of only 23 different
users. To ensure reliability of a mouse movement
authentication system, the dataset should be tested using
samples from thousands, if not millions, of users.
For future studies, different classification algorithms may
produce more accurate results using this study’s feature
model. The dichotomy classifier used in this study is a knearest-neighbor classifier. Future studies can explore uses
different values for k as well as distance settings for the
classifier’s feature space. Future studies should also explore
using different classification algorithms such as support vector
machines, artificial neural networks, k-means or Bayes
procedures to achieve lower error rates. A different
classification algorithm combined with a larger, tailored
dataset would advance this study and provide a new avenue of
mouse movement authentication possibility.
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Abstract - today, in the growing industry of technology, it is
a critical task to assign teams/groups to projects that would
be effective and productive in order to get a successful
outcome. The assignment of teams becomes a more difficult
task when it comes to forming group of students for projects
because it is crucial to form a diverse group which includes
students with distinct capabilities and interest areas who are
definitely not biased on the basis of friendship. This paper
describes an algorithm designed to bolster auto assignment
of groups to the pre-determined projects that ensures the
suitability of the students to the projects.
Keywords – greedy search, algorithm, top-down approach,
category, skillset, backtracking

I.

INTRODUCTION

Collaborative teamwork is trending and has replaced
independent work. Collaborative work leads to easy
management of time, money, and resources and also
promotes less stress as compared to individual projects. In
the era of education, each student comes with a distinct set of
skills and knowledge, which may lead to excellent results
with shared experience and knowledge. Difficult projects
become easy to tackle because of pooled work [1].
Individuals may face difficulties due to limited experience
while group projects enable the team members to expand
subject knowledge and potential. Discussion in collaborative
work leads to creative ideas and creativity. Independent work
may be fun at times, but, some projects requires vast strength
of distinct knowledge and it is rare that only a single person
has all the strengths needed.
A good team is the first step towards an outstanding
outcome. A bad assignment may lead to poor performance.
A particular skill set is required for each project in order for
it to be executed in an effective manner. It is critical to assign
a group of students who combine all the necessary skills. It is

not feasible to have all students with the same skill set in a
single group. Diversity in the group may result in improved
problem solving tactics, intensified creativity, and seamless
execution of the project. In addition, the personal choice of
students is also an important factor because they will not be
able to put 100% efforts if the project is not of their interest.
Determining the strategy to form teams is a critical task.
There are number of ways teams can be formed. Firstly, the
students can choose their teams on their own. If the students
are allowed to form the groups themselves, it is highly
possible that the groups will be formed on the basis of
internal connections and friendship. Friendship is sometimes
based on gender, ethnicity, race or similar interests. So, this
approach most probably will form biased groups and would
eliminate the chances of learning from students who have
distinct thinking patterns and different backgrounds. The
students who are not very social might be left without any
group. It is likely that the leftover students will have to form
a group of their own, even if they don’t want to, because they
were not accepted by any of the groups formed originally.
This situation can sometimes have an adverse effect on the
confidence level of the leftover students.
Secondly, the professor can assign the teams manually.
If the professor is to decide the groups manually, it will be
very difficult to satisfy every student’s choice and skill set.
Also, the professor will have to spend a significant amount
of time on the assignment and the students may not be happy
with it. This approach is feasible if there are only a few
students and the number of projects is in the single digits. It
is not necessarily the case that all of the students will be
happy with the assignment. The professor will wait to wait
until all the students have submitted their choices to avoid the
repetition of the assignment process. Also, students are likely
to change their preferences. This creates stress at the end
moment. There is a possibility that the students would feel
that the groups are biased.

D10-1

Lastly, teams can also be assigned in a random fashion.
If the assignment is done in a random manner, it may ease the
process. But, it is possible that certain projects may be
assigned a good team and the outcome of the project is
outstanding, but it is also possible that certain teams will not
have the required skills to proceed. For instance, one or two
teams might have sound developers, technical writers, and a
leader while the other teams may lack one or more of the
skills. So, the project may fail due to a lack of adequate skills.
Even after spending a significant amount of time on the
assignment, all of the approaches listed above may lead to a
disappointing outcome of the projects [2]. So, random
assignment is the worst option to assign the groups. Also, this
approach will initially save a significant amount of time but,
later on, the professor will probably spend more time
switching students among groups because there is a good
chance that more students will be unhappy if the assignment
is random.
Auto assignment provides an effective solution to this
problem. A computer program can ease the process and also
take care of all the possible problems listed above. There is a
distinct set of algorithms which can be used to address this
problem. A greedy algorithm is the best fit for the assignment
problem. This paper describes a computer program that was
developed in core Java. The program implements a greedy
algorithm to solve the problem of student assignment. The
assignment is done on the basis of work experience, project
preference, skill set, and location of the student. The program
follows a top down approach and attempts to assign the most
suitable student as the team leader first and then other
students are assigned in the group. The algorithm focuses on
combining students with programming skills, technical
writing skills, presentation skills and local availability. Also,
the program

II.

timings. Since there were courses of computer science with
different schedules, the program focused on the timing
compatibility. For collecting the data, a survey was
performed, which gathered information on students’
schedules, preferences, and levels of familiarity with the
nature of the project they will work on, on a scale of 1 to 10.
The only problem was that all the information provided by
the students had to be computer readable. So, the information
collected had to be entered into a computer readable file. The
program helped with the formation of groups for four years
[1].
Greedy algorithms work best with optimization
problems. A greedy algorithm is effective in providing an
optimal solution to a problem. The traditional dynamic
programming implements a bottom-up approach while a
greedy algorithm is implemented in top-down fashion
according to which it choses greedy options one after
another. Like any other algorithm, a greedy algorithm has
advantages and dis-advantages both. It is very easy to analyze
the runtime of a greedy algorithm as compared to other
algorithms like divide and conquer. A greedy algorithm
provides flexibility to choose the solution that looks best at
the iteration and it is sometimes more efficient than dynamic
programming. It is easy to calculate the time complexity with
a greedy approach. In each stage or iteration, it chooses the
best possible solution.
A greedy algorithm can be broken down into three steps,
which are as follows.
1.
2.

3.

GREEDY ALGORITHM

A greedy algorithm has long been used for assignment
problems both in academic and non-academic settings. In
1994, Chinneck, LaPorte, and Carter developed an algorithm
called EXAMINE to schedule exams on the basis of room
availability. The algorithm followed the heuristic greedy
approach. The algorithm focused on assigning a number of
available time slots and rooms to distinct exams. The
algorithm was developed in such a way that no student will
have more than one exam at the same time. [3] Also, a group
of students at Rutgers-Camden implemented an algorithm
based on a greedy approach in Pascal to assign students to
projects. This algorithm’s assignment was made on the basis
of availability, preferences, and background knowledge of
the subject of the students.
The program provided three possible solutions, out of
which the best one can be chosen with little adjustment so
that all groups will have at least two students with the same

Select – the greedy approach chooses the option
from the criteria and returns its value in output.
Feasibility Check – the algorithm checks if the
selected solution can result in the most feasible
solution.
Solution – it checks if the solution is obtained.

The general pseudo code for a greedy approach can be
written as follows.
FROM n inputs
{
INITIALIZE solution
WHILE n is NOT NULL
{
SELECT element
{
IF feasible
GET element
}
}
}
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A greedy algorithm has several advantages over other
algorithms, such as simplicity (because it is easy to code-up),
and efficiency (because it is easy to implement a greedy
algorithm more efficiently as compared to others). Also, most
of the algorithms focus on making choices based on a global
perspective while a greedy algorithm focuses on choosing the
best local solution. But, it has some challenges too. Coding
up a greedy algorithm is easy, but before the coding is done,
determining the right design for the approach is a critical task.
Despite of the solution not being globally optimal, but it may
be an impressive one despite its being sub-optimal.
Scheduling and assignment problems can be solved easily by
utilizing a greedy approach.
Dis-advantage of greedy algorithms is sometimes a
greedy approach may not lead to the optimal solution.
Instead, it may lead to the worst possible solution as well.
Also, it is a critical task to define the correctness of the
algorithm and when the solution is correct, it is still difficult
to prove that it is correct. But above all the dis-advantages, a
greedy algorithm is an effective solution to any optimization
problem.
Figure 1. Project preferences in Google Form

III.

BACKGROUND WORK

Computer Science and Information Technology
students at Pace University have a semester long capstone
project. It takes the form of a web assisted course. The
students enrolled in this course are required to attend three
in-class meetings during the entire semester and give two
presentations, one at the mid-semester and the other at the
end of the semester.
An online survey tool allows the students to register the
information. Collecting the data directly into a Google form
saves a significant amount of time because no manual data
entry is involved. The information includes student
information such as name, expected year of degree
completion, work experience, location, project preferences,
and expected number of meetings the student will attend. The
students will register their preference on a scale of 1 to 10,
where 1 is the first preference and 10 is the last preference.[4]
This is represented in the following figure.

The form also collects information on students’ skills.
The list of skills is provided by the customer on basis of their
needs in relation to the project. The customers are given a list
of nine programming languages and twelve other expertise
options. They are required to scale each language and each
option on a scale of 1 to 10 based on their requirements. The
customers are required to indicate the number of students
they want in their project. It is not necessarily the case that
all the projects require a team of 4-5 students. Some projects
are a continuation from previous semesters. Such projects
can be completed by a team of two students, or even just one
student. Students may select 3 most suitable skills from a list
of 7 skills, which are Programming, Database, Technical
Writing, Networking, System Design, Web Development,
and Project Mgmt. & Leadership. This information makes it
easy to categorize the student as a leader, developer or a
technical writer.
The students are provided with predetermined options.
This makes the algorithm development easy because the
developer does not need to worry about spelling mistakes and
acronyms. This is represented in the following figure.
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provided is saved in this properties file. So, the user does not
have to enter the details again and again if the same file is
going to be used for the next execution.

Figure 2. Project Skills in Google Form

The student may enter an additional skill. This
information serves as the basis of the algorithm which
assigns the most suitable students to the project.
The same information is converted into an Excel sheet.
This Excel sheet has columns that represent each question in
the form. It has two worksheets, Form Responses and
Projects. The Form Responses sheet contains 21 columns
with the information which the students have entered while
the Projects sheet contains 2 columns which provide
information on project names and the number of team
members who can be accommodated in the project. The Form
Responses sheet is auto generated while the user is supposed
to create the Projects sheet. This excel sheet serves as the
input to the algorithm.

IV.

PROGRAM

In order to run the algorithm, the first requirement is the
data. Input to the program is an Excel sheet described above,
which contains the data extracted by the Google Form which
collects information from students beforehand.
The program is modular and divided into 12 classes. It
contains distinct functions. It manages a configuration file,
which allows the user to manage the number of project team
members, and the category of the students, i.e. developer,
leader or technical writer. Students with skills in
Programming, Database, Networking, System Design, and
Web Development are assigned to the developer category.
Project Mgmt. & Leadership skill falls into the category of
leader and Technical writing skill falls into the category of
technical writer. It also manages information on local cities.
The configuration file makes the program very easy to use
because the user can change the information in it very easily.
This does not require much technical knowledge. Change in
the configuration file does not change the main code at all.
So, even a person with very little technical knowledge can
use the program very easily.
The program also manages the properties file. When the
end user runs the program for the first time, the information

When the program is executed, it checks for the skills
first (focus is on assigning the leader first on the basis of
experience and location) and assigns the category to the
student, which is either leader, developer, or technical writer.
It then checks the preferences of the student and if the project
is available then the project is assigned and if not, it will
check for the next choice of the student. After the entire loop
has iterated, if there is no project available for the student
then it will change the category of the student and repeat the
process until the student is assigned to a project.
The program produces more effective results when each
team is required to be assigned more than four students.
Clearly, when more students can be accommodated in a team,
more students will be assigned to the projects listed among
their first three preferences. When the team leader is not
assigned to a team, the program assigns one fewer student
than the total number of team members expected for that
team. This makes the manual adjustments smoother.

A. READING DATA
Input to the program is the Excel sheet. The program
requires the user to choose the location of the excel file and
the names of both work sheets in the selected excel file as
input. Initially on execution, the program starts reading all
the configurations from the configuration properties file and
saves them into the Java collection object named HashMap.
HashMap works faster when iteration through the complete
list is required. Unlike lists, HashMap is more effective in
locating the elements. It then reads the Excel file and creates
a student object for each student based on individual rows.
For reading the data from the Excel file, the Apache poi
library is used. It is an open source library, which allows the
programmers to integrate java programs with MS Office.
This library allows the display, modification, and creation of
MS Office files. The pseudo code for reading the data is as
follows.

GET location of the excel FILE
READ EACH row
CREATE object of EACH row
PASS student object to ALGORITHM

B. ALGORITHM
As soon as the object of the student is created, it is
passed to the algorithm, which processes the object based on
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the configuration defined in the configuration file. In this
process, the program initially gets all the skills of the student
and assigns the category to the student. For instance, if the
student has development skills then the category will be
developer. If the student has mentioned leadership as a skill
then the category will be leader, but this does not assign the
student as leader or developer of any project. This is just
category assignment.
By default, the program first fetches the category
“leader” and checks if the student has the skill ‘Project Mgt.
& Leadership’. If not, then it checks for technical writing
skills and finally for developer skills. This preference can be
easily changed in the configuration properties file. A good
team will function very well if it has a leader assigned to it.
Without a team leader, the team may fail to work in an
organized way. This is why the program assigns a team leader
first. But, it is quite possible that there are fewer student
profiles with leadership capacities than the number of
projects. For instance, there is a total of 14-15 projects, but
only 9-10 students have work experience and have entered
leadership skill in the skill set. In this case, the instructor can
manually choose the most suitable student from the team as
the leader. The following pseudo code explains the category
assignment.
WHILE Category list is NOT EMPTY

integrated into the program for backtracking. A general
pseudo code for backtracking is as follows.

WHILE there are un-attempted solutions
CHECK the solution
IF the solution can be implemented
SELECT the solution
End IF
END WHILE
The program implements a recursive backtracking
mechanism on the category in order to assign the maximum
number of students to the projects. The first category fetched
is leader. If the student does not fit into any projects despite
having leadership skills, the category is changed to technical
writer. If the student does not fit into any project then the
category is changed to developer. The following pseudo code
explains this.
READ student OBJECT
WHILE Record is NOT NULL
READ Skill Set
ASSIGN Category

Fetch Category
Check SKILLS list
IF match
ASSIGN the Category
Break;
ELSE
CHANGE Category;

WHILE Category is NOT NULL
WHILE Choice is NOT NULL
IF SkillPosition = EMPTY
ASSIGN project to student
BREAK
ELSE
GET NEXT Choice
END IF
END WHILE
GET NEXT Category
END WHILE

END WHILE
The skill set of the student is stored in a list which is
iterated through the list of preferences of the student. The
program checks for the space available in the project. If yes
then the same object is added to that project. If the project
has no space then the iteration moves to the next choice of
the student. This process is continued until the student has
been assigned to a project or until the choice list is empty.
The same iteration is performed for all the student objects.
For any program that involves accessing all the
elements and choosing one, backtracking is the most critical
part. Backtracking allows the re-evaluation of the previous
solutions if an optimal solution is not reached. Nonchronological backtracking is an effective approach because
it retracts the most suitable solution while chronological
backtracking only retracts the most recent solution which
may not be a possible solution. Most of the optimization
problems implement non-chronological backtracking
mechanism. There are different algorithms that can be

END WHILE

C. OUTPUT
Finally, after iteration of all the rows, the program
generates a Json object through HashMap, which has a list of
projects and teams. For output, the program uses html and
angular js. The following figure demonstrates the user
interface of the program.
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V.

RESULT COMPARISION

Manual Assignment of students to the capstone project
is a critical task which involved a considerable amount of
time. Manual assignment allowed 74% of the students to be
assigned to a project out of the first three preferred projects.
31% of the students were assigned to their first preferred
project. 20% and 12% of the students were assigned to first,
second and third preferred projects, respectively. Also, taking
care of the preferences of almost 50 students is tiresome.

Figure 3. User Interface

The user is required to enter the location of the Excel
sheet, the sheet names, and the location where the user would
want to save the output file. The location of the file and the
names of both the worksheets are mandatory input. The
defalult output directory location is displayed and the user
can change it. The user is also given an option to open the
output directory. The configuration which is entered for the
first time can be saved by checking the save configuration
option.
The program iterates through the HashMap list, which
contains projects and teams, and copies all required files in
the temp folder and finally runs an html page with the default
configuration browser of the system. The output page shows
the name of the projects, the number of team members on the
project, and the students assigned to that project. The
following figure shows how the team members on a
particular project are displayed in the output.

This percentage is increased with the program. Also, it
takes only few seconds to generate the output. The program
assigned 79% of the students to the projects out of the first
three preferences. The algorithm assigned 57% of the
students to their first preferred project. 19 % and 3% of the
students were assigned to their second and third preferred
projects, respectively. Each team was assigned five students
except for the team that required only one or two students.
With a little change in the configuration, the algorithm
was able to assign 85 % of the students to the projects out of
the first three preferences. 51 % of the students were assigned
to their first preferred project. 18% and 14% of the students
were assigned to their second and third preferred projects,
respectively. Each team was assigned five students except the
team that required only one or two students. In addition, the
program saves a significant amount of time that the professor
had to spend on assigning the teams to the projects at the
starting of every semester.
The program works more effectively as number of
projects and the number of students to be assigned to the
projects increases.

VI.

CONCLUSION

The output of this project is a computer program
developed in core Java. It aids the student assignment to the
projects.
It attempts to assign the students based on their
choices but the final solution may need a little revision [to
adjust the compatibility of the group. The program assigns
the groups effectively. Depending on the configuration,
sometimes there are few students who are not assigned to any
projects. The list of the leftover students and their project
preferences is amended at the end of output, which makes the
manual assignment of those students an easy task.

VII.

Figure 4. Output screenshot

FUTURE WORK

The current algorithm does not take the timestamp
variable into consideration. The future versions of the
algorithm can incoporate a logic on timestamp variable and
make the algorithm more refined, which may result into an
effective outcome. Also, it will be fair to assign a project to
the student who has given the preferences earlier. The current
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link to the preferences form allows the students to give
preferences more then one time. The algorithm can include a
mechanism that eliminates duplicate students on the basis of
timestamp.

manual efforts which are needed with the current version of
the algorithm.

Also, the program does not implement any backtracking
mechanism on leader assignment. The future version of the
algorithm can incorporate refined logic for the assignment of
leader. The future version can focus on eliminating the little

.
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Abstract— Every device added to the Internet of Things is an
additional point of entry for hackers and a security risk to
consumers. Wearable devices in particular create a vast amount of
personal data which needs to be protected. The Technology
Acceptance Model shows how users may come to use and accept
new technologies by measuring perceived usefulness and perceived
ease of use. This study uses survey results to gauge consumer
concern regarding data security for wearable devices, and
explores whether these security concerns can be successfully
accommodated into the Technology Acceptance Model.

Perception plays a large role in the choice of the consumer as
to whether they ultimately purchase a wearable device. The
Technology Acceptance Model (TAM) delineates these
perceptions into two categories: perceived usefulness and
perceived ease of use. Our goal is to explore the functionality
of TAM to determine in what way perceptions of data security
issues could play a role in that model, and additionally what role
that concern may have with consumer perceptions. We will
accomplish this by performing a survey and tabulating the
results to determine what impact, if any, concerns of data
security have on consumers of wearable devices.

Index Terms— Technology Acceptance Model, Wearable
Devices, Data Security, Internet of Things.

I. INTRODUCTION
Commercial wearable computing devices have become part
of mainstream culture. With one in six Americans currently
using a smart watch or fitness tracker, wearable technology is
becoming increasingly ubiquitous. It is predicted that 19 million
fitness devices will be sold worldwide in 2016 and by 2018 that
number will reach 110 million sold [11]. Starting with the FitBit
for fitness tracking, through the Samsung Gear and Motorola
Moto360 which give text, email, weather, and many Android
Wear apps, to the Apple Watch with Apple Pay NFC capability
on the wrist, there is an almost overwhelming choice of
products available on the consumer market.
One of the popular claims of all these devices is that they will
promote good habits: better fitness, better nutrition, breaking
bad habits, being on time and informed. This is done through a
combination of reading a number of different behavioral and
physiological sensors on the "smartwatches", and software
released by the smartwatch distributors and independent app
developers: Google Fit, Apple Health, Microsoft Health. One
argument for the advantages of smartwatches over smartphones
in this area is that the smartwatch is in constant contact with
your skin and sensor information can be read continuously.
Also, haptic feedback (vibration) to get your attention is more
effective on the wrist than on a phone. Smart devices are an ever
increasing consumer product with remarkable potential for
users.

II.

BACKGROUND

Smartwatches are one of the latest developments in the
evolution of information technology wearables and have a
seemingly infinite number of apps to increase functionality.
One popular application is the delivery of text messages and
call notifications to the smartwatch. In a time when the average
connected individual is part of 22 phone calls and 23 messages
every day, the utility of having notifications readily available
on one’s wrist is of ever-increasing importance [3].
Smartwatches are also being used to increase quality of life for
dementia patients [3]. Smartwatches and wearable devices are
used in myriad applications in different markets.
The market for the technology of wearables is growing. IDC
(2015a) predicts the worldwide market for wearables will reach
more than 111 million units in 2016, an increase of 44%
compared to 2015. More than eighty percent of these devices
will be wrist-worn, i.e., smartwatches or smart fitness watches.
A trend analysis in the search engine Google reflects a
tremendous increase in searches for “smartwatch” and related
terms, supporting the results of the market research. The
increase in the amount of apps offered for smartwatches, such
as 10,000 for the Apple Watch and more than 4,000 for
‘Android Wear’ also supports this research (Curry,2015).
Although reports have forecast an increased demand for
smartwatches in the future, the market has begun to cool off as
consumers become impatient with the technology’s lack of
distinct capabilities, such as LTE connectivity and device
specific apps. Consumers desire that smart watches needs to
have three specific qualities: good functionality, stylish
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appearance, and a relatable product line [5]. Is this what actually
drives the adoption of smart devices? Previous technology
acceptance research developed various frameworks to study
consumers’ acceptance of new technology, such as the
technology acceptance model, (TAM) (King&He, 2006).
However, seemingly no research has been done to study
smartwatches through the lens of TAM and the effect of data
security perceptions on wearable device acceptance.
2.

Technology Acceptance Model

Research on technology acceptance models started in the
1980s. One of the most prominent models in this area was the
technology acceptance model (TAM), which was developed by
Davis (Davis, 1989). TAM was derived from the theory of
reasoned action (TRA; Ajzen & Fishnein, 1980). The model
explains the acceptance of technology through measuring
individuals’ intentions to use a technology and determining
factors. Holden and Karsh (2010) point out that in order to
promote technology acceptance and even increase technology
use, knowing which of the factors negatively influence
technology acceptance would help organizations to better
control those factors.
TAM defines behavioral intention or acceptance by two
important factors: perceived ease of use (PEOU) and perceived
usefulness (PU). Perceived usefulness is defined as “the degree
to which a person believes that using a particular system would
enhance his or her performance” Perceived Ease of Use is
defined as “the degree to which a person believes that using a
particular system would be free of effort,” (Davis, 1989).

The second type of application which poses a considerable
data security risk are, counterintuitively, the very apps which
advertise themselves as specifically dedicated to preserving
user privacy. Snap Chat is a clear example of this, having long
claimed that it is dedicated to anonymity and user-data
protection, and yet was subject to multiple information leaks.
Additionally, applications like Snap Chat lure users into a false
sense of security, which in turn prompts users to allow more of
their information to be used without realizing the complete
details of a company’s privacy policy.
Wearable devices exaggerate these problems, because their
applications run in the background of a device, constantly
drawing in new information about a user whether or not they
are actively using it at that time. Another problem is that these
applications are being used in real time. Consumers no longer
rely on a stationary desktop computer, or occasionally checking
in on a previous mobile device, devices are now worn and used
on the go. This creates a considerable volume of data and
metrics on each user, and all of this data must be kept secure.
In addition, few people will read the privacy policies that are
associated with their wearable. Failure to do so results in the
user being unaware of how their wearable device stores,
manages and protects personal information [12].
The data that is collected through wearable devices such as a
Fitbit or smartwatch means that there are tangible risks
involved. If this data is carelessly stored, and then stolen
through a data breach and sold to an unscrupulous organization
that is willing to use that data to access health risks, a consumer
could possibly face steep increase in health insurance. This risk
is so real that some companies are opting to protect themselves
by buying data breach insurance. This also opens the company
to a potential lawsuit from customers who believe their data to
be held at a high level of security [17].

Figure 1: The Technology Acceptance Model

Both PU and PEOU influence the attitude towards use of
technology (ATT) which in turn influences the behavioral
intention to use (BI). The only difference is that PU has a direct
effect on BI. The model highlights a causal relationship of
PEOU on PU (perceived ease of use is shown to affect
perceived usefulness). In the model, BI or acceptance will lead
to actual use (AU). However, compatibility has a significant
effect in consumer technology acceptance decision (Rogers,
1995). Compatibility to the degree by which an innovation is
seen as consistent with existing values, past experiences, and
needs of potential adopters impacts technology acceptance [16].
3.

gather information about a user. Some examples are social
media applications such as Facebook, which skillfully endeavor
to draw as much information about their users as possible. This
can be advantageous for both users and companies by users
getting more involved with their network and companies get
more information to sell to advertisers.

Applications and Security

There are two kinds of applications which give particular rise
to consumer security concerns. The first kind is designed to

With the growing fear of data security breaches as each new
item is added to the vast landscape of the Internet of Things, it
is increasingly important to develop a clear understanding of
whether a TAM model can successfully accommodate
consumer concerns about data security within the categories of
PU and PEOU, or whether another model must be utilized.
III. METHODOLOGY
The main goal of the survey was to gather baseline data to
identify the genders and ages of the respondents, assess their
initial levels of interest in wearable fitness devices and level of
concern about data security, and ask questions relevant to how
data security risks might alter their desire to use a wearable
fitness tracker. Two questions are repeated at the beginning and
end of the survey in order to assess whether the process of
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taking the survey was enough to alter interest in wearable
fitness trackers and/or level of concern about data security.
A. Question Formatting:
The survey was constructed utilizing the BRUSO method of
survey construction. BRUSO stands for Brief, Relevant,
Unambiguous, Specific, and Objective. Brief surveys are
succinctly worded and short in length to maximize subject
completion rates. BRUSO was accomplished by constructing
terse questions and narrowing down the questions asked to a list
of the twelve most important to our study [13].
B. Data Collection:
We utilized both our social networks and the collection
features of the internet survey website Surveymonkey to
acquire a sufficient population sample encompassing all target
age ranges (18-70+) and a solid sample of each gender (55%
male and 44% female). The respondents were given closed
answers to each question and we had an abandon rate of 13%
which is reasonable.
C. Survey Questions:
1. What is your gender? (Female, Male)
2. What is your age? (18 to 24, 25 to 34, 35 to 44, 45 to 54, 55
to 64, 65 to 74, 75 or older)
3. Do you own a wearable fitness tracker (Fitbit, Samsung Gear,
Garmin Vivofit, Apple Watch, Bodymedia Fit, ect.)? (Yes No)
4. How interested are you in purchasing a wearable fitness
tracker? (Uninterested, Somewhat Interested, Interested, Very
Interested, Extremely Interested)
5. How concerned are you with the security of your data?
(Unconcerned, Somewhat Concerned, Concerned, Very
Concerned, Extremely Concerned)
6. If you heard that a wearable fitness tracking company had
one data security breach in the past twelve months where no
personally identifying information was taken (i.e. name,
address, location data), how likely would you be to purchase
that brand today? (Much less Likely, Somewhat Less Likely,
Equally Likely, Would Purchase a Different Brand, Would Not
Purchase Any Brand)
7. If you heard that a wearable fitness tracking company had
one data security breach in the past twelve months where
personally identifying information was taken (i.e. name,
address, location data), how likely would you be to purchase
that brand today? (Much Less Likely, Somewhat Less Likely,
Equally Likely, Would Purchase a Different Brand, Would Not
Purchase Any Brand)
8. If you heard that a wearable fitness tracking company had
multiple data security breaches in the past twelve months where
personally identifying information was taken (i.e. name,
address, location data), how likely would you be to purchase
that brand today? (Much Less Likely, Somewhat Less Likely,
Equally Likely, Would Purchase a Different Brand, Would Not
Purchase Any Brand)
9. To what extent, if any, do you feel data security impacts the
ease of using fitness trackers? (Does Not Impact Ease of Use
(0) - Significantly Impacts Ease of Use (100))
10. To what extent, if any, do you feel data security impacts the
usefulness of fitness trackers? (Does Not Impact Usefulness (0)

- Significantly Impacts Usefulness (100))
11. How concerned are you with the security of your data?
(Unconcerned, Somewhat Concerned, Concerned, Very
Concerned, Extremely Concerned)
12. How interested are you in purchasing a fitness tracker?
(Uninterested, Somewhat Interested, Interested, Very
Interested, Extremely Interested)
IV. RESULTS
The survey accumulated 104 complete responses. Gender of
responders was skewed slightly in favor of females. The ages
of those surveyed was well balanced across all age ranges.
Figure 2: Question 1 Responses

Figure 3: Question 2 Reponses

Thirty-one responders owned a wearable fitness tracker,
while 73 did not own one. Half of those surveyed were not
interested in purchasing a wearable fitness tracker, while the
other half varied in their degree of interest.
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Figure 4: Question 3 Responses

Figure 7 Question 12 Responses

Figure 5: Question 4 Responses

The question in Figure 5, “How interested are you in
purchasing a wearable fitness tracker?” was one of two
questions asked both at the beginning and the end of the survey.
The purpose of this was to determine if the act of taking the
survey and thinking about data security would be enough to
change the degree to which a respondent might be interested in
purchasing a wearable fitness device.
Figure 6 Question 4 Responses

Those surveyed were asked the question, “How concerned
are you about the security of your data?” both at the beginning
and end of the survey. The purpose of this was to determine if
the process of answering questions and thinking in general
about data security issues would decrease the level of interest
in those responding. The results ran counter to this hypothesis,
with nearly an identical level of interest at each level, and a
slight uptick in moderate levels of interest. In general, as shown
in figures 6 and 7, the results were nearly identical suggesting
that data security fears do not have a strong impact on product
interest.
The other question that was asked twice, was question five
and eleven, “How concerned are you with the security of your
data?” Eight percent of responders moved their votes from the
unconcerned/somewhat
concerned
range
into
the
concerned/veryconcerned/extremely concerned range. This
was a significant enough number where it does appear that
simply contemplating data security risks does appear to
increase the level of concern about data security in some
responders.
Figure 8: Question 5 and 11 Responses Line Graph

How concerned are you with the
security of your data?
40
20
0

Question 5
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Question 11

Figure 9: Question 5 and 11 Responses Radar Diagram

occurred in the past twelve months which released PII, the
numbed dropped still lower to just 4.81% of responders
planning to still buy their chosen product. Correspondingly, the
percentages of responders who would not purchase any brand
increased from 17%, 25%, to 33% for those same three
scenarios. These data trends suggest that data security does
have a measurable impact upon technology acceptance for
consumers.

How concerned are you with the
security of your data?
Question 5

Question 11

Unconcerned
40
Extremely…20
Somewhat…
0
Very…

Figure 11: Question 6 & 8 Responses
One Security Breach (No PII) Multiple Security breaches (Inc. PII)

Concerned

The next set of questions, questions 6-8, explore customer
purchasing response to data security breaches for wearable
fitness trackers. In Figure 10, a line is plotted for each of the
three breach scenarios which were presented to responders. In
the first scenario, the company they are planning to purchase
from has had one data breach in the past twelve months in which
no personally identifying information (PII). In the second
scenario, one data breach occurred in the past twelve months
where PII was released. In the third scenario the company has
had multiple data breaches in the past twelve months where PII
was taken.

Figure 10: Question 6-8 Responses

Likelihood of Purchasing
Intended Model
of Wearable Fitness Tracker
50
40
30
20
10
0

Much Less Somewhat
Likely Less Likely

Equally
Likely

Much Less Likely
Somewhat Less Likely
Equally Likely
Would Purchase a different Brand
Would Not Purchase Any Brand

13
23
41
9
18

34
8
5
23
34

Questions Nine and Ten relate the most directly to the TAM
model. Question Nine asks about PU and Question Ten asks
about PEOU, both in regards to data security. In Question Nine,
the survey asked, “To what extent, if any, do you feel data
security impacts the ease of using fitness trackers?” and
Question Ten asked, “To what extent, if any, do you feel data
security impacts the usefulness of fitness trackers?” Responses
were given on a 100 point scale where 0 represented no impact
and 100 represented significant impact. The results for Question
Nine were a mean of 32 and a median of 18. The results for
Question Ten were a mean of 36 and a median of 24.5.

IV. CONCLUSIONS
We believe that the results regarding PU and PEOU in
questions nine and ten, as well as the data trends across
questions six – eight, show that data security has a moderate
level of impact on technology acceptance for consumers and
does affect their behavioral intention to use. Data security
concerns affect Perceived Ease of Use, Perceived Usefulness,
and Attitude Toward wearable devices. As such, data security
becomes a significant factor to take into account when
modelling user acceptance of wearable fitness trackers.

Would Would Not
Purchase a Purchase
different Any Brand
Brand

Figure 12: Data Security & TAM for Wearable Devices

One Security Breach (No PII)
One Security Breach (Inc. PII)
Multiple Security breaches (Inc. PII)

Responses clearly trended towards “much less likely” and
“would not purchase any brand” in correlation with the
increasing levels of data breaches occurring. Initially, 39% of
responders were equally likely to purchase their favored
product regardless of the security breach, however in question
seven when that data breach included the release of PII, this
number dropped to 12.6%. Finally when the third scenario was
presented in question eight, where multiple data breaches had

Although scope did not allow for a further exploration of how
data security regarding wearable devices could be incorporated
into models like TAM2 and UTAUT, we see this as a promising
avenue for future studies.
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Automated Team Assignment System using
Greedy Algorithm for Efficient Student Group
Formation
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Abstract – Capstone courses are increasingly used
in educational institutions as part of graduation
requirement. Students come from diverse
backgrounds and with different skill sets or
differing levels of specific skill sets. Different
combination of skills in individual groups benefits
each member. It is difficult for a faculty to form
student groups with perfect combination of skills
for individual projects. This study proposes a
system that will automate the process of group
formation based on student skills, project
preferences, and individual project requirements.

scholarship). And success in such project ensures
continuation of sponsorship.
Secondly, the students gain more knowledge from the
project. Appropriate combination of skills helps them
learn different skills from each other.
Different approaches, however, are used by different
Institutions for group assignment [1].
a)

Team members are selected by the faculty
manually based on inspection of project skill
requirements and student skills.
b) Allowing students to form their teams. This
approach may not be best way to form teams
all the time because instead of choosing
themselves based on their skill match they
could form themselves with personal
preference (friendships).
c) Using an algorithmic process to assign
groups that is a best match for all students.

Index Terms: Capstone course, Preference, Greedy
Algorithm, Best Match, Fit Score, Optimize.

I.

INTRODUCTION

Some educational institutions require capstone
projects to be completed by a team of students [2].
Large projects especially capstone projects require use
of all aspect of the learning to implement in projects.
Successful team formation is a rigorous process, as it
requires knowledge of project requirements (different
kinds of skills), as well as student skill set.
In many cases, the projects are multi-disciplinary and
hence different types of students need to participate in
such projects with varied skill sets.
An appropriate team formation is crucial from two
different aspects. First, students have their skills and
preferences. Usually students prefer to select projects
for which they are capable of doing the tasks and
having appropriate skill levels. If students are assigned
to a project that matches their skills, then the outcome
of the projects are better [3]. Some capstone projects
have clients from a company or organization, and they
sometimes provide sponsorship (in the form of

Selecting group members using the first method as
described above is a tedious process. The faculty has
to engage and spend significant time for inspection
and team formation. There could be big imbalance in
different teams in terms of skills. Also mismatches
could occur between student skills and project
required skills. The main objective of collaborative
learning –complementing different skills from
different students to generate maximum output – may
not be met.
The second method may not give best results either.
Although students select projects based on their skills
and interests, sometimes students select team mates
based on their friendship or personal suitability. In
some cases, students become unassigned to any group
– no one showed interests to make them team members
or they did not try themselves to involve with others to
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form groups. Sometimes some minority students form
groups with each other only, because they themselves
become leftovers and only choice left for them is to
form groups by themselves [13].
To avoid such problems, it is best way to use an
automated system to assign students to different teams
based on the skills and project requirements. The
faculty could also overwrite (make minor adjustments)
to assignment using his/her own judgment.

II.

It is very difficult to satisfy everyone (faculty and
students) with the optimal solution generated by the
system. Everyone involved – faculty and students –
might have nonmatching goals even sometimes with
conflicting goals and values.
It is very difficult to come up with a solution that
satisfy everyone. An ideal system would be that which
satisfy everyone in such a way that it would be
perceived by everyone as the best possible match with
minimal compromise in either side. Everyone would
have a satisfaction because the system gave best
possible output.

BACKGROUND

Approaches to Team Assignment
There are different approaches to team assignment –
fully automated process using all possible criteria, e.g.
student skills, skill level, student’s project preferences,
and student’s diversity, and semi-automated process
using student’s skills and project’s required skills. In a
fully-automated process, allocation is formulated as an
optimization problem and use a program to search for
an optimal solution, where optimal means that the
solution satisfies all constraints (e.g. the number of
students on each project) while minimizing a cost, like
violations of student preferences, or maximizing a
complementary benefit.
There are some limitations to the approach [3]:
• It requires all parameters to be stored for processing
by the program. Such approach could be easy with
capturing hard data, like student skills as entered by
the students. But it would be difficult to assess other
information, like student’s personalities and attitudes.
• It requires all kinds of parameters to be captured and
in such way that it could be calculated numerically.
This results in achieving some of the goals like
assigning students to their preferred projects, but
becomes very difficult to form teams with perfect
combination of skills.
• There could be conflicting goals, and it requires to
balance among those goals to achieve optimal result.
Unfortunately, there is no general method or guideline
for such balancing procedure. It is possible to achieve
the goal by selecting a specific criterion unanimously
only.
• It also requires to be trusted by all participant.
Everyone should accept the fact the result of such
system generates optimal output. It is only possible if
the results of such system match participant’s expected
outputs.

Previous works
Dyer and Mulvey [8] worked on group assignment
problem which may be considered one of the first
studies on the topic. They used faculty and student
preference in a balanced way, although heavier
preference was given on faculty’s choice. The study
mainly focused on a faculty’s capability of conducting
courses under certain constraints such as available
time slots and number of courses to be taught.
The other approach to assign students to groups
focused on student diversity, each group with student
composition of maximum possible diversity, and also
minimize difference among groups. The two
approaches, however, produces same output [11].
Beheshtian-Ardekani and Mahmood used a method to
balance student experience by making total scores of
the groups as equal as possible. They used greedy
heuristic algorithm to implement that. The results
were, instead of being efficient, gave not so optimal
results [7]. Weitz and Lakshminarayan [9] also
worked on creating groups with student’s maximized
difference in the groups. They also used heuristic
approach to attack the problem. They used VLSI
design problem. Their results show that the group
totals were ensured but the balance in individual
groups did not. In one group students were of equal
skills with total that is equal to another group total
having very low and very high skilled student
combinations. So, pedagogical goals could not be
achieved.
Baker and Powell [11] came up with some
optimization functions to ensure maximum diverse
groups. They used optimization being used in the
industry to use in student assignment problem. The
end result is that the group diversity were ensured in
those methods but not optimized in pedagogical sense.
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Very little software implementation has been seen
regarding this kind of team formation problem, there
was a system, however, developed and used at
Rutgers-Camden taking care of diverse students
having diverse schedules [15]. A PASCAL based
software was developed and used over four years.
Although the software used mainly student time
schedules, relevant experience and preference were
given less priority.
III.

METHODOLOGY

The objective of the system is to develop a process to
optimize group assignment of students. The system
will also reduce time for team assignment work of the
faculty. The system will take care of the common
issues of time consuming team assignment, improper
combination of skill sets in individual projects.
The new system is intended to be more automated
version than collecting data via google forms and
putting into excel sheets. The Web based interface,
after deployment on the server, will facilitate
capturing student survey data through web browsing
and registering into the system. The faculty will also
be able to enter project data and client data into the
system.
Students will provide data along with self-assed skill
level (0 to 10), and project preference. The following
are the sample data that the students will provide.
a)
Domain
skills
–
Requirements
Specification/Business Analysis, Web Design, Web
Development, Database design/Development, System
design, Network engineering, AI/Pattern recognition,
Data Science, Quality Assurance/Testing, and
Academic research/writing.
b)
Technical skills - Java, C#, PHP, Python,
Swift, HTML, CSS, JavaScript, ASP.NET, SQL,
MySQL, SQL Server, and Mobile development
(Android and iPhone).
c)
Student preference for five projects.
Individual projects will also have required skill sets
and skill levels. Faculty will give input to those data.
The skills data are not fixed, it will be varied semester
to semester. When faculty first enters project
information for a specific semester for a specific
course, the list of skill set is entered in the system
(saved in database). Only those skill sets will be shown
on the student survey page.

Utilizing the project and student data, the system will
make group member assignment by utilizing greedy
algorithm approach. The system will make scores for
individual student’s suitability for different projects by
matching the skills with each project’s required skill
sets (fit score) as well as his/her project preference.
The algorithm will use weighted fit score [2] for each
skills required by the project by using multipliers as
shown in the following table. The skill level will be
multiplied with the preference multiplier to find the fit
score.
Preference
1st Choice
2nd Choice
3rd Choice
4th Choice
5th Choice

Multiplier
1.25
1.20
1.15
1.10
1.05

The percentage array will be applied to the skill level
as input by the student in survey data to generate
weighted value to apply matching skill level for each
project.
The system will run recursively, and in the first run
system will assign best matches to individual projects.
Hence, in the first run, the system will assign
minimum number of students in each project. The
process will continue with the remaining students until
all students are assign to projects. In the second and
subsequent runs, student with lesser skills (fit score)
will be chosen. A student could only belong to only
one project for a specific course.
The algorithm will run with project information, skills
information, and student information.
Step 1 -Select minimum team members for each
project:
Loop through all students
For each project, select one
student for each project from
student’s skill data and
preference data based on best match
(multiplication of skill and
Preference multiplier)
End Loop
Step 2 – Select one student having soft skills for each
project:
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Loop through all students
For each project, check if already
selected students have soft
skills. If found, do nothing.
Else,
select students from students
table based on soft skill plus
Preference (each project with one
student having communication
skill)
END Loop
Step 3 – Fill the teams with remaining students:
Loop through all student
If all the students are exhausted
in one run, then end.
Else, run the process again for
remaining best matches. Continue
until all best matches are assigned
to projects with maximum limit of
members for every project.
End Loop

The system will be build step by step. In the first
version, the only focus was to develop basic data entry
facility and come up with main algorithm for assigning
students to teams.
The front end of the application is based on HTML,
CSS, and JavaScript. The back-end classes for data
access and algorithm implementation is developed
with C# language.
The general architecture of the system consists of three
tiers – presentation tier (rendering user interfaces),
business tier (implementation of business logic), and
Data tier (for data access components). The following
figure shows the general architecture of the web
application:

System Architecture
The system is a web-based application based on
ASP.NET MVC framework (Figure 1). The reason for
selecting this architecture is to develop a stable web
app which would be easily deployed and leaves option
for future scalability. The web based applications
allow user to interact with the application using
browsers on their machines. The advantage of web
based application is its availability. It can be accessed
by any one from anywhere with internet connection.
The web application has been designed as 3-tier
architecture - web client, web application server, and
back-end database system. The project is intended to
be a user-friendly web-based application that
automates the student group assignment.

Figure 2: Web Application architecture [16]

Figure 1: ASP.NET MVC Architecture

The first version of the system has been built with
simple interface for enabling easy data entry and
producing team assignment report.
The system consists of following components:
• Web Interface with components for – a) sign
up and log in to the system (to be developed
in the next version), b) Web-based survey
form for entering student information, c)
project information screen to enter project
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•

•
•

information (project names, required skills,
and required number of students)
d) Client information screen to enter project
client information
Back-end classes for processing survey data
and project data and saving to database table,
processing team assignment algorithm and
save in database table as well as displaying
results on request of the user
Web-based interface showing the results of
team formation
Database with candidate team member
information, project information, client
information, and generated team information.

The index page:
This is where the users will first visit (students or
faculty). The main page will show log in or register
option. A new user will be asked for sign up or
register. After registration (with user name/email
address and password). For students, the role will be
assigned to student role, the faculty user will be
assigned to faculty role with appropriate authorization.
Faculty will be given special invitation for log in with
initial password by the admin. The log in data and role
data will be saved in the access database. (The
registration option for the new users will be available
in the next version of the system).
Home Page:
Based on the role, the user will be shown appropriate
pages. The home page will show student survey data
entry form for students, and faculty will be shown
Project and Client information entry page. (Role based
authorization to specific function will also be available
in the next version of the project).

Figure 3: Flow chart diagram of the system

Web Interface
The web interface will collect team member input
having three parameters (technical skills, soft skills,
and project preference) and display project teams
formed.
The register and log in pages will manage users and
roles (student, and faculty) and give appropriate
permission and links to pages.
The web based system will provide authorization to
specific user (professor) to run the different processes.
System will make calculations with the data from the
database and generate result as a report on the web
page.
The web interface is based on HTML, CSS, and
JavaScript. The system will be accessible using any
web browser – Internet Explorer, Chrome, or Firefox.
The site navigation is as follows:

Student Page:
Student page consists of following sections • Student survey – students will enter semester and
course information, then students will enter skills
along with skill level from the list shown (the list
of skills will be available as faculty enters project
information data with required skills). Students
will also enter project preference data for 5
projects from the list shown.
• Update survey – students will be able to modify
the survey data they entered.
• View teams – students will be able to see the
teams with students assigned. They can identify
their own team from the report.
Faculty Pages:
Faculty page will consist of Manage Project, Manage
Team, Manage Client, and Manage Students links.
Manage Project:
• Enter Projects – faculty will enter project
names, skills needed for each project. The list
of skills will be saved in the database and will
show up in the list of skills in student’s page.
• Update projects – option for updating
previously entered project data
• Delete projects – options for deleting projects
wrongly entered
• View projects – to view all the projects
entered.
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Manage teams:
• Create teams – faculty will create teams for
the specific semester and course to be filled
with students with the algorithm
• Modify teams – for modifying team
information. Faculty could also redistribute
students among teams after the automated
algorithm populates the teams. (The option
will be available in the next version of the
project).
• View teams – for viewing the teams created
and modified by the faculty.
Manage Students:
• View student survey data – for viewing all the
data for the students filled out so far
• View student list – for viewing all the
students registered so far (including those not
completed survey yet).
Manage clients:
(Client information entry will be available in the next
version of the system).
• Enter client - for entering client data and the
projects they are client of
• Update client – for updating client
information previously entered
• Delete client – for deleting client data
wrongly entered or not available for a project
• View client – for viewing all the client
information as a report.
Following figure shows web page for collecting
student information (to be filled by each student):

Figure below shows the sample screen for other skills
Other Skills
Select your skill level for the following between 0 and 10, 0 being
no skill and 10 being exert.
0 1 2 3 4 5 6 7 8 9 10
Skill Name
Communication
Presentation
System
Analysis
System Design
Academic
Writing
Leadership

Figure 5: Soft skills entry page

Figure below shows web page for entering project
information:

Figure 6: Project information entry screen

Figure below shows sample screen for entering client
information (to be implemented in future version of
the system)
Client Information: Enter client information
Client
Project
Project
Email
Name
Name
Description

Figure 7: Client information entry screen

Figure below show generated group report

Figure 4: Project and skill data entry screens
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Address

Students
Name
StudentId
firstName
LastName
EmailId
Seemster

Data Type
Int
varchar
varchar
varchar
int

Projects
Name
ProjectId
Title
CourseId
NumberOfStudent
ClientId

Skills
Name
SkillId
StudentId
ProjectId
SkillDetails
SkillLevel

Figure 8: Team Assignment Report

Data Type
Int
varchar
Int
Int
Int

Constraint
Primary Key

Constraint
Primary Key

Foreign Key

Data Type
Int
Int
Int
Varchar
Int

Constraint
Primary Key
Foreign Key
Int

Name
ClientId
ProjectId
ClientName
ClientMail
ClientAddress

Data Type
Int
Int
Varchar
Varchar
varchar

Constraint
Primary Key
Foreign Key

Groups
Name
GrpupId
ProjectId
ProjectName
StudentName

Data Type
Int
Int
Varchar
varchar

Constraint
Primary Key
Foreign Key

int

Clients
Data Model:
Data model focuses on what information should be
stored in the database for the functioning of the
system. So data modeling is performed as the first
stage of the database development. During the
requirement analysis phase of the system, all required
data is identified. An ideal data model accommodates
enough data to support current system as well as future
scalability of the system.
MS SQL Server database will be used to store project,
client, and student information. The generated student
groups for projects will also be stored in the database.
The users and passwords will be stored in the database
table.
List of tables in the database:

Preferences

Users
Name
UserId
Password
Role

Data Type
Int
Varchar
varchar

Name
StudentId
ProjectId
PreferenceNumber

Constraint
Primary Key

Data Type
Int
Int
Int

Constraint

Following figure shows (proposed) final version of
Entity – Relationship diagram for the system.
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GreedyAssignmentManager.cs – greedy algorithm
class to assign students to projects.
IV.

Figure 9: Entity-Relation diagram

In the current version of the system projects and
students tables were used. The implementation of the
tables in SQL Server is shown in the following figures.

Name
ProjectId
Size
SkillWeights
SkillsRequired
Title

Data Type
Int (Primary Key)
int
nvarchar(MAX)
nvarchar(MAX)
nvarchar(MAX)

Figure 10: Projects table

StudentId
HasSoftSkill
Name
ProjectId
ProjectPreferences
SkillLevels
Skills

Int (Primary Key)
bit
nvarchar(MAX)
Int (Foreign Key)
nvarchar(MAX)
nvarchar(MAX)
nvarchar(MAX)

RESULTS

To verify the validity of the system, forms will be
distributed (in excel format) to students to make the
survey, i.e. input their skills and skill levels, project
preferences. The faculty will also be given an input
form (in excel format) to input the project lists and
required skills and skill levels for each project. The
faculty could manually distribute the students among
the projects to create groups for each project using the
same logic as proposed. While creating student
groups, the algorithm will be strictly followed instead
of subjective judgments. Although faculty could have
his/her own understanding of individual students, for
the sake of testing the algorithm, the steps will be
followed only with the algorithm. After the manual
process is complete, the same data will be used in the
system.
After running the process, system will generate report
with the student groups for the project. If the two
results match (manual distribution list and system
generated) then we could be confirmed that the system
works.
The student survey data has been collected through
web forms of the system, and projects data for the
current and previous semester were available.
For the testing of the developed system, sample data
from the previous semester were input through the
input screens. After running the process, the results
were available through web interface. The results were
compared with the teams that could be come up
manually following the steps of the algorithm. The
tests showed similarity of the outcome. Hence it could
be concluded that the team assignment algorithm
could be used in assigning students to projects in
future capstone projects.
It should be noted here that although the two results
give same result, still it is worthwhile to use the system
for group assignment tasks, because manual
assignment process is a laborious work that requires
faculty’s involvement of time and effort. The system
will reduce the extra burden of the faculty of time and
concentration for these kinds of jobs.

Figure 11: Students table

Main Classes:
Projects.cs – to process and save projects data
Students.cs – to process and save students data
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V.

CONCLUSION

The proposed group assignment system will take
project information as entered by the faculty and
student information through web-based interface. The
system will calculate the assignment with those data
using greedy algorithm.
The automated group assignment system will reduce
faculty’s work and also it could be expected that
student satisfaction will also be higher as student’s
preference is also taken into consideration.
The Team assignment system performs the job of
automated group assignment fairly accurately. This
system could be used for group assignment of future
capstone projects along with overriding options.
VI.

FUTURE WORK

The system has options to fully implement the user
registration and authentication of appropriate users.
Also, the student survey screen and project screen
need to be developed to further validate entered data
for accuracy.
The database could also be expanded so that the skill
sets will not be static, rather depend on project
information entry. From the entered project
information, the system will identify required skills for
the project for the specific semester.
Moreover, Group assignment algorithm could be
applied to non-academic settings also. Group based
work is common in workplace settings. The system
could be extended to accommodate team assignment
tasks in industry setting or administrative task
assignment processing. The same algorithm with
slight modification could be used in different kinds of
team formation problems. Engineering projects, for
industrial production system, and many operational
jobs require appropriate team assignment among
sections. People of diverse skills and skill levels are
usually employed in such works. Use of such system
may also reduce the risk of unfairness and reduce the
limitations of subjective judgments for team member
assignment.
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