
 

Abstract— Security breaches associated with identity theft, 

coupled with the rise of mobile and wearable computing devices 

creates the conditions for wearable biometric authentication to 

take the place of previous authentication methods. One such 

method is through a person’s electrocardiogram (ECG). However, 

will the data be able to be properly utilized in larger data sets? 

This project will attempt to determine how easily ECG data can 

be used in such an environment as well as if any of the existing big 

data tools would be compatible with ECG biometric data. The Big 

Data Value Chain framework, and other existing biometric big 

data frameworks will be used to help determine whether this is 

something that can be readily done. This study aims to help 

provide some insight as to whether wearable biometric 

authentication will be able to be used by society as a means to 

validate identity, grant access or authorize users. 

Index Terms— Biometric Authentication, Wearable Devices, 

Technology Acceptance Model, ECG, Big Data 

I. INTRODUCTION 

Mobile and wearable devices have been growing in 

prevalence and use since their introduction. With the rise of 

this form of technology comes a refinement of the tools and 

software associated with it. Apple Watches, Fitbits and other 

wearable devices are becoming increasingly recognizable and 

common in the world of fitness, health care and even everyday 

use. At the same time, there has been a significant increase of 

security breaches, especially those related to identity theft and 

financial theft. These ever-increasing security breaches are an 

indication of the flaws of previous authentication methods. 

This creates the need for a new, more secure form of identity 

protection. Biometric authentication could prove to be the 

answer to this problem and could take the place of traditional 

authentication methods.  

One such form of biometric authentication is through a 

person’s unique cardiac rhythm or electrocardiogram (ECG). 

The combination of wearable devices and ECG identification 

is currently new with the Nymi being the only device using 

this method that is nearing commercial deployment. However, 

how readily this form of technology is accepted by society 

could prove to be the biggest factor to its continued success. In 

addition to its acceptance, the feasibility of ECG data 

management in a big data setting has yet to be explored. This 

project will seek to determine how easily ECG data will 

translate to such an environment as well as attempt to see if 

any of the existing big data tools would be able to be 

compatible with said data. To do this, the Big Data Value 

Chain framework, and other existing biometric big data 

frameworks will be used to help determine the ease at which 

this can be done. This project will seek to provide some 

insight on if an individual’s ECG pattern provides a unique 

enough identifier for authentication on a global basis, and 

whether these devices are ready for adoption by society and 

used as a norm for preventing fraudulent activities, granting 

access or authorizing usage. 

II. LITERATURE REVIEW

The first successful wearable electronics was introduced to 

the public in 1977 in the form of a calculator watch. Before 

then, some research of wearable devices which had been 

developed and commercialized with limited success. 

According to Lee’s estimates in 2014, wearable sales will rise 

to 100 million units by 2020. According to a research in 

business insider website, the market for wearable devices has 

tripled in the period from 2013 to 2018[1]. The rapidly 

emerging technology has huge potential in both research and 

marketing. 

Besides wearable biometrics, physical keys like tokens or 

passwords are also popular today. However, the biggest 

advantage of biometric authentication is that the keys are body 

features that will never be lost or forgotten. Also, the 

recognition and sensor signals are usually continuous, which 

increases the security and stability of the devices. In 

traditional ways, the signature database is usually not 

controlled by the subject. But in a wearable way, the devices 

have their own management system and the templates are not 

shared with other parties. This paper will also attempt to 

discover more research on a better way that will connect cloud 

services to the database of the devices. By offering resistant 

observation of input strategies and a live update database, 

wearable biometrics will be at the forefront of authentication 

techniques [1]. 

Studies and research of wearable biometric devices have 

been carried out all over the world. In April 2004, a UK group 

conducted a survey of using facial, iris and fingerprint 

biometrics, including over 10,000 people. They estimated the 

customers reaction and discovered a high enrollment time. An 

ISL biometric assessment of UK bank shows that 91 percent 

of customers prefer to use user-name/password systems in 

their financial activities. In the USA, United banks tried to 

offer fingerprint methods for clients to access their accounts. 

Westpac bank also made an assessment of using biometric 

devices for online account. JBC of Japan conducted an 

experiment of fingerprint authentication in mobile 

applications.  
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III. BACKGROUND

Biometric authentication is the idea of utilizing a person’s 

unique biological characteristics to authenticate their identity; 

it clarifies what a person “is” as opposed to what they “know”, 

such as traditional passwords, passcodes and Personal 

Identification Numbers (PIN). Electronic or “automated” 

biometric means originated with the advent of computer 

systems, advancing due to the desire to upgrade from the 

typical username and password authentication process.  

Biometric Authentication comes in many forms, some of 

which are already widely used. Traditional or first generation 

biometric identification and authentication techniques, along 

with advantages and potential disadvantages include the 

following [2]: 

• Fingerprints- unique for every person, easy to measure,

but carries risk of being hacked or forged. 

• Hand- different physical characteristics or hand

geometry, fairly easy condition for utilizing, but the geometry 

is not unique and might be changed; not a stable method. 

• Iris- an individual’s unique iris characteristics are

scanned and analyzed with 200 points of comparison. Good 

individualism, can work in low light condition. However, it is 

hard to obtain, and can be fooled by photos of high quality of 

a person’s face.  

• Retina- the back of the eye typically provides a consistent

lifetime pattern of capillary blood vessels that are able to be 

scanned and analyzed for identification/authentication. It is 

unique throughout a person’s whole life, and hard to replicate. 

Commonly used in military and government installations. 

• Facial recognition- measure people’s facial

characteristics size, shape and relative distance. It is unique 

but difficult to automate for identification/authentication 

purposes. 

• Voice and speaker recognition- a person’s voice pitch,

tone, cadence and frequency. 100 unique characteristics can be 

involved when creating a voiceprint, including “pronunciation, 

emphasis, speed, accent and the influences of physical 

elements of a person's mouth and throat” [2]. Background 

noises that can distort a person’s voice, which might mislead 

the authentication. Might be forged by recorded voice. 

Besides these popular forms, there are also varieties of other 

possible future use biometric methods: 

• Finger Vein authentication- involves scanning the veins

inside a user’s finger and is considered impossible to spoof or 

hack.  

• Palm vein geometry- vein palm patterns are complex and

internal, lending to its high degree of authentication and low 

risk of vulnerability. The infrared beam used to identify the 

vein palm patterns is hygienic to the individual because it is a 

touchless identification/authentication system. 

• Brainwaves and DNA- two potential forms of

authentication due to the uniqueness among individuals; not 

currently easy to collect in mobile devices. 

• ECG- the method that is the focus in this paper.

Though the methods may be different, the primary goal of 

any biometric authentication system is to provide a security 

characteristic that is universal, easily measured, unique, 

permanent and difficult or impossible to duplicate. By 

utilizing these biometric patterns, authentication means 

become harder to forge and unforgettable by the user, 

providing a stronger form of authentication than that offered 

by traditional passwords. In addition, advancements in the 

field continue to make biometric authentication even more 

refined and accurate. Biometric authentication, including 

ECG, could prove to be the perfect solution to data protection 

as it seeks to utilize the very uniqueness of a person as the 

password itself. But just how accepted will a large-scale 

biometrics identification and authentication system be to 

consumers? This paper is going to answer the question 

through survey and analysis. 

IV. TECHNOLOGY ACCEPTANCE MODEL

The Technology Acceptance Model or TAM is a means to 

determine and estimate how easily a new technology will be 

accepted among society [3]; information systems or 

technologies acceptance by users is the driving force behind 

the TAM model. This model, originally developed by Fred 

Davis in 1986, is widely used as a means to determine 

technology acceptance and uses a variety of factors to do so; it 

is based off of The Theory of Reasonable Action (Fishbein 

and Ajzen, 1975). Several factors are considered when 

regarding whether new technology that is dynamic and 

advanced is accepted by consumers; those factors consist of 

technology availability, security, needs of consumers, 

convenience, among others; the primary two being Perceived 

Usefulness and Perceived Ease of Use. These are, 

respectively, how useful the user feels the device or 

technology will be to their work or everyday life, and how 

easy the user feels the device or technology will be to use. The 

TAM model’s External Variables are other technology factors 

that may influence a user’s beliefs about the new technology. 

Attitude Towards Using, Behavioral Intention To Use and 

Actual System Usage of new technology by users are a direct 

outcome of the previous three TAM model portions- External 

Variables, Perceived Usefulness and Perceived Ease Of Use. 

Other TAM models have since been proposed that have 

elaborated on the External Variables of the first original TAM 

by considering social influence, experience and other variables 

that may influence a user’s behavior toward the new 

technology usage. However, the original TAM Model has 

been the standard of determining user’s acceptance, or non-

acceptance, of a given technology. 

Essentially, the more a user believes a technology will help 

them and the more they believe it will be easy to use, the more 

likely for a technology or device to be accepted. While this is 

by no means a perfect way of determining how accepted a 

device or technology will be, it provides valuable insight to 

the levels of which it will be. By extending this model to the 

field of wearable biometric authentication, this paper will 

attempt to understand how easily this device can be 

incorporated into society. Any positive technology usage as 

well as additional user concerns with both biometric and big 

data methods will be addressed and highlighted as the study 

progresses. The data implications for ECG and other methods 

of biometric authentication will also be better understood. 
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Figure 1 TAM model 

To emphasize the TAM model and in order to discover the 

public’s interest and intention in using wearable biometrics, a 

survey of 108 people was conducted including different 

genders, ages and professions.  
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Chart 7 

Chart 8 

    According to the charts, biometric authentication is already 

widely used in the daily life of those surveyed. Popular 

identification means like fingerprint and facial authentication 

are accepted by smart phone users. Nearly 90% of people 

believe that biometric authentication increases security in 

general, which corresponds with the Perceived Usefulness of 

TAM model. Although 72% of respondents have never heard 

of ECG biometrics, most are willing to try after a brief 

understanding of this technology. The Perceived Ease of Use 

is also strongly accepted because people don’t believe that it is 

difficult to use and are not resistant to using wearable devices 

for biometric authentication as the survey shows. However, 

over 80% do not want to pay too much (over 50 dollars) for a 

wearable device. This statistic tends to be a marketing 

problem. The Nymi band has a price tag of 149 dollars which 

seems a little bit expensive for most people; it would be far 

more likely for a ECG wearable device to actually be worn if 

the cost can be reduced to increase its attractiveness to people. 

ECG wearable devices almost have the two essential external 

variables for practical utilization. The primary estimation 

shows the potential of this technology, but large-scale 

investigation queries are still needed. Subsequently, this study 

will attempt to discuss the possibility of implementing this 

technology.   

V. EARLY ECG BIOMETRICS 

Traditional or first-gen biometric 
identification/authentication methods have proven to be 
either unreliable, vulnerable or just plain inconvenient. 
Because of this, next-gen biometric 

identification/authentication methods are being researched 
and deployed.  ECG biometrics is on the forefront of the 
next-gen interest. An individual’s heart structure and 
resulting ECG has a unique internal signature similar to a 
fingerprint. Military Technical and Medical research began 
the interest in ECG biometrics in 1977, when it was 
discovered that P-Q and R-P segments were different in 
various interval measurements in human test subjects. 
Studies have determined that each individual’s heartbeat 
ECG trace is unique and a dataset of complete cardiac cycle 
fragment descriptors was developed- the most important 
being the QRS complex, the P wave and the T wave as most 
of the cardiac cycle activity information is contained there. 
Four possible” informative fragments”: QRS, P-QRS, QRS-
T, and P-QRS-T are processed to extract an individual’s 
biometric identification [4]. 

Figure 2 Information Fragments 

P, R, and T wave amplitudes, the duration of the QRS 
complex, other segment slope information, along with the 
wave boundaries temporal distance make up the ECG 
structure. Fiducial and Non-Fiducial based methods are used 
for ECG biometric recognition- in fiducial methods, specific 
temporal and amplitude ECG heartbeat characteristics are 
extracted. Non-fiducial methods are based on statistical 
characteristics and not on the ECG curve itself. Advantages 
include internal, liveness detection, much less susceptible to 
ambient environments, implementation via various 
conductive materials instead of dedicated electronics and 
system designs will not need any major changes to integrate 
ECG algorithms, and much more amenable to Continuous 
Authentication [5]. In addition to ECG, other emerging 
cardiovascular biometrics include Phonocardiogram (PCG) 
(cardiac cycle heart sounds), and Photoplethysmogram 
(PPG) (a device used to optically obtain a volumetric 
measurement of the heart; however, ECG signals are unique 
enough, difficult to duplicate and can be obtained with 
inexpensive devices [6]. ECG Biometric Authentication 
addresses the issues of universality (human liveness 
detection), uniqueness (ECG signal authentication), 
measurability (proper devices can easily acquire ECG 
signals), performance (accurate performance of ECG 
modality), acceptability (of ECG biometrics) and 
circumvention (of faking or spoofing due to internality). 
However, physical activity, stress and other mental states, 
age, illness, etc. can change the pattern of an individuals’ 
unique ECG signature. Until ECG based encryption 
algorithms can be modified and improved to account for the 
different influences and variabilities of heartbeat patterns, 
ECG authentication can only be used as a secondary or 
multimodal form of identification to the traditional forms of 
biometrics. 
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However, several researchers have proposed algorithms 
and schemes to address the ever-growing ECG biometric 
authentication field [7]. They have discovered that ECG 
authentication systems widely use measuring methods of 
correlating coefficients; two variables linear relationship 
reflects a statistical indicator. Different features for ECG 
authentication has been uncovered: 

• The R-peak position contains the feature of the fixed-
length heartbeat; the authentication process is then
obtained using the threshold techniques of Wavelet
coefficients

• Fourier Transform (FT) which consists of signal slope,
the number of harmonics, the gap in magnitude, and the
ratio of magnitude frequency energy to the total energy
is used to extract the ECG signal frequency-domain
features for a human identification scheme
representation An ECG based biometric system
authentication method is based on a classification
process where “the RR intervals are processed using the
discrete bi-orthogonal Wavelet in the coefficient
structure, where the non-informative coefficient is
excluded to reduce its structure, and then fed to the
radial basis Neural Network (NN)” [7]

• Wearable device verification algorithms use
authentication and registration system identifications
from cross correlation templates

• An ECG mobile biometric authentication algorithm
should be based on an unknown individuals’ 4 second
identification signal acquisition

• Combined ECG and pulse biometric signals contributed
to a prototype design

• A Discrete Cosine Transform (DCT) is an application
data processing scheme that only needs a few
coefficients for a precise sequence rebuild; a cross-
correlation technique of three consecutive ECG RR
intervals are compared to an initial interval that is saved
in a local or remote server SQLite database- authorized
access is granted when a 10 second or less duration
with a greater than 95 % correlated result is achieved

With the use of the proposed algorithms, authentication 
and security methods can be incorporated inexpensively into 
existing mobile health monitor devices because the heartbeat 
data that is being monitored is already collected (Perceived 
Usefulness and Perceived Ease of Use of the TAM model). 
Wearable computing devices is growing in popularity. These 
can come in many forms but most typically come in the form 
of a bracelet or wristwatch with smart watch sales currently 
making up around 52 % of the global wearable market. With 
continued growth of the wearable technology market, as well 
as many business analysts forecasting a continued expansion 
of the market, there is strong evidence that the field of 
wearable technology will continue to grow and become a 
larger part of everyday life. 

VI. CURRENT ECG BIOMETRICS

As mentioned, a persons’ ECG is universal to all, unique 
and permanent. This method has been the subject to many 
recent research projects and the process to obtain and verify 
a persons’ ECG are becoming more refined in accuracy of 
identification. While some forms of biometric authentication 
may be of higher uniqueness, such as Iris scanning, ECG is 
something that can potentially be incorporated into a 
wearable device rather easily, as mobile health monitoring 
devices typically are already able to collect similar data. 
ECG biometrics are also considered to be much more secure 
because they are internal to an individual and live, requiring 
that individual to be physically present for authentication; 
much less prone to vulnerabilities and possible identity theft 
than traditional biometrics [8]. By using this pattern, based 
on heart location and physiology of the user, devices can 
potentially provide an inexpensive, convenient, and reliable 
source of biometric authentication (Perceived Usefulness and 
Perceived Ease of Use of the TAM model). Wearable data 
gathering technology could become more affordable to the 
consumer with the future use of advanced motion sensors 
called buck paper that consists of seven-micron thin sheets of 
pure, durable carbon nanotubes; it may allow more 
consumers to be able to purchase wearable tech, driving 
costs down and sales up (Attitude Towards Using and 
Behavioral Intention To Use of the TAM Model). 
Researchers also created the GNF Pad- a graphene nano-
flakes (GNF) infused rubber-like adhesive pad sensor that 
can not only detect a heartbeat and other human motions but 
also retain its accurate mechanical and electrical properties 
while still remaining small, stretchable and flexible. It is 
predicted to be inexpensive to manufacture and cost effective 
for wearable devices [9]. However, current mass market 
wearable devices, while integrating some forms of biometric 
identification, have not yet been utilized as a medium for 
biometric authentication. The ability to measure some heart 
rate data by many wearable devices, coupled with the rise of 
a persons’ ECG as a strong biometric characteristic, creates a 
unique opportunity for a device to take advantage of. One 
device, called the Nymi, is currently the only device that is 
nearing completion to utilize ECG biometric authentication. 
The Nymi band does this through the user’s unique ECG and 
have claimed to have created an algorithm that is robust to 
many common concerns of heartbeat analysis such as 
increased physical activity or heightened stress levels [10]; 
concerns that can be categorized in the Behavioral Intention 
to Use of the TAM Model. The Nymi authentication is a 
local event. The user’s ECG pattern is determined and then 
compared against that same pattern with the use of Bluetooth 
and NFC antennas, not through any cloud services or 
databases. Nymi’s biometric authentication methods known 
as HeartID and Always On Authentication allows users 
secure access to data and applications by the use of Evidian 
Enterprise SSO or Single Sign-on solution. The process 
being a one-time enrollment event, the user verifies their 
identity using their Nymi band and unique ECG and the 
device then acts as an authentication means to access data, 
interact with apps, or a variety of others functions on a 
Continuous Authentication (CA) basis. 

The possibilities present by a device such as this are large 
indeed, as it can be used for entry into restricted areas or can 
keep track of time and attendance in school or work. The 
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process is also convenient as it takes advantage of the 
already large and growing wearables market, and uses a one-
time enrollment event, along with CA, for the entire day for 
as long as the user is wearing the band. Another company, B-
Secur, has developed a more secure and convenient user 
authentication method than username and passwords and 
first- generation biometrics in the form of ECG/EKG 
patterns. ECG biometrics are considered much more secure 
because they are internal to an individual and live, requiring 
that individual to be physically present for authentication; 
much less prone to vulnerabilities and possible identity theft 
than traditional biometrics; the Perceived Usefulness, 
Perceived Ease of Use and the Attitude Towards Using of the 
TAM model. The potentials of authentication, health and 
wellness for an individual can only be achieved by ECG 
biometrics. End user applications that include heartbeat 
algorithm portfolios drives the core technology of B-Secur’s 
next-gen authentication to gain Actual System Use of the 
TAM model. The stored profiles of users hold their unique 
PQRST complex information otherwise known as their 
heartbeat ECG electrical signal for authentication purposes. 
Many industries such as cybersecurity, medical, automotive, 
etc. can take advantage of the many uses of ECG biometrics 
identification and authentication that B-Secur offers due to 
the inexpensive conducive sensors for heartbeat signals. 
However, many end users are concerned about the sharing of 
medical and automotive information due to the wearable 
devices (which can be worn on any part of the body with a 
material that is conductive) ability to track the users well-
being metrics [11]; these concerns would fall under the 
Attitude Towards Using of the TAM model. Those end user 
concerns are not stopping other companies from throwing the 
hat into the ECG biometrics ring. Given the growth of the 
market and increase in security concerns, there is strong 
reason to believe that more will follow. The growing interest 
in the convenience, robustness, and security in ECG and 
other unique biometrics in wearable devices is apparent. The 
need to replace the system that is currently in place becomes 
more apparent upon further review of the rise of security 
breaches in recent times. Security breaches have become 
increasingly frequent in the form of identity theft. 
Multimodal (Multifactor) biometric authentication methods 
may just be the answer that security is looking for.  

VII. THE SECURITY METHODS OF BIOMETRIC

AUTHENTICATION 

IAM or Identification Access Management is a system that 
enables resource access to the correct users. Biometrics 
Identity Management (BIM) replaces first gen or traditional 
identification/authorization methods with biometrics 
methods; users biometric credentials are assigned for Identity 
and Access Management purposes in a system. Unimodal 
(single sign-on) access methods traditionally involved a user 
requesting resource access to only input one security 
measure such as one password, one biometric method, etc. 
Multimodal access methods take advantage of BIM by 
utilizing several different biometric methods to increase 
accuracy and security [12]. Two biometric identifications, 
such as fingerprints and retina scans, for example, are 
required for authentication in multimodal biometrics; much 
more secure and reliable than unimodal systems. Errors are 
significantly reduced with multimodal methods but a secure, 

centralized server with effective matching algorithms for 
both identification and authorization to store the biometrics 
is a must; extremely reliable acceptance and rejection rates 
must be deployed by biometric control applications. Design 
and implementation of multimodal biometric methods can be 
more challenging as opposed to deploying unimodal 
methods; however, companies can combine biometric 
sensors in devices, without increasing production costs 
substantially and still able to deploy multimodal biometrics 
for increased device sales. This in known as multimodal 
biometric fusion which combines trait matching 
identification algorithms using features, match scores and an 
ultimate decision benchmarks based on the combined 
algorithms for user authentication [13]. Multimodal 
authentication methods, including biometrics are predicted to 
be more deployed in industry and mass markets than 
unimodal methods due to the added security that multimodal 
offers. Unfortunately, users are less willing to record many 
biometric methods contributing to current limited consumer 
market interest for multimodal biometrics; the Attitude 
Toward Using TAM model section. Users should be made 
aware by system suppliers how their person biometric data 
will be stored and used; the FIDO (Fast Identification 
Online) Alliance suggests that to avoid a possible biometric 
data breach, a user’s device should securely store their 
biometric data as opposed to an external source. 

Other BIM security measures include a biometric hardware 
and software solution called BIO-key that associates a user’s 
sign on credentials with their biometric data with the use of 
the Active Directory of Microsoft OS; both biometric single 
sign on (unimodal) or multifactor (multimodal) authentication 
methods can be used [14]. Continuous ECG data streams are 
also being considered for Continuous Authentication (CA) for 
access control; ECG data streams are a part of body related 
signals known as bio signals. A one-time authentication is 
known as Non-Continuous Authentication (NCA) as CA 
requires the users continued presence to monitor bio signals. 
CA methods over time cannot be static and must be 
continuously enhanced as users’ bio signals can change over 
time. Data Stream Mining is effective for CA because its 
algorithms are useful in gathering changing bio signals over 
time for authentication datasets. ECG biometric 
authentication methods in wrist wearables, smart clothing and 
access control cards will allow organizations to control safety 
and security in the Identity and Access Management (IAM) 
area. These methods and their use would span all of the 
sections of the TAM Model. Big Data for ECG data 
management is a huge factor to the success in biometric 
authentication. 

VIII. BIG DATA AND THE INTERNET OF BIOMETRIC THINGS

Big Data is a term for extremely large data sets that need 
special tools to fully process due to their size. The five 
essential steps to big data, based on the value chain 
framework are acquisition, storage, analysis, curation and 
usage [15]. While these steps contain many elements, the 
overall process can be somewhat simplified. Acquisition is 
the collection of raw data that has yet to be processed. 
Analysis includes the extraction of value from the raw data; 
machine learning and other analysis methods typically 
complete this step. Curation is a multistep process that 
includes the verification and cleaning of the data. Storage is 
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the storage of said data with databases and other tools. 
Finally, usage is the goal of all big data, turning raw data into 
a tangible resource. This can be achieved by many different 
means, visualization and simulations are two examples. Big 
data frameworks are already, and have been, in existence for 
many different applications; one of the challenges of 
biometrics has been effectively applying big data ideas and 
methods to it due to the many elements and facets of 
biometric data. The Internet of Things (IoT) can include 
networked wireless devices such as wearables. The Internet 
of Biometric Things (IoBT), has been proposed where two 
phases should be used- an enrollment phase where biometric 
keys are generated when a biometric signal is registered by a 
user and an authentication phase where previously stored 
keys are compared with newly generated keys by data 
provided by user. Cloud based biometric authentication 
framework solutions are being more and more utilized for 
IoBT data storage and usage due to low cost, high speed and 
success rates, while able to positively lend itself to all the 
TAM model sections. Journals and research papers have 
been written in favor of cloud based biometric query and 
storage solutions. One such cloud-based solution called 
BAMCloud enables a “scalable, accurate, and efficient” as 
well as a lower cost mobile biometrics authentication system 
due to parallel algorithms and expansive computing and 
storage capabilities. There are different phases to a 
BAMCloud data framework. After a mobile device gathers a 
user’s identification and authorization information, it is 
stored and preprocessed for any potential authentication 
queries; third party cloud storage opportunities are also 
available [16]. 

 

Figure 3 Big Data Value Chain 

Biometric-as-a- Service (BaaS or BIOaaS) is another huge 
player in the IoBT arena. BIOaaS uses the cloud-based 
Software-as-a-Service (SaaS) as its premise for enterprise 
cost savings in biometric authentication; it involves the two 
authentication process stages of enrollment (a one-time 
remote cloud server registration of user biometric data) and 
verification with the use of algorithm code generators. It is 
flexible in that businesses can use their own biometric 
hardware and can also utilize both unimodal and multimodal 
authentication methods. Several companies, including 
Aware, Fujitsu and others, offer BIOaaS as a cost effective 
and flexible biometric authentication system. The BIOaaS 
solution creates biometric user profiles and cloud data 
storage for verification and authentication through mobile 
devices. Both private and public cloud services can be used 
and a variety of different biometrics authentication methods 
can be utilized, including future biometric means [17]. 
Biometric mobile device apps can be configured, customized 

and embedded with SDKs that are fully open and 
documented and AES-256 Secure Cloud, HTTPS/TLS 
OAuth (a user and system standard) credentials and PKI 
Certificates are used for security and encryption. 
Identification-as-a-Service (IDaaS) is a term similar to 
BIOaaS and is aimed at fast tracking biometrics for smaller 
industries to access on demand, cloud- based identification, 
verification and authentication services. 

Figure 4 Biometrics-as-a-Service (BaaS or BIOaaS) 

BIOaaS has been declared as a competitive and innovative 
large-scale big data framework system that benefits users, 
service providers and software developers due to its ability to 
match cloud stored database algorithms with biometric 
authentication requests submitted via users mobile devices; it 
also enables the computationally intensive tasks of data 
storage, feature extraction and biometric system matching 
components to be handled by the cloud to free up a user’s 
mobile device limited resources to handle the sensor tasks. 
Cloud BIOaas has more advantages over in-house server 
storage including deployment, integration, implementation 
and scalability is quick and easy, on demand and users can 
access around the world, more cost effective and secure and 
automatic data backup- a definite plus towards Perceived 
Usefulness and Perceived Ease Of Use. A pay-per-use with 
no upfront costs along with competitive choices for the 
subscriber make the robust and on- demand public or private 
cloud BIOaaS an attractive choice for many organizations as 
an identification and authentication system or other 
biometric means. BIOaaS is forecasted to expand 
exponentially- financially the growth is predicted “from 
USD 838.0 Million in 2017 to USD 2972.8 Million By 2022, 
at a CAGR of 28.82%” [18]. While BIOaaS is a more 
accurate and cost-effective means of biometric identification 
and authentication than traditional service offerings, 
biometric data cloud storage is still a concern for end users 
who have no control of biometric data that is not on a mobile 
device or wearable, a negative mark in the Attitude Towards 
Using of the TAM Model.  

In an attempt to address user concerns and gain a positive 
note in the Attitude Towards Using and Behavioral Intention 
To Use of the TAM Model, two protocols have been created- 
the independent Fast Identity Online (FIDO) Universal 
Authentication Framework (UAF) and the IEEE standard 
Biometric Open Protocol Standard (BOPS) [19]. FIDO UAF 
is an independent online authentication protocol specification 
for device authentication- security and ease of use for both 
users and service providers is the goal of this Alliance 
composed of companies from hardware manufacturers to 
online service providers. Local device authentication and 
remote server communication is handled by the FIDO client 
via the FIDO Authenticator that implement the given 
authentication method; trusted execution environments 
(TEE) and secure elements (SE) are supported by the FIDO 
Authenticators but not required. The FIDO server receives 
the device authentication request through public-key 

B5-7



cryptography (PKC) and communicates the remote 
verification to the online service that the user wants to 
access. BOPS is a IEEE standard protocol that was created 
by Hoyos Labs and the biometric recognition system has 
several minimum requirements to obtain such as Presentation 
Attack Detection (PAD) (aka “liveness detection”), false 
negative and positive thresholds and maximum throughput 
time. It combines the use of the mobile device and the cloud 
service provider in user biometric authentication; one version 
of BOPS requires a shared encrypted user template that must 
be used in conjunction with each other for a successful 
authentication. The client device (which locally performs the 
biometric recognition), the remote BOPS server (which 
verifies the client device authentication result) and 
application server communicates securely with the use of 
public-key cryptography (PKC) and two-way SSL/TLS. The 
combined use of a user’s device and a central database 
creates a more secure, convenient and private biometric 
authentication method as hackers would need access to both. 
While both protocols are focused on providing a better 
online application user biometric authentication method, a 
more abstract approach is used with FIDO; whereas, the 
BOPS protocol deploys more detailed biometric 
specifications. For biometric data storage, FIDO UAF only 
requires that the data along with the reference data templates 
be protected “and make sure that the biometric data never 
leaves the security boundaries of authenticators.” [FIDO 
Alliance]. BOPS require encrypted biometric data client 
device storage. 

Figure 5 BOPS and UAF 

Another option is GoVerifyID that works in conjunction 
with Microsoft OS to offer a secure SaaS cloud database 
storage for multimodal biometric authentication means via 
mobile devices with an app called GoMobile; authentication 
can occur both online and offline. The biometric database is 
stored separately from other user identification so if it was 
ever breached and became compromised, it is unusable 
because it is anonymous [20]. The use of virtual machines 
(VM) has also been suggested for algorithm software for 

biometric interface to cloud based services. An OS and cloud 
infrastructure identical preinstalled software via a Virtual 
Machine (VM) provides software developers the capability to 
upload matching biometric authentication algorithms, scripts 
and executables via a PaaS platform to ensure cloud server 
infrastructure compatibility and the software developers ease 
of use. Some other tools such as Apache Hive, Giraph, and 
Hadoop are examples of big data software that are commonly 
used. Also, companies such as Waterline Data provide some 
tools for big data solutions to fingerprints biometric data. 
However, to date none has been used, or attempted to be used 
in relation to ECG biometric data. 

IX. CONCLUSION

This study has attempted to provide evidence that with the 
help of compatible algorithms and reliable technology, ECG 
biometrics can be a low-cost, convenient and viable method 
in the use of multimodal or multifactor authentication in not 
only new wearable devices but also existing wearable 
devices that have current biometric properties; proposed 
methods also suggest that future successful and secure 
unimodal authentication is an extremely strong possibility. 
ECG biometric authentication means appear to satisfy all the 
areas of the Big Data Value Chain- data acquisition, analysis, 
curation, storage, and usage to allow both cloud service 
providers and businesses to be innovative and profitable; the 
innovation and cost savings can then be passed to the 
consumer user, where sections of the TAM Model- External 
Variables, Perceived Usefulness, and Perceived Ease Of Use 
that include the convenience of wearable devices capable of 
ECG biometric authentication with the biometric data 
accessed and stored securely in the Big Data cloud and user 
devices. The positive completion of these three TAM model 
sections will allow the Attitude Towards Using, Behavioral 
Intention To Use and finally, Actual System Use to be 
successful.  The combination of innovative wearable devices, 
big data involvement, industry usability and user 
acceptability will make ECG biometric authentication a 
formidable solution. 
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