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ABSTRACT 

Advancements in artificial intelligence (AI) and 

machine learning (ML) helps implement smart 

technology into cars and provides new ways of 

interactions between cars and their drivers. IoT 

technology implemented within today’s modern cars 

enables collection of large and broad on nature data 

about the road conditions, location, traffic, driver’s 

behavior and overall car and driver interactions. Some 

of this data can be processed locally by built-in 

computers, while others are collected within the cloud 

and analyzed real-time using AI and ML technologies.  

Communication between cars and cloud can be 

performed using Blockchain technology, which 

establishes required level of performance, scalability 

and trust between cloud services and cars on the road. 

Solutions like this can enable analyze drivers’ 

behavior and identify unsafe interactions and drivers 

at risk. 

I. BACKROUND 

According to Centers for Disease Control and 

Prevention (CDC), in 2015 over 10,000 people died in 

alcohol impaired driving accidents, which accounts to 

about 30% of all fatal traffic accidents within the US. 

In the same year, about 1.1 million drivers were 

arrested for driving under the influence. CDC’s 

Behavioral Risk Factor Surveillance System (BRFSS) 

provides data and reports regarding health-related risk 

behavior for 50 states and District of Columbia.  Today 

this data is collected mainly based on surveys. Using 

IoT technology, BRFSS could collect in real-time data 

about drivers on the road and analyze risk factors, 

trends. Such data would enable BRFSS and authorities 

to real-time assess risk levels using AI and 

subsequently help implement solutions that can 

mitigate and lower such risks. Important factor for 

such AI solutions is establishing trust between source 

of data and back-end cloud services and protecting 

drivers’ privacy. IoT data can collect large volumes of 

data based on driver’s behavior, temperature, 

heartbeat, driving style and characteristics (speed, 

acceleration) and other factors.  This data can be used 

to train computer models, improve, and refine 

algorithms, detect and /or predict unsafe conditions for 

drivers and their passengers. 

A. Assumptions 

  50% of the cars on the road today have technology 

readiness to enable communication and transfer of IoT 

data to the cloud.  In some cases, they already signed-

up to active road-side assistance and monitoring (ex: 

GM OnStar) or manufacturers enabled the install of 

add-on communication devices.  Such devices could 

be smart communication controllers with embedded 

block-chain technology to establish trusted ledger like 

communication between cars and trusted online cloud 

services. Drivers would receive incentives to join and 

sign-up for such services based discounts regarding 

their insurance premiums and car services and repair. 

Such system would be able to preventively detect car 

problems as well and/or unsafe road conditions at a 

given GPS coordinates. Key requirement for AI 

solutions is how to establish personalized service with 

the drivers (similar to an intelligent assistant), but also 

anonymize the same data when providing large scale 

reports and statistics about the drivers. 

B. Hypothesis 

 While practically is impossible to directly detect DUI 

conditions, data collected about drivers, their 

behavior, driving stile and the motions of the vehicles 

are correlated strong enough with impairment 

characteristics of drivers, as such a AI system can 

predict with high confidence conditions when drivers 

are unsafe to operate a vehicle. Such AI systems can 

identify representative patterns and train models that 

can detect and/or predict unsafe or high-risk 

conditions and subsequently help dispatch authorities 

or leverage built-in car safety measures to prevent 

accidents from happening. 
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II. LITERATURE REVIEW

Sayed Hadi at al, within World of Empowered IoT 

Users article suggest a solution to control and secure 

access to IoT date using a three-component based 

solution incorporating data management protocol 

based on Blockchain, data store system and a 

messaging service. They suggest four main roles to 

govern access to data, such as Data Owner, Data 

Source, Data Requester and Data Endorser. They 

suggest the use of Pub-Sub messaging to scale 

transmission of IoT data. 

According to Sinan Kaplan at al, driver drowsiness 

and distraction are the two main reasons for traffic 

accidents. They proposed using car-to-car (C2C) 

communication systems to monitor driver behavior 

and detect unsafe conditions. The suggest using two 

solutions: one for analyzing visual data and other for 

using sensor data.  They recommend gyroscope, 

magnetometer, accelerometer, proximity, and blood 

pressure sensors, together with electrooculography to 

measure cornea retinal position of the human eye. 

Omri Barzilay of Forbes recommend a blockchain-

drive data streaming service and refers as example to 

Streamr.com. The data streaming service using 

Blockchain should connect to big data cloud 

exchange points, such as bigdataexchange.com or 

terbine.com.  The author explains that Ethereum 

Blockchain will enable smart contracts between AI 

providers and developers consuming data via these 

data exchange services.  This article makes 

recommendation on how to securely democratize 

access to IoT data towards to allow multiple entities 

perform machine learning and develop AI apps. 

Within this context, such solution (example is 

Streamr service), makes data streams sharable and 

tradeable using cryptographic tokens called Datacoin, 

that can be instantiated within Blockchain. 

IBM Watson IoT published a series of solutions 

available already for commercial customers using 

data from connected cards. In addition, IBM 

published tutorials and reference design on how to 

implement simple prototypes using IoT data from 

interconnected cars, including a small sample dataset: 

https://github.com/IBM-Bluemix/car-data-

management . IBM recommends using Watson data 

platform with Node-Red and MQTT pub-sub data 

streaming service and using “Driver behavior” 

analysis free service tier within IBM Bluemix Cloud. 

III. ABOUT BLOCKCHAIN TECHNOLOGY

Blockchain is a shared, distributed ledger which 

promotes the process of recording transactions and 

tracking assets in a business network. These assets 

can be tangible or intangible, which give the 

possibility that virtually anything can be tracked (and 

traded, if that is the case) using a Blockchain 

network. 

Blockchain technology was introduced for the first 

time by Satoshi Nakamoto (2008) in his paper 

“Bitcoin: A peer-to-Peer Electronic Cash System” 

(https://bitcoin.org/bitcoin.pdf). The problem that 

Satoshi Nakamoto solved in his paper was the 

constitution of trust in a distributed network. This 

was solved by implementing a distributed storage of 

timestamped documents where no member of the 

network can tamper any transaction in the chain 

without being detected. Blockchain concept was 

originally devised for the digital currency called 

Bitcoin, but the specialized technical community is 

finding new potential uses for it as it is described in 

this paper for instance.  

Blockchain technology experienced an impressive 

growing rate, the total market capitalization of 

cryptocurrencies, for instance, is around $150B (with 

a single bitcoin trading for upwards of $5,000), 

Walmart and Pfizer have completed successful 

blockchain pilots in food safety and medicine trading, 

and initial coin offerings (ICOs) have exploded in 

popularity, closing on $2B+ in funding in year 2017 

alone. This information is a solid indication that 

Blockchain technology is here to stay and to continue 

evolving. Blockchain uses a distributed database 

which is continuously reconciled and it is not stored 

in any single location. Because of this fact the 

information stored is completely public and 

verifiable. The no existence of a centralized version 

impedes hackers to manipulate and corrupt stored 

data. 

The Blockchain architecture gives the participants the 

ability to share a ledger which is updated every time 

a transaction occurs through peer-to-peer replication.  

Cryptography is used to ensure that network 

participants see only the parts of the ledger that are 

relevant to them, and that transactions are secure, 

authenticated, and verifiable. Blockchain also allows 

the contract for asset transfer to be embedded in the 

transaction database determining the conditions under 

which the transaction can occur. Network participant 

agree how transactions are verified through 

consensus or similar mechanism. Government 
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oversight, compliance and audit can be part of the 

same network. 

The following are some of the attributes of the 

Blockchain technology: 

 Consensus: All participants agree that a

transaction is valid.

 Provenance: Participants know where the assets

come from and how it’s ownership has changed

over time.

 Immutability: No participant can tamper with a

transaction once its agreed. If a transaction was

in error, then a new transaction must be used to

reverse the error, with both visible.

 Finality: There is one place to determine the

ownership of an asset or completion of a

transaction. This is the role of the shared ledger.

Ethereum, the technology proposed by Omri Barzilay 

of Forbes, is an open-source, blockchain-based 

distributed computing platform featuring smart 

contract functionality. As part of its technology, 

Ethereum provides a decentralized Turing-complete 

virtual machine, the Ethereum Virtual Machine 

(EVM), which can execute scripts using an 

international network of public nodes. 

An important difference between Ethereum and 

Bitcoin is the fact that the last one is only a 

cryptocurrency, whereas Ethereum is a ledger 

technology that several companies are using to build 

new applications. Ethereum’s technology is receiving 

a strong support from the Enterprise Ethereum 

Alliance (https://entethalliance.org ), which is a 

super-group of Fortune 500 companies that all have 

agreed to work together to study and construct 

systems utilizing Ethereum’s blockchain technology 

(also known as “smart contract” technology). The 

utilization of this emerging technology will enable 

the automation of extremely complex applications. 

One of the reasons why Ethereum is receiving such 

high level of interest is its potential impact in the 

Internet of Things (IoT) projects and processes which 

are opening the door to a wide variety of unique 

technical innovations. 

Automotive Security and Privacy, for instance, is an 

area where Blockchain technology along with others 

can generate a high level of technical innovations. 

Advances in the automotive industry and the 

increasing demand for smart vehicles which are 

connected to the so-called traffic management 

systems along with internet enabling have practically 

transformed the unit a part of the Internet of Things 

(IoT). This fact makes the vehicle unit vulnerable to 

cyberattacks and endangering the life and integrity of 

the occupants of this one. 

Vulnerability is a constant threat to the current 

technology in the automotive industry for smart 

vehicles. They need to solve the following challenges 

to eliminate these menaces: 

 Centralization: The existing architecture in

the smart vehicle production relies on a

centralized brokered communication where

all vehicles must pass a series of phases in a

connection process to a central cloud server

(identification, authentication, authorization,

and connection). There are no existing

indications that this model will scale as large

number of vehicles are connected. Being

this the case it can the main cause a series of

service problems and disruptions.

 Lack of privacy: There is no apparent

restriction (or owner previous authorization)

in the type of data exchanged over the

network.

 Safety threats: Current smart vehicles have

many autonomous driving and safety

functions. A hacker attack can compromise

vital functions and cause serious accident

and because of that endangering the safety

and integrity of the vehicle’s occupants.

It is clear that a new architecture which include 

blockchain technology will entirely eliminate security 

and safety problems. 

IV. ABOUT ARTIFICIAL INTELIGENCE

The advancements within Artificial Intelligence (AI) 

are spearheading the effort to automate many driving 

functions.  Blockchain, AI, and Internet Of Things 

(IoT) are rapidly improving the convenience and 

safety of driving.   

Blockchain is allowing for full transparency of 

specific items, such as a vehicle activities and 

maintenance.  This ensure automotive parts, vehicle 

usage, and vehicle services are accessible by all 

parties involved.  Toyota is an example of an auto 

manufacturer that is planning to implement 

Blockchain in its autonomous vehicle travels 

(Shieber, 2017). 

Artificial Intelligence is the latest pioneer land for car 

manufacturers.  There are two avenues of AI to 

consider within vehicles: functional autonomy or full 

autonomy (Lugano, 2017).  Functional autonomy 

addresses key tasks for an AI system to perform.  

Some possibilities is functional autonomy are 
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emergency braking and accidental lane departure.  

Full autonomy is the all-encompassing automation of 

driving tasks and possibly virtual companion 

interaction.  An example of full autonomy is a 

vehicle that will drive itself to a location inputted by 

a human and requires no interaction from a human 

being after that. 

IoT will allow integration of a person’s smartphone 

and smart home into vehicles.  A virtual butler or 

virtual companion that connect to the web can 

communicate with smart devices at a person’s office 

or home via a secure communication channel.  A 

virtual butler, which replies to human commands, is 

achievable in the current technology state and is in 

use on most smartphones.  Perfect examples of a 

virtual butler are Apple’s Siri, Microsoft’s Cortana, 

and Google’s Assistant (Lugano, 2017).  A virtual 

companion learns the human user overtime with deep 

learning and detect a user’s moods and routine 

preferred options.  The virtual companion would 

automatically identify the human user upon entry into 

the vehicle; adjust the climate and seat settings 

without the need for voice commands. 

The inclusion of deep learning will hold better 

promise of faster and more efficient technology than 

pattern detection and control logic.  Automated 

vehicles that maintain their lane with the 

Convolutional Neural Networks (CNN) can use less 

complex hardware and faster processing than 

traditional means of detecting traffic lanes (Chen & 

Huang, 2017).  AI smart cars must learn cultural 

differences; drivers’ etiquette and common practices 

in the United States is vastly different from drivers in 

India, and the software must factor that in when 

operating in different regions of the globe (Vella, 

2017). 

Vehicles currently use sensors to identify fatigued 

drivers.  Sensors within the dash console can detect 

eyelids covering 50% of the eye for a continuous 

period of 4 seconds or greater and use that data as a 

platform for a fatigued driver (Gao, Zhang, Zheng, & 

Lu, 2015).   

There is research ongoing whether the same high 

definition cameras used to identify fatigued drivers 

can detect intoxicated drivers using the Horizontal 

Gaze Nystagmus (HGN) test.  With the 

implementation of two high definition cameras and 

an infrared source, components within the dashboard 

can theoretically detect the onset of resting 

nystagmus in highly intoxicated drivers.  The 

detection system can them initiate the HGN test to 

confirm whether the driver has a 70% probability of 

being intoxicated.  In the event the driver is 

determined to be driving under the influence, the 

vehicle can either gradually slow down, alert the 

driver, or notify the authorities. 

Traction control can be determined when tires are 

losing grip of the roadway due to wet roads.  Sensors 

built into the bumpers can detect objects coming 

abruptly into contact with the vehicle and implement 

emergency crash protocols such as tightening the seat 

belts, deploying emergency braking, and activating 

airbags.  One of the most advance safety features is 

the implementation of 802.11p that will allow 

vehicles to generate a car-to-car network and 

distribute their current speed, position on the 

roadway, brake status, and steering wheel position 

(Knight, 2017). 

One of the most complex driving tasks for AI to 

address is the detection of reckless driving.  

Measurement of vehicle distance travel, speed, lane 

changes without utilizing turn signals, following 

distance between other vehicles, frequent usage of 

the car horn, and rapid braking are aspects of the 

vehicle itself that must be measured to detect reckless 

driving.  Measurements from the driver himself or 

herself are also beneficial to obtain to determine 

reckless or aggressive driving.  In the event that the 

driver is wearing an Apple Watch or Fitbit, that is 

syncing its data with the vehicle, factors such as the 

driver’s perspiration, breathing, heart rate, and blood 

pressure could allude to a frustrated driver.  Also the 

review of the driver’s scheduled tasks and calendar 

can determine whether the driver is driving recklessly 

in an attempt to make it to his or her appointment on 

time.  The following figure depicts some of the use 

cases that this system would use. 

V. IOT AND BLOCKCHAIN ARCHITECTURE 

Over the past few years, Block Chain technology is 

changing the way how we perceive the world of 

Integrated Data.  IoT (Internet Of Things) data driven 

by Block Chain Technology and added Intelligence is 

will be best suited for keeping drivers safe.  Most 

new Vehicles at present are equipped with smart 

devices.  Per Gartner there will be approximately 

8.4B IoT devices by 2020 and More than 5% of that 

would from connected Vehicles IOT.  

In this section we will review few Architectures that 

would be used to make best out of available. 
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A. Distributed Blockchain Cloud Architecture for 

IoT using Fog Nodes. 

With emerging Cloud technology and Peta bytes of 

data in cloud, it is necessary to segment the data 

vertically based on specific domain.  Fog Nodes are 

Software Defined Cloud networks that could be 

defined specific to certain technology, domain or 

Community. With the combination of Fog Nodes and 

Block Chain Large volumes of data from Smart IoT 

Devices can be quickly analyzed for Driver safety. A 

sample architecture outline, proposed in Reference 

25, consists of three main layers: 

 Device(s) Layer

Device layer transmits filtered raw data to the

corresponding Fog layer, which consists of SDN

controller.

 Fog Node Cloud Layer

Fog Nodes cover Single Vertical Domain /

Community of data that will be serviced in

timely manner, in our case it would be data from

Automobiles.  Critical Localized data in addition

to Aggregated data from vehicles is then

transmitted to Distributed Block Chain based

cloud layer.

 Blockchain based distributed Cloud Layer

Based on Data collected from SDN based Fog

Nodes, in addition to long term analysis,

immediate actions could be performed in case of

emergency situation specific to a vehicle or

person.

Figure 1. Architecture for Blockchain with IoT Systems 

VI. CANDIDATE APPARATUS FOR OUR

STUDY 

The suggested apparatus for our study initially was 

based on IBM Blockchain Starter Kit, IBM Cloud 

Driver Behavior Analysis Service and other artifacts 

published on github.com/IBM-Blockchain. 

Figure 2: IBM Cloud Driver Behavior Service 

We planned to use Raspberry PI IoT devices, 

connected to IBM Cloud using IBM Cloud Node-Red 

Starter Kit. We were looking to install blockchain 

code on these devices and make them join the same 

private blockchain we experimented within IBM 

Cloud:  https://blockchaindevelop.mybluemix.net. 

Figure 3: IBM Cloud Blockchain Service 

After reviewing the IBM Blockchain tutorials and 

experimenting with developer tools, including 

Hyperledger Composer, Yeoman and others, we 

realized that initially we should  try out a more 

simple and open source blockchain solution. We have 

downloaded the official go implementation of the 

Ethereum protocol (geth package) from Ethereum.org 

and created a private blockchain for our prototype. 

As procedure, we used best practices published at 

chainskills.com. By implementing the prototype on 

Raspberry Pi 3 Model B boards, we quickly learned 

that these boards are limited as memory resources for 

running them as miners. Expanding resources as 

virtual memory on swap space would have 

substantially slowed down the mining process.  We 

have as result implemented three miners on three 

Thinkpad laptops running Windows 10, with I7 CPU 

and 16 GB RAM each.  We used the Raspberry PI 

boards (RPI 3 model B and Model Zero development 

board) as blockchain nodes, joining our defined 

private chain. Our focus was implementing smart 

contract and experimenting with sending trusted 

transactions through blockchain.  For our safe driver 

research we are intending to prototype blockchain 

transactions enabled alerting when a driver condition 

is detected, such as reckless driving, about to fall 

asleep or in serious health condition, detected using 

heartrate sensor. Procedures used for private 

blockchain setup, mining, nodes synchronization and 

smart contract are included within reference 28. 
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VII. DATA COLLECTION 

To enable data collection using our apparatus, we 

used a mini Raspberry PI controller board (Pi Zero 

W), connect to a number of sensors and devices. 

 Fitbit Charge HR bracelet with heartrate sensor;

able to detect sleep condition:

https://www.fitbit.com/chargehr

 BerryGPS-IMU v2 sensor, that provides us

access to gyroscope, magnetometer,

accelerometer, pressure/altitude sensor and

temperature sensor, together with GPS data:

http://ozzmaker.com/product/berrygps-imu/

Figure 4: Raspberry Pi Zero with BerryGPS-IMU v2 

We used Fitbit device to collect driver behavior data 

and interconnected it with our Raspberry Pi Zero 

using Bluetooth Lowe Energy (BLE) protocol and 

“galileo” package for Fitbit sync over BLE. 

http://dotnet.work/2016/02/tracking-fitbit-presence-

under-linux-raspberry-pi-2/ 

Figure 5: Fitbit Charge HR bracelet

VIII. DATA ANALYSIS AND AI 

We are performing a series of analysis using patters 

for which the IBM Driver Behavior service is already 

trained, including: harsh acceleration, harsh breaking, 

speeding, sharp turn and others. 

In addition, we are working on identifying patterns 

tied to health status data collected via Fitbit from the 

driver, including heartbeat and sleep status. Our goal 

is to identify behavior pattern and driver health status 

conditions related to sleep and health condition.   

IBM Bluemix Driver behavior service unfortunately 

is not providing us with analytics for such conditions.  

We  are considering custom developing our AI 

solution using “Watson IoT Platform Starter” service, 

which incorporates Node-js Buildpack, CloudantDB, 

and IoT Platform elements, such as Node-Red. 

Figure 6: IBM Internet of Things Platform Starter 

IBM’s Cloudant Service allows us storing up to 1 GB 

timeseries data and we can use Node-Red flow-based 

tool to collect Raspberry PI data: https://nodered.org/ 

Figure 7: IBM Cloudant Datastore for our Apparatus 

IBM provides a SQL-Cloudant data connector for 

Apache Spark or alternatively we can use Apache 

Bahir Spark connector from bahir.apache.org. 

https://developer.ibm.com/clouddataservices/docs/ib

m-data-science-experience/docs/use-python-

notebook-to-load-cloudant-data-into-spark/ 

To develop our iPython analytics notebooks, will are 

using IBM Watson Studio: datascience.ibm.com 

Figure 8: IBM Watson Studio provided AI development platform 

IX. CANDIDATE ALGORITHMS FOR AI

ANALYSIS 

We are implementing K Nearest Neighbors & 

Dynamic Time Warping classification algorithms to 

detect the state of impairment or distraction of the 

drivers. For timeseries data, there are only a few out-

of-box classifications.  We can compensate for this 

constraint, if we abstract away or mask the temporal 

data structure of the timeseries data source. 

using Jupyter notebook with Spark 2.1.0 kernel.   

As reference, we are considering to adopt and extend 

a classification project developed by Mark Dregan, 

which analysis human activities, such as standing, 

walking, lying, sitting using timeseries data source: 
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 https://github.com/markdregan/K-Nearest-

Neighbors-with-Dynamic-Time-Warping

 http://nbviewer.jupyter.org/github/markdregan/K

-Nearest-Neighbors-with-Dynamic-Time-

Warping/blob/master/K_Nearest_Neighbor_Dyn

amic_Time_Warping.ipynb

We will apply his study and analysis for human 

subconscious behavior, specific to lack of movements 

(sleep state), uncontrolled movement (caused by 

impairment) and unexpected movement (caused by 

distractions). We will build an initial model with the 

classification algorithms using training data, compare 

their results based on F1-scores and evaluate their 

performance using the test dataset. 

Instead of the scikit scipy package used by Mark 

Dregan, we will implement Spark/ML for KNN 

classification within IBM Watson Studio Platform. 

X. IMPLEMENTING THE ANALYSIS NEAR-

REAL-TIME 

Because we need to repeat the classification at least 

every 5 minutes, to detect changing driver behavior 

to impaired, distracted or fallen asleep, we will 

use “sliding time-window” based streaming analytics 

against data collected continuously from the car and 

driver’s Fitbit.  To accomplish this requirement, will 

implement Apache Spark Streaming using micro 

batches. Initially will start with a time-window of 10 

minutes, followed by 5 minutes and will attempt to 

gradually reduce it further to about 2 minutes range. 

This mean that we will run the trained model using 

data collected within a 120 seconds interval, which 

means we should be collecting metrics every 5 … 10 

seconds in order to ensure we have sufficient data 

points to accurately detect driver behavior. We have 

selected the following Spark/ML KNN classifier: 

https://github.com/saurfang/spark-

knn/blob/master/spark-knn-

core/src/main/scala/org/apache/spark/ml/classificatio

n/KNNClassifier.scala 

XI. IMPLEMENTING AI AT THE EDGE IN

THE CAR ITSELF 

Alternatively, we can implement all these within the 

car environment’s itself.  We will be using two 

Raspberry PI devices and configure them as follows: 

 First RPI-Board: Will be connecting to

BerryGPS and BerryIMU and have the local

timeseris datastore (example InfluxDB)

 Second RPI-Board: Will implement Apache-

Spark and Jupyter Notebook. Solution guides:

http://blog.abarbanell.de/scala/2017/02/16/spark-

raspberry/ and http://www.knight-of-

pi.org/installing-jupyter-on-a-raspberry-pi-for-

notebooks-debugging-and-data-analysis/ 

XII. SUMMARY

The advancements in Blockchain allow stakeholders 

to be knowledgeable in detail about their products 

and its processes.  This can ultimately maximize 

efficiency, minimize waste, and ensure accountability 

throughout the entire distribution and maintenance 

chain.  Artificial Intelligence can enhance consumers’ 

driving experience along with the safety of its 

passengers.  While the line must be drawn to see how 

much automation of the driving experience should be 

in the hands of computers, it holds promise to 

improve safety for pedestrians and other motorists.  

The Internet of Things will permit consumers to 

remain connected to home networking systems as 

well as office systems.  All three arenas have the 

unique possibility of limiting loss of product & life 

while integrating services, so motorists can continue 

to interact with co-workers, family, and friends. 
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