
 

    Abstract—Electroencephalography(EEG) signal provide the 

relative information of individual differences. Characteristics of 

EEG signal was considered as features in biometrics. However, 

establishing the distinctiveness of individual is difficult by using 

EEG signals because the classification task usually is assigned 

extremely large and unspecified number of categories from the 

database. This paper investigates the EEG based user recognition 

problem by using a dichotomy model. The dichotomy model 

transforms the EEG signal features from a feature space into a 

feature distance space for user verification, which is more effective 

to recognize users in a large group. We reviewed the literature of 

current signal based biometric methods and attempt to compare 

the different feature extraction approaches which are effective for 

biometric with EEG-based data. A benchmark dataset was used 

within this work, along with Deep Neural Network(DNN) and 

Support Vector Machine(SVM) algorithm, which yielded 

reasonable classification accuracies for EEG signal classifications. 

The best accuracy is: 96.4% in DNN, and 96.9% in SVM. The 

Principal component analysis (PCA) was also be considered to deal 

with overfitting problem in this research 

Index Terms— EEG, User verification, biometrics, Pattern 

Classification, Neural Network, BCI, Brain-Computer Interface 

I. INTRODUCTION 

lectroencephalography(EEG) signal is considered as a new

biometric and has received growing attention recently.

Traditional biometrics, such as a face, fingerprint, palm-

print, voice, iris, and signature are used more commonly and 

expected to be more reliable. However, they all have a common 

shortcoming that those biometric technologies can be 

counterfeited or reproduced under duress. Thus ways to 

improve the security and privacy of biometric technology has 

become a significant discussion [1]–[3]. Different from those 

biometrics, human brainwaves have abnormality natures on 

liveness detection, performing continuous identifications and 

universality. Each person has private brain-signal patterns that 

can be used in the biometric system. Because of its highly 

unique nature for instantaneous detection, the brain signaling is 

hard to be stolen or mimicked [4]–[6]. The Brain signals have 

emerged as an attractive complement modality to the existing 

biometric systems. 

    EEG is an effective way to acquire brain signals 

corresponding to various states from a scalp surface area. 

Studies [4], [7], [8] discuss the possibility of EEG signals 

provide the relevant information of individual differences. 

Some of them have been questioned because the studies on 

EEG-based biometrics used heavy and expensive medical 

recording equipment, which is difficult to be applied on an 

EEG-based personal recognition system in practical 

applications. However, with the quickly advancing innovations 

in machine learning and sensor technology, a light and wearable 

EEG recording equipment, such as NeuroSky, Emotive, 

OpenBCI et al., enables humans to use EEG signals to convey 

their intention to a computer through a more economical portal 

– Brain Computer Interface (BCI) [9]. Thus, the use of EEG

biometric purposes in automatic personal recognition systems 

has recently received an increased attention. Su et al. [10] 

demonstrated that collecting restful EEG signals from a signal 

electrode has the potential to be used for personal identification, 

and Liwen et al. [1] researched a dual-biometric-modality 

identification system using fingerprint and EEG signals. 

However, most of the research are mainly considered the users 

resting states and may not suitable for real world applications 

because human conduction is not limited to resting. 

    The purpose of this paper is to research the characteristics of 

the EEG as a biometric by examining user recognition approach 

that is representative of inference statistics of the EEG 

biometric features. Establishing the distinctiveness of 

individual is difficult by using EEG signals because the 

classification task usually be assigned extremely large and 

unspecified number of categories from the database. The 

problem of distinctiveness each individual in a group of people 

was considered and investigated the inherent distinctness of the 

classes. The many classes classification problem was 

transformed as a two classes classification problem by using a 

model called dichotomy model. 

    The dichotomized methodology is used to measure the 

statistical inferable discrimination. We transform the one of 

many class problems into a binary decision problem by using 

distance measure. Two brainwave samples are given, the feature 

distance between the two examples is in the same class(intra-

person), or from different categories (inter-person). Besides 

that, the various combinations of EEG features extraction are 

considered for finding a better solution for determining the 

individuality of the brainwave patterns biometric. We attempt 

to generalize the result for a brain signal biometric using DEAP 

data [11] which is a benchmark dataset of EEG signals analysis 

in users’ active states. 

    The DEAP was recorded from 32 participants who watched 

40 selected one-minute media trials. During the watching 

processes, 40 valuable channels of physiological signals 

(including 32 channels of EEG signals, and 8 peripheral 
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physiological signals) were collected and preprocessed. It 

contained 8064 physiological or EEG signal samples from 

different channels for each of the 40 trials for each of the 32 

participants. The data structure for each of the 32 participants is 

illustrated in TABLE I. 

 TABLE I DEAP DATASET REPRESENTATION FOR EACH 

SUBJECT

Name Shape Contents

data 40 x 40 x 8064 trial x channel x data

labels 40 x 4 trial x label

For adapting a wide variety of applications, a traditional EEG 

features extraction method and a fast convert voiceprint feature 

extraction method are used and classified by using the Deep 

Neural Network(DNN) and Support Vector Machine(SVM). We 

also applied Principal Component Analysis(PCA) to deal with 

overfitting problems in our experiments. 

    The layout of the paper is as follows. The Related Work is in 

Section II. The dichotomy method is introduced in Section III. 

Then Section IV provides feature extractions. In Section V, we 

discuss the experiment result using different combinations of 

features measures, and the conclusion follows in Section VI. 

II. RELATED WORK

    Using EEG signal processing for user authentication or 

identification has been investigated in many researches. 

    Paranjape et al. [12] suggested that EEG signals as potential 

features in biometric identification. They were able to 

discriminate individual in a pool of 40 normal subjects with 8 

channels. The subject’s EEG was recorded from a simple 

activity of resting with eyes opened (EO) and eyes closed (EC). 

They used an Autoregressive model in this research with a 

correct classification rate of 82% in average. 

    Riera et al. [13] presented an authentication method uses two 

frontal electrodes and one electrode placed at the earlobe. They 

collected data from 51 subjects the three channels while 

subjects were sitting with eyes closed for 1 minute. Two 

different optional feature sets are testing in this research: the 

Autoregression and Fourier transform are used for single 

channel feature set, and for two different channels they 

considered the synchronicity features, and applied the Mutual 

information (MI), coherence (CO), and crosscorrelation (CC). 

This research obtained a true acceptance rate of 96.6%. 

    Shedeed et al. [14] provided a method for person 

identification using the EEG Brain Signals with Multi-Layer 

Perceptron Neural Network. They examined 4 EEG channels 

for improve the system unobtrusiveness and achieved a high 

recognition rate for 3 subjects. The Discrete Fourier Transform 

(DFT) and 5 levels Wavelet Packet Decomposition was applied 

on the EEG signals. In this research, the rang of correct 

classification rate is from 66% to 93%. 

    Ravi and Palaniappan [15] used a total of 61 channels to 

record Visual Evoked potential (VEP) EEG signals from 20 

subjects. They were able to authenticate subjects with the best 

classification performance of 95% 

    Su et al. [10] demonstrated that collecting restful EEG signals 

from a signal electrode has the potential to be used for personal 

identification. 40 healthy volunteers’ EEG signals were 

collected, and a segment of five-minute restful EEG signal was 

recorded when the volunteer keeps his/her eyes close. This 

EEG-based personal identification system achieved an average 

accuracy of 97.5%. Liwen et al. [1] researched a dual-biometric-

modality identification system using fingerprint and EEG 

signals which was built on Su’s research. 

    For those related work we found that most researches are 

mainly considered the users resting states, with eyes closed and 

opened, and may not suitable for real-world applications 

because human conduction is not limited to resting. Also, with 

the increasing of the biometrics sample sets for the EEG signals 

become larger, the identification process becomes much harder 

and impossible to recognize individuals in an acceptable time 

for biometrics applications. Therefore, we considered using a 

better method to deal with these problems and they are 

explained in the following sections. 

III. METHODOLOGY

    To scientifically establish the distinctiveness of each person 

in a huge group based on their EEG signals is a challenging 

problem. In biometrics system, identification and verification 

are two important models for recognizing the individuality. One 

is identification using polychotomy method to identify one of 

many classes. The another is verification using a binary decision 

aka dichotomy method [16]– [18]. 

    The identification model of biometrics can be described as, 

give n samples of an unknown person of a huge group of x 

people, a requirement to determent whether n belongs to one of 

the x class for identification. This population consists of the 

biometric data of every person in the group. Accordingly, to 

draw an effective conclusion is necessary to observe samples 

from every single person, which is impossible [18]. 

    Another model in biometrics system is dichotomy, which is 

a statistically inferable model that allows nonhomogeneous 

features. This model is more suitable for the EEG based 

biometrics research because the human brain produces a nature 

signal features, and they are not homogeneously displayed. 

Therefore, we consider the dichotomy model to handle 

multicategory classification problem by transforming a feature 

space into a feature distance space. In this model, the multi-

category samples are considered as two categories, which 

means two patterns are categorized into one of two types. They 

are either from a same class, aka intra-person, or two different 

classes. 

    We use d⊕ to represent the intra-person distance, and d for 

the inter-person distance. Let fj
i be a feature vector 

corresponding to the jth biometric sample of the ith person. The 

equations of d⊕ and d  are explained in [18]. 

In order to transform the feature space to feature distance 

space we first extract the brain-signal features from the 

biometric data. The Fig.1 illustrates the whole transforming 

process. Let  be the ath feature of bth biometric data, while the 

feature extracted from both biometric data could be show as in 

Algorithm 1. 
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Algorithm 1: Dichotomy transformation 

input: Two randomly selected biometric samples, fa and fb 

output: Whether the samples fa and fb belong to the same person 

, then according to 

the Algorithm 1, these features are transformed from a feature 

domain to a feature distance domain by computing from each 

pair of the features: 

1) intra-person distance(Within):

{∆(f1
b,f2

b),∆(f1
b,f3

b),...,∆(fa
b,fa

b
i)} 2) inter-

person distance(Between): 

{∆(f1b1,f1b2),∆(f2b1,f2b2),...,∆(fab1,fab2)}. 

    The ∆ is denoted as the absolute difference depending on the 

bio-signal feature type [19] in this research. 

IV. FEATURE EXTRACTION

    In this section we describe the extraction of biometrics 

features. We review the features extraction measures previously 

used for both EEG signal process and speech authorization 

system. Both EEG and speech signal provide information about 

the behavior or attributes of some phenomenon, some 

conventional signal processing, and analysis methods, with 

minor adjustments, works for them. 

    Zheng et al. [20] presented a six-different type of features for 

EEG-based recognition, and they computed the Power Spectral 

Density(PSD) features using Short Time Fourier 

Transform(STFT) with a 1s-long window and no overlapping 

Hann window. Jiraycharoensak et al. [21] calculated PSD in 5 

frequency bands by using FFT filter. Six descriptive statistical 

features which suggested by Picard et al. [22] and Petrantonakis 

et al. [23] were extracted from EEG signal in time domain and 

from each of the brain waves. 

    Ouali et al. [24] using spectrogram to obtained signal features 

in a fast audio fingerprinting system. In [25], MelFrequency 

Cepstral Coefficients (MFCCs) plus energy and its delta 

coefficients are used as audio features for a fingerprinting 

detection system. Sonnleitner et al. [26] proposed an audio 

fingerprinting method STFT with Hann-windos and a hop size 

of 32 samples. 

    Unlike the single channel signal identification for speech 

fingerprint, the brain signals usually work with multiple 

channels at time domain with different frequency band wave. In 

A. Fig. 1. Dichotomy transformation process 

our research, 32 channels of EEG signal were selected and 

filter into four different frequency band: Theta(θ), Alpha(α), 

Beta(β), and Gamma(γ). 

Two types of features are selected from the EEG signal: 

statistical and binary conversion from frequency band using 

STFT(BC-STFT). Totally 512 features were extracted per 

participate on each trail. As a result, descried, the absolute 

vector difference measure between two feature vectors be used 

in feature space in Equ (1).  

∆(fb1,fb2) = (|(f1b1 − f1b2)|,|(f2b1 − f2b2)|,...,|(fnb1 − fnb2)|) (1) 

A. Statistical feature extractions 

    The statistical features were computed from the EEG signal 

with: 

1) The mean of each channel

2) Standard Deviation

3) Mean of the absolute values of the first differences

 i ← 1  x 

f a 
f b 

∆   f a  f b 
 ∆ ≤ d ⊕ 
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4) Mean of the normalized absolute values of the first

differences (nfdm)

5) Mean of the absolute values of the second differences

6) Mean of the normalized absolute values of the second

differences (nsdm)

The corresponding feature vectors is defined by FVstati = 

[µx,σx,fdmx,sdmx,nfdmx,nsdmx]. Thus, 192 statistical features are 

computed for each person. 

B. Band wave extractions 

    EEG signal has multiple features for analyzing the result. 

Each channel of EEG signal has particular range of frequency 

bandwidth. In order to filter the noise and remove the artifacts, 

the EEG data was processed with a bandpass filter between 4 to 

40 Hz. Infinite impulse response filters with Inverse Chebyshev 

filter has to be used in this research for band pass, and four 

different band waves, Theta θ (4-8Hz), Alpha α (814HZ), Beta 

β (14-30Hz) and Gamma γ (30-40Hz), have to be extracted. The 

literature [27] has shown the correlation between these brain 

waves. 

C. Binary conversion feature extractions 

    Suggested by Ouali et al. [28] and Sonnleitner et al. [26], an 

audio fingerprinting feature extraction method was applied. We 

choose the Hann window of length 1024 and computes the 

STFT for non-stationary processes of brain waves. The 

spectrogram is reduced to 10 frequency bins in the frequency 

range from 4Hz to 40Hz. The mean frequency for each bin of 

the spectrogram is computed and the binary conversion is 

calculated, according to [28]. The size of this BC-STFT features 

vectors, FVbc−stft, is 320 per participate for each select trail. Fig.2 

illustrates the process for the band wave extraction. 

V. EXPERIMENTS 

    In this section we compare the experimental results obtained 

by using different feature vectors measures. As descripted in 

previous section, the DEAP dataset as biometrics input and two 

type of brain signal features were extracted from 32 EEG 

channels per participate. 

    We selected 8 of 40 trails for each person from the dataset. 

Totally 32 EEG samples of 256-subjects are used initially. 

    The raw EEG signals were recorded using different 

electrodes 

Fig. 2. Each Brain signal is represented by (d = 320) dimensional vector

placed in the scalp. The signal data has filter from 4Hz to 40Hz 

with noise free to identify the accurate brain wave biometric for 

participates. 

In order to test the dichotomy model, as we introduced in 

Section III, two sets of samples are computed: intraclass 

distance set and inter-class distance set. The intra-class distance 

samples are randomly selecting two binary converted EEG 

signals features from a same person. The inter-class distance 

samples is obtained randomly from two different people. Each 

training and testing set has 500 intra-class and 500 inter-class 

pairs with totally size 1000.  
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    Because of the feature distance vectors are all numeric values 

when proper distance measures are applied, thus these vectors 

become inputs to the dichotomizer. TABLE II shown the four 

different models that we examined. The first and second model 

are using statistical features with Vector difference distance, see 

Equ (1), and the remaining models use BC-STFT features with 

same distance measures method. For the classification, we 

decided to apply Deep Neural Network because it is equivalent 

to multivariate statistical analysis, and we also attempt applying 

SVM as the dichotomizer with PAC, which is considered for 

solving the overfilling problem. The experiments result is 

displaced in TABLE III. In general, deep neural networks 

outperform support vector machines when classifier the BC-

STFT features. Recognition accuracies of model 1 and 2 are 

relatively stable with the statistical features. The best 

performing DNN model was 96.4%, and SVM + PAC was 

96.9%. 

VI. CONCLUSION

    In this paper, we considered the problem of establishing 

EEG-based biometric individuality. The distinctiveness of each 

individual in a population problem was considered. We 

investigated the inherent distinctness of many classes for the 

EEGbased biometric system and used dichotomized 

methodology to measure the statistical inferable discrimination. 

Four biometric verification models are examined for the 

problem of establishing brain signal individuality. 

    To establish the discriminative power of EEG biometric of 

each person, we used 256-subjects EEG signal database. By 

using distances between two patterns of the same class and two 

patterns of different classes, we transformed the multicategory 

problem into a simple dichotomy problem. Different 

combinations of features and classifiers are examined in this 

research. From the experiments result, we found that the deep 

neural networks outperform SVM when classifier BC-STFT 

features. The combination of statistical feature and SVM + PCA 

classifier yielded 94.4% correctness in average. 
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