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Abstract—39 million Americans over the age of 18 currently 

own a Smart Speaker [1]. With their expanding capabilities and 

ease of use, this number is likely to continue to grow. As with any 

internet of things (IOT), especially those that are just recently 

developed, privacy and security can be compromised. As 

technology advances, these factors can be magnified. In this paper, 

the benefits of smart speakers are analyzed as well as costs and 

potential security threats that exist. A report published by 

Symantec Corporation regarding security and privacy issues with 

smart speakers is specifically evaluated in addition to supporting 

articles published within recent years. While certain benefits are 

apparent, smart speakers do not come without their flaws.  

Index Terms – Smart Speakers, Smart Home Voice-Activated 

Assistance, Echo, Google Home, Privacy, Security 

I. INTRODUCTION

According to a national survey of persons over 18, “one-in-

six Americans [owns] a smart speaker, [which represents a] 128 

percent increase since January 2017” [2]. Of these smart 

speakers, over two-thirds are amazon products, including the 

Echo, Dot, or other “Alexa-based product;” one-fourth of these 

products are Google products, including Google Home or 

Google Home Mini [2].  

Smart speakers, or “smart home voice-activated assitants” 

are devices that utilize voice recognition to allow users to ask 

questions or make simple commands, such as playing a certain 

song or setting an alarm [3]. These devices operate through the 

use of a key word or “wake word,” such as “Alexa” in the case 

of the Echo and “OK Google” in the case of Google Home. 

Rather than through the use of a power button, these smart 

devices are always listening for these keywords, and when 

heard, will send the message through HTTPS requests to the 

backend servers so that the context can be analyzed and a 

message can be sent back to the device where it is translated 

[3]. In addition to responding to simple commands, additional 

services can be accessed that allow smart speakers to connect 

to other smart devices, access certain applications, or perform 

certain skills. These services allow users to control connected 

devices (smart TVs, lights, door locks) and perform certain 

tasks such as ordering food or calling a taxi [3].  

Fig. 1 System diagram of how smart speaker, Alexa, works [4]. 

II. PROBLEMS & CHALLENGES

There are several different issues that arise with the use of 

smart speakers. The first is that any person who has physical 

access to one’s smart device can interact with it and potentially 

change the settings or even purchase items without the user’s 

knowledge [3]. There is also a known attack with the older Echo 

versions that allow anyone to replace the firmware and add their 

own code, allowing the smart speaker to become a listening 

device. The potential dangers of this flaw are obvious with 

privacy being the main concern. Unintential interaction with 

smart speakers can also occur if keywords are picked up from 

sources other than the user such as answering machines and TV 

ads, triggering the device [3]. There were several cases where 

phrases in TV adds and even shows triggered smart speakers 

and produced a response [3]. While this is most often harmless, 

if hackers are able to get access to these devices, it could be 

used to their advantage and be very harmful to the user. 

Although voice recognition is built into these devices, smart 

speakers must be “taught” to differentiate voices through 

repeated use, and even then, errors in recognition can occur [3]. 

Issues also arise through means other than physical access to 

smart speakers. The most notable is probably through WiFi 

connection [3]. Because smart speakers function through 

internect connection, it is essential for users to ensure these 

connections are secured properly. Some methods to ensure 

security are through WPA2 encrytption, strong passwords, and 

through updating any WiFi device to ensure vulnerabilities are 
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corrected [3]. It was also found that people nearby a smart 

speaker were able to communicate with a device by sending 

ultrasonic frequencies inaudible to the human ear, but that could 

be picked up by a smart speaker. This flaw would allow a device 

to be accessed without the user’s knowing [3]. Although most 

smart speakers don’t have a screen with an accessible web 

brower, newer models like the Amazon Echo Show do [3]. This 

provides an additional vulnerability for hackers to access 

malicious sites, further compromising the user’s security.  

The issue of privacy is also very relevant to the use of smart 

speakers. This is due to the fact that these devices are “always 

listening for the keyword” [3]. When the keyword is heard, the 

device begins recording the message so that it can then be sent 

to the back-end to be processed and stored there [3]. Although 

this feature is set up, there is always potential for these devices 

to override these settings and record everything.  

Based on the issues discussed, it is wise for users to be 

conscious of privacy and security flaws, especially when 

considering connecting these devices to other security smart 

devices such as door locks. In addition, it is essential for users 

to secure the features offered by smart speakers, such as 

purchasing capabilities.  

III. LITERATURE REVIEW

Smart speakers were first introduced in late 2014 with the 

development of the Amazon Echo, followed by Google Home 

in late 2016, and finally the Apple HomePod in late 2017, 

among other, less notable devices [5]. Although smart speakers 

are relatively new, they have become increasingly popular 

among consumers as well as the basis of many articles 

published within the technology field. Within the few years 

these devices have existed, 10 percent of homes with internet 

within the US now have some sort of smart speaker, which 

represents an increase of over three-times in a year’s time [6].  

Thanks to advances with artificial intelligence (AI), the 

capabilities of smart speakers are continuing to evolve, making 

their use more appealing to consumers. Advances in this sector 

are most significant within Google and Amazon products [7].  

A. Google Home 

Beginning with its use in smartphones, Google has now 

expanded the use of AI with Google Home, allowing 

numerous possibilities. Integrated with multiple apps such 

as YouTube and Spotify, it is possible to search videos and 

listen to music. In addition, it can be integrated with 

Chromecast, allowing control of smart TVs, as well as 

other household devices such as thermostats, lights, etc [7]. 

B. Amazon Echo 

The Amazon Echo was the first smart speaker introduced 

and also offers many capabilities. These include playing 

music, making phone calls, and sending and receiving 

messages. In addition, information such as the weather, 

traffic, and news can be obtained [7].  

In an article published in the Daily Herald, technology 

writer, Anick Jesdanun, warns of the potential dangers of voice-

activated speakers and other smart devices [8]. Of them is the 

idea that these devices are always capable of “listening in” [8]. 

This becomes concerning when you consider private 

conversations being held that can be easily recorded and stored 

on the back-end. What are these companies doing with this 

information and how is it safe-guarded? In addition, what 

features are in place to protect this information from hackers? 

Most companies ensure that information is not recorded unless 

the designated keywords or “wake words” are used [8]. In 

addition, some products, such as those of Amazon have a mute 

button that disable the microphone. Furthermore, certain 

products will allow you to go back to listen to recordings and 

delete any that are unwanted [8].  

In an article published in the Washington Post, Nicole Kobie 

also examines the risks involved with voice-assistant devices. 

She discusses that these devices have been known to be activated 

with “sounds above the range of human hearing,” making them 

especially accessible to hackers [9]. In one study conducted at 

Zhejiang University in China, students used ultrasound to send 

an inaudible command to a smart speaker and were able to 

download malware, start a video, and spy on the environment 

[9]. Devices that were vulnerable to this attack included 

Amazon’s Alexa, Apple Siri, and Google Now, among some 

others [9]. According to PhD student and researcher at 

Georgetown University, Tavish Vaidya, the solution to this is to 

“focus on protecting against unauthorized commands rather than 

limiting what assistants can do” [9].  

IV. IMPACTS

Fig. 2 Smart Speaker Consumer Trends [10]. 

“Smart speakers are changing behaviors and forming new 

habits” [1]. Based on data from The Smart Audio Report, Smart 

Speakers are having a huge impact on smart application 

consumer buying [1]. 30 percent of consumers report replacing 
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television with smart speakers, 71 percent report listening to 

more audio, 64 percent report a desire to use smart speakers to 

control other smart appliances, and 61 percent report a desire to 

obtain smart speakers for car use [1]. Other activities include 

listening to traffic, the news, and weather reports, finding 

recipes and children’s stories, and settings timers and alarms 

[1].  

Smart speakers are also bringing people together with 53 

percent of owners reporting using these device with others [1]. 

Furthermore, smart devices are influencing spending behaviors 

with 29 percent of users reporting using them for researching 

products and 31 percent reporting using them to add products 

to their “shopping cart” [1]. 

V. CHALLENGES 

VI. BENEFITS

Smart speakers offer numerous benefits. Of them is the 

ability to search information more conveniently as well as to 

automate home appliances [1].  

VII. COSTS

Fig. 3 Top activities reported by smart speaker consumers [1]. 

VIII. BENEFITS

In today’s day and age, individuals and families have 

extremely busy lives, sometimes making it challenging to find 

time to complete daily tasks. As a result, people are constantly 

finding ways to make their lives easier, more convenient. And 

in this lies the benefits of smart speakers.  

Smart speakers offer numerous benefits. Of them is the 

ability to search information more conveniently as well as to 

automate home appliances [1]. Overall, they are making 

different information sources more easily accessible – traffic 

information, the weather, news, cooking recipies, etc. They are 

also aiding in organization and lifestyle such as through their 

use in forming to-do-lists, setting timers and alarms, and 

creating shoping lists [1]. There is also a huge role in 

entertainment, as many users report using smart speakers to 

listen to children’s stories and audiobooks, to listen to music, 

and to play games [1]. Of equal importance is there use in 

connecting to other smart devices such as to control lighting, 

the television, thermostat, etc.  

With there wide range of use, the value of smart speakers in 

the home is undeniable. Although not essential, as more and 

more individuals integrate them into their daily routine, it may 

be hard to imagine a time when they weren’t being used.  

IX. COSTS

Considering their capabilities, smart speakers are relatively 

inexpensive, and therefore accessible to the general population. 

In addition, there is a wide price range depending on the brand 

and completixity of the device, making it likely there is a device 

fit for everyone’s needs.  

A.  Amazon 

Amazon has some of the more affordable prices, with the 

Echo costing $99. In addition is the Echo Dot, which is 

priced at $49.99, and the Echo Plus, priced at $149.99 [6]. 

B. Google 

In regard to Google products, the Google Mini is priced at 

$49, the Google Home at $129, and the Google Home Max 

at $399 [6].  

C. Apple 

Apple currently offers the HomePod, which is priced at 

$349 [6].  

X. ETHICS 

As made apparent throughout this paper, smart speakers 

inevitably come with their potential risks, most notably in the 

domain of privacy and security. Despite this, companies are 

developing specific meaures in an effort to reduce these risks. 

As long as there is a continued effort to address these concerns, 

significant breaches do not seem likely at this time [3]. In other 

words, the benefits of these devices outweigh the risks.  

Of course, in the area of privacy, consumers should remain 

aware that the potential for devices to malfunction or, in some 

cases, record unintended messages, are possible, and safety 

precautions should be put into place. This means cosumers 

should read and be aware of privacy and security statements 

provided by manufactures, be aware of the current settings of 

their device, and keep up with updates that are made accessible 

as companies are made aware of new information and potential 

threats.  

XI. CONCLUSION

Smart speakers are a fairly new device within the technology 

world, and therefore, have a huge potential for growth. As with 

any IOT, there are both privacy and security risks that are worth 

considering. These risks have been acknowledged and 

companies appear to be responding to these concerns by putting 

certain security measures and device settings in place. In 

addition, consumers must also be congnizant of these risks and 

act accordingly to ensure that the security of these devices are 

maintained. Some tips on how to keep up with privacy and 

security concerns can be viewed in Figure 4 below [3]. 
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With that being said, the convenience of smart speakers in 

every day life is clearly evident with uses ranging from 

something as simple as setting an alarm to something as  

complex as making purchases online or controlling other smart 

devices. As these devices continue to expand, hopefully along 

with there security features, their popularity is likely to grow.  

Fig. 4 Safety tips  [3]. 
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