
 

Abstract— The incidence of cyber-attacks and breaches 

continue to rise, even though cyber-security practitioners have 

continued to improve Incidence Response by investing heavily in 

prevention technologies, frameworks and improved skillsets. 

These investments have unfortunately not created a significant 

impact on stopping or slowing down attacks.  Response to cyber-

threats are still slow and high-profile breaches continue to rise and 

take center stage in global media coverage. This study therefore 

examined the slow response to cyber-breaches and identified the 

consequence of task disengagement within the usually stressful 

operating environment of Security Operations Center (SOC) as a 

novel and contributory factor to slow incidence response.  Task 

disengagement sets in, resulting in the decrement of mental and 

physical alertness and overall vigilance after the initial 30 or 40 

minutes of continuously staring and monitoring banks of monitors 

and other security tools for anomalous traffic.  Since this, like most 

cyber-vulnerabilities, are induced by human errors, we related 

works in the area of Artificial Intelligence were examined as a 

means of replacing human analysts in continuous monitoring, 

identification and triaging of threats within the SOC.  However, 

the study concluded that cyber threat hunting, monitoring and 

early detection rely on critical human intuitions, and that AI has 

not been developed sufficiently to handle the behavioral 

complexities of human intuition to understand such stealthy and 

sophisticated attacks.  
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I. INTRODUCTION 

 The global proliferation of cyber-attacks has clearly 

rendered current cyber incident response strategies tepid and 

inadequate.  This has consequently led to the regular reports of 

successful high-profile breaches as reported in the main stream 

media outlets.  According to Europol, the Total impact of 

Cybercrime is now estimated to be US$3 Trillion, making it 

more profitable than the global trade in marijuana, cocaine and 

heroin combined [1].  When you throw both criminal and 

Nation-State cyber-espionage into the mix, it becomes very 

clear why countermeasures and attempts at protecting cyber 

infrastructures have become a huge challenge [2]. 

A successful cyber defense strategy depends on an incident 

response that is nimble, efficient and effective as a consequence 

of the seamless integration of People, Process and Technology 

[3].  Cybersecurity practitioners are responding to today’s 

complex and sophisticated threat landscape, which is made up 

of a community of highly motivated and well-funded 

adversaries, with improved frameworks and smarter tools that 

take advantage of new technologies and platforms such as 

machine-learning, big data, cloud computing, and improved 

systems integration and automation [4].  Unfortunately, the 

People aspect of an incident response strategy has proved to be 

the weak link and, in effect, has been responsible for the overall 

slow or ineffective reaction to contain or disrupt cyber-attacks 

[5-7].  

II. THE PROBLEM

Cybersecurity incidents and data breaches have continued to 

grow by significant margins, size and frequency on a year by 

year basis since 2005, with the exception of 2007 and 2011 (see 

Figure 1). For the purposes of this paper, we shall adopt the 

FISMA (Federal Information Security Management Act of 

2014) definition of “incident” as “an occurrence that (a) 

actually or imminently jeopardizes, without lawful authority, 

the integrity, confidentiality, or availability of information or an 

information system, or (b) constitutes a violation or imminent 

threat of violation of law, security policies, security procedures, 

or acceptable use of policies”.  Data breach on the other hand, 

occurs when there is an impact resulting in the loss of a variety 

of data or the unauthorized access or modifications of data with 

consequential impairment or loss of confidentiality, integrity 

and access to proprietary and sensitive data. Event is simply 

“any observable occurrence in a system or network” [8]. Not all 

incidents or imminent exposure of records translate to 

successful data breaches, but threats and successful breaches all 

combine to equally put a lot of strain on overall incident 

response resources in spite of improved technologies, 

processes, frameworks and the increasing application of Big 

Data Analytics, Artificial Intelligence, Cloud Computing and 

better integration of disparate layers of cybersecurity tools and 

platforms for added efficiency.  

 The potential damage to an enterprise as a result of a 

successful data breach could include all or some of the 

following: 

• Loss of reputation

• Loss of Critical Data

• Expensive legal liabilities
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• Actual loss of funds and Intellectual properties

• Disruption of operations

Each of these risk factors can cause a significant number of 

setbacks to an organization’s wellbeing and in some instances, 

lead to actual bankruptcy [9-11]. 

Figure 1. 2005-2017 Cyber Breaches & Records exposed [12] 

Figure 1 shows that Information Security professionals are 

not doing a good job of early detection and mitigation of the 

flood of attacks that are frequently initiated by threat actors.  

There is a reasonable assumption that threats and the flood of 

attacks will continue to increase.  All targeted entities are prone 

to eventual breaches, thus exposing the inherent inadequacies 

in the current methods and strategies of threat mitigations.  

III. TASK DISENGAGEMENT

Task Disengagement is the gradual depletion of attention 

resources and subsequent lack of vigilance to a given task. Such 

disengagements may be the result of visual and mental fatigue 

either due to the monotony of the task, stress at the workplace 

or long but inactive periods between significant events, all of 

which are typical of a SOC environments. Task engagement on 

the other hand, is characterized by enthusiasm, arousal, 

alertness, motivation and concentration [13, 14]. 

Task Disengagement is a well-known neurological issue 

within certain scientific communities, particularly within the 

medical research community, but its linkage to the limitations 

of cybersecurity defense has only recently been recognized [15, 

16]. 

We can further apply Yerkes-Dodson Law (Figure 2) which 

describes low levels performances as a consequence of both low 

and high levels of arousal and finding the optimal level of 

performance in the middle between low and high levels of 

arousal[8, 17] to further highlight the incidence of Task 

Disengagement. 

Figure 2. Yerkes-Dodson Law of Levels of Arousal 

A typical enterprise Cybersecurity technology platform in 

today’s challenging operating environment will be made up of 

several layers, including: 

 A Security Incident and Events Monitoring platform,

preferably SIEM 2.0 with a 24/7 SOC monitoring;

 A set of Next General Firewall (NGFW) for both

external and inside of DMZ protection including

IPS/IDS features;

 Network Access Control System

 Enterprise Anti-Malware with machine-learning, Zero

Day and Behavioral Analytics capabilities;

 Additional Endpoint Threat protection and visibility

system

 Identity and Access Management platform integrated

into the enterprise Active Directory Infrastructure;

 A Data Leak Protection (DLP) and File Integrity

Monitoring System.

Other functional areas that form best practices in 

Cybersecurity management include: 

 Incident Response Plans, including regular table-top

simulations;

 Business Continuity and Disaster Recovery Plans

 Vulnerability Management

 Patch Management

 Audit and Periodic Third-party Penetration Testing;

 Cybersecurity awareness Training

Based on the results of our field investigations on the effects 

of Task Disengagement within a cyber-security environment, 

we propose a unique framework which we shall identify as 

Dynamic SOC Management (DSM) Framework.  The main 

components of the framework are the creation of an automated 

system-enforced task and job rotation mechanism at given 

intervals within a Security Operations Center (SOC) or 

integrated to an on-premises SIEM operations center. We 

believe such rotations help to enhance task engagement with the 

consequence of an improved and more effective continuous 

monitoring within SOC operations.  It will further improve the 

early detection and activation of incident responses and an 

overall reduction of the capabilities of the adversaries to breach 

victims’ cyber defenses. 
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A. Dynamic SOC Management (DSM) Framework 

The objective of the DSM framework is to improve on the 

alertness, early investigation of suspicious or anomalous 

activities within the monitoring system and where necessary, 

commence an early incident response exercise to either disrupt 

an ongoing attack or contain one that is inbound.  According to 

Lockheed Martin’s Cyber Kill Chain Framework, cyber-attacks 

are easier to be disrupted or contained at the early stages of the 

attack [18]  cycle. The overall objective of the DSM is to do just 

that within a SOC environment with the following components 

and capabilities: 

 It identifies and integrates the main tasks of a SOC

which are: 1) Continuous Monitoring, 2) Threat

Hunting, 3) Threat Intelligence Analysis and 4)

Triage/Incident Response Support;

 It has the capacity to not only rotate tasks among SOC

Analysts but also rotate their jobs unto different SIEM

platforms and tenants in an MSSP environment;

 The process of task or job swapping is automated at

intervals and is enforced by the system;

 The design also incorporates periodic pop up

notifications to Analysts and a countdown that their

job roles are about to change;

 The system can further be tightly integrated, through

the use of APIs (Application Program Interface) that

could further be developed to seamlessly switch the

Analyst over to the next job tasks with the SIEM

platform or SOC environments.

 Our framework can also be integrated into other

evolving processes of threat mitigation technologies.

IV. RELATED WORK

 Different initiatives have been developed or in development 

to improve on efficient and early detection of cyber-attacks.  

These initiatives include the development of predictive threat 

analytics that ensures that cybersecurity practitioners are not 

caught unawares during an inbound attach, the deployment of 

Artificial Intelligence to address the presumed limitations of 

human analysts (autonomous defense) and in some instances, 

the combination of AI and human analysis known as augmented 

reality security [12].  These developments would be examined 

and compared to our proposed solution. 

A. Cyber Threat Prediction – Predictive Analytics 

The adversary is resourceful, nimble and efficient to adapt to 

evasive defensive mechanisms applied to protected targets.  The 

threat landscape is typically engaged in an arms race that 

borrows from the established strategies and execution of 

longstanding military doctrines.  Cyber-security professionals 

are however perpetually dug into defensive positions and are 

most of the time, only reacting to a successful incident or 

breach. 

The ability to predict an attack within a threat landscape 

would therefore appear to be significantly effective in 

disrupting or containing the impending attack [19].  However, 

while applying predictive analytics to identify a planned or 

inbound attack holds a lot of promise it can also be challenging 

in view of the peculiarities and differing obfuscation 

techniques and motivations of the threat actors [20].  

The promise of greater effectiveness to Incident Response 

have led to continuing developments and investments in 

predictive analytics.  Researchers have adopted several 

methodologies in developing algorithms and statistical 

probability models to achieve the objective. 

In their Paper, Axelrod and Iliev identified timing as the key 

and pointing at the successes of zero-day-attacks as a typical 

example of the importance of timing.  Zero-day exploits the 

vulnerability within a system on the very day the vulnerability 

is discovered, leaving no time for the targeted victim to fix the 

vulnerabilities.  They went further to develop a model based on 

this understanding to validate the assumptions [21]. 

For this model to be effective, the following assumptions 

were made by the authors: 

 Assumption 1. Stakes:  Establish the current level of

the target value now and in the near future to determine

the timing of exploiting the vulnerability;

 Assumption 2. Resource Characteristics: Determine

the availability over time within certain parameters of

stealth and persistence.  Stealth is the probability of the

exploit remaining within the target environment

without being discovered and neutralized and

persistence refers to the probability that the exploit or

resource can remain within the target environment to

be redeployed if for some reason the initial attempt

was inappropriate.  It is best to initiate a strike when

the stakes are high enough to consider the resource

expendable.  Such exploit-mode is defined by the

Threshold (Pr (s ≥ T) of stakes.  An average short-

term gain is then represented by G (T),

S = Stealth = Pr (resource survives |use it) 

P = Persistence = Pr (resource survives | not use it) 

Current discounted value of the resource = wSV. 

According to the authors, the decision to use the resource at 

a given time is the probability that the current stakes represented 

by S, is at least as great as the Threshold.  Conversely the 

chance that the exploit will not be activated at a given time is 

the complement of this, which is represented by:  

1 – Pr (s≥ T).  This will give us the expected discounted 

value of the resource, V as follows: 

V = Pr (s≥ T) ( G(T) + wSV ) + ( 1- PR(s≥ T)) w P V.   [1] 

 Assumption 3. Value of a resource: The value of a

resource to exploit a target’s vulnerabilities is

measured by the level of its stealth and persistent

capabilities and the distribution of future stakes as

defined in Equation [1] and solving for V gives the

following:

V = Pr ( s≥ T) G (T)/ [ (1-w P) + Pr ( s≥ T) w (P-S) ].    [2] 

A cursory glance at the Paper will create the impression that 

that the Authors had based the importance of optimal timing to 

initiate an attack from the perspectives of the threat actors using 

an APT (Advanced Persistence Threat) exploit tool and so it has 

limited value as a tool for effective Incident Response.  This 
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could be true to some extent; however, the target could predict 

and prepare for a possible attack based on some of the 

parameters such as the historical upsurge of cyber-attacks on 

the publication of zero-day vulnerabilities. The data sets for 

their models may also require further refinements and directed 

at a specific target group for the model to work in a production 

environment. 

B. Context-Based Detection Framework 

Although P. Giura and W. Wang in their works [22], 

developed a model of Context-Based Framework as an 

effective defensive mechanism against Advanced Persistent 

Threats but the same model can be extended to address 

detection challenges with all malware and attack vectors 

considering that most malware footprints have similar 

attributes. 

The framework proposed a conceptual attack model called 

the attack pyramid based on the attack tree concept (Figure 3).  

It then modeled an attack pyramid with specific identification 

of possible attack scenarios and targets within the organization.  

The detection scheme then correlates these events into contexts 

of potential targets that can then be modified into enhanced 

security [22]. 

Figure 3. Attack Tree aimed at an organization's source code [22] 

C. Replacing Human Analysts with Virtual AI 

The role of an Analyst, particularly in the operating 

environment of Security Operations Center (SOC), is critical 

not only in identifying actionable value in the streams of data 

that the SIEM and other security devices generate, but also the 

ability to intuitively decide which, among the many data sets 

require further investigation and decide when to disrupt a 

suspicious incident and initiate a timely Incident Response 

exercise. 

There is the feeling in certain quarters that AI could carry out 

these functions faster and more accurately than humans.  In his 

works: “Thinking, Fast and Slow”[23], author Daniel 

Kahneman described the human brain as having two systems: 

System 1 being automatic and System 2 as conscious and 

logical.  The automatic system provides our emotions, 

automatic response to events such as danger which 

automatically evokes fear and good things which brings the joy 

in us.  Kahneman noted that AI, which is acknowledged to be 

effective in the logical way things work, is fast learning and 

adapting to the emotional system too, pointing to recent 

developments where AI responds to positive and negative 

signals just like humans. 

He further stated that given that there are ‘systematic errors’ 

in the automatic function of the human thinking, AI could 

eliminate those ‘errors’ and indeed surpass humans in the 

quality of “gut reaction” decisions and consequently, do a better 

job.  The implication here is that Analyst, such as SOC 

Operators who are saddled with such expectations of “gut 

reactions” would be replaced by AI. 

There could be some limited logic to this argument but we 

must understand that algorithms and pattern recognitions are 

critical and they form the foundation of these AIs. These 

algorithms can only operate within the conditions of the world 

that the humans, who originally developed them can precisely 

understand and describe to them.  The world of Cyber warfare 

is not a controlled and precisely predictable environment as 

would be required by an AI to respond and take its clinical 

decisions. 

D. Blend of AI and Human Analysts 

Acknowledging the limitations of totally eliminating human 

SOC Analysts and replacing them with machines based on 

Artificial Intelligence, IBM[24] and a group of MIT[25] 

researchers separately developed platforms that aimed to 

compliment the tasks of human SOC Analysts. 

IBM’s Watson supercomputing platform was developed with 

collaborations from various faculties and students from 

Carnegie Mellon University, University of Massachusetts 

Amherst, Rensselaer Polytechnic Institute, University of 

Southern California, MIT, University of Texas, New York 

Medical College and University of Trento.  Watson started life 

essentially as capable of giving answers to sophisticated 

questions in natural language.  It combines AI and big data 

analytics to deliver performances that approached human 

capabilities. 

In 2016, IBM decided to leverage and integrate Watson’s 

computing power with its QRader SIEM platform to develop 

what it describes as Augmented Cognitive Security.  IBM 

adopted the approach of deploying Watson’s resources in 

delivering actionable Threat Intelligence and Threat Hunting 

analytics to the SOC Analysts for timely decision making to 

prevent breaches in a typical Security Operations Center.  IBM 

has always been careful by stating that Watson’s critical 

contributions to Cognitive Security currently is to “augment, 

not replace” human Analysts.  IBM’s approach provides 

grounds for human Analysts to deliver more focused, 

qualitative and faster service based on Watson’s ability to 

provide greater insights into anomalous data sets and up to date 

threat intelligence data in a rapidly changing threat landscape.  

 Watson’s capabilities are currently available only to IBM’s 

QRader SIEM platform users and while it provides speedy and 

quality data upon which Analysts could quickly initiate an 

Incident Response, it does not significantly address the stressful 

work environments that exist within a typical SOC which leads 

to the incidence of task disengagement. 
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Following a path almost similar to IBM’s Augmented 

Cognitive Security model, a group of MIT researchers in the 

Computer Science and Artificial Intelligence Lab developed a 

platform called AI² that they argued predicts cyber-attacks 

significantly better than any existing system – by continuously 

incorporating inputs from human Analysts.  AI² integrates 

Artificial Intelligence with the intuitive capabilities of human 

Analysts[25]  

According to the researchers, AI² can detect 85 percent of 

attacks, with the ability of reducing the number of false-

positives by a factor of 5.  It was tested on 3.6 billion log lines 

which were said to have been generated by users over a period 

of 3 months.  To predict attacks, AI² depends heavily on 

machine-learning, data analytics and presents its data to human 

Analysts who confirm which events are actionable security 

events.  The feedbacks are further incorporated for better 

refinement. 

In our view, the current data upon which AI² achievements 

were based appear to be in a controlled environment.  It is not 

clear if this performance can be replicated in a real-world 

situation.  There is no indication that it ingests threat 

intelligence feeds in addition to human Analysts’ inputs. 

E. Application of Neural Networks in Cybersecurity 

AI Neural Networks apply powerful computational models 

build on AI frameworks to process and negotiate computer 

network operations. 

Neural Networks incorporate machine learning with the 

capability to acquire, store and apply newly acquired 

knowledge to continually improve the input/output 

performance within the network.  Interesting works in the 

application of Neural Networks for early intrusion detection are 

currently in development at the following research centers[26, 

27]. 

V. SOME SURVEY RESULTS 

Perhaps the most exhaustive research data relevant to this 

Paper are the works of Donald, FM and Donald, CHM – “Task 

Disengagement and implications for Vigilance Performance in 

CCTV Surveillance”[28].  The research examined the 

relationship between the neurological indicators of task 

disengagement and alert surveillance by experienced CCTV 

operators and novices.  The study attempted to measure how 

long an operator can remain vigilant for an extended period of 

time in monitoring activities on a bank of CCTV screens before 

eye and mental fatigue sets in to degrade the performance and 

vigilance of the operator. 

The sample size of 73 participants made up of 42 (32 males 

and 10 females) operators employed full time in CCTV 

surveillance drawn from six organizations in the hospitality and 

gaming, town-center surveillance, academic, mining and 

processing sectors in South Africa.  The sample population also 

included student participants with no experience in CCTV 

operations, deemed as ‘novices’ in the study. These are 31 

students made up of 9 males and 22 females. 

The experienced operators were further divided into 

‘generalists’ and ‘specialists’.  Although this is not very clear 

but the differentiating factors appear to be length of experience 

and education.  The mean length of experience with CCTV 

operations for the generalists was 2.83 years whereas in the case 

of the specialists, it is 5.85 years, indicating that specialists are 

more experienced than generalists.  Both generalists and 

specialists also differ in the level of education.  The data shows 

that 66.67% of generalists had <12 years of schooling compared 

to 71.05% of specialists who had 12 years of schooling. 

Generalists and specialists were within similar mean age of 

36.48 years. 

We shall exclude the novices in our analysis because they are 

not relevant to this research.  Security Operations Center 

analysts are highly trained and experienced individuals. 

A. Gap Analysis 

CCTV Operations and SOC within the cybersecurity threat 

landscape are similar, somewhat.  Both require dedicated 

alertness to continuous monitoring using tools, in this case, 

banks of screens to monitor activities and where some 

suspicious issues are observed, to take immediate action to 

neutralize the threats. Both activities are stressful and can 

quickly render operators ineffective as a result of visual and 

mental fatigue also known as Task Disengagement. 

A wholesale acceptance and application of the works of 

Donald & Donald in a SOC/SIEM operations environments 

would ignore some fundamental differences that could throw 

up conclusions based solely on their data sets.  This is capable 

of impacting the validity of our research. 

Differences between CCTV and SOC Operation [28, 29]: 

Some of the significant differences between the operations of a 

typical CCTV and SOC operations are: 

 CCTV Operations are in the main dedicated to

monitory physical security and operators are always

on the lookout for movements and audio activities.

Operators can immediately determine unfolding

threats based solely on what they see or hear from the

screens;

 SOC Operations are more sophisticated, varied and in

several cases, unfolding threats are cleverly masked

and requiring further investigations with several other

tools to determine the threat level;

 The education and proficiency levels of both a CCTV

operator and SOC analyst are significantly different.

While the CCTV operators in the survey had around

12 years of schooling plus the accumulation of on the

job experience, the SOC analyst requires more than 12

years schooling and must acquire skillsets in network

and systems engineering with several months of

training to be proficient in administering and

analyzing the data that a typical SIEM in a SOC

environment generates;

 Apart from the primary role of continuously

monitoring the SIEM, SOC analysts are expected to be

proficient in threat hunting, pouring through threat

intelligence feeds/making sense of the data flow and

assisting in specific incident responses.  Pivoting

between these tasks can be problematic and takes up
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significant amount of critical downtimes. 

A. Measuring the workplace stress levels of a SOC 

The Role of a SOC analyst is multifunctional, though 

continuous monitoring remains the key function.  The data sets 

of both Donald & Donald and our field studies have similarly 

established the pervasive incidents of Task Disengagement and 

the subsequent decrement of vigilance in continuous 

monitoring such as CCTV operations and Security Operations 

Center (SOC). 

The methodology of testing and data collections were 

slightly different but the results are similar in the significant 

areas.  For example, the research by Donald & Donald split their 

testing and observations into three phases of 30 minutes cycles, 

whereas our field study data sets were measured based on 

Continuous Monitoring which is indicative of the operational 

requirements in SOC management. 

Administering the tests in phases may have helped in 

establishing improved engagement behavior in the final 30 

minutes cycle in the Donald & Donald research and which the 

researchers had ascribed to better management of attention 

resources during the second 30 minutes cycle that resulted in 

the least successful engagement overall.  In the case of our field 

studies, 43.75% disengaged after 60 minutes, 37.50% after 90 

minutes, 15.63% stayed up to 120 minutes of continuous 

monitoring while only 3.13% did not make it beyond the first 

30 minutes. 

B. Coping Mechanisms 

Our field studies determined that certain steps can be taken 

at the work place to extend and sustain the vigilance of 

operators to a significant level.  Such coping mechanisms 

include tasks rotation or swapping roles with work colleagues 

at certain intervals.  54.84% of participants felt swapping job 

roles or tasks to a different SIEM platform or tenants was 

helpful in alleviating vigilance decrement and stress levels.  A 

typical Managed Security Services Provider (MSSP) manages 

more than one SIEM platform and has several clients (tenants) 

on these platforms.  A typical SOC analyst in a MSSP-managed 

SOC is trained to be able to administer these different SIEM 

platforms. 

The high levels of stress and boredom occasioned by 

repetitive tasks or continuous monitoring of banks of screens 

could in themselves, accelerate the depletion of attention 

resources and participants’ responses gave us a good insight 

into this. 62.50% of participants agreed that working in a SOC 

is stressful, 34.38% felt it is very stressful and only 3.13% 

agreed it was moderately stressful. 

People obviously would not be swapping job roles 

indiscriminately and at some unreasonably short intervals, so 

we tried to identify what other coping mechanisms are 

employed by participants to remain cognitive and vigilant.  

41.94% take short breaks, 29.09% spend time browsing the 

Internet and 29.09% switch tasks to say threat hunting, threat 

intelligence or swapping roles with another analyst. 

Browsing the Internet and swapping tasks roles throw up 

additional challenges of managing how and when analysts 

switch back to their regular job functions which we further 

investigated. 65.63% of respondents forget to pivot back to their 

primary tasks of monitoring once or twice in a work week and 

only 18.75% never forget and are right on time always to 

switching back and forth. While the high rate of lack of on-time 

pivot to primary tasks may be indicative of the informal and ad-

hoc process of managing a coping mechanism, the high 

incidence of leisure web browsing, also known as cyber loafing, 

could have contributed significantly to the high rate. 

Although some studies have established that cyber loafing is 

an effective restorative function in a stressful workplace[30] 

[31], it should be done with moderation and more importantly, 

regulated or system-enforced in order for this coping 

mechanism to be beneficial not only to the analysts but the 

effectiveness of the primary role of the SOC as well. 

C. Discussion on Related Works 

We shall now proceed to examine the related works 

described in the previous section, identify their weaknesses to 

establish why my framework, Dynamic SOC Monitoring 

(DSM) potentially remains the best solution at this time, for 

proactive detection and effective Incident Response: 

The study conducted by Donald F.M, et al and published in 

2015 examined the relationship between behavioral responses 

between Task Disengagement and vigilance by operators of 

CCTV surveillance.  They argued that participants began to 

indicate disengagement or decrement of vigilance after the 

initial 30 minutes which is associated with declining rates of 

detecting suspicious or anomalous activities [32]. 

The research study therefore proved that the monotony of 

monitoring events on the screen consistently triggers eye and 

mental fatigue after the first 30 minutes and such declines 

become rapid over the next 90 minutes.  

However, the Donald study of CCTV Surveillance 

operations which appears to be somewhat similar to SOC 

operations, is inadequate and does not  proffer solutions that we 

can compare with our framework and even if it did, such 

solutions may not be relevant to the unique operations and 

requirements of a typical SOC operations[33]. For example, 

whereas CCTV surveillance operators look out for physical 

movements and voice/noises, SOC Analysts must concentrate 

in observing IP and other obscure traffic patterns and try to 

make sense of not only several alerts but also anomalous traffic 

that buck the trend.  The skillsets, together with the training of 

a typical SOC Analyst is different and significantly more 

rigorous than a CCTV Operator.  The work environment of a 

SOC is also more stressful than the typical CCTV surveillance 

center. 

The use of predictive analytics without integrating other 

capabilities is flawed because of the unreliable variables that 

formed the input for such algorithms.  The exclusive use of AI 

as a replacement for human analysts in order to address certain 

human frailties such as the incidence of Task Disengagement 

also lacks sufficient effectiveness.  A substantial part of the 

skillsets for a typical analyst is the use of his/her intuition to 

further investigate certain incidence that may not “feel or 

appear normal”. 
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The approach of IBM’s Augmented Cognitive Security 

model and similar others in deploying AI to assist in the 

effectiveness of human SOC Analysts, especially in the areas 

of threat hunting, threat intelligence and threat investigation is 

promising and may well be a path that will be followed by most 

cybersecurity stakeholders.  However, that does not address the 

neurological problems of decrement of alertness and vigilance 

arising from eye and mental fatigue of consistently monitoring 

banks of screens in a SOC environment which our novel 

framework has identified. 

The Dynamic SOC Monitoring Framework (DSM) did not 

only highlight this gap in incident response, but has, within the 

limitations of its complexities, proffered a solution in 

addressing the problem by: 

 Developing a solution for the enforcement of Job/task

swapping

 Creating a framework for automating the

management of job/task swapping

 Creating a process of integrating this framework

through APIs, to either the SOC ticketing system or

the SIEM itself

 Integrating the framework with all the AI advances

and frameworks that is currently in development.

In the case of the application of Neural Networks in 

Cybersecurity, these are interesting works though still in 

development. However, the use of DARPA’s database of 

Intrusion Detection, first developed in 1998, renders dataset 

dated for building an initial resource of training the system for 

an effective Neural Network designed for cyber defense.  

Malware definitions evolve rapidly and threat actors are 

proficient in applying several mechanisms or obfuscations to 

evade detections.  The works of Lippmann and Cunningham 

together with Ghosh and Schwatzbard on Neural Networks in 

cyber defense are promising but they are reactive to known 

heuristics and may not be effective in a rapidly evolving attack 

vectors and stealth capabilities. 

P. Giura and W. Wang’s Context-Based Detection 

Framework [22] to be similar to the design of segmented 

network design as opposed to flat networks that has always 

been considered vulnerable in Cybersecurity practice.  

Networks are segmented to ensure that high risk entities or 

systems that hold sensitive data are isolated and additionally 

hardened for security reasons.  This design concept is widely in 

use but networks are still prone to successful attacks either as a 

result of poor management of privileged accounts or theft of 

privileged credentials through social engineering.  

This Framework is therefore rendered ineffective if the 

adversary had access into the environment through stolen 

credentials with elevated rights, as is common now. 

There is also the case for a streamlined and hierarchical 

Internet governance model.  This is compelling and has the 

potential to enhance early detection and more importantly, 

attribution that could significantly curtail the incidence of 

successful cyber-attacks. The community of threat actors 

consist of different shades of characters with different interests 

or motivations.  These include nation state actors, common 

criminals and terrorists.  They all hide under the anonymity or 

jurisdiction of another state to launch attacks on transnational 

targets or use the dark Internet as a base.  The criminals use 

crypto untraceably currency such as Bitcoin as a medium of 

exchange or ransom payments.  The current governance model 

of the Internet encourages, rather than enhances the protection 

of legitimate businesses or users and therefore weakens Cyber 

defenses. 

Moves in the past to strength the governance of the Internet 

through transnational cooperation and the involvement of 

governments have been unsuccessful for two major reasons; the 

Internet grew out of a culture of being self-governing and its 

strength in the early years was the interdependence of servers 

holding resources widely located globally in such manner that 

a central takedown of the infrastructure is almost impossible.  

The resistance to hand its governance to state authorities has 

therefore been viewed with suspicion and continually resisted. 

Secondly, the interplay of rivalries among nation states and 

mutual suspicions, including the beneficial effects of the 

activities of state sponsored actors within the current structure 

of the Internet has impaired the ability of the international 

community to develop a governance framework that would 

effectively enhance the security of the global Internet and thus 

address a lot of the weaknesses that continue to give rise to 

cyber-attacks.  This will not happen for the foreseeable future. 

Task disengagement is essentially a neurological issue that 

comes naturally to individuals as a result of either the monotony 

of the task at hand or the gradual decrement of attention to detail 

and impairment of vigilance.  Task disengagement is also 

prevalent in a stressful work environment. 

The continuous monitoring required in a SOC operations and 

the constant stare on banks of screens, especially for an 

anticipated event within streams of traffic can quickly inject eye 

and mental tiredness. 

VI. FUTURE WORK

 Cybersecurity is complex and the dynamics of threat 

mitigation requires very rapid and expensive development 

cycles for mitigation technologies to work.  This framework 

will not end successful breaches but could initiate a process of 

improved mitigation strategies, which is currently lacking in the 

initiation of early and effective Incident Response.   

 The following limitations are therefore noted: 

 The proposed framework will need to be further

developed with detailed specifications into full-

featured automation tool either as stand-alone or a

plug-in to existing SIEM or SOC Management tools;

 Special API’s compatible to all or most leading SIEM

or SOC Management platforms will be essential to

ensure tighter integration and effectiveness;

Further research studies on Task Disengagement by multi-

disciplinary teams with the scientific community, including the 

cyber-security community, will need to be done to resolve the 

neurological effects and further develop a work environment 

that will specifically improve on the overall alertness of 

operators in high stress high security job roles where continuous 

monitoring and vigilance are essential. 
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VII. CONCLUSION

Task disengagement within a CCTV operating environment  

and a SOC are similar but +we have established that it is more 

stressful within SOC environments. Though, no formalized and 

consistent process is known to have been established by SOC 

systems, the disengagement would have been worse except that 

certain coping mechanisms are informally applied or accepted 

in the management and operations of a SOC.  We have also 

established that the skill sets required to be a SOC operator are 

more complex and, in some sense, help a SOC operator to stay 

better engaged by deploying such skill sets in executing other 

tasks such as threat hunting, investigations and analyzing threat 

intelligence feeds. 

While a lot of funds have gone into improving the 

technologies, frameworks and integrating cutting edge 

technologies such as Artificial Intelligence, Cloud Computing 

and Big Data analytics, sufficient attention has not been paid to 

the incidence of improving the critical interface of human 

analysts such that they will remain fully engaged to do what 

humans do best – applying intuition to further investigate 

innocuous anomalies within the traffic streams of monitoring 

devices.  The incidence of task disengagement therefore merits 

further research. 
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