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    Abstract— The purpose of this research is to identify and 

unmask ISIS-affiliated Telegram channels which would be useful 

to law enforcement. The first phase of our research was to 

determine flaws within the Telegram application which law 

enforcement and counterterrorism officials can exploit to monitor 

ISIS communications. We conducted experiments using mobile 

forensic tools including Blacklight for iPhone, Mobile Phone 

Examiner (MPE+) for Android and Cellebrite. We then pivoted 

towards finding active Telegram channels by utilizing an English 

and Arabic search glossary which we created.  The next aspect of 

our research will be analyzing popular social media outlets such 

as Twitter, Reddit, YouTube, etc. for more jihadist propaganda 

being spread. With this information, we will also be using their 

usernames through a search in Moltego to see if they have any 

other social media presence and take a look at what is being 

discussed on the forums. By monitoring ISIS-affiliated Telegram 

channels which we found, security professionals will be able to 

better understand ISIS’s goals and potentially preempt attacks. 

 Index Terms— Telegram, jihad, encryption, violence, analyzing 

I. INTRODUCTION

Propaganda is defined as information, ideas, or rumors 

deliberately spread widely to help or harm a person, group, 

movement, institution, or nation. Jihadism is a 21st century 

phrase used to describe Islamist militant movements. This kind 

of propaganda has been present on Telegrams for the longest 

time because of the advantages the app can bring such as easy 

secure access and encryption. But lately there has been a 

movement from Telegrams to social media pages, gaining 

popularity fast since anyone can access and view it. Ever since 

ISIS’s violent and swift rise to power, the world has been 

captivated by their effective usage of technology, specifically 

social media. After the November 2015 Paris Attacks, security 

officials were once again reminded of the need to monitor the 

communications of ISIS members. Investigators found 

WhatsApp and Telegram, among the mobile applications 

downloaded on the phones belonging to the terrorists who 

committed the attacks. On Telegrams, it’s more about seeking 

out the information of jihad and their propaganda channels 

rather than bumping into it. The targeted audience of posts are 

ISIS’s active supporters rather than on social media where 

everything is out in the open and there to view.  

II. PROBLEM

Our research will explain the use of encryption used by ISIS 

and ways in which these terrorists could have been tracked 

using these communication apps. With experiments to identify 

vulnerabilities in these communications and detail how mobile 

apps have been used to locate terrorist operatives. 

We also looked at social media sites to find more aspects of 

jihadist propaganda spreading. With this referring to Tumblr, 

Facebook, and Twitter, Twitter and analyzing the information 

and usernames being shared. To narrow down the search 

results, we will use the hashtags #MuslimBrotherhood, #Allah, 

#Daesh and #Jihad.  

III. CHALLENGES

A. For us as student researchers 

 ISIS-affiliated Telegram channels have a language barrier 

which not only makes it a challenge to search; but  also difficult 

to determine whether a chat group was ISIS-related. Most of 

ISIS’s content is in Arabic and all of the Telegram channels we 

found were only in Arabic. 

The hard part we are going to be facing is trying to translate 

Arabic and decode the conversations they are speaking about 

on Telegram. Yes, it is easy to copy and paste it into a translator, 

but sometimes it’s not an exact translation and that can cause 

some misconception. Sometimes the easiest way to determine 

if a channel is ISIS-affiliated is looking for the iconic black flag 

of ISIS. However, this was not always accurate. Also, older 

forums may have been reported, deleted, and taken offline 

along with some that might be a couple years old.   
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Above: Channels focused on what could be classified as 

“cyber jihad”. Channel entitled “جيش اهل السنه االلكتروني” 

(Electronic Sunni Army) encouraged followers to commit 

cyber attacks, and gave some basic tutorials on how to hack 

social media accounts 

    B. For forensics leads 

The challenges being faced are that no matter how much of this 

propaganda they try to get deleted, the movement is still going 

to be happening. That being said, if the internet was free of all 

propaganda, it doesn’t change the fact that horrible things are 

still happening all around us. It is important to note that ISIS 

will not disappear when all the online presence of it stops as 

fighting as it will remain significant. In a way, the propaganda 

opens our eyes to problems happening all around the world as 

horrifying as it may be. Sadly, the only way we know people 

are being slaves, the act of terrorist attacks happening, gun 

sales, hundreds dying each day, etc... is through the power and 

exposure of social media. Hopefully as time goes on, more 

recruiter’s pages get taken down and the popularity of these 

groups isn’t as glorified. New problems that have been created 

by this is the fact that plastered all over Telegram apps and 

social media sites is this unfiltered violence happening in hopes 

of recruiting new members/communicating. These groups on 

Telegram, most open to the public, can be terrifying, horrific, 

and dangerous for someone who stumbled across it.  

The overall results were very negative with regards to finding 

useful data from either platform. Sound forensic practices were 

used to image the iPhone. The iPhone was unlocked and sleep 

mode was set to ‘never’. When prompted by the iPhone with 

the "Trust This Computer?" alert, “trust” was selected and 

image started. Photos and videos were not imaged, only the file 

system was selected. In the file system, two folders under 

/root/mobile/applications that were tied to Telegram. The first 

folder, group.ph.telegra. Telegraph contained a few files that 

had designations of .maps. No locational data was found in 

these files, because all the information was encrypted. The 

second folder, was ph.telegra.Telegraph, this folder contained 

the Telegram Property List (plist).  

The Android phone had very similar results as the iPhone. 

Again, sound forensic practices were used and the phone was 

unlocked with USB debugging enabled. MPE+ was used to 

create an image of the Motorola, then the image in both MPE+ 

and FTK were examined. The image from MPE+ contained the 

root file system from the Android device. There was only one 

file that contained information about Telegram and it was titled 

Telegram. The file contained a number of other files, but the 

information in them was encrypted or proved to be of no 

significance to our research. 

IV. BENEFITS/IMPACTS

Applications like WhatsApp, Threema, and Telegram in 

particular, have been used extensively by ISIS members. Due 

to these applications’ strong encryption, it has been a major 

challenge for law enforcement to track ISIS’s communications. 

The benefits about being knowledgeable on this topic is mostly 

awareness. To know that things like gun sales, selling women 

for sex, planning attacks, homophobia, ISIS updates, and gory 

images are being spread all over Telegram and the sites we go 

on everyday such as Twitter and YouTube are alarming. The 

advantage would be having more people reporting pages to get 

them taken down, elimination of IS groups (Lucky Troll Club), 

etc. It’s important to note that every little bit makes a difference 

and stopping propaganda can have an effect. Below displays a 

Twitter account trying to combat ISIS by reporting their social 

media accounts and encouraging other users as well. 

Anonymous citizens have helped the public loads of times so it 

is possible. In 2015, a group of famous anonymous hackers, 

being known just by Anonymous, wanted the public’s help in 

shutting down these social media accounts affiliated with 

Islamic terrorism. Within one day of the Paris attacks, 

Anonymous closed 5,500 Twitter accounts. Instead of lurking 

and doing nothing they urged people to contribute and make the 

internet a safer place. This hack activist group sent out 

messages with links to how-to hacking guides for beginners, 

even anyone with a lack of cyber skills, in order to shut down 

propaganda everywhere. The impact that we know this would 

have is making us feel safer overall. 

V. ETHICS 

    Of course, spreading negative types of propaganda, coming 

from someone who doesn't believe in Allah, is not okay. It 
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would be unethical to see it and not do anything about it. But, 

from analyzing the ISIS-affiliated Telegram channels, we 

determined that channels could be roughly categorized into 

these 3 categories: 

1. Propaganda, religious teaching and recruitment

channels

2. ISIS related news channels

3. Tutorial channels, teaching about physical and cyber

attacks and how to evade authorities

      From reading posts on the channels, it was clear that ISIS is 

very concerned with cyber security and trying to make 

themselves anonymous online. Especially after analyzing the 

third type of channel, tutorial channels, this type post 

encouraging pro-jihadist messages and meme-like images. 

Some channels also assigned Imams to give religious lectures 

and lessons on a weekly basis to the channels members. The 

content is meant to be motivational and convince normal Sunni 

Muslims to adopt ISIS’s radical brand of Islam. As for motives 

and consequences, these channels are not ethical. 

VI. FINDINGS

A. Telegram 

 Although ISIS supporters haven’t deserted Telegram 

completely, but this old fashion way of communicating might 

be on its way out compared to newer modern day 

communication. We downloaded the app on our own personal 

phone and explored through to find groups relating to jihadism. 

We also searched up some popular channels on the internet 

beforehand in order to find them easier. Next, we ended up 

joining all the legit ones we could find and started scrolling 

through.    

Possible exploits that could be used to gain access to the 

information in Telegram were also explored. There were very 

few exploits that were directly targeted at Telegram. One that 

was found which was not necessarily helpful because it was a 

Ransomware. It could be useful to an intelligence if they were 

able to extract the data from the phone and not just encrypt it. 

Above:  Telegram channels with ISIS propaganda being 

spread. 

      The first thing we noticed was straight up propaganda 

pictures being shared in these channels. Displaying explosives, 

bloody bodies, men in war, and more. There’s a search option 

to quickly find content in all the channels an account has joined. 

By using this feature we were able to search for ‘guns’ and 

found a marketplace. Basically, what users do is put pictures of 

the weapons with descriptions of them. We translated the 

Arabic online and they just explain the statistics of the weapons 

such as the make, size of bullet, etc. Hundreds of people have 

viewed these photos and to note the amount is even larger than 

the amount of people subscribed to that group on Telelgram.  

Above: Market place and Islam, religious teaching channel. 
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 The Telegram channel shown is called Al-Maqalaat, talking 

about the theme of rape, which has been constant throughout 

our research. Here the author brings up a topic named ‘Honour 

or life?’. They talk about how Hitler was referring to the 

German girls raped by soviets that “A soviet over your belly is 

better than an American on your head!”. This means that being 

raped is better than an American flying over in a plane and 

killing you. They picked life over chastity as they would rather 

be raped and keep their country safer than face defeat. 

Although, not sure how rape would stop an attack in the 

situation they are referring to. Later on, they go on to talk about 

how Muslim women have a different perspective. Muslim 

women are seen as sisters in this religion, and males as brothers. 

As ‘for the sake of Allah’ they need to stick together and not be 

treated like prisoners. This is interesting because in this religion 

they do treat women as sex slaves, and rape does indeed play a 

role. In this message, they are trying to make it seem like their 

religion is greater than other beliefs and women are treated with 

respect. As if women have a different perspective on the 

situation that if they said a simple ‘no’ of consent to intercourse 

their brothers wouldn’t do it.  

Relating to this topic, a concept called sex jihad is when Islamic 

women offer themselves as a comfort for sexual pleasure for 

terrorists to feel more empowered. Although many do this 

willingly as they want to help as much as they can, India TV 

states that women have intercourse with anywhere from 20 to 

100 militants in just one day. ISIS actually force families to give 

their daughters over, going door to door, killing the men and 

raping the women, all for this sex jihad concept. Apparently, 

the Quran states that women will get a place in paradise 

afterwards. Although ISIS claims it also states that women and 

even young girls refusing actually violates Allah’s will. There 

are cases where militants have beaten and killed women, even 

pregnant ones, for refusing to participate in this manipulative 

concept. According to the Quran, male suicide bombers are 

expected to find 72 female virgins in paradise when they die, 

but female suicide bombers are only promised their husbands. 

Although, for females their paradise includes living without 

jealousy, becoming beautiful, and being overall happy.  

While radical Islam is intrinsically connected with every ISIS 

Telegram channel, there is a category of ISIS-affiliated 

Telegram channels specifically more religious in nature, 

publishing content similar to that of Al-Bayan Radio. These 

types of channels post encouraging pro-jihadist messages and 

meme-like images. Some channels also assigned Imams to give 

religious lectures and lessons on a weekly basis to the channels 

members. The content is meant to be motivational and convince 

normal Sunni Muslims to adopt ISIS’s radical brand of Islam. 

ISIS members try to convince others that they are the “saviors 

of the Islamic world” and “Allah’s true followers” (خلفاء اإلسالم). 

This is where their belief in creating the “Caliphate” comes 

from, making Abu Bakr al-Baghdadi their Caliph ( الخليفة

 There is also a lot of propaganda describing Islamic .(االسالمي

countries and mainline Islamic leaders as having “lost their 

way” and left the “true” Islam, Saudi Arabia being one of the 

most commonly criticized nations. 

B. Social Media: Tumblr and Twitter 

 As mentioned and displayed before, Telegram was where a 

good chunk of our research came from. There we saw hundreds 

of messages of propaganda in the channels. We also took a look 

at popular social media websites to see how they played a role. 

Muslim brotherhood is the oldest political Islamist group in the 

Arab world and can be seen as a violent terrorist organization. 

The main focus of this ideology is on the reform of existing 

political systems in the Arab places. The supreme leader of the 

Muslim Brotherhood is currently serving life and death in 

prison but goes with Mohamed Badie. Under the search of the 

Muslim Brotherhood on Tumblr we found an interesting blog 

called The Bored Jihadi, as jihadi is a synonym of jihadists. This 

blog posts about jihad society and daily life in these groups. 

They showed Telegram posts that are a series of photos 

showing small pearl embroidery messages stitched onto a white 

background. According to the Telegram post, these were 

produced in a Jordanian prison by supporters of al-Maqdisi, a 

prominent writer figure. As this type of craft is unusual for the 

jihadists, but it’s also very common in prison to pass the time 

as prison culture. The blog writer states: 

“The distribution and celebration of these pictures on 

jihadi social media suggest that embroidery, just like 

weeping or poetry-recitation, is not considered by 

jihadis as an unmanly activity. Rather, it is viewed as 

an expression of devotion and thus as an entirely 

normal and even commendable activity for a 

respectable Muslim man involved in jihad.” 

This basically is describing that jihads aren’t ashamed or feel 

like they are hurting their manhood by taking part in a crafting 

activity like this and we thought it was interesting to mention. 

It’s actually displaying brotherhood and they show them off 

with pride to hang the artwork on their car dashboards proudly. 

They do this for support for their brothers who got caught and 

put in jail and most importantly, their leader who has no 

changes of getting out. (Below) 
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Daesh is an acronym for the Arabic phrase Al-Dawla al-

Islamiya al-Iraq al-Sham as world leaders in the media are 

replacing ISIS, Isil and IS with the use of this term instead. This 

term also refers to the Daesh flag (left).  The white Islamic creed 

words read, "There is no God but God (Allah)," at the top of the 

flag and in the circle, "Muhammad is the messenger of Allah." 

This term assisted us in our next search via Twitter.. 

ISIS actually despises this word as it’s a derogatory term to be 

called and they had reportedly threatened to ‘cut out the 

tongues’ of anyone who uses it. This term has grown popularity 

since the 2015 Paris terror attacks. Searching this term on social 

media came up with the most results. We stumbled upon one 

Twitter page, where every tweet has been just videos. Horribly 

nauseating videos where they are showing them killing 

members, dead lifeless bodies, and even clips with bombs going 

off. There was even a gory video of what looked like a US 

soldier with a knife to his neck within 5 seconds of it playing. 

We were completely shocked this was all accessible and 

apparent on social media that anyone could get to. Although, to 

do our part in the community after we got all the research we 

needed to make sure to report these profiles. Even kids could 

access and see as there was no message that these videos were 

graphic content before they played (Some video screenshots 

below).    

VII. CONCLUSION

Throughout our research, we became more aware of what is 

going on all around us, along with realizing that even though 

the government does monitor what is going on, it’s still scary 

to read about and see on the Clearnet. We have both gained new 

skills in research, pushed boundaries that were scary to dive 

into, and also learned how passionate we are about this topic. 

With our findings on Telegram and social media, all of the data 

we found was either encrypted or proved to be of no 

significance to our research. These findings were in line with 

the law enforcement consensus that Telegram is a secure 

messaging application, making it a challenge to track terrorists. 

If we were to continue with our research for another semester, 

we would continue searching for more ISIS-affiliated Telegram 

channels, which proved to be the most fruitful in terms of 

gaining actionable intelligence. Our goal would be to find ISIS 

content directed towards Western, homegrown terrorists, which 

would probably be most relevant to U.S. based law 

enforcement. We would also like to escalate our research and 

eventually start communicating with ISIS members, or pose as 

a potential recruit, rather than simply being flies on the wall. 
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