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ABSTRACT

Behavioral targeting is an online marketing method that collects data on the browsing activities of cornswrees,to
0t ar gmdr e r el evant oesdigital tags i the lrowsers ofi welgsite visitarsng thesatags to track
and aggregate consumer behavildie vast majority of data collected anonymol, i.e., notlinkedtoa per sonds
However, bbavioral targeting does create digital dossmrLonsumersith the aim of connectingrowsing activity to a
tagged individual.This tagging islargely invisible to consumers, who are not asked to explicitly give corfeerthis
practice.By usingdatacollected clandestinelfjgehavioral targetingindermiresthe autonomy of consumers in their online
shopping and purchase decisioin order to illustrate th@ature of consumer tracking, case study was conducted that
examinedbehavioral targeting withievis.com the e-commerce site for the Levis clothing linEhe results show the Levis
web siteloadsa total ofnine tracking tag¢hatlink to eight third party companigsione of which aracknowledged in the
Levis privacy policy. Behavioral targetingby camouflagng the tracking of consumersan damagethe perceived
trustworthiness of an-eommerce site or the actor it represeftse risks behavioral targetingpresens to trust within e-
commercare discussed, leadingrecommendations to reestaliconsumer control over behavioral targeting methods.
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INTRODUCTION

Behavioral targeting involves the col | e ctdériodeliverfadvértisiigo r ma t
targeted taheir potential upcoming purchases. It is conducted by companies that are generically identified as advertising

networks. By observing the Web activities of millions of consunsatsgertising networksan closelymatch advertising to
potential customerdata collected includewhat web sites you visit, how long you stay thevbat pages you viewand
where you go next. Thigpical data gatheredoes notncludeyour name, address, email address, phone nuamoksoforth.

In this sense, the data collecis anonymous. 6 However, t he c |teckiconsumeroeen t
time, to build up digital dossies of their interests andshopping activitiesEven though nanseare not collected, these
companies do continually try to tagpnsumersith a unique identifier used to aggreg#teir web activity. The most well
known method for tagging consumersigh cookies, although methods suchvsleb beaconand Flash cookies are actively
used.

In a reportreleased in 20Q0the Federal Trade Commissi¢RTC) offers the following scenaridescriling behavioral
targeting.A consumer from Washington, D&€hops onlindor airline tickets to New York CityShesearches for flights, but
doesnoét m adses yeaShesubsequentyhvisitthe web site of the local newspaper, whele seea targeéd ad
offering flights between Washington, DC and New York City. While the consumer has not been identified bjerame,
interest in airline tickets has been rehtboth by placing a cookie drer computer, and logginiger airline shopping behavior
with the advertising network.

In the years since the FTC releaslkdtreport behavioral targetingpas increased in scope and sophisticafidre iWatch
web crawler a tool developed talocumentonline tracking methodsias showrabout six percent of Web sitén the US
deploy third party cookies, and 36 % deploy Web beat##rssen, Sarkar, Jensen and Potts, 20Ufie theseresults show
the use obehavioral targetings widespreadthe nature obehavioral targetingvithin a specific site has not beeramined
in depth Therefore this studywas conducted tlwok atbehavoral targeting asarried outon the Levis.com web site

The rest of the paper is organized as follows. The next setgggribes the technology usedbehavioral targetingrhat is
followed by areview of relationship between trust and privatiie net section presents the results of a study of behavioral
targeting on the Levis site. This is followed by a discussion of the risks to Levis@mdneerce sites in general. The final
section offers recommendations &dressingheserisksby changing tle nature of behavioral targeting.
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OVERVIEW OF BEHAVIORAL TARGETING TECHNOLOGY

Behavioral targeting customigemessages to individual consumdoased ontheir specific shopping interestgnd
characteristictike gender, age, and ethnicifgehavioral targting is a generic name for a series of technologies that collect

and organize click stream data, develop data warehousing structures, apply data mining algorithms to uncover consumer
browsing patterns, and serve targeted ads matched to an individual.

Advertising networksstablistrelationships with partnaNeb sitescollectvisitor browsingdatg andserveadsmatchedoy
algorithm to information known about thenline visitor. Some of the largest companieffering theseservices include
Advertising.com Inc., Akami Technologies, Blue Lithium, TACODA, 24/7 Real Media, Tribal Fusion, DoubleClick, and
Atlas Solutiong2009g)

Behavioral targetingmbeds tag or identifier within a consme r 6 s usingthatdag to track browsing behavior. This
digital tag does not identify a consumer by name. It functions more like an internal cidkxthat can connectnon
contiguous browsing sessions

Behavioral targeting dividebrowsinginfor mat i on into Opersonally identifiabl
identifiable (nonPIl). Categories of PII include name, email address, and social security numbePIINenbasically
everything else about you, including yoage, gender, etlgity, what sites you visitand what pages you view. The
collection ofnonPll is carried ouby many ecommerce sites without explicit consent fronmsumers

Behavioral targetingags consumers by exploiting persistent browser sfettece types opersistentstateusedfor behavioral
targetingare browser cookiesWeb beacos, and Flash cookies. Arowser cookie is a small file placed on the client
computer To support behavioral targeting, cookies are loaded wily ar identifierfor tracking.

Another common tagging method is calleteb beaconAlso called aweb bug,clear gif or pixel tag, it is a one by one
pixel gif file thatis loaded by your browser as imagelt is an image in name only, because it is invisiafel its purpose is

to cary in tags and tracking informatioWeb beacons arstoredin your browser cache, a local storage area originally
designed to improve page loading speeds. The http redfad&Web beacoscontain tag values and other data fields used to
facilitate tracking

Local datastoresfor browserplug-ins, such as Adobe Flashte also exploited by behavioral targetii@ixon, 2007) Many
e-commerce web sitassethe Adobe Flash plugin for animation and graphic#idobe Flash uses a local data store that it
refers to as shared data objects, but they are also known as Flash cbokies, Adobe offers an online tutorial on how to
assign tags to animation filesorder totrack interactions with Flash moviéz009I)

Growing awareness gbrivacy riskshasled toan increase in blocking cooki€bhis diminishe the effectiveness of cookies

for behavioral targetingso that other methods have been expand®xon, 2007) A common practice ohdvertsing
networksis to deploy all three methods at the same tintagging each consumer with browser cookies, Web beacons, and
Flash cookiesThis belts and suspendgmocessof consumer tracking all ows advert:i
crossdomai n tr acki ng (&afksoh, Bath Bonehiars Mitcloel, 2006)

Combining multiple methods of data collectiarffers advertisers a richer picture of consumer behaviar the FTC has
nated, advertisersare eager to expand data collection to new platforms such as the mobile (26G@e) The goal for
targeting according tdeith Johnson, vic@resident of product management-8ehavior, Inc.j s conpectnline, offline

(for example, catalog) and-store retail purchase behavior s o t hat t rous,ccknmprelgensives and eomgleten u
(Leggiere, 2009)

THE RELATIONSHIP BETWEEN PRIVACY AND TRUST

Research has shown that trust is an important componertashmerce, and that lack of trust leads to lost customers and
business opportunitieGefen, Karahanna and Stratf)03) Trust dependson confidence and faith rather than explicit

control in an ongoing relationshifFrukuyama, 1995)The willingness to enter a relationship requires trust in the opposing
par t regpecbfer privacy. Petronio describes privacy management as a dialectical process, where privacy boundaries
expand or contract based on trust in the other party. Trust and privacy have a complex, but mutually dependent relationship.
Trust can influence pracy management, and privacy breaches, which Petronio refers to as privacy boundary turbulence, can
damage trugtPetronio, 2002)

One difficulty for ecommerce sites in managingigt and privacy is lack of agreement on the meaning of privdtyle
notions of privacy hae persisted for centuries amgefound in cultures around the glotsegonsensus on a precise definition
has been elusivédcademicworks on privacy focus on eith@roviding a definition for privacy, or explaining why privacy
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should be valued. A focus on definitions provides a descriptive account of privacy, and a focus on value leads to a normative
account of privacyWaldo, Lin and Millett, 2007)

Withihec ommer ce the most influenti al ac6Punvaof) psivheychas
groups, or institutions to determine for themselves when, how, and to what extend information about them is communicated
t o o t(Westn,sl96@)Here,pr i vacy equals control over infor madualon, ai
as a type of property righLike other property, an individual can keep (conceal) or dispogeivacy (disclose or make

public). The conceptualization of privacy as a property right has lopete influential within ecommerce privacy policies

(Solove, 2004)
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Figure 1: The Levis Home Page, and log of resource requests associated with loading that page.

Problems with defining privacy as control

Defining privacy as control over information has been extremely problematic. First of all, people have already losff control o
existing digital data, with more piling up every day. Any comprehensive solution to deliver individual control oyer past
present and future information would be faced with an intractable pr@Blekerman, 2000)Secondly, it treats all pieces of
information as discreet, independentalelements to be managed one by one. Following this analysis, people set up controls
for their email address, different controls for their credit card number, and other controls for their gender. Thisiiterpret

of privacy is used to splitapartarpe on 6 s di gi t al -PH. Wahinlecoinmetce, forthal brivaynmbchansms

are only concerned with PII. Issues of informed consent, adequate data security, and rules for data sharing are only explicit
spelled out for PlI. Everything else tited about online browsing, including sensitive items such as location (obtained from
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your IP address), what online articles you read, and what keywords you enter into a search engine are excluded from official
considerations of online privacy. Under tbantrol definition of privacy, you only need to control your information if you
can be identified. As long as you are treated anonymously, then you have no privacy concerns.

Anonymity does not equal privacy

The problem with the equating anonymity withvaity becomes apparent by considering the instrumental value of privacy.

For example, privacy is valued because it protects the autonomy of the individual, and preserves independence and free
choice in decision processes. Another instrumental value agsbeidh privacy is that it contributes to fairness. Privacy can

help ensure a level playing field for information flow between two parties in a transaction. Without privacy, it would be
easier for wealthier, more powerful parties to obtain information tath@uother and gain an advantgy¢aldo, Lin et al.,

2007) By considering the value of autonomy and fairnesssee tracking consumers anonymously is an issue because it
undermines their autonomy.

Economic perspectives on privacy have also been influential. One school of economic thought holds that privacy restricts
information flow, interfering with the efficie workings of the markgiWaldo, Lin et al., 2007)This leads to considering

privacy as something consumetandrade for some other economic good. However, there are broader consequences from
trading away privacy. For example, an employee browsing the web at work may sign up for a free service in exchange for
tracking her online behavior. This data is of interesn ot only t o online marketers, bu
Behavioral targeting here functions as a powerful conduit for industrial espi(@agg, 2009)

A normative approach provided by Nissenbaum holds thatnition flow is governed by social norms highly dependent on
context (Waldo, Lin et al. 2007). So for example, information flow can differ within a health context, among friends, or in a
public setting. Nissenbaum argues privacy should be conceptualizedekgional and social property (Solove 2007). The
conception of privacy as an individual right makes it difficult to implement it within an online social environment. The
fundamental problem of the information privacy paradigm is that it reinforcesdamdiualistic interpretation of privacy, and

creates a software requirement of control that is a fundamentally intractable problem (Ackerman 2000). It has also been used
to justify pervasive tracking of anonymous but very real consumers.

LEVIS.COM: A CASE STUDY OF BEHAVIORAL TARGETING IN ACTION

The web site for thisasestudy is Levis.com, aneommerce shopping site for the Levis clothing line. Levi Strauss & Co. is
a privately held company, established in 1853 in San Francisco, California. It maiotgradipeen blue jeans, atslbrand

is identified with American valuesf rugged individualism.The longassociation of jeans with the American Weshforces

L e v idehtdication withpersonal liberty and freedom of chaié®hen a customer buys Leyeans,they makean implicit
endorsement of these valu&llivan, 2006)

The Levis Privacy Policy

The Levis site provides a privacy poljdy. e v i Strauss & Co. ' kstpdaedVMag2n20062009 )0 Pr i v
It describes the treatment of PII, specifically the use of Secure Socket Layer (SSL) technologyedb pexstonal
information. Levis pledges that it does not share person

However, the collection of nepersonal or anonymous datacensideredch separate category, not specifically protected or
subject to affirmative consent. Levis statéswill fautomatically collect and store certain other information to enable us to
analyze and improve our websites and to provide our customers with a fulfilling online experience. For example, we collect
your IP address, brows information and reference site domain name every time you visit our site. We also collect
information regarding customer traffic patterns and site ugage.

The policy reports a third par tayonymayiefornmatiosbdut gour gistsnpeuny , A
website. This is primarily accomplished through the use of a technology device, commonly referred to as a Web. beacon
Avenue A may use anonymous information about your visits to this and other websites in order to prosimeitagsods

and services of interest to yourhe policyalsodescribesan unnamed third parthat places Web beacons on the site

measue use of the siteThe policyconcludes by addressitgh e i s s u e Byws$ing our websiten you're dpreeinyg t

let us collect and use your npersonal information as we describe in this Privacy Poli@909f) There are no refenees to

other third party service providers that may be collecting data from Levis customers.
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Data Collection Method

For the purpose of clarity, the machine examined for this study will be referred to as the client machine. Data was collected
for this stug using the following process. The Levis web site was accessed by the client machine using the Mozilla Firefox
browser version 3.0.6. A log of ongoing http headers and resource requests associated with loading the Levis page was
collected using the Firefoplug-in TamperData version 10.0(2009k) Browser cookies on the client were examined using

the Add N Edit Cookies Pluop (2009a) Before beginning theedatad adololpe d toino nw,
Firefox to remove all previous cookies or Web beacons.

Figure 1 shows a screen shot with the Levis home page, and a log of resource requests recorded by TamperData. TamperDat
logs the name and type of resource requested, gtddasiation, the contents of the http Request Header (originating on the
client and sent to the server) and the contents of the http Response Header (sent by the server along with the resource
requested).

Figure 2: This short JavaScript downloads from the Levis site, and quicklycreates sevenWeb beaconsfor various advertising
networks, including Yield Manager, TribalFusion, and Advertising.com.

To begin data collection, the main page of the Levis site was accessed, anduttee respiests generated by the Levis page

were recorded using TamperData. These logs revealed instances of JavaScript code downloaded to the client machine. The
JavaScript code displayed in Figure 2 comes from the BGRb//switch.atdmt.com/jaction/2008 Levis Homepaged

originates from Atlas, a behavioral targeting comp@op9b) This code creates seven different one by one image files with
tracking informationi in other words, seven Web beacons. Several of these beacons connect to competitors of Atlas. For
example there is a TribalFusion Web beacon (number 7, as labeled inZ)gamel one from advertising.com (number 2).

This suggests competing advertising networks are cooperating in their data collection techniques.

Proceedings of thEifteenthAmericas Conference on Information Syste®as) FranciscpCalifornia August 8-9" 2009 5



