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1. Purpose and Scheme for Classification of the Guidance

Today severa standards and collections of best practices are available, which prescribe how to best
manage the information technology (IT) function of various organizations. In addition to the international
standardization organizations, severa private or partly private organizations have published suggested
guidance. However, to date, no common framework is available for comparing them. With the availability
of this research and such aframework, detailed comparisons and proper management of the IT function
can be enhanced and consequently better decisions can be made.

In 1998, the IT Governance Ingtitute was founded and began an initiative around the subject area of IT
governance, which is focused on the CoBIT framework, its processes, control objectives and maturity
models. (Note: CoIT wasiinitialy created by the Information Systems Audit and Control Foundation® in
1996, and the IT Governance Institute updated in 2000 for the release of the 3¢ Edition.) By using this
framework, ClOs can provide their stakeholders the capacity to better understand IT processes and
services. Too, stakeholders are provided with an instrument for governance of the information delivered
by IT to the business processes.

With those points previously mentioned in mind, there is a need for information on implementing
gwdance supporting governance of 1T, asking questions such as:

What should be defined?

What is an appropriate level of detail?

What should be measured?

What should be automated?

What is best practice?

Isthere a certification available?

Thisisthe first deliverable of the CoBIT Mapping research project, which focuses on the business drivers
for implementing the guidance, as well as the risks of noncompliance with the guidance. Furthermore, it
contains a classification of the guidance publications, a short overview of their content, and how they
align or map to CoBIT.

Although most of these questions can be addressed using the openly available CoBIT guidance, several
have remained unresolved, until now. As aresult, this project was initiated to map the most important and
commonly used standards and guidance to the CoBIT processes and control objectives. The term
“standard” is used in this document to encompass guidance publications.

This document does not contain the result of detailed mappings; it merely gives an overview of the most
popular guidance for managing IT, or at least parts of the tasks and duties of IT.

In 2004, the IT Governance Institute will publish the results of the second phase of the project, a detailed
mapping of common guidance with the CosIT framework, beginning with ISO/IEC 17799:2000.

Thisresearch is limited to the publications in the following list, which is not exhaustive, as there are other
documents and information sources available. The following is a brief overview of the guidance discussed
in this research:
CoBIT¥ Control Objectives for Information and related Technology was originaly released asan IT
process and control framework linking IT to business requirements. It was initially used mainly by
the assurance community in conjunction with business and I'T process owners. Beginning with the
addition of Management Guidelines in 1998, CoBIT isnow being used more and more as a
framework for IT governance, providing management tools such as metrics and maturity models to



complement the control framework.

ITIL¥ThelT Infrastructure Library is a collection of best practicesin IT service management. It is
focused on the service processes of the IT and considers the central role of the user.

I SO/IEC 17799:2000%4 The Code of Practice for Information Security Management is an
international standard, based on BS 7799-1. It is presented as best practice for implementing
information security management.

ISO/IEC TR 13335%The technical report Guidelines for the Management of I T Security contains
information on IT security management not only from the planning perspective, but also from the
implementation and maintenance perspectives.

I SO/IEC 15408%2 Security Techniques—Evaluation Criteriafor IT Security is used as areference to
evaluate and certify the security of IT products and services.

Tickl T¥ TickI T provides a scheme for the certification of the software quality management system.
It intends to improve the effectiveness of the quality management system and targets customers,
suppliers and assurance professionals.

NI ST 800-14%4 The special publication Generally Accepted Principles and Practices for Securing
Information Technology Systems contains information for establishing a comprehensive I'T security
program.

COSO%4 Integrated Framework defines a framework that initiates an integrated process of internal
control.

Scheme for Classification of the Guidance

To enable a proper comparison of each standard or guidance publication, a scheme for classification to be
used in evaluating al the guidance was defined as follows.

Document Taxonomy
Isit an international or a national standard, a collection of best practices, etc.?

Issuer
This refers to the issuing body of the paper. Which organization is standing behind the definition and
keeping the document up-to-date?

Goal(s) of the Standard or Guidance Publication

What are the primary goals of the document? For example, the guidance may focus on information
security management, baseline protection, guidance for software development, or management of tactical
issues.

Business Drivers for Implementing the Guidance, Including Typical Situations
What is the business case for implementing the guidance? What are the typical situations that indicate
implementing the guidance?

Related Risks of Noncompliance
What are the business risks of not implementing the guidance?

Target Audience
Isthere a specia target audience and who isit? For example, are public organizations, assurance
professionals, security management or general I T professionals the target audience?

Timeliness
Is the guidance up-to-date? How frequently is it revised and issued?



Certification Opportunities
Is there a certification path? What can be certified? Who may act as certification body?

Circulation
Is the guidance used internationally or isit limited to a certain region? Is information on the usage
available?

Completeness

The completeness is classified using two dimensions:
Vertical—How detailed are the guiddines in terms of technical or operational profundity?
Horizontal—How complete is the guidance? How much of CoBIT is addressed with the guidance?
Wheat is more comprehensively addressed than in CoBIT? What is missing compared to CoBIT?

Availability
How and where can the information be obtained?

CoBIT Processes Addressed
Refers to ahigh-level mapping of which processes, as defined in CoBIT, are addressed by the respective
guidance. The CoBIT processes are described in the section on CoBIT in this publication.

Information Criteria Addressed
This section addresses which of the following CoBIT information criteria are referenced. They are:
- Efficiency

Effectiveness

Confidentiality

Integrity

Availability

Compliance

Reliability

IT Resources Concerned
This section focuses on the CoBIT IT resources, and which are addressed by the respective guidance:
- People

Applications

Technology

Fecilities

Data

Description of the Guidance and its Content
What fundamental concepts are covered by the guidance?



2. CoBIT

The first guidance publication explained is CoBIT. CoBIT is an abbreviation of Control Objectives for
Information and related Technology.

Document Taxonomy
CoBIT represents a collection of documents which can be classified as generally accepted best practice
for IT governance, control and assurance.

Issuer

The firgt edition of CoBIT was issued by the Information Systems Audit and Control Foundation
(ISACF®) in 1996. In 1998 the second edition was published with additional control objectives and the
Implementation Tool Set. The third edition currently available was issued by the IT Governance Ingtitute
in 2000, and added the Management Guidelines, aswell as severd other detailed control objectives.

Goal(s) of the Standard or Guidance Publication

“The CoBIT Mission: To research, develop, publicise and promote an authoritative, up-to-date,
international set of generally accepted information technology control objectives for day-to-day use by
business managers, IT professional s and assurance professionals.”

Business Drivers for Implementing the Guidance, Including Typical Situations
CoBIT is usudly implemented subject to the following business cases:
- Thereisaneed for IT governance.

Services delivered by IT are to be aligned with business goals.

IT processes are to be standardized/automated.

A framework for overall IT processes is needed.

Processes are to be unified.

Thereis aneed of aframework for a quality management system.

A structured audit approach isto be defined.

Mergers and acquisitions are occurring.

IT cost-control initiatives are desired.

Part or dl of the IT function is to be outsourced.

Compliance with externa (e.g., regulators, organizations or third-party) requirementsis of concern.

Related Risks of Noncompliance
- Misdigned IT services, divergence
Wesk support of business goa's due to misalignment
Wasted opportunities due to misalignment
Persistence of the perception of IT as a black-box
Shortfall between management’ s measurements and management’ s expectations
Know-how tied to key individuas, not to the organization
Excessive IT cost and overheads
Erroneous investment decisions and projections

Target Audience
Various organizations, public and private companies and external assurance professionals form the

relevant target group. Within organizations, three levels are addressed: management, IT users and
professionals and assurance professionals.



Timeliness
Although the latest verson was issued in 2000, it is still up-to-date. The latest enhancementsto CoBIT at
the time of this publication in 2003-04 include:

CoBIT Quickstart

CoBIT Online

IT Governance Implementation Guide
IT Control Practices

Certification Opportunities

CoBIT's audit guidelines contain information for auditing and self-assessment against the control-
objectives, however there is no certificate available for any part of CoBIT. Furthermore, the CoBIT
framework is used frequently by certified public accountants (CPAS) and chartered accountants (CAS), for
instance, when performing an SAS 70 review.

Non-CoBIT certification is available through ISACA, the originator of CoBIT, in the form of the Certified
Information Systems Auditor™ (CISA®) and Certified Information Security Manager™ (CISM ™)
certifications.

Circulation
CoBIT is used worldwide. In addition to the English version of the publications, it has been trandated into
Spanish, German, French, as well as several other languages.

Completeness

As mentioned, CoBIT addresses a broad spectrum of dutiesin IT management. CoBIT includesdl
significant parts of IT management, including those covered by other standards. Although no technical
details have been included, the necessary tasks for complying with the control objectives are self-
explanatory. Therefore, it is classified as relatively high-level, aiming to be genericaly complete but not
specific.

Availability

CoBIT Online can be purchased by going to, www.isaca.org/cobitonline CoBIT Online allows usersto
customize aversion of CoBIT just right for their own enterprise, then store and manipulate that version as
desired. It offers online, real-time surveys and benchmarking. Most parts of CoBIT are open and readily
accessible for complimentary electronic download on the ITGI or ISACA web sites, www.itgi.org or
www.isaca.org. The audit guidelines are posted for complimentary download for ISACA members.
Alternatively, a printed set and fully searchable CD-ROM can be purchased from the ISACA bookstore,
bookstore@isaca.org.
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Information Criteria Addressed*

Information
Criteria (+) Frequently addressed
+ Effectiveness (0) Moderately addressed
Efficiency (-) Not or rarely addressed
Confidentiality
Integrity
Availability
Compliance
Reliability

+ + + + + +

IT Resources Concerned*

IT Resources

+ People (+) Frequently addressed

+ Applications (0) Moderately addressed

+ Technology (-) Not or rarely addressed

+ Facilities

+ Data *Note: these three charts are not a comparison, thisis CosIT itsalf.

Description of the Guidance and its Content

Enterprise governance (the system by which organizations are governed and controlled) and IT
governance (the system by which the organization’s I T is governed and controlled) are¥ from a CoBIT
point of view%4 highly interdependent. Enterprise governance is inadequate without I T governance and
viceversa. IT can extend and influence the performance of the organization, but it has to be subject to
adequate governance. On the other hand, business processes require information from the I'T processes,
and this interrelationship has to be governed as well.

In this subject matter the plan-do-check-act (PDCA) cycle becomes evident. The concept of the PDCA
cycleisusually used in structured problem-solving and continuous improvement processes. The PDCA
cycleis also known as the Deming cycle or the Deming wheel of a continuous improvement process.
Both the information need (corporate governance) and the information offer (IT governance) have to be
planned with measurable and congtructive indicators (plan). The information and, possibly, information
systems have to be implemented, delivered and used (do). The outcome of the information delivered and
used is measured againgt the indicators defined in the planning phase (check). Deviation is investigated
and corrective action is taken (act).

Considering these interdependencies, it is apparent that the I T processes are not an end in themselves.
They are ameans to an end that is highly integrated with the management of business processes. The
following definition is from the IT Governance Ingtitute:
“IT governance is the responsibility of the board of directors and executive management. It isan
integral part of enterprise governance and consists of the leadership and organizational structures
and processes that ensure that the organization’s I T sustains and extends the organization’s
strategies and objectives.”

CoBIT Framework

Organizations must satisfy the quality, fiduciery and security requirements for their information, as they
do for al assets. Management also must optimise the use of available resources, including data,
application systems, technology, facilities and people. To discharge these responsibilities, as well asto
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achieve their objectives, management must understand the status of their own IT systems and decide what
security and control they should provide.

The CoBIT framework helps to meet the multiple needs of management by bridging the gaps between
business risks, control needs and technical issues. It provides good practices across a domain and process
framework and presents activities in a manageable and logical structure. CoBIT’ s good practices reflect
consensus of the experts, help optimise information investments, and provide a measure to be judged
againgt if things do go wrong.

Control Objectives

CoBIT provides a set of 34 high-level control objectives, one for each of the I T processes, grouped into
four domains. planning and organization, acquisition and implementation, delivery and support, and
monitoring. This structure covers all aspects of information and the technology that supportsit. By
addressing these 34 high-level control objectives, the business process owner can ensure that an adequate
control system is provided for the IT environment.

Management Guidelines

The CoBIT management guidelines provide alink between IT control and IT governance. They are

action-oriented and generic, and provide management specific guidance and direction for getting the

enterprise’ s information and related processes under control, monitoring achievement of organizational

goals, monitoring and improving performance within each IT process and benchmarking organizational

achievement. They help provide answers to the following typical management questions:

» How far should we go in controlling IT, and is the cost justified by the benefit?

»  What are the key performance indicators?

» What are the critical success factors?

= What are the risks of not achieving our objectives?

»=  What do others do?

= How do we measure and compare the organization’s maturity to the current status of (best-in-classin)
the industry and the current status of international standards?

=  What isthe organization's strategy for improvement?

Control Practices

IT control practices expand the capabilities of CoBIT by providing the practitioner with an additional

level of detail. The CoBIT IT processes, business requirements and detailed control objectives define
what needs to be done to implement an effective control structure. The IT control practices provide the
more detailed how and why needed by management, service providers, end users and control professionals
to implement highly specific controls based on an analysis of operational and I T risks.

Audit Guidelines

Analyze, assess, interpret, react and implement. To achieve the desired goa's and objectives, the
enterprise must constantly and consistently audit its procedures. Audit Guidelines outlines and suggests
actual activities to be performed, corresponding to each of the 34 high-level IT control objectives, while
substantiating the risk of control objectives not being met.

CoBIT Quickstart

This specid version is abaseline for many small to medium enterprises (SMEs) and other entities where
IT isnot mission-critical or essentia for survival, but it also can serve as a starting point for other
enterprises in their move towards an appropriate level of control and governance of 1T. For purposes of
this project, SMEs have not been defined according to any financial or staffing measurement. Instead, the
drategic nature of IT to the businessis evaluated, a sdlf-assessment form has been developed and
exceptions are reviewed. Those enterprises for whom the strategic nature of IT isreatively low, who fall
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within certain ranges on the self-assessment and who do not have any of the exceptions that might
indicate a higher level of dependence on IT are considered SMEs.

This project is being undertaken in response to comments that CoBI T, in its complete form, can be a bit
overwhelming. Those who operate with asmall IT staff often do not have the resources to implement al
of CoBIT. Thisversion of CoBIT constitutes a subset of the entire CoBIT volume. Only those control
objectives that are considered the most critical are being included, so that implementation of CoBIT’s
fundamental principles can take place easily, effectively and relatively quickly.

CosIT Online

An online version of CoBIT alows users to customize aversion of CoBIT just right for their own
enterprise, then store and manipulate that version as desired. It offers online, rea-time surveys and
benchmarking. A discussion facility for sharing experiences and questions is planned for the second
release in 2004,

IT Governance Implementation Guide

The objective of the IT Governance Implementation Guide is to provide readers with a methodology for
implementing and improving I T governance, using CoBIT. The guide is focused on a generic
methodology for implementing IT governance, covering the following subjects:

Why IT governance is important and why organizations should implement it

The IT governance life cycle

The CoBIT framework

How CoBIT islinked to IT governance and how CoBIT enables the implementation of IT governance
The stakeholders who have an interest in I T governance

A road map for implementing IT governance using CoBIT

The CoBIT IT Process
The processes are grouped into four domains, asindicated in figure 1.

Figure 1—CoBIT I T Processes Defined Within the Four Domains

IT GOVERNANCE

POI—Define a sirategic IT plan

ifecture
direction
and relationships

t aims and direction

MONI
EVALUATE
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Any service delivered by IT, aswell asal services as awhole provided to the core processes, have to be
planned and integrated into existing plans, asindicated in figure 1. Alternatively, existing plans and
organizationa structures could be adopted, depending on the significance of each service. Services

subsequently are implemented, and al necessary precautions for ongoing service, delivery and monitoring
are to be considered.

From the IT governance point of view single services are merely in the background, the focus must be on
the PDCA cycle discussed previoudy, for the sum of services delivered by and with IT. Thus, another

chart, figure 2 illustrates the superordinate role of monitoring, which could be seen as a concept for a
balanced scorecard.

The main domains are:
PO%4 Plan and Organize
Al¥a Acquire and Implement
DS¥a Deliver and Support
M %4 Monitor and Evaluate

Figure 2—Balanced Scorecard

IT Development
m Balanced Scorecard
1 Financial

Business Balanced
Scorecard Customer
IT Strategic
Financial Balanced Scorecard Process
Learning
Customer Financial

Process , Customer
f Process Ballr;lrng;)(;e r;;i:rr;la
Learning
S ~ Financial
Customer
Process

Learning

This strict top-down approach according to CoBIT isdepicted in figure 3.

Figure 3—Top-down Approach
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Each process is described by using the following information:
- High-level control objectives

Detailed control objectives

Information criteria affected by the process

IT resources used by the process

Typica characteristics depending on the maturity level

Critical success factors

Key performance indicators

Key goal indicators

Information Criteria
Information delivered to the core business processes has to fulfil certain criteria, which are summarily
characterized as follows:
Quiality requirements
Effectiveness¥s Dedls with information being relevant and pertinent to the business process as
well as being delivered in atimely, correct, consistent and usable manner
Efficiency%4 Concerns the provision of information through the optimal (most productive and
economical) use of resources
Securlty requirements
Confidentiality¥s Concerns the protection of sensitive information from unauthorized disclosure
I ntegrity¥ Relates to the accuracy and completeness of information as well asto its validity in
accordance with business values and expectations
Availability¥ Relates to information being available when required by the business process now
and in the future. It aso concerns the safeguarding of necessary resources and associated
capabilities.
Fiduciary requirements
Compliance¥sDedls with complying with those laws, regulations and contractual arrangements
to which the business processis subject, i.e., externally imposed business criteria
Reliability¥s Relates to the provision of appropriate information for management to operate the
entity and for management to exercise its financial and compliance reporting responsibilities

IT Resources

Following the CoBIT definition, the resources used by the IT are identified as follows:

- Data¥s Objects in their widest sense (i.e., external and internal), structured and nonstructured,
graphics, sound, etc.
Application systems %2 Understood to be the sum of manual and programmed procedures
Technology¥s Covers hardware, operating systems, database management systems, netwarking,
multimedia, etc.
Facilities¥s All the resources to house and support information systems
People¥s Includes staff skills, awareness and productivity to plan, organize, acquire, deliver, support,
monitor and eva uate information systems and services

CoBIT Cube

The previously mentioned components (IT processes, information criteria and resources) are three-
dimensiond, thusillustrating the IT function. These dimensions, as shown in figure4, represent the
CosIT cube.
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Figure 4—CoBIT Cube
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IT Governance Using CoBIT

By definition, governance of IT and its processes is an ongoing and periodic measurement on deviations
compared to the defined standard and timely and consequent implementation of corrective measures. This
approach follows the cybernetic principle, i.e., everyone understands the process of setting the room
temperature (standard) for the heating system (process), which will constantly check (compare) ambient
room temperature (control information) and will signa (act) the heating system to provide more heat.
Thismodel and its principles identify a number of CSFs that usually apply to all processes as they deal
with what is the standard, who sets it, and who controls or needs to act.

Further References

ISACA WWW.isaca.org/cobit

IT Governance Institute WWW.itgi.org
CMM WwWw.sei.cmu.edu
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3. ITIL

Document Taxonomy

The IT Infrastructure Library (ITIL) is a series of seven books which is referred to as the only consistent
and comprehensive best practice for IT service management. Although published by a governmental
body, ITIL isnot a standard.

Issuer

Thefirst versions of the ITIL collection were published by the British Office of Government Commerce
(OCG), which till holdsthe ITIL trademark. The OCG was commissioned to develop a methodology for
efficient and effective use of IT resources within the British government.

Goal(s) of the Standard or Guidance Publication

The goal is the development of a vendor-independent approach for service management. The ethos behind
the devel opment was the recognition of increased dependence on I T, which has to be managed by high-
quality IT services.

Business Drivers for Implementing the Guidance
Defining of service processes within the IT organization
Definition and improvement of the quality of services
Need to focus on the customer of the IT
Implementation of a central help desk function

Related Risks of Noncompliance
Error-prone support processes due to lack of attention

Target Audience
ITIL focuses on organizations of varying size. It targets those responsible for IT service management.

Timeliness
The publications state they will be updated in a frequent and ongoing manner; however, not al updated
books announced are available yet. The Business Perspective volume is still being devel oped.

Certification Opportunities

Certification of personnel is available already, but at present organizations cannot be certified. British
Standard 15000 (BS15000) presents a specification for IT management for which ITIL can be used as
guidance documents. BS15000 was developed with ITIL in mind and it is foreseeable that it will be
possible that certification bodies will be accredited to certify against this British Standard.

There are three levels of certifications:

- Foundation certificate¥a After athree-day course a short multiple-choice exam must be passed. The
foundation certificate is the entry-level certificate.
Practitioner’s certificate¥s This requires passing of assessments within a course and a case study-
based multiple-choice exam. The practitioner’s certificate is focused on a specific discipline.
Manager’s certificate¥a It is gained through attendance at an accredited ten-day training program and
the subsequent passing of two written exam papers.

Circulation
ITIL isused internationally; however, it is available in English only.
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Completeness

The library has an adequate level of detail but does not cover the full scale of IT management and IT
governance as CoBIT does. Processes of the DS domain are covered in a comprehensive manner;
however, processes, tasks and duties of the domains PO, Al and M are hardly treated.

Availability
ITIL isavailable in paperback and a CD-ROM version. The printed version of Security Management is
not available in eectronic format.

CosBIT Processes Addressed

CoBIT Processes and Domains
456 789 10111213

(+) Addressed
(-) Not or rarely addressed

Information Criteria Addressed

Information
Criteria

+ Effectiveness (+) Frequently addressed
Efficiency (0) Moderately addressed
Confidentiality (-) Not or rarely addressed
Integrity
Availability
Compliance
Reliability

o o+ 4+ + +

IT Resources Concerned

IT Resources

+ People (+) Frequently addressed
+ Applications (0) Moderately addressed
+  Technology (-) Not or rarely addressed
+ Fecilities

+ Data

Description of the Guidance and Its Content
As mentioned previoudly, ITIL isacollection of books related to IT service management. ITIL, however,
does not describe the what; it is focused on howand who.

Major tasks of an effective IT process are:
Operation and maintenance of existing systems
Development of new systems
Adjustment of service delivery to the constantly evolving requirements of the core business

Two principal concepts characterise the basic thinking of ITIL:
Holistic service management¥4 T service managers
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Assure the consideration of requirements for operations and maintenance

Develop test plans

Identify the effects on existing infrastructure caused by new or modified systems

Define future requirements
Customer orientation¥1T services are to be provided at alevel of quality that allows permanent
reliance on them. To assure this quality, responsibility is assigned to individuas who:
- Consult the users and help them use the services in an optimal approach

Collect and forward opinions and recommendations of users

Track complaints

Monitor the users appraisals of the services delivered

Support internal user groups

The core processes of IT management are described within the two ITIL documents Service Support and
Service Delivery. The description of the processesis not standardised and thus not consistent. Not all
processes contain metrics or key performance indicators, a description of the roles and activities or
guidelines for implementing the process.

The processes of Service Support are as follows:
- Incident management

Problem management

Configuration management

Change management

Release management

The key practices of Service Delivery are asfollows:
- Service level management

Financial management for IT services

Capacity management

IT service continuity management

Availability management
The volume Planning to Implement Service Management discusses the key issues of planning and
implementing I T service management. It aso explains the steps required for implementation or
improvement of IT service ddivery.

ICT Infrastructure Management guides through network service management, operations management,
management of local processors, computer installation and acceptance and systems management.

Application Management discusses software development using alife cycle approach, as well as system
design and change based on clear requirements, definition and users’ needs.

ITIL Security Management explains the necessary measures of security, focused on I T infrastructure.

At the time of this research, ITIL had not yet released a document entitled Business Per spective, aimed at
helping business managers understand I T service delivery. It will cover business relationship
management, outsourcing, continuous improvement and the contribution of information, communication
and technology to achieve business advantages.

An overview of the processes within Service Delivery and Service Support is given in the following list.
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Incident Management

Description¥s End users (the customers of the IT department) need a clearly defined point of contact,
even though modern systems are becoming more and more user-oriented and user-friendly. Incident
management’ s center of attention is the restoration of the agreed service level in a speedy and
uniform manner.
Goal¥a Swift restoration of normal service operation (normal, as defined within SLA limits) and
minimal impact on business processes
M a; or Tasks

Identify and track incidents in atimely manner.

Classify the incident and provide initia support.

Localize potentia causes of the incident.

Recover the services and manage closure.

Take ownership over the incident.

Monitor, track and communicate the execution.

Problem Management
- Description¥s A structured and systematic approach in problem management can minimize outages,
even before an incident occurs. Potential sources of error are to be identified and corrected in atimely
manner. Hence, sound problem management is focused on preventive measures and the identification
of the root cause of incidents.
Goal¥s An efficient and timely solution for problems is based on the definition of clear priorities.
Critica problems are to be solved first. Moreover, a repeated occurrence of the problem isto be
avoided and the problem-solving capability of supporting staff isto be improved.
M aj or Tasks
Identify and record problems.
Classify the problem, focused on the impact on the business.
Investigate the root cause of the problem.
Resolve the cause of the problem.
Close the problem.

Configuration Management
- Description¥s An application system’s level of serviceis highly dependent on the knowledge of its
inner structure. Thus strict management of the configuration is essentia to tap the full potential of an
application system. Configuration management is responsible for providing the information necessary
for planning and monitoring of the resources.
Goal¥ Thereis no single god of the configuration management process, rather there are multiple
goals:
Account for IT assets and configurations.
Verify the configuration records and correct exceptions.
Provide accurate information on configurations and the referring documentation as well asa
sound basis for other processes (incident, problem, change and rel ease management).
M aj or Tasks
Identify the demand for relevant information (purpose, scope, objectives, policies and procedures
for sound configuration).
Identify and label configuration items (Cl) with their owner, available documentation, versions
and interrelationships.
Document Clsin acentra configuration management database (CMDB).
Establish procedures and documentation standards to ensure that only authorized and identifiable
Clsare recorded and historica traceable information is available.
Ensure permanent accountability of data (status accounting).
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Veify and audit the physica existence of Clsrecorded in the CMDB.

Change Management
- Description¥s Even though services evolve constantly, the quality of services delivered to core
business processes may not be disrupted. Reliable change management treats planning and
supervising of changes to the existing infrastructure thus minimizes the risk of damage to existing and
new application systems, infrastructure and services.
Goal¥4 Changes are implemented within the agreed time and minimal risk.
M aj or Tasks
Record, log and filter requests for changes (RfC).
Priorities and categories the RfC.
Assess the impact of the RfC on the infrastructure and other services as well on non-IT processes
(e.g., information security) and effects of not implementing the RfC.
Identify required resources for implementing the RfC.
Obtain approval for the RfC.
Schedule the implementation.
Implement the RfC.
Review the implementation of the RfC.

Release Management

Description¥a Assurance that only tested and approved applications are rolled out is becoming more
and more important, as different operating systems, different locations and an increased frequency of
patches compl ete the rel ease management.
Goal¥a Approved and accredited components (hardware, software, firmware as well as documents)
are ingdled trouble-free and on schedule.
Major Tasks

Plan the release.

Design the release and perform tests for accreditation.

Plan the rollout.

Inform and train prospective users.

Sign off on the release for implementation.

Audit the components before and after the implementation.

Install or roll out.

Service Level Management
Description¥a With a sound service level management, clear interfaces and specification of services
are defined with customers (senior management). Users and internal as well as externa suppliers are
defined and managed. Internal operational level agreements and contracts with external suppliers
facilitate adherence to negotiated service level agreements.
Goal¥ The goal isto ensure the compliance of the services delivered with the level of services
demanded and agreed upon.
M aj or Tasks
Record the service level requirements (SLR).
Ensure the delivery of the service level required by establishing or updating a service quality plan
(SQP), contracts with third parties and operational level agreements (OLA).
Contract SLAs.
Monitor the level of services provided.
Improve service quality.
Establish and maintain the service catalog.
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Financial Management for IT Services
Description¥s Management of expenses and accurate redistribution of costs improve the availability
of financia resources.
Goal¥% Finance-related information is provided to establish cost-oriented steering of the
organization.
Major Tasks
Budgeting
Define cost centers.
Calculate standard costs.
Compare target with actual values of costs, services and distribution of costs.
Accounting
Define a costing sheet and procedures for recording accounting data.
Collect and assign actua costs.
Collect actual services and distribution of costs.
Monitor incoming and outgoing payments.
Digtribution of costs
Define procedures for the distribution of costs.
Establish apricelist.
Prepare invoices.

Capacity Management

Description¥s Proactive identification of performance requirements ensures a continuous level of
service and a proper management of resources. A sound management of capacity considers three
levels:

Business capacity

Service capacity

Resource capacity
Goal¥a Providing the appropriate capacity ensures the delivery of the service at an agreed level.
M aj or Tasks

Define, plan and manage the requirements.

Provide resources for the services.

Monitor the performance of resources and adjust if necessary.

Plan and implement improvements.

Establish and maintain a capacity plan.

IT Service Continuity Management
Description¥s By minimizing negative effects caused by disastrous and unpredictable events,
disruption of the core business processes is to be minimized.
Goal¥ The god is to provide a predetermined and agreed level of servicesin case of a disastrous
event.
Major Tasks
Define requirements and strategies for IT continuity, derived from the overall business continuity
management process.
Define measures and continuity plans for IT services.
Manage continuity procedures (training, tests, reviews, change management and continuous
improvement).
Manage continuity and recovery in an emergency.
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Availability Management
- Description¥a Continuous monitoring and improvement of the availability of systems minimizes
outages and thus improves the availability of services.
Goal¥% The goal isto ensure the consistent availability of 1T services as required by the business
processes.
Major Tasks
- Define the requirements for availability.
Set up availability forecasts.
Define measures.
Set up an availability plan.
Determine actua availability.
Improve the availability of IT services.

Further References

ITIL Online www.itil.co.uk
itSMF WWW.itsmf.com
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4. ISO/IEC 17799:2000

Document Taxonomy
ISO/IEC 17799:2000 is an international standard.

Issuer
The international standard was published by 1SO (International Organization for Standardization) and |[EC
(Internationa Electrotechnical Commission), which have established ajoint technical committee,
ISO/IEC JTC 1, addressing the components of BS7799-1 only. Essentia parts of the international
standards labeled as Information Technology—Code of Practice For Information Security Management
were devel oped and published by the British Standards Institution, labeled as BS 7799-1:1999. The
origind British Standard was issued in two parts:
BS 7799 Part 1: Information Technology—Code of Practice for Information Security Management
BS 7799 Part 2: Information Security Management Systems—Specification with Guidance for Use

Goal(s) of the Standard or Guidance Publication

ISO/IEC 17799:2000 provides information to parties responsible for implementing information security
within an organization. It can be seen as a basis for devel oping security standards and management
practices within an organization to improve reliability on information security in interorganizational
relationships.

Business Drivers for Implementing the Guidance
Definition of an information security management system, applying best practice in security
management based on a systematic approach
Identification of critical assets via the business risk assessment
Enhancement of the knowledge and importance of security-related issues at the management level
Definition of responsibility and organizational structures for information security
Need for abasis for certification of the information security management system
Need for contractua relationships

Related Risks of Noncompliance

- Risk of information disclosure, including related risks such as loss of confidence and trust
Incomplete risk assessment, thus inadequate level of risk management
Inadequate business continuity management
Lack of security awareness within the organization
Inadequate security requirements when interacting with third-party organizations
Inadequate level of physical and logical security
Flawed procedures due to the lack of incident management

Target Audience
The document targets people responsible for information security within various organizations willing to
initiate, implement or maintain information security.

Timeliness

The standard was published in 2000 in its first edition, which still isvalid, and it is updated at infrequent
intervals. Sincethisis an officia 1SO standard it will automatically be revised and updated when required
every three to five years. It can be classified as current best practice in the subject area of information
security management systems. The originating BS 7799 was revised and reissued in September 2002.
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Certification Opportunities

A certification of 1SO/IEC 17799:2000 is not available. However, a certificate on compliance with the
British Standard 7799 Part 2 can be obtained, as BS7799 Part 2 contains binding specifications for a
certification of an information security management system, as well as normative controls.

Circulation
The standard is used worldwide and severa countries have published local versions.

Completeness

Generic measures for information security management are provided, as well as the imperative of
compliance with laws and regulations.

Being focused on security issues, it does not cover the full scope of IT management duties, while the level
of detail is comparable to CoBIT. Phase two of this research will provide a detailed mapping of 1SO
17799 to CoBIT.

Availability
The standard can be purchased from 1SO.

CoBIT Processes Addressed

CoBIT Processes and Domains

456 7/8 9 10111213

PO - + + + - + + + + - -
(+) Addressed
Al + + + + o+
DS - + + + + - +\+\+\+\+\+\+ (-) Not or rarely addressed
M + + -

Information Criteria Addressed

Information

Criteria

Effectiveness
Efficiency (+) Frequently addressed
Confidentiality (0) Moderately addressed
Integrity (-) Not or rarely addressed
Availability
Compliance
Rdiahility

o + + + +

IT Resources Concerned

IT Resources

+ People

+ Applications (+) Frequently addressed
+ Technology (0) Moderately addressed
+ Facilities (-) Not or rarely addressed
o Data
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Description of the Guidance and Its Content
The guiding principles are the initia point when implementing information security. They rely on either
legal requirements or generally accepted best practices.

Measures based on legal requirements are (among others):
Protection and nondisclosure of personal data
Protection of internal information
Protection of intellectual property rights

Best practices mentioned are:
Information security policy
Assignment of responsibility for information security
Problem escalation
Business continuity management

When implementing a system for information security management severa critical success factors should
be considered:
- The security policy, its objectives and its activities reflect the business objectives.
The implementation considers cultura aspects of the organization.
Open support and engagement of senior management are required.
Thorough knowledge of security requirements, risk assessment and risk management is required.
Effective marketing of security targets all personnel, including members of the management.
The security policy and security measures are communicated to contracted third parties.
Users are trained in an adequate manner.

A comprehensive and balanced system for performance measurement is available, which supports
continuous improvement by giving feedback.

After presenting introductory information (scope, terms and definitions), guidance is presented for
initiating, implementing and maintaining information security. This guidance is structured into 10
sections, which contain 36 objectives and 127 controls.

Information security should¥ following the standard¥ at least consider the following parts:
Security policy
An information security policy should define the direction and contain the commitment and the
support of the management.
The policy should be communicated throughout the organization.
Organizational security
- Thedefinition of adequate organization structures for the management of information security
within the organization should include:
- Aninformation security management forum
A forum for co-ordination
Assignment of responsibility for information security to individuas
Definition of responsibility areas for managers
Definition of an authorization process for IT facilities
Definition of responsibility for investigation of security-relevant know-how
Defined range for co-operation with third parties as well as independent security reviews
Comprehensve measures should exist for management of third-party services (definition or risks
and security requirements).
Risks caused by outsourcing contracts should be managed.
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Asset classification and contr ol
The inventory of assets and the assignment of the responsibility should be seen as a prerequisite
to sound accountability for assets.
Information should be classified following a generally accepted system, thus ensuring an
appropriate level of protection.

Personnel security

- Security responsibilities, confidentiaity agreements and the contract of employment should be
part of the job responsibility.
Adequate controls for personnel screening should be in place.
Information security education and training should increase users' security awareness.
The process of reporting security incidents, weaknesses and software malfunctions should be
defined. This should include the assessment of the adequacy of the controls implemented by a
permanent process of learning from incidents.

Physcal and environmental security
Central equipment should be installed only within a secure area, where adequate access controls
and damage prevention are implemented. These areas include offices, rooms and facilities. There
isalso aneed for a specid attention to delivery and loading areas.
Equipment should be protected against |oss, damage or compromise by being sited and protected
in an appropriate manner. Power supplies, an adequate level of cabling security and correct
maintenance of the equipment should be in place.
Equipment installed off-premises and disposal or reuse of information should be considered.
Genera controls (such as a clear desk and clear screen policy) to protect information processing
facilities or to prevent damage caused by unauthorized offsite usage of equipment should bein
place.

Communications and oper ations management

- Operations should follow documented procedures.
All changes to equipment should be documented.
Procedures for sound incident management should be defined.
Duties should be segregated, ensuring no individua can both initiate and authorize an event.
Development and operationa facilities are to be separated.
Risks caused by contracted external facilities organizations should be covered.
Capacity demands should be observed and future demands should be projected.
Acceptance criteria for new systems should be defined.
Damage caused by malicious software should be prevented, using preventive and detective
controls, formal policies and defined recovery procedures.
Information should be backed up and the backup files tested regularly.
Activities performed by operationa staff and errors should be logged.
Networks should be set up and managed with a view to ensuring the necessary level of security.
Removable media should be handled with specia care.
Media with sensitive information should be disposed of in a secure manner.
Adequate controls in information handling procedures (e.g., labeling of media, ensuring
completeness of inputs, storage of media) should be considered.
System documentation is to be protected, as it may contain sengitive information.
Agreements for the exchange of information and software should be established, including media
in trangit, electronic commerce transactions, electronic mail, electronic office systems, publicly
available systems and other forms of information interchange.

Accesscontrol
Access to information should be granted in accordance with business and security requirements.
A forma access control policy should be in place.
Access control rules should be specified.
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User access management (registration, privilege management, password management, review of
user access rights) should follow aformal process.
Responsibilities of users should be clearly defined.
Networked services, operating systems and applications should be protected appropriately.
System access and use should be monitored constantly.
Mobile computing and teleworking should be performed in a secure manner.
Systems development and maintenance
Security issues should be considered when implementing systems following defined
requirements.
Security in application systems should take into account the validation of input data, adequate
controls of interna processing, message authentication and output data vaidation.
Use of cryptographic systems should follow a defined policy.
Access to system files (including test data and source libraries) should be controlled.
Project and support environments should allow for security by being rigoroudly controlled (e.g.,
change management procedures, arrangements for outsourced devel opment).
Business continuity management
- A comprehensive business continuity management process should permit prevention of
interruptions to business processes.
The business continuity management process should not be restricted to I T-related areas and
activities.
An impact analysis should be executed which results in a strategy plan.
Business continuity plans should be developed following a single framework.
Business continuity plans should be tested, maintained and reassessed continuously.
Compllance
Any unlawful act (e.g., data protection acts) should be avoided.
Compliance with the security policy should be ensured by periodical reviews.

Further References

ISO WWW.iS0.0rg
IEC WWW.IEC.0rg

BSl www.bsi-global.co.uk
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5. ISO/IEC TR 13335

Document Taxonomy
ISO/IEC TR 13335 Information Technology—Guidelines for the Management of I T Security isatechnical
report subdivided into five parts.

Issuer

The report was published by 1SO (International Organization for Standardization) and I1EC (International
Electrotechnical Commission), which have established a joint technical committee, the ISO/IEC JTC 1,
Subcommittee SC 27 (IT security techniques), which is tasked to publish internationa standards (e.g.,
ISO/IEC 17799:2000).

Goal(s) of the Standard or Guidance Publication
The report provides guidance on aspects of I T security management, and is divided into five parts.

1 The management tasks of IT security are outlined, providing an introduction to security concepts
and models.

2. & 3. Discuss implementation and management of IT security in a comprehensive manner.

4, Provides guidance on the selection of safeguards considering the type of IT systemsaswell as
security concerns and threats.

5. Contains information on identifying and analysing communication-related factors that should be

taken into account when introducing network security.

Business Drivers for Implementing the Guidance
Guidance for security management
The need for a structured approach

Related Risks of Noncompliance
There is no direct risk from not complying unless the organization has an inherent need to comply
with this standard.

Target Audience

The report is applicable to al kinds of organizations. Part one explicitly addresses senior management and
information security managers, whereas the other parts target individuals responsible for the
implementation of security measures, for instance, IT managers and I T security staff.

Timeliness

Dates of publication range from 1996 (part one) to 2001 (part five). No part has a defined update
frequency, as they were published as technical reports. Parts 1, 2 and 3 are currently under revision (parts
1 and 2 will be combined into a new part 1); the revision of Part 4 is planned.

Certification Opportunities
There is no specific certification available.

Circulation
The technica reports are recognised globally.

Completeness

The standard contains comprehensive guidance on managing information security. Since it is focused on
security issues, it does not come close to addressing the complete scope of IT management duties.
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Availability
The documents can be acquired from 1SO.

CoBIT Processes Addressed

CoBIT Processes and Domains

12345 6 78 9 10111213

- . (+) Addressed
Al + | F R \\\\\\\ () Not or rarely addressed

Information Criteria Addressed

Information

Criteria
0 Effectiveness " F i ecld
Efficiency requently ressed
Confidentidity | (0) Moderately addressed
Integrity (-) Not or rarely addressed
Availability
Compliance
Reliability

+ + + + +

IT Resources Concerned

IT Resources

+ People

+ Applications E’f)) Freguen;lly g%r&esedm
+ Technol 0) Moderately addr

+ Facintie(g)gy (-) Not or rarely addressed
+ Data

Description of the Guidance and Its Content
As mentioned previoudly, the current version of the report consists of five parts.

Part One—Concepts and Models for IT Security
Thefirst part discusses basic management concepts and models of IT security. It could be used as an
introduction to the management of IT security, asit does not provide detailed information on I T security.

A systematic approach considers the definition of a policy, the identification of roles and responsibilities,
a systematic risk management, configuration and change management, contingency/disaster recovery
planning, selecting and implementing safeguards and follow-up activities.

Corporate objectives, strategies and policies influence the organization’s general security objectives,
strategies and policies, which in themselves form the basis for the narrower set of 1T security objectives,
strategies and policies. IT system security objectives, strategies and policies are derived from the more
genera level of overal IT security.
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The major elements involved in the security management process are as follows:
- Assats (physical assets, information, software, people and intangibles)

Threats (human and environmental)

Vulnerabilities

Impact

Risk

Safeguards

Residual risk

Congtraints

The ongoing process of I'T security management consists of the subprocesses:
Configuration management¥. Changes in the configuration may not lead to a reduction of the
security level. Furthermore, tracking of changesis available, and changes to the systems are reflected
in various documentation (e.g., disaster recovery plan).
Change management % This is the process of identifying security requirements when systems
change.
Risk management¥sRisk management is to be performed throughout the system’s life cycle. A risk
management process compares risks with benefits and costs of different types of safeguards.
Risk analysis¥Risks are identified by the analysis of asset values, threats and vulnerabilities,
resulting in a statement of the likelihood of risks to previoudy mentioned assets.
Accountability¥ Responsibility for security isto be assigned explicitly. Ownership is assigned to
assets.
Security awar eness¥s This explains the security objectives, strategies and policies and the need to
comply with them.
Monitoring¥. A periodic review of the safeguardsis needed to assure their effectiveness.
Contingency plans and disaster recovery¥s Contingency plans describe how to maintain core
business processes in the case of system outages. Disaster recovery contains information on
restoration of systems affected by an unintended outage.

Part Two—Managing and Planning IT Security
Part two contains guidelines that address essential topics on the management of I T security. They are
useful for identifying and managing IT security.

Establishing and maintaining an I T security program is the main task of 1T security management. It
consists of a planning and management process, risk management, implementation, follow-up
(maintenance and monitoring) and integration throughout the organization.

A sound corporate I T security policy should address the following questions:
Obj ectives¥s What is to be achieved, how are these objectives achieved, and what are the rules for
achieving these objectives?
M anagement commitment¥ What is the commitment and support of senior management?
Policy reationships¥. What are the relationships among corporate strategy, marketing policy,
security policy, IT policy, IT security policy and system-specific policies?
Policy elements¥4|s there a comprehensive list of topics that are to be covered?

Organizationa aspects of IT security, such asroles and responsibilities, the initiation of a security forum
and the nomination of security, project and system security officers, are discussed. The need for support
by al levels of management is outlined, as is the importance of following a consistent approach
throughout the organization and to al systems.
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Strategic options for a risk management strategy are presented thereafter. The specific advantages and

di sadvantages are addressed. The approaches are as follows:
Baseline approach¥s By slecting a set of safeguards to al systems, a basdline protection level is
achieved.
Informal approach¥s A pragmatic risk analysis for al systems, it requires experience of individuas
and seems to be suitable for small organizations.
Detailed risk analysis¥s A detailed analysis begins with the identification and valuation of assets, the
threats to those assets, a selection of appropriate safeguards and the identification of an acceptable
level of residual risk.
Combined approach¥: Using the detailed approach at a high-level identifies systems with a high
risk, which are analyzed in a more comprehensive manner. The other systems are appropriate for a
baseline protection approach.

The security recommendations section addresses different types of safeguards, their interdependency and
recommendations for selecting and maintaining them as well as the need for acceptance of residua risk
and its classification into “acceptable” and *unacceptable.”

Following the discussion of risk management, other issues briefly mentioned are:
IT system security policy%s Contents and endorsement
IT security plan¥s Documentation of actions to be taken for implementing the I T security policy
Implementation of safeguar ds ¥ Implementing the safeguards as defined in the plan, including
security training
Security awar eness¥s To pass the knowledge from the security officer to all levels of the
organization
Follow-up¥4 Activities such as maintenance of safeguards and policies, security compliance
checking, monitoring and incident handling

Part Three% Techniques for the Management of IT Security
Management techniques are described and recommended in part three of the report.

In addition to genera information, an overview of the IT security management processis provided. Its

major activities are:

- Analysisof security requirements¥s The definition of security objectives, strategy and the
development of acorporate I T security policy
Selection of a corporaterisk analysis strategy¥ | dentification and assessment of risks and their
reduction to an acceptable level based on security requirements of different systems
Implementation of the I T security plan¥a Implementation of safeguards including security
awareness and security training
Follow-up¥4 Checking of compliance, monitoring, change management practices and incident
handling

The importance of a corporate IT security policy is discussed, and recommended parts are listed. A
detailed table of contentsis provided in the annex of the report.

The implementation of safeguards and a security awareness program follow the methodol ogy-based
identification of security needs. During the implementation phase a security awareness program is used to
increase the level of awareness within the organization. A sound awareness program consists of the
following components:
Needs analysis%s Existing and targeted level of awareness within different target groups and
identification of necessary methods
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Program delivery%a Interactive and promotiona techniques

M onitoring¥a Periodic performance evaluation to determine the level of awarenessand
comprehensive change management to ensure that skills and awareness reflect modifications to
systems

Either interna or externa experts ensure the achievement of the objectives by closing the implementation
phase with an approval of the systems implemented. Part three concludes with a discussion of follow-up
activities such as maintenance, compliance checking, change management, monitoring and incident
handling. In the annex, after the aforementioned table of contents of a security policy, a comprehensive
list of possible threat types and vulnerabilities and a description of arisk analysis method are provided.

Part Four—Selection of Safeguards

The selection of safeguards should be based on a high-leve risk analysis. The high-leve result is the
identification of systems requiring a detailed risk analysis and the need for baseline protection. The
method for detailed risk analysisis discussed in part three. Baseline protection can come in two flavours:
selection of safeguards according to the type of IT system and safeguards according to security concern
and threats.

The basic assessments of the safeguard selection process are:
Identification of the type of system34 1T systems can be a standal one workstation, a workstation
connected to a network or a server/workstation sharing resources via a network.
I dentification of physical/environmental conditions ¥ In addition to general considerations
concerning the environment of the organization, more specific concerns are to be taken into account,
such as perimeter and building (physical situation, single or multioccupied, information about other
occupants, identification of sensitive/critical areas), access control (access to the building, physica
access controls, robustness and structure of the building, protection level of doors, windows, etc.) or
the protection in place (protection of rooms, fire detection/suppression facilities, water leskage
detection, UPS, temperature and humidity controls, etc.).
Assessment of existing/planned safeguar ds¥%4 By identifying existing safeguards, reselection of
safeguards should be prevented. The identification is done by areview of documentation, a check
with responsible personnel, or awalk through the building. It has to be borne in mind that existing
safeguards may exceed the current needs.

Safeguards can be classified into organizational/physical and system-specific safeguards:

Organlzatlonal and physical safeguards
IT security management and policies
Security compliance checking
Incident handling
Personnel
Operational issues
Business continuity planning
Physical security

I T systemspecific safeguards
Identification and authentication
Logical access control and audit
Protection against malicious code
Network management

Cryptography
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The organizational safeguard categories are applicableto al IT systems. Thus all safeguards from this
category should be considered first when following the baseline approach. 1T system-specific safeguards
require an in-depth consideration of the needs of the type and characteristics of the system.

When selecting safeguards, the security concerns—the loss of confidentiality, integrity, availability,
accountability, authenticity or reliability—should be considered. Each of these categories faces severa
threats:
Confldentlallty
Eavesdropping
Electromagnetic radiation
Malicious code
Masquerading of user identity
Misrouting/rerouting of messages
Software failure
Theft
Unauthorized access to computers, data, services and applications
Unauthorized access to storage media
I ntegr ity
Deterioration of storage media
Maintenance error
Malicious code
Masguerading of user identity
Misrouting/rerouting of messages
Nonrepudiation
Software failure
Supply failure (power, air conditioning)
Technical failure
Transmission errors
Unauthorized access to computers, data, services and applications
Use of unauthorized programs and data
Unauthorized access to storage media
User error
Availability
Destructive attack
Deterioration of storage media
Failure of communication egquipment and services
Fire, water
Maintenance error
Malicious code
Masquerading of user identity
Misrouting/rerouting of messages
Misuse of resources
Natural disasters
Software failures
Supply failure (power, air conditioning)
Technical failures
Theft
Traffic overloading
Transmission errors
Unauthorized access to computers, data, services and application
Use of unauthorized programs and data
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Unauthorized access to storage media
User error

Accountability, authenticity and reliability
No specific threats are listed in the report, only such exemplary threats as account sharing; lack of
traceability; masguerading user identity; software failure; unauthorized access to computers, data
and applications; or aweak authentication of identity.

Examples of countermeasures to the previously mentioned threats are provided in the report. During the
selection of a specific safeguard, it has to be decided which basic aspect should be addressed by the
safeguard. These aspects are:

Threat¥% Reduction of the likelihood

Vulner ability%. Removal of the vulnerability or making it less serious

I mpact¥2 Reduction or avoidance of the impact

During the implementation of an organizationwide basdline, it must be decided whether the organization
can be protected by the same baseline or if different levels have to be identified.

The annexes contain a short description of severa sources of information concerning baseline protection
and IT security.

Part Five—Management Guidance on Network Security
Part five deals with network security and provides guidance for identification and anaysis of
communication and networks. It also provides an introduction to safeguard areas.

The following series of activities is recommended for the process of identification and analysis of

communications-related factors:

- Review corporate | T security requirements¥s The I T security policy states the requirements for
confidentiality, integrity, availability, nonrepudiation, accountability, authenticity and reliability of
information.

Review network ar chitectures and applications % Depending on the types of networks, the
protocols used, the applications installed and other considerations such as trust relationships, different
safeguard areas may be identified.
I dentify types of networ k connection¥sNetworks are usually connected in different topologies and
at different organizational levels:

A single controlled location within an organization

Connection among different geographical parts but within an organization

Connection between an organization site and personnel working in locations away from the

organization

Connection among different organizations with a closed community

Connections with other organizations

Connections with the Internet
Re\/lew networ king char acteristics and related trust relationships % The characteristics can be
classified into public or private networks and data and/or voice networks. Another distinction can be
made between packet (using hubs) or switched network. The trust relationship is¥2 depending on its
environment¥x classified into low, medium and high. The combination of the two classes of publicity
of the network connection (private or public) and trust environment (low, medium or high) provides
basic information for identification of safeguards.
Determine the types of security risks¥s Depending on the type of security risk (loss of
confidentiality, loss of integrity, etc.) and the previous combination of characteristic and trust,
characteristic safeguards are nominated.
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I dentify appropriate potential safeguard areas%.On the basis of the security risks, severa
sﬂfeguards can be identified. They are grouped into disciplines, such as:

Secure service management

| dentification and authentication

Audit trails

Intrusion detection

Protection against malicious code

Network security management

Security gateways

Data confidentiality over networks

Data integrity over networks

Nonrepudiation

Virtua private networks

Business continuity and disaster recovery
Docu ment and review security options¥z The documentation of the intended architecture alows a
fina analysis of its design.
Preparefor theallocation of safeguard selection, design, implementation and maintenance¥s Set
up an organization and define specific tasks for selection, implementation and maintenance of the
safeguard.

Further References

ISO WWW.iS0.0rg
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6. ISO/IEC 15408:1999/Common Criteria/ITSEC

The international standard |SO/IEC 15408:1999 Security Techniques—Evaluation Criteria for 1T Security
is based on the Common Criteria (CC) for Information Technology Security Evaluation 2.0, thus they are
treated in one chapter. Common Criteria succeeds |nformation Technology Security Evaluation Criteria
(ITSEC), published by the European Commission in 1991. The naming of those documentsis
Synonymous.

Document Taxonomy
ISO/IEC 15408:1999 is an internationa standard. Common Criteria is labelled as a multipart standard.

Issuer
ISO/IEC 15408:1999 was published by the ISO/IEC JTC 1 working group in collaboration with the
Common Criteria Project Sponsoring Organization, which published Common Criteria. Members of this
organization are:
- Canada¥s Communications Security Establishment

France¥. Service Central de la Sécurité des Systemes d’ Information

Germany¥s Bundesamt flr Sicherheit in der Informationstechnik

Netherlands¥ Netherlands National Communications Security Agency

United Kingdom¥s Communications-Electronics Security Group

United States¥s Nationa Ingtitute of Standards and Technology and Nationa Security Agency

From a historical point of view, the various standards/guidance issued by some of the member bodies
were influenced by other standards/guidance, as shownin figurebs.

Figure 5% Standards I nfluences

| US Orange Book TCSEC (1985)
Canadian Criteria(1993)

| UK Confidence Levels (1989) |

Federa Criteria Draft (1993)
| German Criteria I
| | Common Criteriav2.0 (1998) |

| French Criteria ITSEC (1991)

Common Criteriav1.0 (1996) |

| Common Criteria v2.1 (1999) |

| 1SO/IEC 15408 (1999) |

Goal(s) of the Standard or Guidance Publication
The standard was issued to define criteria as the basis for a common and comparable evaluation of 1T
security, focusing on the security of systems and products.

Business Drivers for Implementing the Guidance
Implementation of products or services that shal be certified
Security imperative to the development of semifinished products (e.g., control systems)

Related Risks of Noncompliance

Thereis no direct risk for not complying unless the organization has an inherent need to comply with
this standard.
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Target Audience

There are three specific target audiences mentioned:

- Consumers¥: The needs of consumers are considered throughout the evaluation process. The level of
security provided by an evaluated product is comprehensible for consumers.
Developer s¥ Developers have a guideline to prepare the evaluation of their systems. On the other
hand, CC helps in identifying security requirements. The CC can be useful as a source of security
functions that may be implemented into a system.
Evaluator s % Evaluators have clear and agreed criteria to assess the security of a system. Steps
necessary for an evaluation are included, but the standard does not stipulate procedures to be
followed.
Others¥, CC may be seen as a useful source of information by others, such as security and assurance
professionals

Timeliness

Although published in 1999, Common Criteria is dill up-to-date. The criteria mentioned are very stable.
The currently valid version 2.1 of Common Criteria differs only in formatting and minor changes to
comply with the 1SO standard.

Certification Opportunities
The purpose of the document is to provide common criteria for the certification of 1T products and
services.

Circulation
By being published as an internationa standard, Common Criteria has gained worldwide acceptance.

Completeness

From an IT governance point of view, the standard is not complete, as it does not address the full scope of
IT management duties. Itsfocusison IT products and services, not on I'T management issues. However, it
isvery detailed.

Availability
The international standard can be acquired from 1SO. Common Criteria is freely available for public use.

CoBIT Processes Addressed

CoBIT Processes and Domains

1213456 789 10111213

- ke e ] (+) Addressed

+ o+ o+ - AW\ (-) Not or rarely addressed
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Information Criteria Addressed

Information

Criteria

- Effectiveness
Efficiency E+)) I\F/Ireguentelly izljcéressed

Confidentiali 0) Moderately addressed
Integlrity S (-) Not or rarely addressed
Availability
Compliance
Reliability

+ 0 + + +

IT Resources Concerned

IT Resources

+ People

+ Applications (+) Frequently addressed

+ Technology (0) Moderately addressed
o Fadlities (-)Not or rarely addressed
+ Data

Part One% Introduction and General Model

Part one explains the general model, the general concepts and the principles to be considered when
evaluating IT security. Constructs for expressing security objectives, and for selecting and defining
security requirements are provided. Instructions for writing high-level specifications for products and
systems are given.

Part Two% Security Functional Requirements

Part two contains functional components that are used for expressing the security requirements of targets

of evaluation (TOES) in a standardised manner. It is structured into sets of functional components,
families and classes.

The security classes—the highest leve in the catalog structure—are as follows:
- FAU% Security audit
FCO%. Communication
FCS3¥. Cryptographic support
FDP¥:User data protection
FI A% Identification and authentication
FMT%4 Security management
FPRY4Privacy
FPT¥.Protection of the TOE security function
FRU®% Resource Utilization
FTA% TOE access
FTP% Trusted path/channels

Part Three¥% Security Assurance Requirements
A set of assurance componentsis included in part three, enabling a standardised approach of defining
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assurance requirements for I T products and services. The structure of the catalog is similar to the onein
part two in that it is subdivided into components, families and classes. Evaluation criteria for protection
profiles (PPs) and security targets (STs) are dso included in part three. The evaluation of PP and ST isto
be performed before evaluating the TOE.

The evaluation criteriatasks for PPs are asfollows:
- APE_DES¥4 Description of the TOE

APE_ENV % Security environment

APE_INT%4PP introduction

APE_OBJ¥4 Security objectives

APE_REQ%4 1T security requirements

APE_SRE¥: Explicitly stated IT security requirements (applicable only for an extended evaluation)

The ST evauation tasks are asfollows:
ASE_DES¥ TOE description
ASE_ENV % Security environment
ASE INT%4 ST introduction
ASE_OBJ4 Security objectives
ASE_PPC¥PPcams
ASE REQ%4 1T security requirements
ASE_SRE¥. Explicitly stated I T security requirements (applicable only when evaluating extended
requirements)
ASE_TSS¥% TOE summary specification

Seven evaluation assurance levels (EALS) are presented, representing packages of assurance components.
These EALs dlow the IT security rating of products and services. For each EAL adescription of its
objectives and minimal assurance components is provided.

The EALs identified within Common Criteria are asfollows:
EAL 1% Functionally tested
EAL2% Structurally tested
EAL 3% Methodically tested and checked
EAL4%: Methodically designed, tested and reviewed
EALS5% Semiformally designed and tested
EALG6% Semiformally verified design and tested
EAL7% Formally verified design and tested

Further References

ISO VWWWW\.iS0.0rg
IEC WWWW.iec.org
NIST (CC) WWW.hist.gov
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7.  TickIT

Document Taxonomy
TickIT is ascheme for assessment and certification of an organization’s software quality management
system.

Issuer
TickIT is published and maintained by Tickl T Office, which is a business unit within the British
Standards Ingtitute (BSl).

Goal(s) of the Standard or Guidance Publication

Software developers are encouraged to think about:
The quality that isintrinsic to the process of software development
Achieving the quality objectives
Continuous improvement of the quality management system

A further objective was the development of a framework for the management of software development
that enables efficient certification of quality management systems. To reach those objectives, the
following steps were taken:

Cresation of aguide that facilitates interpretation of the 1ISO 9001 requirements

Improvement of knowledge of auditors and provision of information on registered auditors with

expertise and competence

Creation of rules to accredit prospective certification bodies for the software sector

Business Drivers for Implementing the Guidance
- The requirement of a certification of the quality management system
The need for guidance on the specification of requirements
Software as an integrated part of the product (e.g., in embedded systems)
Subcontracting of third parties and dependence of the organization on the quality of the software
delivered

Related Risks of Noncompliance
The complex area of software development is controlled inadequately or the control is performed in
an ineffective manner.
Specification of requirements is incomplete.

Target Audience
TickIT isfor organizations whose software devel opment adds significant value to the organization's
products or services. Thusit is relevant for senior managers, operationa bodies and accreditation
authorities. TickIT isfocused on three audiences:
- Customers¥s How the customer can influence the quality of the product
Suppliers¥s Including in-house developers, who intend to improve the effectiveness of therr quality
management system
Auditors¥a How to assess the procedures defined within Tickl T

Timeliness

The current version was published in 2001. The latest revision considers the modifications of the
framework of 1SO 9000.
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Certification Opportunities
A certification of an organization's quality management system is available, indicating the adoption of the
TicklT scheme for quality management. Moreover, TicklT is used to accredit certification bodies.

Circulation
TickIT is of British origin, but it is used in several European countries. Information provided on the
Tickl T web site reports that 1,157 TickIT active certificates have been issued as at July 2003.

Completeness

TicklT has a clear focus on software devel opment and related quality management systems, thusiit is
classified as narrow and not addressing many areas of I T governance. In addition, Tickl T is not very
detailed.

Availability
A printed version can be acquired from the Tickl T web site and a CD-ROM dso is available

CoBIT Processes Addressed

CoBIT Processes and Domains

Information Criteria Addressed

Information
Criteria

+ Effectiveness
Efficiency (+) Frequently addressed
Confidentidlity (0) Moderately addressed
Integrity (-) Not or rarely addressed
Availability
Compliance
Reliability

+ + + + + +

It should be noted that TickI T is focused on a quality management system, consequently information
criteria addressed and I T resources are also concerned with software development and the related quality
management system.

IT Resources Addressed

IT Resources

+ People

+ Applications (+) Frequently addressed
+ Technology (o) Moderately addressed
+ Facilities (-) Not or rarely addressed
+ Data
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Description of the Guidance and Its Content
TicklT can be used to support development of all types of software, such as operating systems, embedded
systems or software for office use. It is based on 1SO 9000-3 (quality management and quality assurance
standards—part three: guidelines for the application of 1SO 9001:1994 to the development, supply,
installation and maintenance of computer software), and adds information to the guidelines by providing
additional guidance for customers, suppliers and auditors. It also contains clear requirements for auditors
that must be met when accredited by certification bodies, including:
Guidance for customers¥aPart B (succeeding the introductory part A) contains issues relating to the
certification of a quality management system for software from the customer’s point of view. The role
of the customer isto initiate a development project, thus the customer is informed on how he can
contribute to the quality of the product and services.
Guidancefor suppliers¥aPart C describes information and guidance for the quality management
system of suppliers using the Tickl T procedures. Suppliers can be organizations providing software
services aswell asin-house developers. Assessing and improving the effectiveness of the
organization’s quality management system is aso part of this chapter.
Guidance for auditors¥zPart D contains guidance to auditors on how to perform an assessment
using the procedures provided by TicklIT.
Softwar e quality management system requirements (standar ds per spective)%a This part follows
the sequence of 1SO 9001. It presents information and guidance on how to interpret the requirements
of 1SO 9001, focusing on organizations producing software products.
Softwar e quality management system requirements (process per spective)¥ Effective and
continuous control of a software quality management system is essential for the quality of the
product. Good practice is provided, assisting organizations with improvement of their quality
management system. It follows the basic processes and structure of 1SO/IEC 12207 (information
technology—software life cycle processes).

Further References

TicklT www.tickit.org
ISO WWW.iS0.0rg
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8. NIST 800-14

Document Taxonomy

The publication Generally Accepted Principles and Practices for Securing Information Technology
Systemsis a collection of principles and practices to establish and maintain system security. It is |abelled
asagspecia publication.

Issuer

The Computer Security Resource Center (CSRC) of the National Institute of Standards and Technology
(NIST), adepartment of the US Department of Commerce, published the document. It is part of NIST’s
800 series (computer security).

Goal(s) of the Standard or Guidance Publication

The publisher intends to provide a basdline for establishing or reviewing IT security programs. It should
help in gaining an understanding of basic security requirements of IT systems. It not only focuses on
security practices, it also describes the intrinsic expectations of security provisions from a high viewpoint
in the form of the principles.

Business Drivers for Implementing the Guidance
The need to comply with the principles and criteriafor US government organizations
Arguably the need to implement a sound security basdline

Related Risks of Noncompliance
Insecure systems due to insufficient security management and awareness

Target Audience

The guiddine targets management, interna auditors, users, system developers and security practitioners.
Thusit explicitly addresses al parties responsible for IT security. Following the document, the security
principle and practices are to be applied for governmenta 1T systems, particularly for systems of e
governance.

Timeliness
The paper was published in 1996, and no subsequent revision of the document is available. However, the
documents NIST 800-14 was based on have been updated recently.

Certification Opportunities
A certificate is not available.

Circulation

The publication is from a US government department, thus it is relevant for US government
organizations. Internationa usage of the document is not comparable with the other documents discussed
in this research.

Completeness
The paper focuses on information security and provides thorough information on the questions: Why is
security important? How can an adequate level of security be achieved?

Due to the focus on security, the information provided by this document does not address the complete

scope of IT management issues and is classified as narrow. The paper is high-levd; it is not as deep as
other guidance discussed within this research.
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Availability
The guidance is posted for complimentary download electronically from the CSRC web site. Printed
versions are not available from the publisher.

CoBIT Processes Addressed

CoBIT Processes and Domains
213456 7 89 10111213

(+) Addressed
(-) Not or rarely addressed

Information Criteria Addressed

Information

Criteria

- Effectiveness ) F v add

- Efficiency requently addressed
+ Confldentlallty (0) Moderately addressed

+ Integrity (-) Not or rarely addressed

+ Availability
- Compliance
Reliability

IT Resources Addressed

IT Resources

+ People

0 Applications (+) Frequently addressed
o Technol (0) Moderately addressed
+ Facilitieggy (-) Not or rarely addressed
o Data

Description of the Guidance and Its Content
The principles listed below are used, and they are based on those published by the Organization for
Economic Co-operation and Development (OECD), and imply the premise of being generally accepted
and applied when developing or maintaining I T systems. The OECD principles provided by the guideline
are: accountability, awareness, ethics, multidisciplinary, proportionality, timeliness, reassessment and
democracy
Computer security supportsthe mission of the organization¥s Even though the protection of assets
(information, hardware and software) is essential to achieve the goals of the organization, security
frequently is seen as inconsistent with the business objectives. Thus management needs to understand
the mission of the organization and how this mission is supported by IT systems.
Computer security isan integral element of sound management%. Management must accept the
fact that harm to assets can be caused, even though security provisions are in place. Management has
to commit to the level of risk it iswilling to accept.
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Computer security should be cost-effective¥s The cost for securing systems has to be aligned with
the security need. This requires that the cost and benefits of security be examined in monetary and
nonmonetary terms. Direct and indirect costs should be considered when analyzing the costs.
System owner s have security responsibilities outside their own or ganizations¥s System owners
have to inform external users of the security measures of the systems and they are responsible for
incidence response in atimely and co-ordinated manner.

Computer security requires a comprehensive and integrated approach¥ Computer security and
areas outside computer security should be considered. The interdependence of security controls and
other controls must be understood and a mix of managerial, operational and technical controls must
be applied to enable an adequate and stable level of security.

Computer security should be periodically reassessed¥s The need for reevaluation of security
measures is obvious in the wake of permanent changes to organizations, business environments, lega
issues, threats or technologies.

Computer security isconstrained by societal factor s %2 Security measures may come into conflict
with other limitations, such as workplace privacy. Those conflicts must be solved.

Additionally, the guidance provides information on the common practicesin IT security. Thereis no
distinction among technical, operational and management controls—all practices are provided in the same
structure. Explanatory subsections with practices and additional information are provided if needed.

Most of the practices provided in the guideline are quite common and the style is smilar to the
international standard 1SO/IEC 17799. In fact, this was used as a reference during the development of the
practicesin NIST 800-14.

The document discusses security from alife cycle point of view. Asthisis unique to the documents

discussed in this paper, the following enumeration summarises the relevant issues:

- Initiation¥a When defining the scope of the system, the sensitivity of information processed by the
system and the system itself is analyzed.
Acquisition¥ During the acquisition (or development) phase, requirements for the system security
are defined. The requirements are worked into specifications; thereafter, security activities are
considered when building the system.
I mplementation%4 During the installation/activation of the systems, security features are to be used
where appropriate. Testing the security of the system consists of testing particular parts and the whole
system. After positive tests a formal accreditation expresses the acceptance of the system as well as
the remaining risk.
Operation/maintenance¥. Security measures as operations (backup, administration of user accounts,
managing software updates, etc.) and audits are to be performed throughout the productive phase of
the system.
Disposal¥4At the end of the life cycle of a system, the information has to be moved to other systems
(e.g., to comply with legal requirement for record retention) and the media have to be disposed of in a
Ssecure manner.

Further References

NIST WWW.Nist.gov
CSRC csre.nist.gov
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9. COSO

Document Taxonomy
COSO Internal Control—Integrated Framework is areport that consists of four volumes. It is dedicated
to improving the quality of financial reporting and ethics through effective internal control.

Issuer

The report was issued by Committee of Sponsoring Organizations of the Treadway Commission (COSO),
which is avoluntary private sector organization. The committee was formed in 1985 to sponsor an
initiative of the US National Commission on Fraudulent Financial Reporting to study causal factors that
can lead to fraud. Sponsoring organizations are: American Accounting Association, American Ingtitute of
Certified Public Accountants, Financial Executives Institute, Institute of Internal Auditors and Institute of
Management Accountants.

Goal(s) of the Standard or Guidance Publication

The goal is to improve the ways of controlling enterprises by defining an integrated control system. It
enables senior executives to put internal controls in place to assure the achievement of the mission and
profitability goals and to manage risks. It is the most comprehensive study on interna control.

Business Drivers for Implementing the Guidance
- Need for a structured approach when defining a control system
Improvement of the efficiency of internal controls
Assessment and evaluation of the interna controls
Need to structure the internal controls
Guiddline for reporting to externa parties

Related Risks of Noncompliance
- Nonsystematic approach for controls
Incomplete controls
Weak control environment
Inefficient controls
Inadequate processes due to alack of controls

Target Audience
The responsible parties for interna control are addressed by the guidance. They range from senior
management, board of directors and internal auditors, to every individua in the organization.

Timeliness
COSO published Internal Control— ntegrated Framework in 1992. At the time of this publication, a new
version was out for exposure.

Certification Opportunities
There is no opportunity for a certification.

Circulation
The report is referenced to as the international baseline for internal control systems; however, it is
available in English only.

Completeness
The report covers the topic of controls in a comprehensive manner. Asit is focused on a management and
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control framework point of view, it may be seen as an additional reference for a framework for IT
governance efforts. It ison avery high level and does not address I T requirements in a comprehensive
manner, but its key concepts and definitions may be applied to control and management of diversified IT
iSsues.

Availability
The report can be purchased online from AICPA, www.cpa2biz.com

CoBIT Processes Addressed
As mentioned previoudly, the COSO report is focused on internal controls and is not I T-specific. Thus,
the mapping is on a higher level than with other guidance with this document.

CoBIT Processes and Domains

1 23456789 10111213

PO + F + + F &+ F &+ [+ F F +Addessed
AL =+ e e NN (90 0 ey aressed
M- R R NININANINNNN

Information Criteria Addressed

Information

Criteria

+ Effectiveness
Efficiency (+) Frequently addressed
Confidentiality (0) Moderately addressed
Integrity (-) Not or rarely addressed
Availability
Compliance
Reliability

+ + + + + +

IT Resources Concerned

IT Resources

+ Pmple

+ Applications (+) Frequently addressed
+ Technology (0) Moderately addressed
+ Facilities (-) Not or rarely addressed
+ Data

Description of the Guidance and Its Content

The report consists of four volumes:

- Executive Summary gives a high-level overview of the framework of internal control. Executive
Smmary isaso included in Framework.
Framework defines the framework of internal control and its components, and contains criteriato
assess the internal control system of the organization.
Reporting to External Parties provides guidance to establish reports in a properly controlled manner.
It is addressed to organizations that publish their financia statements and to entities receiving those
statements.
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The fourth volume, Evaluation Tools, consists of materia that might be useful for an evaluation of
the interna control system.

Framework is the core part of the report in terms of establishing and maintaining an internal control
system for corporate and IT governance; consequently its content is discussed in a higher level of detall.

Framework contains the executive summary as an abstract of its content. After the summary, the key
concepts and meanings are defined to enable a common understanding of internal control issues.

The definition of internal control reads as follows: “Interna control is a process, effected by an entity’s
board of directors, management and other personnel, designed to provide reasonable assurance regarding
the achievement of objectivesin the following categories:

Effectiveness and efficiency of operations

Reliability of financia reporting

Compliance with applicable laws and regulations”

Internal control is to be built into the entity’s processes. Control is part of them and not an isolated
activity, event or circumstance.

The guidance reports there are five components that form interna control. The way they interrelate and
interact and how they inf luence the objectives of the organization is the system of internal control. The
system of internal control isindividua to an organization; in other words, no two entities have the same
system of internal controls. It depends on the size of the organization, the industry and aso on the culture
and management philosophy.

The components of the system are:

- Control environment¥2 The environment in which people operate. People are seen as the core of any
business and people have individual attributes as ethical values or competences.
Risk assessment¥s The awareness of risk is acrucial factor for the organization to set objectives.
Risks are to be identified, analyzed and managed in an appropriate manner.
Control activities¥s Policies and procedures are to be established for a sound management of risk and
to achieve the objectives defined by the organization. The policies and procedures define the activities
that have to be executed.
Information and communication¥ Information and communication systems are used to manage the
process. Those systems enable people to carry out their responsibilities, including control activities.
Monitoring¥s The process has to be monitored permanently. Possibilities for modifications are to be
unveiled and implemented in atimely manner.

The objectives of an organization can be divided into three categories:
Operations
Financia reporting
Compliance

The effectiveness of the internal control system depends on:
Management knowledge on the level of the achievement of the organization’s objectives
The reliability of financial statements published by the organization
Compliance with applicable laws and regulations
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COSO
AICPA Store

VWWWV.COS0.0rg
www.cpa2biz.com
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10. Conclusion

The various worldwide guidance publications reviewed in this research document does focus on specific
issues of IT governance. However, only CoBIT addresses the full spectrum of IT governance duties.
However, severa standards publications describe the duties in a more comprehensive manner than
CoBIT. Thus, when implementing sound I T governance, those standards publications have to be
considered and the guidelines, models and processes should be used to facilitate the implementation of
CoBIT.

The completeness is classified using two dimensions:
Vertical—How detailed are the guidelines in terms of technical or operationa profundity?
Horizontal—How complete is the guidance? How much of CoBIT is addressed with the guidance?
What is more comprehensively addressed than in CoBIT? What is missing compared to CoBIT?
The horizontal and vertical classification of different guidance is depicted in figure®6.

Figure 6% Classification of Guidance

A
deep
D
vertical
flat
narrow horizontal broad .

A high-level mapping of the guidance to the CoBIT domainsis provided in figure 7.

Figure —High-level Mapping of Guidanceto CoBIT Domains

"PO Al DS M |

ITIL 0 + + -

ISO/IEC 17799 0 + + 0 | (+) Frequently addressed
ISO/IEC 13335 0 - 0 0 | (o) Moderately addressed
ISO/IEC 15408 - 0 - 0 | (-) Not or rarely addressed
TicklT = + +

NIST 0 + + 0

COSO + + 0 -
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Other IT Governance Institute Publications

To order these and other ITGI publications, or for further information, please visit www.isaca.org/bookstore or e-malil
bookstore@isaca.org.

CogIT Quickstart

This special version is a baseline for many small to medium enterprises (SMES) and other entities where IT is hot mission-critical
or essential for survival, but it also can serve as a starting point for other enterprises in their move towards an appropriate level of
control and governance of IT. For purposes of this project, SMEs have not been defined according to any financial or staffing
measurement. Instead, the strategic nature of IT to the business is evaluated, a self-assessment form has been developed and
exceptions are reviewed. Those enterprises for whom the strategic nature of I T isrelatively low, who fall within certain ranges on
the self-assessment and who do not have any of the exceptions that might indicate a higher level of dependenceon IT are
considered SMEs.

This project is being undertaken in response to comments that CosiT, in its complete form, can be a bit overwhelming. Those
who operate with asmall IT staff often do not have the resources to implement all of CoBIT. Thisversion of CosIT constitutes a
subset of the entire CoBIT volume. Only those control objectives that are considered the most critical are being included, so that
implementation of CosIT’s fundamental principles can take place easily, effectively and relatively quickly.

CoBIT Online

An online version of CosiT allows usersto customize aversion of CosiT just right for their own enterprise, then store and
manipulate that version as desired. It offers online, real-time surveys and benchmarking. A discussion facility for sharing
experiences and questions is planned for the second release in early 2004. See www.isaca.org/cobitonline

IT Governance | mplementation Guide
The IT Governance Implementation Guide provides readers with a methodology for implementing and improving IT governance,
using CoBIT. The guide is focused on a generic methodology for implementing I T governance, covering the following subjects:
Why IT governance is important and why organizations should implement it
The IT governance life cycle
The CoBIT framework
How CosIT islinked to governance and how CosIT enables the implementation of IT governance
The stakeholders who have an interest in IT governance
Using CosIT as aroad map for implementing IT governance

IT Control Objectivesfor Sarbanes-Oxley

A step-hy-step, road map approach explains the current focus on enhancing corporate accountability, the audit committees
responsibility, the need to adopt and use an internal control framework (COSO), the need to consider fraud in an audit or review
of internal control, the necessary but unique challenge of focusing on IT controls and using a compatible IT governance
framework (CosIT), and how to seize the opportunity of turning compliance into a competitive challenge. The document
provides I T professionals and organizations with assessment ideas and approaches, I T control objectives mapped into COSO for
disclosure and financial reporting purposes, and a clear road map to deal with the murkiness of these regulatory times.

IT Strategy Committee

This document describes the purpose, mission, reasons and possible structure for an IT strategy committee of the board of
directors. Also compares and contraststhe I T strategy committeeto I T steering committees. Complimentary download is
provided at www.itgi.org.

IT Governance Executive Summary

Couched in high-level, nontechnicd, business-oriented language, this document discusses why IT governanceisimportant to the
enterprise, reasons for focusing on IT governance, and what boards and management should do to address IT governance in their
enterprises. Complimentary download is provided at www.itgi.org.

Board Briefing on | T Governance

This booklet describes I T governance, outlines why it isimportant, defines the role of boards and executive management in it and
offerstool kits and maturity models for implementing and measuring I T governance enterprise-wide. Complimentary download
is provided at wwwitgi.org.

Information Security Governance: Guidance for Boards of Directors and Executive Management

This book discusses why information security governance isincreasingly important and outlines questions to ask and stepsto
take to ensure an effective information security governance program within an enterprise. Complimentary download is provided
at www.itgi.org.
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CosIT Training Course
A new CosIT implementation course has been added to the Professional Seminar Series available through ISACA chapters. This
course isintended for individuals responsible for, or involved in, IT governance, and it covers:
The principles and objectives of CoI T
The various components of CosIT
How CosIT supports I T governance
Planning IT management/governance initiatives with CosIT
Assessing | T management capability using CosIT maturity models and control objectives
Planning control improvements using Cosi T control objectives and control practices
Creating a performance measurement framework using CosIT metrics and scorecards
Implementation factors, issues and support

CorIT 3 Edition

CosIT incorporates generally applicable and accepted international standards for good practice of IT management and control. It
applies to enterprisewide information systems, including personal computers, minicomputers, mainframes and client/server
environments. CoBIT is based on the philosophy that I T resources need to be managed by a set of naturally grouped processesin
order to provide the information an organization needs to achieve its objectives. To ensure the delivery of pertinent and reliable
data, CoIT provides aframework of IT control objectivesthat can be implemented and monitored within enterprises.

The third edition of CoBIT enhances the existing framework by including management guidelines, which provide additional
concepts and tools for managing I T processes. Key goal indicators, critical success factors, and key performance indicators are
provided for all of CoBIT’s high-level control objectives. In addition, maturity models have been devel oped to support the
planning and monitoring of the evolving IT capahilities. The third edition also expands concepts of IT governance and has been
updated to reflect new and revised international references.

Control Objectivesfor Net Centric Technology (CONCT)

While advances in network computing technology have given users greater access to information resources, they have also
created the need for global best practicesin the cyberspace environment. This four-volume set contains a framework and volumes
on intranet/extranet/Internet, online transaction processing and the data warehouse, each containing audit steps, control guidelines
and suggestions. The publication offers global guidelines for the net centric technologies that reflect not only the management
perspective of the issue, but the architectural, security and integrity perspectives as well. The ability to communicate immediately
and concisely in aglobal environment using net centric technology, utilizing generally accepted and comprehensive control
objectives, has become essential to enterprise governance.

Peer-to-peer Networking Security and Control

Peer-to-peer (P2P) is not a particular technology, industry, communications protocol or single network structure, but rather it isa
mindset of decentralized and distributed uses of information resources. The purpose of this paper isto outline the reasons an
enterprise might consider implementing P2P, describe the basics of P2P technology, and examine some of the potential issues
and risks and how they might be addressed. The business drivers of decentralization, excess capacity and performance are
examined. The technology and examples are explained and security and control issues explored. An appendix of some P2P
vendors with a brief description of their products isincluded. Thiswhite paper is posted to the ISACA web site at
www.isaca.org/research.

Security, Audit and Control Features SAPCR/3°: A Technical and Risk Management Reference Guide
Current best practices and future trends in ERP issues are documented in a practical how-to guide to enable auditors and risk
professionals (both IT and non-1T) to evaluate risks and controls in existing ERP implementations and to facilitate the design and
building of better practice controls into system upgrades and enhancements. The guide presents:
ERP Audit impacts from implementation are detailed and frameworks and methodol ogies for auditing and testing in an SAP
R/3 environment are provided. A technique to assist in identifying the cause of issues using the ISACA CogITa framework
is also described.
Auditing SAP R/3—Core Business Cycles: Revenue, Inventory and Expenditure and Basis Technical Infrastructure.
Thisisthefirst in aseries of technical and risk management reference guides dealing with the world’ s three major ERP systems:
SAP R/3, Oracle Applications and Peopl eSoft.

Security, Audit and Control Features—Oracle® Applications A Technical and Risk Management Reference Guide

Current best practices and future trends in ERP issues are documented in a practical how-to guide to enable risk professionals and
auditors (both IT and non-1T) to evaluate risks and controls in existing ERP implementations and to facilitate the design and
building of better practice controlsin system upgrades and enhancements. Thisis the second in a series of technical and risk
management reference guides dealing with the world’ s three major ERP systems: SAP R/3 Audit, Oracle Financials and
PeopleSoft. The guides concentrate on three very different software programs but do contain common chapters on ERP risk
management and audit approach. This guide uses Release 11i and provides frameworks and methodologies for auditing and
testing in an Oracl e environment, including a recommended Oracle audit framework, how to adopt a risk-based audit approach to
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ERP, an overview of the Oracle authorisation concept, how to test Oracle security, configurable controls and segregation of
duties/excessive access. The need to identify the causes of issues arising from audit or control testing and atechniqueto assist in
identifying the cause of issues using the CosIT framework also are described.

Risks of Customer Relationship Management (CRM)—A Security, Control and Audit Approach

The book emphasizes the strategic value and business impact of customer relationship management initiatives to enterprises, their
processes, the technology involved and how they help achieve business objectives. The publication also outlines the impacts that
risk management and assurance professionals can have by addressing the tactical issues during the transformation process. To
view the detailed table of contents and foreword of this book, visit the ISACA Bookstore online at www.isaca.org/bookstore A
white paper on CRM can be found on the ISACA site aswell.

Security Provisioning: Managing Accessin Extended Enterprises

Preautomated business processes rely on informal circuit breakers to moderate the impact or pace of change across the enterprise.
If change is not effectively addressed as processes move online or onto the Internet, their velocity and scope of effect can disrupt
and overwhelm normal processing. This book provides senior corporate management and I T administrators with a clear vision of
the advantages, criteria and implementation considerations of using policy-based provisioning to manage security access rights
across the enterprise and beyond. It provides an overview of the virtualised and extended enterprise to illustrate how provisioning
is central for ensuring the integrity of corporate policies, individua privacy and overall system security. The book also includes
severa self-evaluation questionnaires and checklists.

Virtual Private Network—New I ssues for Network Security

VPNs have proven popular due to their operational efficiencies and savings while retaining the baseline security associated with a
private network. They allow atrusted network to communicate with another trusted network, over untrusted/public networks like
the Internet. Unlike other VPN books, this research was conducted and written solely from the perspective of the security, control
and assurance professional. The deliverable focuses on functionality rather than just on technology. The control objectives

section in the publication is aligned with the previoudly released research, Control Objectives for Net Centric Technology
(CONCT), and adapted specifically to the VPN environment. The book also contains control guidelines, and a sample audit
program for the pre-implementation through post-implementation of a VPN.

Digital Signatures—Security and Controls

In the electronic communications environment it is essential to be able to establish that the signatory of a message isindeed its
originator. This detailed publication on the security and control issues of digital signatures addresses all of the vital components
that are relevant to the I T audit and control community. Written by expertsin cryptography, it explains what digital signatures
are, how they work and unresolved issues in their use. It includes audit programs, questionnaires and suggestions for the
assurance professional.

Electronic and Digital Signatures: A Global Status Report

The objective of thisresearch isto provide ClOs, CEOs, CTOs and control professionals an overview of the UNCITRAL Model
Law and the EU Directive, and to determine if various country legislation adequately addresses either electronic signatures or
digital signatures as abaseline of their laws. Since it would be close to impossible to provide coverage for all countries, for the
purpose of this project a sample of countries was sel ected to take part in the research and to answer a survey.

The focus of this survey includes:
- Providing areference point on the status of electronic signatures legislation implementation in the selected countries and
where one can obtain additional information regarding specific country legislation on electronic signatures
Determining if the specific country legislation:
- Definesthe requirements for electronic signatures the same as the legal requirements for handwritten signatures
- Recognises foreign certificates and electronic signatures, and determines if any geographic or procedural limitations
exist to prevent cross-border recognition of electronic signatures
- Defines or limitsthe liability of the sender, receiver or the certification service provider
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IT Governance Institute Ecommerce Security Series in Partnership with Deloitte & Touche

Securing the Network Perimeter

This document deals with security practicesin the environment surrounding network applications of an e-commerce
infrastructure. It details the security vulnerahilities, issues and controls involving network applications residing on commerce
servers, web browsas, firewalls, proxies and other network devices. The auditor and security professional can expect to find
security risks and best practices to access control, identification and authorization, auditing, content filtering and intrusion
detection at the network application level.

Business Continuity Planning

This publication deals with security controlsthat help ensure that e-commerce goplications are uninterrupted in the event of an
incident, such as a natural disaster, or a breach of security, such as abreak-in to the e-commerce server. It also provides
procedures to respond to an incident in addition to normal activities involving the backup and retention of systems, applications
and data. The assurance professional will be particularly interested in the discussion of the difference between e-commerce
continuity compared to traditional business continuity plans, specifically in relation to the continued availability of e-commerce
infrastructure (e.g., public key infrastructure, certificate authorities, Internet service providers). Included in the publication are
FAQs, audit considerations, |CQs and audit programs.

Trading Partner Authentication, Registration and Enrollment

This publication documents the process of recognizing and establishing the authenticity of a new trading partner and deciding
whether to do business. Its focus is the establishment of the relationship. That is, it focuses on “new account” time. The auditor
will find it useful when deciding whether to audit an e-commerce application and when planning or conducting such an audit. He
or she may also find it useful when examining or making judgments about any new account process, whether, or to what extent,
such aprocessis automated. Included in the publication are FAQs, audit considerations, |CQs and audit programs.

Public Key Infrastructure

In addition to describing the technology and the related infrastructure issues, this guide highlights risks, management issues,
controls and audit concerns. The research centers on the application or enterprise PK1 and details the creation, distribution,
validation and management of cryptographic keys. It also discusses the use of digital signatures, certificates and certificate
authorities as part of the cryptographic infrastructure and it describes their characteristics in terms of security. Furthermore, the
document examines the PKI marketplace and compares cryptographic technol ogies offered by major technology companies.
Included in the publication are FAQs, audit considerations, 1CQs and audit p rograms.

A Global Status Report

E-commerce is changing the way organizations conduct business with each other and their customers. As organizations facilitate
the evolution of existing business processes, to take advantage of the benefits of the Internet, are they effectively managing their
risks? In thisinitial phase of the research, over 150 business executives were interviewed, and a portion of the ISACA
membership was surveyed.

Enterprise Best Practices

The second deliverable of the project is aframework for business managers to understand the principles of e-commerce security
and how best to control and implement it within their organizations. The book offers valuable insights and best practices
involving e-commerce issues such as protecting data, maintaining confidentiality, confirming identities, controlling system
changes, detecting unauthorized intrusions and handling denia of service attacks.

Future IT Governance Institute Publications

Security, Audit and Control Features PeopleSoft® A Technical and Risk Management Reference Guide

Thistechnical reference guide covers application security risk, audit and technical infrastructure considerations of PeopleSoft.
The purpose of this research isto document current best practicesin PeopleSoft risk and control issues and to provide a
comprehensive reference guide for assurance and control professionals. It will include self-assessment questions and audit
programs.

Identity M anagement

Identity management and user provisioning solutions of today can help improve cost efficiencies, enable effective processes and
promote user satisfaction while providing a high degree of security. Tools and methodologies are available to centralize the
management of users and their access to resources, delegating administration to different business units or groups, and bringing
users, systems and applications online quickly. This has adirect impact on an organization’s bottom line as a properly implemented
identity management solution helps reduce the cost of managinguser information, increase user and administrator productivity, and
reduce the time-to-market for new initiatives. Deliverables of this project include a short focused paper outlining the business
issues, technology drivers, risks involved, and necessary controls for the environment. The research will include a self- assessment
questionnaire and assurance program for assistance to the control professional.
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Biometrics

This project will address business drivers associated with biometrics, the current and future demand for biometric technology, the
role and components of a biometric system and the processes involved in using a biometric system for security. Furthermore, the
project will address risks associated with biometrics including a general discussion of reliability, probability and recovery
approaches, risks associated with several specific types of biometric technology, security and audit considerations for protecting
biometric systems. The research will include a self- assessment questionnaire and a PowerPoint presentation summarising the
findings.

Wireless Communication

Because wireless communications transcend traditional and regulatory boundaries, they pose significant technical challenges, as
well as greater challenges in the areas of control, security and audit. This project will provide atechnical and functional
assessment and will be written from a business and risk management perspective. A white paper on wireless security can be
found on the ISACA web site.

Oracle Database Security, Audit and Control Features

Work has begun on an update to the very popular Security and Controlsin an Oracle Environment, a part of the ISACA
Monograph Series. The revised edition will include the issues that have changed in subsequent Oracle environments, from Oracle
6 through Oracle 9i, as well as a comprehensive focus on architecture, security, controls and risk, and operating systems approach
of version 9i.

0S/390—2z/OS Security, Audit and Control Features

This research will include updates to the recent revisions of the legacy functions of the operating sy sem and outline the system
components and their interaction. The project’s focus will include: system initialisation; security functions; audit tools and
methods; detailed descriptions of new components and functions in the above areas; recently added functions, mainly those that
permit the use of the Internet; and UNIX functionsin the OS/390 environment.

Information Integrity

In an increasingly dynamic global environment, I T organizations must address complex solutions and operating environments to
provide assurance of the dependability and trustworthiness of information across the enterprise. The purpose of this project isto
define the key elements of enterprise information integrity, address information as a resource as well as an object, to define the
benefits criteria associated with them, and to present aframework and process for management. The Centre for IS Assurance is
conducting this project for the IT Governance Institute.
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