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‘ What are things you do on the web?
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Do | care about my privacy on the web?
How It Is handled?
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What Is privacy?
What is web privacy?

= Privacy

o “the control an individual has over information about
himself or herself”

o asocial and cultural concept

= Web privacy

o The right of Web users to conceal their personal
Information

o Web users have some degree of control over the use of
any personal information disclosed to others

© Li-Chiou Chen, CSIS, Pace 6



Activity I: Examine Privacy Statement

= Go to www.facebook.com
= Click on “privacy” at the bottom of the page
= You will see “Data Use Policy” on the next page

= Read the section on “Information that is always
publicly available”

= Do you know these before?
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When | post information (e.g. pictures) on the web,
am | giving away any privacy information?

O
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Privacy information hidden in the data
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Are there differences between the two
pictures of a boat?
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Metadata

- Data that describes other data

- Examples: author name, date and time of
creation, company name, geolocation, etc.

- Does metadata reveals a part of your privacy?




‘ EXIF (Exchangeable Image File) format

= Commonly used to store digital pictures
s EXIF file stores metadata of the file
= Developed for storing metadata in JPEG and TIFF files

= With tools such as Exif Reader or online Exif extraction site,
you can extract metadata from image file
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Activity Il: Metadata from a picture

= Go to Metapicz
http://metapicz.com/#landing

= The picture of the boat with geolocation is
o csis.pace.edu/~Ichen/pcapl4/boat.jpg

= Enter the picture URL
= Take a look at the Exif information
= Where the picture was taken?
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How Is my web transactions secured?
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‘ How are the web transactions secured?

@ | | B - Google

© @ hitps//www facebook.com
Email or Phone Password

facebook

Sign Up
It’s free and always will be.

Connect with friends and the
world around you on Facebook. ,
First Name Last Name

] — Your Email
—  See photos and updates from friends in News Feed.
Re-enter Email

x Share what’s new in your life on your Timelne.
— New Password
) Birthday
~A M Find more of what you're looking for with Graph Search. month [=] | pay[=] | vear [<] :::ﬁydd:ylaneempmwde o

“ Female “' Male
By dicking Sign Up, you agree to our Terms and that you have
read our Data Use Policy, induding our Cookie Use,
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Activity lll: Intercept/View Web Transactions

= We will use a web proxy software, Burp Suite, to
cache and view your web transactions

= Download the software from
http://www.portswigger.net/burp/downloadfree.html

= Save it on your computer desktop (it is a Java
program)
= Double click on the program to run it.
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Setting up Proxy

= Click on Proxy / Options

= Uncheck
o Intercept requests based on the following rules.

= Click on History tab to wait for web traffic
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Setup Browser Proxy Configuration

= Open Firefox
= Tools/ Options / Advanced / Network /Settings

m Check

o Manual Proxy Configuration
m HTTP Proxy: 127.0.0.1 Port:8080

m Check
o Use this proxy server for all protocols
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Intercept and view web transactions

= In Firefox, browse https://www.facebook.com
= Type testing login information
m Login: test pass: test123

= On your proxy history tab, you should be able to
see the transactions that are cached

= Find the one with the login credential
o On Burp, click on params
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Burp Intruder Repeater Window Help

_[ Tgr,ggtI Proxy T Spider T Scanner I Intruder T Repeater T Sequencer T Decoder I Comparer T Options I Alerts ]

Site map | Scope

‘ Fitter: Hiding not found tems; hiding C35, image and general binary content; hiding 4x respenses; hiding empty folders |

» £ hitps:/idevelopers. facebook.com Host Method URL | Params |5tﬂhzs & | Length | MIME type |Trt|e Comment
| : Q :EE:::::?T:;??C”}*‘;T https:fiwww facebook.com  GET i O 2w 4277 HTML Welcome to Facebook - .. I
1 X - https:/ivwww . facebook.com POST fajax/bz & 200 856 script
> [ nitps:/ifbstatic-a akamaind net hitps:fiwww facebook.com  POST  Jajawbz @ 200 85s script
> 3 nttps://fr-fr facebook.com https:iwww facebookcom  POST  Jajawbz @ =200 856 script
i 'n hﬂps:."."!d—.ld.fECEt:DlJI\.C-IJI'I'I https:/iwww facebook com POST lajax/webstorage/proce. . (] 200 478 script
» [ hitps:/it-it facebook com https:fiwww facebookcom  POST  Jogin.php?login,_attempt=1 @ oz 25671 HTML Facebaok
. 'n Fipsifen-kr Tatemnnk.com https:fiwww facebook.com GET fabout/privacy O HTHL v
» [} hitps:m facebook com Ti\._ =7 .
» f‘ hitps:/ith-th. facebook.com —
3 f‘ hitps:/fvivn. facebook.com Request | Response
B hitpodfesww . facebook.com
P_. hitps:www. facebook.com Raw | Params TH-BadErg THE;.; ]
POST reguest to /login.php
Type | Name | Value
URL login_attempt 1
Cookie datr yy_mTf0zMVILS=yM_2hZfg
Cookie lu RAEikg-zMHxhZ9-NeSjhmig
Cookie fr Ivw VGV AVBTUT AWXUvDTysGYDSKSwIDJX0OhiSato BTIKOG p_ FMy AWWsHaP_
Cookie locale en_US
Cookie reg_fb_gate https www . facebook.com/
Cookie reg_fb_ref hitps.www . facebook.com/
Cookie wd 1231 =608
Cookie act 1395934133867/0
Cookie _e O=zi 0 ["0szi", 1395934138571 "act”, 13955341 38867 0, "pass”, "click”,"click”,"bluebar™,"r","" {"f"4."...
Body l=d . . e S S ~
Body email ¢ test 1
Body pass \\ test123 /
Body default_persistent T~———
Body timezone 240
Body Ignrnd 082837_WkKZT
Body lgnjs 1395934117
Body locale en_US
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Clean Up

= Click exit to close Burp Suite when you are done.

= Open Firefox

n Tools/ Options / Advanced / Network /Settings

a Check
= No Proxy

o Click OK
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Man in the Middle

Intercept
“oke Facebook
Facebook >
Certificate Certificate
——l
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Resources: Watch Video

= DoD DISA video on cybersecurity awareness

m http://1ase.disa.mil/eta
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PCAP summer research opportunity

= The Project

o Investigate the use of social networking messages, such
as Facebook posts, to authenticate authors

o Collect data from social networking sites
o ldentify stylometry or other features in these messages

o Use machine learning algorithm (Support Vector
Machine)

o Current accuracy rate from our study: 85% on average

= Download and fill up the application form
o csis.pace.edu/~Ichen/pcapld/
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Questions / Comments
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