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Appendix B - Information Assurance vulnerability Management (IAVM) NOTICE cOMPLIANCE

5.9  IAVM Compliance

The VCTS automatically sends out alerts that could affect critical systems.  If appropriate actions are not taken, this could leave the systems open to a potential compromise.  

The platform must be checked to see if applicable IAVM Notices have been applied.  Listed below are the procedures for checking for compliance of the IAVM Notices.  Section 5.9.1 contains the requirements for Windows Server 2003 OS specific bulletins.  Sections 5.9.2 thru 5.9.4 contain the requirements for service and application specific bulletins. 

NOTE:  The vulnerabilities listed in Sections 5.9.1 are applicable to all systems with Windows Server 2003 installed.  The vulnerabilities listed in other sections are in addition to those identified in Sections 5.9.1.

Note:  Each check is coded with its Gold Disk or Script automation status on the title line as follows:


[A] 
– Fully Automated (No reviewer interaction).


[AP] 
- Partially Automated (May require review of output).


[MA]
- Currently a manual check, but could be automated or partially automated.


[M]
- Manual check (Cannot be automated)

Note:  Server 2003 Service Pack 1 fixes many of the OS related IAVMs listed in this appendix.  Each IAVM affected will have the annotation “Fixed by SP1”.  If SP1 is installed, then these IAVMs will not be findings.

1Appendix B - Information Assurance vulnerability Management (IAVM) NOTICE cOMPLIANCE


15.9
IAVM Compliance


55.9.1
Implementing DOD-CERT Information Assurance Vulnerability Management (IAVM) Alerts, Bulletins and Tech Advisories - WinOS.


55.9.1.1.1
[A] 2003-A-0017, Microsoft Messenger Service Buffer Overrun Vulnerability


5Fixed by SP1


65.9.1.1.2
[A] 2004-A-0005, Multiple Microsoft Windows RPC/DCOM Vulnerabilities


75.9.1.1.3
[A] 2004-A-0006, Vulnerabilities in Multiple Microsoft Operating Systems


85.9.1.1.4
[A] 2004-A-0012, Hotfix KB840315, Microsoft Windows HTML Help Heap Overflow Vulnerability


95.9.1.1.5
[A] 2004-A-0017, Multiple Vulnerabilities in Microsoft Windows Operating Systems


105.9.1.1.6
[A] 2004-A-0018, Microsoft Network News Transfer Protocol (NNTP) Component Buffer Overflow Vulnerability


115.9.1.1.7
[A] 2004-A-0019, Microsoft Windows Shell Long Share Name Buffer Overrun Vulnerability


125.9.1.1.8
[A] 2005-A-0001, Multiple Vulnerabilities in Microsoft Windows


135.9.1.1.9
[A] 2005-A-0002, Vulnerability in HTML Help Could Allow Code Execution


145.9.1.1.10
[A] 2005-A-0006, Multiple Vulnerabilities in Microsoft Internet Explorer and Windows Operating Systems


155.9.1.1.11
[A] 2005-A-0007, Vulnerability in OLE and COM Could Allow Remote Code Execution


165.9.1.2
DOD-CERT IAVM Bulletins (WinOS).


165.9.1.2.1
[A] 2003-B-0004, Microsoft Internet Explorer HTML Converter Buffer Overflow Vulnerability


175.9.1.2.2
[A] 2003-B-0006, Microsoft Authenticode Verification Vulnerability


185.9.1.2.3
[MA] 2004-B-0002, Multiple Vendor H.323 Protocol Implementation Vulnerabilities


195.9.1.2.4
[A] 2004-B-0013, Microsoft SMTP Service and Exchange Routing Engine Buffer Overflow


205.9.1.2.5
[A] 2004-B-0016, Vulnerability in WINS Could Allow Remote Code Execution (Server)


215.9.1.2.6
[A] 2005-B-0004, Microsoft Windows Hyperlink Object Library Buffer Overflow Vulnerability


225.9.1.3
DOD-CERT IAVM Technical Advisories (WinOS).


225.9.1.3.1
[A] 2004-T-0031, Microsoft Windows Compressed (zipped) Folder Buffer Overflow Vulnerability


235.9.1.3.2
[A] 2004-T-0033, Microsoft IIS Server WebDAV XML Requests Denial of Service Vulnerability


245.9.1.3.3
[A] 2004-T-0035, Microsoft Windows NetDDE Remote Buffer Overflow Vulnerability


255.9.1.3.4
[A] 2004-T-0040, Vulnerabilities in Windows Kernel and LSASS Could Allow Elevation of Privilege


265.9.1.3.5
[A] 2005-T-0001, Microsoft Windows Indexing Service Buffer Overflow Vulnerability


275.9.1.3.6
[A] 2005-T-0003, Microsoft Windows License Logging Service Buffer Overflow Vulnerability


285.9.1.3.7
[A] 2005-T-0004, Microsoft DHTML Editing Component ActiveX Control Cross Domain Vulnerability


295.9.1.3.8
[A] 2005-T-0005v1, Microsoft Server Message Block (SMB) Remote Vulnerability


305.9.2
Implementing DOD-CERT Information Assurance Vulnerability Management (IAVM) Alerts, Bulletins and Tech Advisories – Microsoft Applications


305.9.2.1
DOD-CERT IAVM Alerts – Microsoft Applications.


305.9.2.1.1
[A] 2001-A-0012,  Malformed Excel or PowerPoint Document can Bypass Macro Security


315.9.2.1.2
[A] 2003-A-0001 (v1), Multiple Vulnerabilities with Micosoft SQL Server


335.9.2.1.3
[A] 2004-A-0015(v1),  Microsoft GDI+ Library JPEG Segment Length Integer Underflow Vulnerability


355.9.2.2
DOD-CERT IAVM Bulletins – Microsoft Applications.


355.9.2.2.1
[MA] 2004-B-0001, Microsoft MDAC Function Broadcast Response Buffer Overrun Vulnerability


365.9.2.2.2
[A] 2005-B-0005, Microsoft ASP.NET URI Canonicalization Unauthorized Web Access Vulnerability


375.9.2.2.3
[A] 2005-B-0006, Microsoft Vulnerability in PNG Processing Could Allow Remote Code Execution


385.9.2.3
DOD-CERT IAVM Technical Advisories - Microsoft Applications.


385.9.2.3.1
[A] 1999-T-0016, Microsoft Excel Symbolic Link (SYLK) Vulnerability


395.9.2.3.2
[A] 2000-T-0007, Microsoft Office 2000 UA ActiveX Control


405.9.2.3.3
[A] 2000-T-0010/ 2000-T-0010.1, Microsoft “IE Script” and “Office 2000 HTML Script”


415.9.2.3.4
[A] 2000-T-0012, Office 2000 HTML Object Tag


425.9.2.3.5
[A] 2000-T-0014, Excel Register.ID Function


435.9.2.3.6
[A] 2004-T-0015, Hotfix KB840374, Microsoft Help Center HCP URI Vulnerability


445.9.2.3.7
[MA] 2004-T-0023, Microsoft Exchange Outlook Web Access Script Injection Vulnerability


455.9.2.3.8
[A] 2004-T-0029, Microsoft WordPerfect Converter Remote Buffer Overflow Vulnerability


465.9.2.3.9
[A] 2005-T-0006, Windows SharePoint Services and SharePoint Team Services Cross-Site Scripting and Spoofing Vulnerability


475.9.3
Implementing DOD-CERT Information Assurance Vulnerability Management (IAVM) Alerts, Bulletins and Tech Advisories – Web Servers


475.9.3.1
DOD-CERT IAVM Alerts (IAVM) – Web Servers.


475.9.3.2
DOD-CERT IAVM Bulletins (IAVB) – Web Servers.


485.9.3.3
DOD-CERT IAVM Technical Advisories – Web Servers.


485.9.3.3.1
[MA] 2004-T-0032, Multiple Vulnerabilities in Apache


495.9.4
Implementing DOD-CERT Information Assurance Vulnerability Management (IAVM) Alerts, Bulletins and Tech Advisories – Web Browsers


495.9.4.1
DOD-CERT IAVM Alerts (IAVM) – Web Browsers.


495.9.4.1.1
[A] 2004-A-0009, Microsoft Outlook Express MHTML Forced File Execution Vulnerability


505.9.4.2
DOD-CERT IAVM Bulletins (IAVB) – Web Browsers.


505.9.4.2.1
[A] 2000-B-0002, Netscape Navigator Improperly Validates SSL Sessions


505.9.4.3
DOD-CERT IAVM Technical Advisories – Web Browsers.


515.9.5
Implementing DOD-CERT Information Assurance Vulnerability Management (IAVM) Alerts, Bulletins and Tech Advisories – Other Applications


515.9.5.1
DOD-CERT IAVM Alerts (IAVM) - Other Applications.


515.9.5.1.1
[MA] 2003-A-0008, Multiple Overflow Vulnerabilities in Snort


525.9.5.1.2
[M] 2004-A-0004, ISS Internet Security Systems ICQ Parsing Buffer Overflow Vulnerability


535.9.5.1.3
[MA] 2005-A-0004, Multiple Vulnerabilities in Oracle Products


545.9.5.2
DOD-CERT IAVM Bulletins (IAVB) - Other Applications.


545.9.5.2.1
[MA] 2004-B-0007, HP Web Jetadmin Multiple Vulnerabilities


555.9.5.2.2
[MA] 2004-B-0009, Oracle E-Business Suite Multiple SQL Injection Vulnerability


565.9.5.2.3
[M] 2004-B-0012, Adobe Acrobat/Reader File Name Handler Buffer Overflow Vulnerability


575.9.5.2.4
[M] 2004-B-0015, Sun Java Runtime Environment Java Plug-in JavaScript Security Restriction Bypass Vulnerability


585.9.5.2.5
[MA] 2005-B-0001, Veritas Backup Exec Agent Browser Buffer Overflow Vulnerability


595.9.5.2.6
[MA] 2005-B-0007, Symantec UPX Parsing Engine Remote Heap Overflow Vulnerability


605.9.5.2.7
[MA] 2005-B-0008, Trend Micro VSAPI ARJ Handling Heap Overflow Vulnerability


615.9.5.3
DOD-CERT IAVM Technical Advisories - Other Applications.


615.9.5.3.1
[M] 2000-T-0015, BMC Best/1 Version 6.3 Performance Management System Vulnerability


625.9.5.3.2
[A] 2001-T-0009, Symantec Norton Antivirus LiveUpdate Host Verification Vulnerability


635.9.5.3.3
[M] 2003-T-0006, Vulnerabilities in McAfee ePolicy Orchestrator Agent


645.9.5.3.4
[MA] 2004-T-0007, WinZip UUDeview MIME Archive Buffer Overflow Vulnerability


655.9.5.3.5
[MA] 2004-T-0010, DameWare Mini Remote Control Server Encryption Vulnerabilities


665.9.5.3.6
[MA] 2004-T-0011, Oracle Application Server Web Cache HTTP Request Method Heap Overrun Vulnerability


685.9.5.3.7
[M] 2004-T-0012, McAfee ePolicy Orchestrator Vulnerability


695.9.5.3.8
[MA] 2004-T-0013, Symantec Multiple Firewall TCP Options Denial of Service


705.9.5.3.9
[M] 2004-T-0022, Check Point VPN-1 ASN.1 Buffer Overflow Vulnerability


715.9.5.3.10
[MA] 2004-T-0026, Mozilla Network Security Services Library Remote Heap Overflow Vulnerability


725.9.5.3.11
[MA] 2005-T-0007, Multiple Vulnerabilities in Computer Associates Products




5.9.1 Implementing DOD-CERT Information Assurance Vulnerability Management (IAVM) Alerts, Bulletins and Tech Advisories - WinOS.

5.9.1.1.1 [A] 2003-A-0017, Microsoft Messenger Service Buffer Overrun Vulnerability

	2003-A-0017 
	W2K3
	Microsoft Messenger Service Buffer Overrun Vulnerability
	Microsoft:

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/bulletin/ms03-043.asp


	
	
	
	( Download and apply the appropriate patches  
Verify that the patch has been installed by checking for the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Updates\Windows 2003\SP1\KB828035

Fixed by SP1


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.021:  DOD-CERT IAVM Alert 2003-A-0017, Hotfix KB828035, Microsoft Messenger Service Buffer Overrun Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[A] 2004-A-0005, Multiple Microsoft Windows RPC/DCOM Vulnerabilities

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WINDOWS SRR script)

	2004-A-0005
	W2K3
	Multiple Microsoft Windows RPC/DCOM Vulnerabilities
	Microsoft Security Bulletin MS04-012, Microsoft Download site

http://www.microsoft.com/technet/treeview/default.asp?ual=/technet/security/bulletin/ms04-012.asp

	
	
	
	( Download and apply the appropriate patches  as listed in MS Bulletin MS04-012.

Verify that the patch has been applied by checking for the following registry key:

HKEY_LOCAL_MACHINE\Software\Microsoft\Updates\Server 2003\SP1\KB828741

If the registry value doesn’t exist, verify that the version numbers of the \System32\Ole32.dll is 5.2.3790.138 or greater.

Fixed by SP1  


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.025: DOD-CERT Alert 2004-A-0005, Hotfix KB828741, Multiple Microsoft Windows RPC/DCOM Vulnerabilities, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[A] 2004-A-0006, Vulnerabilities in Multiple Microsoft Operating Systems

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WINDOWS SRR script)

	2004-A-0006
	W2K3
	Vulnerabilities in Multiple Microsoft Operating Systems
	Microsoft Security Bulletin MS04-011, Microsoft Download site

http://www.microsoft.com/technet/treeview/default.asp?ual=/technet/security/bulletin/ms04-011.asp

	
	
	
	( Download and apply the appropriate patches  as listed in MS Bulletin MS04-011.

Verify that the patch has been applied by checking for the following registry key:

HKEY_LOCAL_MACHINE\Software\Microsoft\ Updates\Server 2003\SP1\KB835732

If the registry value doesn’t exist, verify that the version numbers of the \System32\Lsasvr.dll is 5.2.3790.134 or greater.

Fixed by SP1


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.026: DOD-CERT IAVM Alert 2004-A-0006, Hotfix KB835732, Vulnerabilities in Multiple Microsoft Operating Systems, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[A] 2004-A-0012, Hotfix KB840315, Microsoft Windows HTML Help Heap Overflow Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WINDOWS SRR script)

	2004-A-0012
	All Windows
	Microsoft Windows HTML Help Heap Overflow Vulnerability
	Microsoft Security Bulletin MS04-023, Microsoft Download site

http://www.microsoft.com/technet/security /bulletin/ms04-023.mspx

	
	
	
	( Download and apply the appropriate patches  as listed in MS Bulletin MS04-023.

Verify that the patch has been installed by checking for the existence of registry Key:

HKLM\Software/Microsoft\Updates\Windows Server 2003\SP1\KB840315

If the key doesn’t exist check that system32\Itss.dll is at version 5.2.3790.185 or greater.
Fixed by SP1   


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.028: DOD-CERT IAVM Alert 2004-A-0012, Hotfix KB840315, Microsoft Windows HTML Help Heap Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.6


[A] 2004-A-0017, Multiple Vulnerabilities in Microsoft Windows Operating Systems

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	2004-A-0017
	ALL
	Multiple Vulnerabilities in Microsoft Windows Operating Systems
	http://www.microsoft.com/technet/security/bulletin/MS04-032.mspx

	
	
	
	Download and apply the appropriate patches  as listed in MS Bulletin MS04-032.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\ KB840987

If the key doesn’t exist check that the version of the \system32\Ntoskrnl.exe file is at version 5.2.3790.175 or greater

Fixed by SP1


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.037:  DOD-CERT IAVM Alert 2004-A-0017, KB840987, Multiple Vulnerabilities in Microsoft Windows Operating Systems, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2004-A-0018, Microsoft Network News Transfer Protocol (NNTP) Component Buffer Overflow Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	2004-A-0018
	W2K3
	Microsoft Network News Transfer Protocol (NNTP) Component Buffer Overflow Vulnerability
	http://www.microsoft.com/technet/security/bulletin/MS04-036.mspx

	
	
	
	Download and apply the appropriate patches  as listed in MS Bulletin MS04-036.

Check to see if the “Network News Transfer Protocol (NNTP)” appears in the list of installed Services.

If the service is installed, verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\ KB883935

If the key doesn’t exist check that the version of the \system32\inetsrv\Nntpsvc.dll file is at version 6.0.3790.206 or greater

Fixed by SP1


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.043:  DOD-CERT IAVM Alert 2004-A-0018, KB883935, Microsoft Network News Transfer Protocol (NNTP) Component Buffer Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2004-A-0019, Microsoft Windows Shell Long Share Name Buffer Overrun Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	2004-A-0019
	W2K3
	Microsoft Windows Shell Long Share Name Buffer Overrun Vulnerability
	http://www.microsoft.com/technet/security/bulletin/MS04-037.mspx

	
	
	
	Download and apply the appropriate patches  as listed in MS Bulletin MS04-037.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\ KB841356

If the key doesn’t exist check that the version of the \system32\Grpconv.exe file is at version 5.2.3790.205 or greater

Fixed by SP1


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.044:  DOD-CERT IAVM Alert 2004-A-0019, KB841356, Microsoft Windows Shell Long Share Name Buffer Overrun Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2005-A-0001, Multiple Vulnerabilities in Microsoft Windows

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by Windows SRR script)

	2005-A-0001 
	W2K3


	Multiple Vulnerabilities in Microsoft Windows
	http://www.microsoft.com/technet/security/bulletin/MS05-002.mspx

	
	
	
	Download and apply the appropriate patches  as listed in MS Bulletin MS05-002.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\KB891711.

If the key doesn’t exist check that the version of the \system32\User32.dll file is at version 5.2.3790.245 or greater.

Fixed by SP1


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.049:  DOD-CERT IAVM Alert 2005-A-0001, KB891711, Multiple Vulnerabilities in Microsoft Windows, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2005-A-0002, Vulnerability in HTML Help Could Allow Code Execution

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by Windows SRR script)

	2005-A-0002 
	W2K3


	Vulnerability in HTML Help Could Allow Code Execution
	http://www.microsoft.com/technet/security/bulletin/MS05-001.mspx

	
	
	
	Download and apply the appropriate patches  as listed in MS Bulletin MS05-001.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\KB890175.

If the key doesn’t exist check that the version of the \system32\Hhctrl.ocx file is at version 5.2.3790.233 or greater.

Fixed by SP1


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.053:  DOD-CERT IAVM Alert 2005-A-0002, KB890175, Vulnerability in HTML Help Could Allow Code Execution, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2005-A-0006, Multiple Vulnerabilities in Microsoft Internet Explorer and Windows Operating Systems

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by Windows SRR script)

	2005-A-0006 
	W2K3


	Multiple Vulnerabilities in Microsoft Internet Explorer and Windows

Operating Systems


	http://www.microsoft.com/technet/security/bulletin/MS05-008.mspx
http://www.microsoft.com/technet/security/bulletin/MS05-014.mspx

	
	
	
	Download and apply the appropriate patches from Microsoft as listed in MS Bulletin MS05-008, and MS05-0014.

Verify that the MS05-008 patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\KB890047.

If the key doesn’t exist check that the version of the \system32\Shell32.dll file is at version 6.0.3790.241 or greater.

Verify that the MS05-014 patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\KB867282.

If the key doesn’t exist check that the version of the \system32\Browseui.dll file is at version 6.0.3790.259 or greater.

Fixed by SP1


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.055:  DOD-CERT IAVM Alert 2005-A-0006, KB890047 and KB867282, Multiple Vulnerabilities in Microsoft Internet Explorer and Windows Operating Systems, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


5.9.1.1.2  [A] 2005-A-0007, Vulnerability in OLE and COM Could Allow Remote Code Execution

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by Windows SRR script)

	2005-A-0007 
	W2K3
	Vulnerability in OLE and COM Could Allow Remote Code Execution
	http://www.microsoft.com/technet/security/bulletin/MS05-012.mspx

	
	
	
	Download and apply the appropriate patches from Microsoft as listed in MS Bulletin MS05-012.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\KB873333.

If the key doesn’t exist check that the version of the \system32\Ole32.dll file is at version 5.2.3790.250 or greater.

Fixed by SP1


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.056:  DOD-CERT IAVM Alert 2005-A-0007, KB873333, Vulnerability in OLE and COM Could Allow Remote Code Execution.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


5.9.1.2 DOD-CERT IAVM Bulletins (WinOS). 

5.9.1.2.1 [A] 2003-B-0004, Microsoft Internet Explorer HTML Converter Buffer Overflow Vulnerability

	2003-B-0004 
	W2K3
	Microsoft Internet Explorer HTML Converter Buffer Overflow Vulnerability
	Microsoft:

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/bulletin/ msMS03-023.asp 



	
	
	
	Download and apply the appropriate patches .
Verify that the patch has been installed by checking for the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Updates\Windows 2003\SP1\KB823559

Fixed by SP1


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.016:  DOD-CERT IAVM Bulletin 2003-B-0004, Hotfix 823559, Microsoft Internet Explorer HTML Converter Buffer Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


5.9.1.2.2 [A] 2003-B-0006, Microsoft Authenticode Verification Vulnerability

	2003-B-0006 
	W2k3
	Microsoft Authenticode Verification Vulnerability
	Microsoft:

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/security/bulletin/ms03-041.asp


	
	
	
	( Download and apply the appropriate patches  
Verify that the patch has been installed by checking for the following registry key:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Updates\Windows 2003\SP1\KB823182

Fixed by SP1


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.018:  DOD-CERT IAVM Bulletin 2003-B-0006, Hotfix KB823182, Microsoft Authenticode Verification Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[MA] 2004-B-0002, Multiple Vendor H.323 Protocol Implementation Vulnerabilities

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	2004-B-0002 
	W2K3

SM Business Server
	Multiple Vendor H.323 Protocol Implementation Vulnerabilities
	Microsoft Security Bulletin MS04-001, Microsoft Download site

http://www.microsoft.com/technet/treeview/default.asp?ual=/technet/security/bulletin/ms04-001.asp

	
	
	
	( Download and apply the appropriate patches  as listed in MS Bulletin MS04-001.

Search for the following file: \System32\H323fltr.dll.  If it exists, the H 323 protocol filter is installed.  Verify that the patch has been applied by ensuring that the version number is 3.0.1200.291 or greater 
The patch may also be verified  by checking for the following registry key:

HKEY_LOCAL_MACHINE\Software\Microsoft\Fpc\Hotfixes\SP1\291

Fixed by SP1


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.023: DOD-CERT IAVM Bulletin, 2004-B-0002, Multiple Vendor H.323 Protocol Implementation Vulnerabilities, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[A] 2004-B-0013, Microsoft SMTP Service and Exchange Routing Engine Buffer Overflow

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	2004-B-0013
	W2K3


	Microsoft SMTP Service and Exchange Routing Engine Buffer Overflow
	http://www.microsoft.com/technet/security/bulletin/MS04-035.mspx

	
	
	
	Download and apply the appropriate patches  as listed in MS Bulletin MS04-035.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\ KB885881

If the key doesn’t exist check that the version of the \system32\ Smtpsvc.dll file is at version 6.0.3790.211 or greater.

Fixed by SP1


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.039:  DOD-CERT IAVM Bulletin 2004-B-0013, KB885881, Microsoft SMTP Service and Exchange Routing Engine Buffer Overflow, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2004-B-0016, Vulnerability in WINS Could Allow Remote Code Execution (Server)

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	2004-B-0016 
	W2K3

(WINS Installed)
	Vulnerability in WINS Could Allow Remote Code Execution
	http://www.microsoft.com/technet/security/bulletin/MS04-045.mspx

	
	
	
	Download and apply the appropriate patches  as listed in MS Bulletin MS04-045.

Check to see if WINS is installed by looking for “Windows Internet Name Services (WINS) in the list of services.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\KB870763.

If the key doesn’t exist check that the version of the \system32\Wins.exe file is at version 5.2.3790.239 or greater.

Fixed by SP1


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.046:  DOD-CERT IAVM Bulletin 2004-B-0016, KB870763, Vulnerability in WINS Could Allow Remote Code Execution, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2005-B-0004, Microsoft Windows Hyperlink Object Library Buffer Overflow Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by Windows SRR script)

	2005-B-0004 
	W2K3


	Microsoft Windows Hyperlink Object Library Buffer Overflow Vulnerability
	http://www.microsoft.com/technet/security/bulletin/MS05-015.mspx

	
	
	
	Download and apply the appropriate patches from Microsoft as listed in MS Bulletin MS05-015.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\KB888113.

If the key doesn’t exist check that the version of the \system32\Hlink.dll file is at version 5.2.3790.227 or greater.

Fixed by SP1


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.057:  DOD-CERT IAVM Bulletin 2005-B-0004, KB888113, Microsoft Windows Hyperlink Object Library Buffer Overflow Vulnerability.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


DOD-CERT IAVM Technical Advisories (WinOS). 

5.9.1.2.3 [A] 2004-T-0031, Microsoft Windows Compressed (zipped) Folder Buffer Overflow Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	2004-T-0031 
	W2K3
	Microsoft Windows Compressed (zipped) Folder Buffer Overflow Vulnerability
	http://www.microsoft.com/technet/security/bulletin/MS04-034.mspx

	
	
	
	Download and apply the appropriate patches  as listed in MS Bulletin MS04-034.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\KB873376

If the key doesn’t exist check that the version of the \system32\Zipfldr.dll file is at version 6.0.3790.198 or greater

Fixed by SP1


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.038:  DOD-CERT IAVM Technical Advisory 2004-T-0031, KB873376, Microsoft Windows Compressed (zipped) Folder Buffer Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2004-T-0033, Microsoft IIS Server WebDAV XML Requests Denial of Service Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	2004-T-0033 
	W2K3
	Microsoft IIS Server WebDAV XML Requests Denial of Service Vulnerability
	http://www.microsoft.com/technet/security/bulletin/MS04-030.mspx

	
	
	
	Download and apply the appropriate patches  as listed in MS Bulletin MS04-030.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\ KB824151

If the key doesn’t exist check that the version of the \system32\Msxml3.dll file is at version 8.50.2162.0 or greater

Fixed by SP1


	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.035:  DOD-CERT IAVM Technical Advisory 2004-T-0033, KB824151, Microsoft IIS Server WebDAV XML Requests Denial of Service Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2004-T-0035, Microsoft Windows NetDDE Remote Buffer Overflow Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	2004-T-0035
	W2K3
	Microsoft Windows NetDDE Remote Buffer Overflow Vulnerability
	http://www.microsoft.com/technet/security/bulletin/MS04-031.mspx

	
	
	
	Download and apply the appropriate patches  as listed in MS Bulletin MS04-031.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\ KB841533

If the key doesn’t exist check that the version of the \system32\ Netdde.exe file is at version 5.2.3790.184 or greater

Fixed by SP1


	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.036:  DOD-CERT IAVM Technical Advisory 2004-T-0035, KB841533, Microsoft Windows NetDDE Remote Buffer Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2004-T-0040, Vulnerabilities in Windows Kernel and LSASS Could Allow Elevation of Privilege

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	2004-T-0040
	W2K3
	Vulnerabilities in Windows Kernel and LSASS Could Allow Elevation of Privilege
	http://www.microsoft.com/technet/security/bulletin/MS04-044.mspx

	
	
	
	Download and apply the appropriate patches  as listed in MS Bulletin MS04-044.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\KB885835.

If the key doesn’t exist check that the version of the \system32\Lsasrv.dll file is at version 5.2.3790.220 or greater.

Fixed by SP1


	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.048:  DOD-CERT IAVM Technical Advisory 2004-T-0040, KB885835, Vulnerabilities in Windows Kernel and LSASS Could Allow Elevation of Privilege, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2005-T-0001, Microsoft Windows Indexing Service Buffer Overflow Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by Windows SRR script)

	2005-A-0001 
	W2K3


	Microsoft Windows Indexing Service Buffer Overflow Vulnerability
	http://www.microsoft.com/technet/security/bulletin/MS05-003.mspx

	
	
	
	Download and apply the appropriate patches  as listed in MS Bulletin MS05-003.

Verify that the patch has been installed by checking for the existence of the following Registry key:

W2K3 - HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\KB871250.

W2K3 - If the key doesn’t exist check that the version of the \system32\Ciodm.dll file is at version 5.2.3790.220 or greater.

Fixed by SP1


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.054:  DOD-CERT IAVM Technical Advisory 2005-T-0001, KB871250, Microsoft Windows Indexing Service Buffer Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2005-T-0003, Microsoft Windows License Logging Service Buffer Overflow Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by Windows SRR script)

	2005-T-0003 
	W2K3 


	Microsoft Windows License Logging Service Buffer Overflow Vulnerability
	http://www.microsoft.com/technet/security/bulletin/MS05-010.mspx

	
	
	
	Download and apply the appropriate patches from Microsoft as listed in MS Bulletin MS05-010.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\KB885834.

If the key doesn’t exist check that the version of the \system32\Llssrv.exe file is at version 5.2.3790.242 or greater.

Fixed by SP1


	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.058:  DOD-CERT IAVM Technical Advisory 2005-T-0003, KB885834, Microsoft Windows License Logging Service Buffer Overflow Vulnerability.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2005-T-0004, Microsoft DHTML Editing Component ActiveX Control Cross Domain Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by Windows SRR script)

	2005-T-0004 
	W2K3 


	Microsoft DHTML Editing Component ActiveX Control Cross Domain Vulnerability
	http://www.microsoft.com/technet/security/bulletin/MS05-013.mspx

	
	
	
	Download and apply the appropriate patches from Microsoft as listed in MS Bulletin MS05-013.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\KB891871.

If the key doesn’t exist check that the version of the \system32\Wdhtmled.ocx file is at version 6.1.0.9231 or greater.

Fixed by SP1


	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.059:  DOD-CERT IAVM Technical Advisory 2005-T-0004, KB891781, Microsoft DHTML Editing Component ActiveX Control Cross Domain Vulnerability.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2005-T-0005v1, Microsoft Server Message Block (SMB) Remote Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by Windows SRR script)

	2005-T-0005 v1 
	W2K3 


	Microsoft Server Message Block (SMB) Remote Vulnerability
	http://www.microsoft.com/technet/security/bulletin/MS05-011.mspx

	
	
	
	Download and apply the appropriate patches from Microsoft as listed in MS Bulletin MS05-011.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Server 2003\SP1\KB885250.

If the key doesn’t exist check that the version of the \system32\Mrxsmb.sys file is at version 5.2.3790.252 or greater.

Fixed by SP1


	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.061:  DOD-CERT IAVM Technical Advisory 2005-T-0005v1, KB885250, Microsoft Server Message Block (SMB) Remote Vulnerability.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


Implementing DOD-CERT Information Assurance Vulnerability Management (IAVM) Alerts, Bulletins and Tech Advisories – Microsoft Applications

5.9.1.3  DOD-CERT IAVM Alerts – Microsoft Applications. 

5.9.1.3.1 [A] 2001-A-0012,  Malformed Excel or PowerPoint Document can Bypass Macro Security

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	2001-A-0012  
	MS Excel 2000/2002

MS PowerPoint

2000/2002
	Malformed Excel or PowerPoint Document can Bypass Macro Security
	http://www.microsoft.com/technet/security/bulletin/MS04-033.mspx

	
	
	
	Download and apply the appropriate patches  as listed in MS Bulletin MS04-033.

Verify that the patch has been installed by checking for the following version numbers, or higher, in the Help -> About window:

( Excel 2000 – 9.0.0.5519

Excel 2002 – 10.3207.2625

( PowerPoint 2000 – 9.0.0.5519

             PowerPoint 2002 – 10.3207.2625


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.000:  DOD-CERT IAVM Alert, 2001-A-0012, Malformed Excel or PowerPoint Document can Bypass Macro Security, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[A] 2003-A-0001 (v1), Multiple Vulnerabilities with Micosoft SQL Server

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	2003-A-0001 (v1)  
	SQL Server 7.0 / 2000
	Multiple Vulnerabilities with Micosoft SQL Server
	CVE NUMBER: CAN-2001-0879, CAN-2002-0056, CAN-2002-0154

, CAN-2002-0186, CAN-2002-0187, CAN-2002-0624, CAN-2002-0641, CAN-2002-0642, CAN-2002-0643, CAN-2002-0644, CAN-2002-0645, CAN-2002-0649, CAN-2002-0650, CAN-2002-0721

Microsoft Download site:

Patch location for SQL Server 7.0:

http://support.microsoft.com/default.aspx?scid=kb;en-us;Q327068&sd=tech
http:/www.microsoft.com/Downloads/Release.asp?ReleaseID=40205

Patch location for SQL Server 2000:

http://support.microsoft.com/default.aspx?scid=kb;en-us;Q316333&sd=tech
http:/www.microsoft.com/Downloads/Release.asp?ReleaseID=40205

http:/www.microsoft.com/Downloads/Release.asp?ReleaseID=40602

Patch location for SQL 2000 Gold SQLXML:

http:/www.microsoft.com/Downloads/Release.asp?ReleaseID=39547

Patch location for SQLXML version 2:

http:/www.microsoft.com/Downloads/Release.asp?ReleaseID=38480

Patch location for SQLXML version 3:

http:/www.microsoft.com/Downloads/Release.asp?ReleaseID=38481

	
	
	
	SQL Server 7.0 - Ensure that SQL Server SP4 has been applied, and that the patch has been applied by entering “osql –E” at a command prompt, then “Select @@Version”, and finally “go”; the response should be: 

‘SQL Server 7.00.1077’ or greater.

SQL Server 2000 – If SP3 has been applied, no action is required.

Ensure that SQL Server SP2 has been applied, and that the patch has been applied, by entering “osql –E” at a command prompt, then “Select @@Version”, and finally “go”; the response should be: 

‘SQL Server 8.00.679’ or greater.

Note: SQL Server 6.5 and older are also affected, but are no longer supported by Microsoft for patches.  Upgrade to a supported release.




	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.023:  DOD-CERT IAVM Alert, 2003-A-0001(v1), Multiple Vulnerabilities with Microsoft SQL Server, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[A] 2004-A-0015(v1),  Microsoft GDI+ Library JPEG Segment Length Integer Underflow Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	2004-A-0015  
	
	Microsoft GDI+ Library JPEG Segment Length Integer Underflow Vulnerability
	http://www.microsoft.com/technet/security/bulletin/MS04-028.mspx

	
	
	
	Download and apply the appropriate patches  as listed in MS Bulletin MS04-028.

Verify that the patch has been installed by checking the version numbers on the following files:

Note: Multiple copies of the files may exist on a system.  Relevant copies will share the same major version identifiers in the first two positions (e.g. 5.2.3790.136 = 5.2.)

Fixed by SP1

	
	Windows Server 2003
	
	Gdiplus.dll – 5.2.3790.136 or greater

	
	Visio 2002,

.Net Framework V1.0 SP2,

.Net Framework V1.1,

Microsoft Producer 2002/2003
	
	Gdiplus.dll – 5.1.3102.1360 or greater

	
	Office 2003,

Project 2003 (except SP1),

Visio 2003 (except SP1),


	
	Gdiplus.dll – 6.0.3264.0 or greater

	
	Visual Studio .Net 2002/2003,

Picture It 2002/V7.0/V9,

MS Greetings 2002, 

Digital Image Suite 2002/V7.0/V9
	
	Gdiplus.dll – 5.1.3102.1355 or greater



	
	Office XP,

Project 2000/2002
	
	Mso.dll – 10.0.6714.0 or greater


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.103:  DOD-CERT IAVM Alert, 2004-A-0015, Microsoft GDI+ Library JPEG Segment Length Integer Underflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


5.9.1.4 DOD-CERT IAVM Bulletins – Microsoft Applications.

5.9.1.4.1 [MA] 2004-B-0001, Microsoft MDAC Function Broadcast Response Buffer Overrun Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	2004-B-0001 
	MDAC

V2.5, V2.6, V2.7, V2.8
	Microsoft MDAC Function Broadcast Response Buffer Overrun Vulnerability
	Microsoft Security Bulletin MS04-003, Microsoft Download site

http://www.microsoft.com/technet/treeview/default.asp?ual=/technet/security/bulletin/ms04-003.asp

	
	
	
	( Download and apply the appropriate patches  as listed in MS Bulletin MS04-003.

Verify the version number by checking the following registry key: 

HKEY_LOCAL_MACHINE\Software\Microsoft\DataAccess\FullInstallVer

No registry key indicates an early version (upgrade to Version 2.7 or later)

Verify that the patch has been applied by checking for the following registry key:

HKEY_LOCAL_MACHINE\Software\Microsoft\Updates\DataAccess\Q832483

If the registry value doesn’t exist, verify the version numbers of the Odbcbcp.dll:

    MDAC 2.5 SP2/SP3      -     V3.70.11.46

    MDAC 2.6 SP2              -     V2000.80.747.0

    MDAC 2.7                     -     V2000.81.9002.0

    MDAC 2.7 SP 1             -     V2000.81.9042.0

    MDAC 2.8                     -     V2000.85.1025.0

Fixed by SP1


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1

	PDI:
	7.078: DOD-CERT IAVM Bulletin, 2004-B-0001, Hotfix Q832483, Microsoft MDAC Function Broadcast Response Buffer Overrun Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[A] 2005-B-0005, Microsoft ASP.NET URI Canonicalization Unauthorized Web Access Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by Windows SRR script)

	2005-B-0005 
	W2K3

(.NET v1.0 SP3, .NET v1.1 SP1)  


	Microsoft ASP.NET URI Canonicalization Unauthorized Web Access Vulnerability
	http://www.microsoft.com/technet/security/bulletin/MS05-004.mspx

	
	
	
	Update to the current Service Pack, download and apply the appropriate patches from Microsoft as listed in MS Bulletin MS05-004.

Verify that the patch has been installed by checking that the version of the %systemroot%\Microsoft.NET\v1.0.3705 or v1.1.4322\System.web.dll is at the correct version below or greater.

.NET v1.0 SP3 – 1.0.3705.6021

.NET v1.1 SP1 – 1.1.4322.2037

Fixed by SP1


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.110:  DOD-CERT IAVM Bulletin 2005-B-0005, KB887219, Microsoft ASP.NET URI Canonicalization Unauthorized Web Access Vulnerability.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2005-B-0006, Microsoft Vulnerability in PNG Processing Could Allow Remote Code Execution

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by Windows SRR script)

	2005-B-0006 
	W2K3

(Windows Media Player 9, Windows Messenger)


	Microsoft Vulnerability in PNG Processing Could Allow Remote Code Execution
	http://www.microsoft.com/technet/security/bulletin/MS05-009.mspx

	
	
	
	Download and apply the appropriate patches from Microsoft as listed in MS Bulletin MS05-009.

Verify that the Media Player patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\Microsoft\Updates\Windows Media Player\wm885492.

All - If the key doesn’t exist check that the version of the \system32\Wmp.dll file is at version 9.0.0.3250 or greater.

Verify that the Windows Messenger patch has been installed by checking that the version of the \Msmsgs.exe file is at the version below or greater:

Windows Messenger v4.7.0.2009, WINXP SP1 – 4.7.0.2010

Windows Messenger v4.7.0.3000, WINXP SP2 – 4.7.0.3001

Windows Messenger v5.0, All – 5.1

Fixed by SP1


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.111:  DOD-CERT IAVM Bulletin 2005-B-0006, KB890261, Microsoft Vulnerability in PNG Processing Could Allow Remote Code Execution.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


5.9.1.5 DOD-CERT IAVM Technical Advisories - Microsoft Applications. 

5.9.1.5.1 [A] 1999-T-0016, Microsoft Excel Symbolic Link (SYLK) Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WIN2K SRR script)

	1999-T-0016
	MS Excel 97/2000
	Microsoft Excel Symbolic Link (SYLK) Vulnerability
	Microsoft Security Bulletin MS99-044, Microsoft Download site

http://office.microsoft.com/Downloads/default.aspx 

	
	
	
	( Ensure that the patch listed in MS99-044 has been applied, as follows:

For Excel 97:  Office 97 is no longer supported by Microsoft for patches or vulnerability determination.  Upgrade to a supported version of the software. 

For Excel 2000:  The Excel.exe file must have the following version number-9.0.4402 SR-1


	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.002:  DOD-CERT IAVM Technical Advisory, 1999-T-0016, Microsoft Excel Symbolic Link (SYLK) Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[A] 2000-T-0007, Microsoft Office 2000 UA ActiveX Control

	2000-T-0007


	Systems with IE and MS Office 2000 Components
	Microsoft Office 2000 UA ActiveX Control 


	Microsoft Security Bulletin MS00-034, Microsoft Download site

http://office.microsoft.com/downloads/2000/Uactlsec.aspx 

	
	
	
	Ensure that the patch listed in MS00-034 has been applied, as follows:

Verify that the original version of the Ouactrl.ocx file (1.01.0009 or 1.0.1.9) is replaced with the new version (2.0 or 2.0.0.0). By default, this file is in the following location on your computer: 

C:\Program Files\Microsoft Office\Office


	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.003:  DOD-CERT IAVM Technical Advisory, 2000-T-0007, Microsoft Office 2000 UA ActiveX Control, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[A] 2000-T-0010/ 2000-T-0010.1, Microsoft “IE Script” and “Office 2000 HTML Script”

	2000-T-0010/ 2000-T-0010.1


	MS Access 97/2000 and/or Inernet Explorer 4.0 or higher
	Microsoft “IE Script” and “Office 2000 HTML Script” 


	Microsoft Security Bulletins, MS00-033, MS00-039, MS00-042, MS00-049, MS00-055, Microsoft Download Site

http://officeupdate.microsoft.com/2000/downloaddetails/addinsec.htm

	
	
	
	For the MS Office related portion of this IAVM, ensure that the patches have been applied to PowerPoint 2000 and Excel 2000.  PowerPoint 97 should be upgraded to the 2000/2002 version.

PowerPoint 2000 and Excel 2000 should have version numbers equal to or greater than 9.0.4037


	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.004:  DOD-CERT IAVM Technical Advisory, 2000-T-0010/2000-T-0010.1, Microsoft “IE Script” and “Office 2000 HTML Script”, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[A] 2000-T-0012, Office 2000 HTML Object Tag

	2000-T-0012
	MS Word, Excel, PowerPoint 2000
	Office 2000 HTML Object Tag 

	Microsoft Security Bulletin MS00-056, Microsoft Download site

http://office.microsoft.com/downloads/2000/Of9data.aspx 

	
	
	
	Ensure that the patch listed in MS00-056 has been applied, as follows:

The following table lists the different version numbers for each of the Office programs. 

Office Program            Version in "About" Dialog Box

--------------------------------------------------------

Microsoft Access          9.0.4402 SR-1

Microsoft Excel            9.0.4402 SR-1

Microsoft FrontPage    4.0.2.4426

Microsoft Outlook        9.0.0.4527

Microsoft PowerPoint   9.0.4527

Microsoft Word            9.0.4402 SR-1

If the above information is not present, then the Office 2000 release is NOT SR-2.

For example, Microsoft Outlook (9.0.0.2711) is an SR-1 release.

If SR-1 in not Present in Word, Excel, or Access then you do not have SP-1 installed.
NOTE:  The Mso9.dll file is updated to version 9.0.0.4402 after the MS Office 2000 HTML Data Security update (MS00-056) is installed.


	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.005:  DOD-CERT IAVM Technical Advisory, 2000-T-0012, Office 2000 HTML Object Tag, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[A] 2000-T-0014, Excel Register.ID Function

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by NT SRR script)

	2000-T-0014


	Systems running Excel 97/2000
	Excel Register.ID Function 

	Microsoft Security Bulletin MS00-051, Microsoft Download site

http://office.microsoft.com/downloaddetails/x19p10pkg.htm or

http://office.microsoft.com/Downloads/2000/downloaddetails/x19p10pkg.htm 

	
	
	
	Ensure the patch listed in MS00-051 has been applied, as follows:

For Office 2000- check that the last four digits of the version of theExcel.exe file on your system is equal to or later than 4317.

Office 97 is no longer supported by Microsoft for patches or vulnerability determination.  Upgrade to a supported version of the software. 




	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.006:  DOD-CERT IAVM Technical Advisory, 2000-T-0014, Excel Register.ID Function, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


 [A] 2004-T-0015, Hotfix KB840374, Microsoft Help Center HCP URI Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WINDOWS SRR script)

	2004-T-0015
	W2K3
	Microsoft Help Center HCP URI Vulnerability
	Microsoft Security Bulletin MS04-015, Microsoft Download site

http://www.microsoft.com/technet/security /bulletin/ms04-015.mspx

	
	
	
	( Download and apply the appropriate patches  as listed in MS Bulletin MS04-015.

Verify that the patch has been installed by checking for the existence of registry Key:

HKLM\Software/Microsoft\Updates\Windows Server 2003\SP1\KB840374

If the key doesn’t exist check that system32\Helpctr.exe is at version 5.2.3700.161 or greater.
 Fixed by SP1  


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	6.027: DOD-CERT IAVM Technical Advisory 2004-T-0015, Hotfix KB840374, Microsoft Help Center HCP URI Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.6


[MA] 2004-T-0023, Microsoft Exchange Outlook Web Access Script Injection Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WINDOWS SRR script)

	2004-T-0023
	Exchange 5.5 SP4
	Microsoft Exchange Outlook Web Access Script Injection Vulnerability
	Microsoft Security Bulletin MS04-026, Microsoft Download site

http://www.microsoft.com/technet/security /bulletin/ms04-026.mspx

	
	
	
	( Download and apply the appropriate patches  as listed in MS Bulletin MS04-026.

Verify that the patch has been installed by checking for the following Registry key:

HKLM\Software\Microsoft\Updates\Exchange Server 5.5\SP5\842436a

(In addition, 842636b and 842636c may be present depending on languages supported)

If the key doesn’t exist check that system32\htmlsnif.dll is at version 6.5.6582.0 or later.




	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.097: DOD-CERT IAVM Technical Advisory 2004-T-0023, Microsoft Exchange Outlook Web Access Script Injection Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.6


[A] 2004-T-0029, Microsoft WordPerfect Converter Remote Buffer Overflow Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WINDOWS SRR script)

	2004-T-0029

(CAT II)
	MS Office SP3,

MS Office XP SP3,

MS Office 2003

MS Works Suite 2001/2002/2003/2004
	Microsoft WordPerfect Converter Remote Buffer Overflow Vulnerability
	Microsoft Security Bulletin MS04-027, Microsoft Download site

http://www.microsoft.com/technet/security/bulletin/MS04-027.mspx

	
	
	
	Search for the converter module “msconv97.dll”.

The version number must be 2003.1100.6252.0 or greater.




	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.104:  DOD-CERT IAVM Technical Advisory 2004-T-0029, Microsoft WordPerfect Converter Remote Buffer Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[A] 2005-T-0006, Windows SharePoint Services and SharePoint Team Services Cross-Site Scripting and Spoofing Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by Windows SRR script)

	2005-T-0006 
	W2K3 


	Windows SharePoint Services and SharePoint Team Services Cross-Site Scripting and Spoofing Vulnerability
	http://www.microsoft.com/technet/security/bulletin/MS05-006.mspx

	
	
	
	Download and apply the appropriate patches from Microsoft as listed in MS Bulletin MS05-006.

Windows SharePoint Services SP1 - Verify that the patch has been installed by checking that the version of the Microsoft_sharepoint_dsp_xmlurl.dll is at 11.0.6407.0 or greater.

Office XP SP3 for Sharepoint Team Services - Verify that the patch has been installed by checking that the version of the Fp5amsft.dll is at 10.0.6738.0 or greater.

Fixed by SP1


	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.112:  DOD-CERT IAVM Technical Advisory 2005-T-0006, KB887981 and KB890829, Windows SharePoint Services and SharePoint Team Services Cross-Site Scripting and Spoofing Vulnerability.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


Implementing DOD-CERT Information Assurance Vulnerability Management (IAVM) Alerts, Bulletins and Tech Advisories – Web Servers

5.9.1.6 DOD-CERT IAVM Alerts (IAVM) – Web Servers.

There are currently no IAVMs in this category

5.9.1.7 DOD-CERT IAVM Bulletins (IAVB) – Web Servers.

There are currently no IAVMs in this category

DOD-CERT IAVM Technical Advisories – Web Servers.

5.9.1.7.1 [MA] 2004-T-0032, Multiple Vulnerabilities in Apache

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   

	2004-T-0032

(Cat I)


	Apache Web Server

2.0.x

1.3.x
	Apache Web Server Multiple Denial of Service Vulnerabilities
	CVE Numbers: CAN-2003-0134, CAN-2003-0189, CAN-2003-0245

http://www.apache.org/dist/httpd/ Apache Software Foundation Apache 2.0.46

	
	
	
	Ensure that Apache 1.0.x is upgraded to 1.3.32

Ensure that Apache 2.0.x is upgraded to 2.0.52  

At the command prompt enter:    apache –V 



	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.105: DOD IAVM Technical Advisory 2004-T-0032, Multiple Vulnerabilities in Apache, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


Implementing DOD-CERT Information Assurance Vulnerability Management (IAVM) Alerts, Bulletins and Tech Advisories – Web Browsers

5.9.1.8  DOD-CERT IAVM Alerts (IAVM) – Web Browsers.

5.9.1.8.1 [A] 2004-A-0009, Microsoft Outlook Express MHTML Forced File Execution Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WINDOWS SRR script)

	2004-A-0009
	Outlook Express V5.5 SP2 , V6.0 SP1
	Microsoft Outlook Express MHTML Forced File Execution Vulnerability
	Microsoft Security Bulletin MS04-013, Microsoft Download site

http://www.microsoft.com/technet/treeview/default.asp?ual=/technet/security/bulletin/ms04-013.asp

	
	
	
	( Download and apply the appropriate patches  as listed in MS Bulletin MS04-013.

Verify that the patch has been installed by checking the version of the following file:

    %systemroot%\system32\Inetcomm.dll

If the version is not equal to or greater than “6.00.3790.137” then this is a finding.  

Fixed by SP1   


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.084: IAVM Alert 2004-A-0009, Microsoft Outlook Express MHTML Forced File Execution Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.6


5.9.1.9  DOD-CERT IAVM Bulletins (IAVB) – Web Browsers. 

5.9.1.9.1 [A] 2000-B-0002, Netscape Navigator Improperly Validates SSL Sessions

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   

	2000-B-0002
	Netscape Navigator 4.72 or earlier
	Netscape Navigator Improperly Validates SSL Sessions
	CERT CC Advisory CA-2000-05

http://home.netscape.com/download 

	
	
	
	The fix is applied by installing Netscape Navigator 4.76 or later.


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.009:  DOD-CERT IAVM Bulletin, 2000-B-0002, Netscape Navigator Improperly Validates SSL Sessions, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


5.9.1.10 DOD-CERT IAVM Technical Advisories – Web Browsers. 

There are no IAVMs in this category.

5.9.2  Implementing DOD-CERT Information Assurance Vulnerability Management (IAVM) Alerts, Bulletins and Tech Advisories – Other Applications
5.9.2.1 DOD-CERT IAVM Alerts (IAVM) - Other Applications.

5.9.2.1.1 [MA] 2003-A-0008, Multiple Overflow Vulnerabilities in Snort

	2003-A-0008
	Snort Intrusion Detection
	Multiple Overflow Vulnerabilities in Snort


	Cert: VU#916785, VU#139129

 http://www.snort.org/

	
	
	
	( Verify that Snort has been upgraded to version 2.0.0

Workaround for older versions: Verify that the following lines are removed or commented out in the “snort.conf” file:

    preprocessor stream4_reassemble

    preprocessor rpc_decode: 111 32771




	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.014:  DOD-CERT IAVM Alert, 2003-A-0008, Multiple Overflow Vulnerabilities in Snort, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[M] 2004-A-0004, ISS Internet Security Systems ICQ Parsing Buffer Overflow Vulnerability

	2004-A-0004
	Internet Security Systems (ISS):

RealSecure

Proventia

BlackICE
	ISS Internet Security Systems ICQ Parsing Buffer Overflow Vulnerability


	Internet Security Systems (ISS)

 http://xforce.iss.net/xforce/alerts/id/166

	
	
	
	( Verify that the affected product has been upgraded to one of the following versions or later:

RealSecure Network 7.0, XPU 22.12 
RealSecure Server Sensor 7.0 XPU 22.12 
Proventia A Series XPU 22.12 
Proventia G Series XPU 22.12 
Proventia M Series XPU 1.10 
RealSecure Desktop 7.0 ebm 
RealSecure Desktop 3.6 ecg
RealSecure Guard 3.6 ecg 
RealSecure Sentry 3.6 ecg 
BlackICE Agent for Server 3.6 ecg 
RealSecure Server Sensor 6.5 for Windows SR 3.11

The vendor, will soon make available the following updates:

BlackICE PC Protection 3.6 ccg
BlackICE Server Protection 3.6 ccg




	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.079:  DOD-CERT IAVM Alert, 2004-A-0004, ISS Internet Security Systems ICQ Parsing Buffer Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


5.9.2.1.2 [MA] 2005-A-0004, Multiple Vulnerabilities in Oracle Products

	2005-A-0004
	Oracle Application Server (AS) 

Oracle Enterprise Manager (EM)
	Multiple Vulnerabilities in Oracle Products
	http://www.oracle.com/technology/deploy/security/pdf/cpu-jan-2005_advisory.pdf


	
	
	
	( Ensure all patches are applied as provided by the vendor.

To verify that the patch has been installed, search for the Oracle.exe and modplsql.dll files on the system and ensure that they are dated December 2004 or later.




	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.109: DOD-CERT IAVM Alert 2005-A-0004, Multiple Vulnerabilities in Oracle Products, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


DOD-CERT IAVM Bulletins (IAVB) - Other Applications.

5.9.2.1.3 [MA] 2004-B-0007, HP Web Jetadmin Multiple Vulnerabilities

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WINDOWS SRR script)

	2004-B-0007
	HP Web Jetadmin 6.5.0 and 7.0.0
	HP Web Jetadmin Multiple Vulnerabilities
	Hewlett Packard:

http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?objectID=PSD_HPSBPI01026
http://h10010.www1.hp.com/wwpc-JAVA/offweb/vac/us/en/en/network_software/wja_overview.html

	
	
	
	Upgrade to HP Web Jetadmin 7.5

   


	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.089: IAVM Bulletin 2004-B-0007, HP Web Jetadmin Multiple Vulnerabilities, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.6


[MA] 2004-B-0009, Oracle E-Business Suite Multiple SQL Injection Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by script)

	2004-B-0009
	Oracle E-Business Suite 11i, 11.5.1 - 11.8

Oracle Applications 11.0, all releases
	Oracle E-Business Suite Multiple SQL Injection Vulnerability
	Oracle Security Alert 67

http://otn.oracle.com/deploy/security/pdf/2004alert67.pdf

	
	
	
	( Download and apply the appropriate patches from Oracle as listed in Oracle Security Alert 67.

Verify that the patch has been installed: 

Oracle E-Business Suite 11i, 11.5.1 - 11.8, patch 3644626.

Oracle Applications 11.0, all releases, patch 3648066. 

No additional information is available at this time.

   


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.092: DOD-CERT IAVM Bulletin 2004-B-0009, Oracle E-Business Suite Multiple SQL Injection Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.6


[M] 2004-B-0012, Adobe Acrobat/Reader File Name Handler Buffer Overflow Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WINDOWS SRR script)

	2004-B-0012
	Adobe Acrobat/Reader

6.0, 6.0.1
	Adobe Acrobat/Reader File Name Handler Buffer Overflow Vulnerability
	Adobe Web Site

http://www.adobe.com/support/techdocs/34222.htm
Adobe Update Acrobat 6.0.2:

www.adobe.com/support/downloads/main.html
Adobe Update Reader 6.0.2:

www.adobe.com/products/acrobat/readstep2.html

	
	
	
	( Download and apply the appropriate patches from Adobe.

Verify that the Adobe is at version 6.0.2 or later by using the Help -> About Adobe Acrobat 6.0 menu item, or by checking the Acrobat.exe file.

                                                 And/Or

Verify that the Reader is at version 6.0.2 or later by using the Help -> About Adobe Reader 6.0 menu item, or by checking the AcroRd32.exe file.

   


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.094: DOD-CERT IAVM Bulletin 2004-B-0012, Adobe Acrobat/Reader File Name Handler Buffer Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.6


[M] 2004-B-0015, Sun Java Runtime Environment Java Plug-in JavaScript Security Restriction Bypass Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by script)

	2004-B-0015
	All
	Sun Java Runtime Environment Java Plug-in JavaScript Security Restriction Bypass Vulnerability
	http://java.sun.com/j2se/1.4.2/download.html

	
	
	
	Download and apply the appropriate version from Sun.

Verify that the patch has been installed by checking for the existence of the following Registry key:

HKLM\Software\JavaSoft\Java Plug-in\1.4.2_06 (or later version)

                                          OR

HKLM\Software\JavaSoft\Java Plug-in\1.3.1_13 (or later version)

The Add/Remove programs applet can also be used to check if Java is installed and which version it is.




	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.107:  DOD-CERT IAVM Bulletin 2004-B-0015, Sun Java Runtime Environment Java Plug-in JavaScript Security Restriction Bypass Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


5.9.2.1.4 [MA] 2005-B-0001, Veritas Backup Exec Agent Browser Buffer Overflow Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by Windows SRR script)

	2005-B-0001
	Backup Exec media servers


	Veritas Backup Exec Agent Browser Buffer Overflow Vulnerability
	http://seer.support.veritas.com/docs/273419.htm 

	
	
	
	Upgrade to Backup Exec 8.6 Build 3878, or Backup Exec 9.1 Build 4691, and then apply the vendor patch Be86hf68_273850.exe, 8.60.3870 Hotfix 68.

                                                    or

Upgrade to Backup Exec 9.1 Build 4691, and then apply the vendor patch Be4691RHF40_273420.exe, 9.1.4691 Hotfix 40.

Verify that the patch is installed by checking the following files:

Backup Exec 8.6 – Backup Exec\NT\Benetns.exe must be at file version 8.60.3878.68 or greater 

Backup Exec 9.1 – Backup Exec\NT\Benetns.exe must be at file version 9.1.4691.40 or greater

 


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.108:  DOD-CERT IAVM Bulletin 2005-B-0001, Veritas Backup Exec Agent Browser Buffer Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[MA] 2005-B-0007, Symantec UPX Parsing Engine Remote Heap Overflow Vulnerability

	2005-B-0007
	Symantec AntiVirus Corporate Edition v8.x,

Client Security 1.x (dependent on Corporate version)
	Symantec UPX Parsing Engine Remote Heap Overflow Vulnerability
	http://service1.symantec.com/SUPPORT/ent-security.nsf/docid/2005020911112648


	
	
	
	( Ensure all patches are applied as provided by the vendor.

Verify that Symantec AntiVirus Corporate Edition v 8.0 is at version 8.0.1.501 or above.

Verify that Symantec AntiVirus Corporate Edition v 8.1 is at version 8.1.1.366 or above.




	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.113: DOD-CERT IAVM Bulletin 2005-B-0007, Symantec UPX Parsing Engine Remote Heap Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[MA] 2005-B-0008, Trend Micro VSAPI ARJ Handling Heap Overflow Vulnerability

	2005-B-0008
	Trend Micro Antivirus Library
	Trend Micro VSAPI ARJ Handling Heap Overflow Vulnerability
	http://www.trendmicro.com/vinfo/secadvisories/default6.asp?VName=Vulnerability+in+VSAPI+ARJ+parsing+could+allow+Remote+Code+execution


	
	
	
	( Ensure all patches are applied as provided by the vendor.

Verify that VASPI scan engine “VsapiNT.sys” is at version 7.501 or higher.




	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.114: DOD-CERT IAVM Bulletin 2005-B-0008, Trend Micro VSAPI ARJ Handling Heap Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


DOD-CERT IAVM Technical Advisories - Other Applications.

5.9.2.1.5 [M] 2000-T-0015, BMC Best/1 Version 6.3 Performance Management System Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   

	2000-T-0015
	NSA IAA-005-00
	BMC Best/1 Version 6.3 Performance Management System Vulnerability
	http://www.bmc.com 

	
	
	
	Ensure all patches are applied and installation procedures have been followed as provided by the vendor.


	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.015:  DOD-CERT IAVM Technical Bulletin, 2000-T-0015, BMC Best/1 Version 6.3 Performance Management System Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[A] 2001-T-0009, Symantec Norton Antivirus LiveUpdate Host Verification Vulnerability

	2001-T-0009
	Norton AntiVirus
	Symantec Norton Antivirus LiveUpdate Host Verification Vulnerability
	http://symantec.com/techsupp/files/lu/lu.html

	
	
	
	( Sites that normally get updated signature files directly from CERT, should disable the LiveUpdate function.  This can be verified if the LiveUpdate option does not appear on the Norton AntiVirus main menu screen.

If LiveUpdate is not disabled, then it must be at version 1.6 or greater.

Check the version by looking at the properties of the following file:

\Program Files\Symantec\LiveUpdate\luall.exe

 


	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.016:  DOD-CERT IAVM Technical Bulletin, 2001-T-0009, Symantic Norton Antivirus LiveUpdate Host Verification Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[M] 2003-T-0006, Vulnerabilities in McAfee ePolicy Orchestrator Agent

	2003-T-0006
	McAfee ePolicy Orchestrator Agent v2.5.1
	Vulnerabilities in McAfee ePolicy Orchestrator Agent
	Ref:

http://www.atstake.com/research/advisories/2003/a031703-1.txt
Patches: 
http://www.nai.com/naicommon/aboutnai/contact/intro.asp#software-support

	
	
	
	Ensure all patches are applied as provided by the vendor.

Determine if the agent is installed by looking for the executable “naimag32.exe”.  The default installation directory is “\EPOAgent”.  Version numbers greater than 2.5.1 should not be vulnerable.

There is no guidance as yet for checking for patches.  Obtain this information by interviewing the SA and asking if the appropriate patches are applied.

An alternative, if patching is not possible, is to have a host-based firewall that that is filtered to permit only the network management systems, needing to connect to ePO, to connect to TCP port 8081.



	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.017:  DOD-CERT IAVM Technical Bulletin, 2003-T-0006, Vulnerabilities in McAfee ePolicy Orchestrator Agents, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[MA] 2004-T-0007, WinZip UUDeview MIME Archive Buffer Overflow Vulnerability

	2004-T-0007
	WinZip Archive Utility
	WinZip UUDeview MIME Archive Buffer Overflow Vulnerability
	WinZip

http://www.winzip.com/downwzeval.htm

	
	
	
	Ensure that Product Version 9.0 or later is installed. 

The ‘Help -> About’ function in WinZip32.exe will show the Product version.


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.082:  DOD-CERT IAVM Technical Advisory 2004-T-0007, WinZip UUDeview MIME Archive Buffer Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[MA] 2004-T-0010, DameWare Mini Remote Control Server Encryption Vulnerabilities

	2004-T-0010
	DameWare 

Mini Remote Control Server 3.x, 4.x
	DameWare Mini Remote Control Server Encryption Vulnerabilities
	DameWare

Https://www.dameware.com/support/security/bulletin.asp?ID=SB3


	
	
	
	Ensure that a version V3.74, V4.2, or later is installed. 




	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.085:  DOD-CERT IAVM Technical Advisory 2004-T-0010, DameWare Mini Remote Control Server Encryption Vulnerabilities, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[MA] 2004-T-0011, Oracle Application Server Web Cache HTTP Request Method Heap Overrun Vulnerability

	2004-T-0011
	Oracle Application Server Web Cache

Oracle Application Server
	Oracle Application Server Web Cache HTTP Request Method Heap Overrun Vulnerability
	http://otn.oracle.com/deploy/security/pdf/2004alert66.pdf


	
	
	
	( Ensure all patches are applied as provided by the vendor.

To see if Oracle Web Cache is installed on the system, check for existence of the following:

Windows: the OracleHOME_NAMEWebCache Service where HOME_NAME is variable based on a custom-assigned name.
Oracle9iAS Web Cache 9.0.2.x    – upgd to 9.0.2.3 and patch

Oracle9iAS Web Cache 9.0.2.3   – patch # 3573405

Oracle9iAS Web Cache 9.0.3.0    - upgd to 9.0.3.1.0 and patch

Oracle9iAS Web Cache 9.0.3.1    - patch available 5/24/04

Oracle9iAS Web Cache 2.0.0.x    – upgd to 2.0.0.4 and patch

Oracle9iAS Web Cache 2.0.0.4     - patch # 3611297

The following executable files should be dated 5/4/2004 or more recent for all versions:

  %ORACLE_HOME%\bin\webcachectl (.exe)

  %ORACLE_HOME%\bin\webcached (.exe)

  %ORACLE_HOME%\bin\webcachemon (.exe)

 The value for %ORACLE_HOME% can be determined by reading the path 

  information  in the registry value:

  HKLM\Software\ORACLE\ORACLE_HOME




	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.086: DOD-CERT IAVM Technical Advisory 2004-T-0011, Oracle Application Server Web Cache HTTP Request Method Heap Overrun Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO Windows 2003 Addendum, Section 1.5


[M] 2004-T-0012, McAfee ePolicy Orchestrator Vulnerability

	2004-T-0012
	McAfee ePolicy Orchestrator v2.5, v2.5.1, v3.0
	McAfee ePolicy Orchestrator Vulnerability
	Patches: 
http://www.nai.com/us/downloads/updates/hotfixes.asp 



	
	
	
	Ensure all patches are applied as provided by the vendor.




	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.091:  DOD-CERT IAVM Technical Advisory, 2004-T-0012, McAfee ePolicy Orchestrator Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.6


[MA] 2004-T-0013, Symantec Multiple Firewall TCP Options Denial of Service

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WINDOWS SRR script)

	2004-T-0013
	Symantec: Norton Internet Security 2003 & 2004

Norton Personal Firewall

2003 & 2004

Client Firewall 5.01 &5.1.1

Client Security 1.0
	Symantec Multiple Firewall TCP Options Denial of Service
	Symantec:

http://securityresponse.symantec.com/avcenter/security/content/10183.html



	
	
	
	Users are required to update their software via Intelligent Updater of LiveUpdate.

No other information for checking for this fix is available.      


	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.087: IAVM Technical Advisory 2004-T-0013, Symantec Multiple Firewall TCP Options Denial of Service, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.6


[M] 2004-T-0022, Check Point VPN-1 ASN.1 Buffer Overflow Vulnerability

	DOD-CERT Number
	Platform/ Application
	Description
	Patch Information

	
	
	
	Verification   ((=verified by WINDOWS SRR script)

	2004-T-0022
	Check Point Software

Firewall-1 (GX 2.00, GX 2.5.0, Next Generation FP3, VSX 2.0.1, VSX NG), NG-AI R54, NG-AI R55, NG-AI R55W, Provider-1 NG AI R54, Provider-1 NG AI R55, Secure Client (4.0.0, 4.1.0, NG AI R56), Secure Remote (4.0.0, 4.1.0, NG AI R56), SSL Network Extender, VPN-1 VSX2.0.1, VPN-1/Firewall-1VSX (2.0.1, NG AI R1, NG AI R2)
	Check Point VPN-1 ASN.1 Buffer Overflow Vulnerability
	Check Point Software

http://www.checkpoint.com.techsupport/alerts/asn1.html

	
	
	
	( Download and apply the appropriate patches from Check Point Software

No other information about how to check for patches is available.


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.096: DOD-CERT IAVM Technical Advisory 2004-T-0022, Check Point VPN-1 ASN.1 Buffer Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.6


[MA] 2004-T-0026, Mozilla Network Security Services Library Remote Heap Overflow Vulnerability

	2004-T-0026
	Mozilla Network Security Services (NSS)
	Mozilla Network Security Services Library Remote Heap Overflow Vulnerability
	http://mozillanews.org/?article_date=2004-08-24+23-35-24


	
	
	
	( Ensure that NSS 3.9.2 or later is installed.

If the following files exist, then NSS is installed. Check the files for the following dates (or later):

Nss3.dll          7/2/2004   348,160

Nssckbi.dll     7/2/2004   176,128

Any Netscape Server Application may be affected.


	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.099: DOD-CERT IAVM Technical Advisory 2004-T-0026, Mozilla Network Security Services Library Remote Heap Overflow Vulnerability, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5


[MA] 2005-T-0007, Multiple Vulnerabilities in Computer Associates Products

	2005-T-0007
	Computer Associates License Client/Server
	Multiple Vulnerabilities in Computer Associates Products


	http://supportconnectw.ca.com/public/ca_common_docs/security_notice.asp


 HYPERLINK "http://www3.ca.com/securityadvisor/vulninfo/vuln.aspx?id=32058" \l "affected" http://www3.ca.com/securityadvisor/vulninfo/vuln.aspx?id=32058#affected


	
	
	
	( Ensure all patches are applied as provided by the vendor.

To verify that the patch has been installed, check the lic98rmt.exe file is greater than 1.4.6.

Note the following default license install directories:
C:\CA_LIC or C:\Program Files\CA\SharedComponents\CA_LIC




	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / ECSC-1, DCSQ-1


	PDI:
	7.115: DOD-CERT IAVM Technical Advisory 2005-T-0007, Multiple Vulnerabilities in Computer Associates Products, has not been applied.

	Reference:
	SECDEF Msg., ASD(C3I), Information Assurance Vulnerability Alert Process, DTG 252016Z June 1998

DISA FSO NT/WIN2K/XP Addendum, Section 1.5
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