
UNCLASSIFIED
 


Windows Server 2003 Checklist 4.0.0 - 22 April 2005

Field Security Operations

Section 3

Defense Information Systems Agency

3 SYSTEM Administrator/ISSO Interview Questions

This section lists questions that must be asked of the System Administrator or the Information Systems Security Officer (ISSO) in an interview prior to the SRR.
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_____________________________________________________________________________________________
A “” symbol appearing in a section title indicates a Platinum Standard setting.

The label “(Future Check)” next to a section title is to alert sites that this is a new check that will become active in the near future.  This is meant to give sites sufficient time to incorporate these changes prior to being held accountable in a Security Readiness Review.
Note:  Each check is coded with its Gold Disk or Script automation status on the title line as follows:


[A] 
– Fully Automated (No reviewer interaction).


[AP] 
- Partially Automated (May require review of output).


[MA]
- Currently a manual check, but could be automated or partially automated.


[M]
- Manual check (Cannot be automated)

[M] Controlling Access to Automated Information Systems (AISs)

This check verifies, by observation, that the equipment and all ancillary devices are adequately protected.

Note:  Critical servers should be located in rooms, or locked cabinets, that are accessible only to authorized systems personnel.  User workstations containing sensitive data should be in access controlled areas.

	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / PECF-1, PECF-2


	PDI:
	1.001:  Physical security of Windows Server/Workstation does not meet DISA requirements.

	Reference:
	DISA FSO Windows 2003 Addendum: Section 7.2


3.1 [M] Users with Administrative Privileges

This check verifies that each user with administrative privileges has been assigned a unique account, separate from the built-in “Administrator” account.  This implementation permits the auditing of administrative actions by individual.  This check also verifies that the default “Administrator” account is not being used.  Administrators should be properly trained before being permitted to perform administrator duties. The ISSO will maintain a list of all users belonging to the Administrator’s group. 

If any of the following conditions are true, then this is a finding:

____
Each System Administrator does not have a unique userid dedicated for administering the system.

____
Each System Administrator does not have a separate account for normal user tasks.

____
The built-in Administrator account is used to administer the system.

____
Administrators have not been properly trained.

____
The ISSO does not maintain a list of users belonging to the Administrator’s group.

	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ELCP1, ECPA-1


	PDI:
	1.006: Users with Administrative privilege are not documented or do not have separate accounts for administrative duties and normal operational tasks.

	Reference:
	DISA FSO Windows 2003 Addendum: Section 7.1


[M] Users with Backup Operator Privileges

This check verifies that each user with backup operator privileges has been assigned a unique account with membership in the “Backup Operators” group, separate from their standard user account, has been identified, and has been properly trained.

____
Each BackupOperator  does not have a unique userid dedicated for backing up the system.

____
Each Backup Operator does not have a separate account for normal user tasks.

____
Backup Operators have not been properly trained.

____
The ISSO does not maintain a list of users belonging to the Backup Operator’s group.

	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ELCP1, ECPA-1


	PDI:
	1.007:  Members of the Backup Operators group do not have separate accounts for backup duties and normal operational tasks.

	Reference:
	DISA FSO Windows 2003 Addendum: Section 7.1


3.2 [M] Shared Accounts

This check verifies that all shared accounts on the system are documented and justified.  

Any shared account must be documented with the IAO.  Documentation should include the reason for the account, who has access to this account, and how the risk of using a shared account, which provides no individual identification and accountability is mitigated.  

Note:  A shared account may be permitted for a help desk or site security personnel machine, if that machine is stand-alone and has no access to the network.

	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / IAIA-1


	PDI:
	1.008:  Shared user accounts are permitted on the system.

	Reference:
	DISA FSO Windows 2003 Addendum: Section 7.1


3.3 [M] Access to Security Event Log

This check verifies that access to the Security Event Log is restricted to members of an “auditors” group, or other restricted-membership group that serves this purpose.

	Category:
	II

	PDI:
	1.010: Access to the Windows Security Event Log has not been restricted to an Auditors group.

	Reference:
	DISA FSO Windows 2003 Addendum: Section 6.1.2


[M] Audit Logs

This check verifies that Audit logs are reviewed and archived.

If a site does not have a policy in place that defines procedures for reviewing and archiving audit logs, then this is a finding.

	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECAT-1, ECRG-1, ECRR-1, ECTB-1


	PDI:
	1.029: Audit logs are not archived or reviewed.

	Reference:
	DISA FSO Windows 2003 Addendum: Section 6.1


[M] CMOS Configuration 
This check verifies that the CMOS configuration, often treated synonymously with the term “BIOS configuration,” provides a mechanism to restrict how the system may be booted, and who may boot the system.  Do not take a server off-line to verify this setting.  If necessary, question the System Administrator and/or the ISSO to verify that the CMOS is configured properly.

Note:  A CMOS password must always be set.  If the system BIOS doesn’t provide for a CMOS password, then a BOOT password must be set to meet the Platinum Standard.  A BOOT password is not a requirement for workstations, or for servers that must remain available on a 24 X 7 basis.

____
The CMOS configuration permits the system to boot from a floppy or CD-ROM device.
____
A password is not required to make configuration changes to the CMOS.

	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / IAIA-1


	PDI:
	1.012—The CMOS configuration does not conform to DISA requirements.

	Reference:
	DISA FSO Windows 2003 Addendum: Section 7.2.1


[M] Emergency Backups

This check verifies that System information backups are maintained in accordance with DISA standards. Any System information backups should be created to include the registry.  

____
The site does not maintain emergency system recovery data.

____
The emergency system recovery data is not protected from destruction and stored in locked storage container. 

____
There is no emergency system recovery data for each W2K3 system created at the time of system installation.

____
The emergency system recovery data has not been updated following the last system modification.

	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / COBR-1, CODB-1


	PDI:
	1.013:  Emergency Repair Disk(s) (ERD) or System information backups are not created, updated, and protected according to DISA requirements.

	Reference:
	DISA FSO Windows 2003 Addendum: Section 9.2


3.4 [M] Mobil USB Disk Devices 

This check verifies that the site has a clearly defined local policy on the use of Mobile USB Disk Devices.

If no local policy exists, then this is a finding.

If the policy doesn’t require the following, then this is a finding:

· Devices will be formatted with the NTFS file system.

· Devices will have file ACLs and auditing configured in accordance with DOD requirements.

	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECCD-1, ECCD-2


	PDI:
	2.017:  A local policy for the use of Mobile USB Disk Devices doesn’t exist.

	Reference:
	FSO NT/WIN2K/XP Addendum, Sect. 7.3.1


3.5 [M] Windows Security Configuration Tools

The Microsoft Security Configuration Toolset that is integrated in W2K3 should be used to configure platforms for security compliance.  If an alternate method is used to configure a system (e.g. manually), that achieves the same configured result, then this is acceptable.

	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / DCCS-1, DCCS-2


	PDI:
	1.016:  The Microsoft Security Configuration Manager is not being used to configure platforms to security compliance.

	Reference:
	MS Server 2003 Security Settings Guide, Chap 2


3.6 [M] Active Directory Backup Policy (Windows 2003 domain controllers)

This check verifies that the Active Directory is backed up in accordance with DISA standards. The System State data on each Windows 2003 Domain Controller should be backed up on a frequent basis.

If the System State data (Active Directory and services upon which it is dependent) for each

Windows 2003 Domain Controller is not included in the Site’s daily system backups, then, this is

a finding.
	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / COBR-1, CODB-1


	PDI:
	1.023:  The Active Directory is not being backed up according to DISA requirements.

	Reference:
	DISA FSO Windows 2003 Addendum: Section 9.3


3.7  [M] System Configuration Changes 

If the site does not use a tool to compare system files (*.exe, *.bat, *.com, *.cmd and *.dll) on servers against a baseline, on a weekly basis, then this is a finding.

	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / DCSL-1


	PDI:
	1.024:  System files are not checked for unauthorized changes.

	Reference:
	DISA FSO Windows 2003 Addendum: Section 2.1


[M] Network Interface Card (NIC) 

If the computer does not require network access, and contains NIC Card, then this is a finding.  Unneeded network interfaces that are built into the motherboard should be disabled through the BIOS hardware settings.  Unused NIC cards should be removed.

	Category/MAC/IA:
	III  / 1-CSP, 2-CSP, 3-CSP / 


	PDI:
	1.026:  A computer that does not require network access has a NIC.

	Reference:
	DISA FSO Windows 2003 Addendum: Section 7.2


3.8 [M] Unencrypted Remote Access 

This check applies to machines whose services are accessed remotely. (e.g. FTP, Telnet, etc.).

If the User account used for unencrypted remote access within the Enclave (premise router) has administrator privileges, then this is a finding.

If User ID and Password information used for remote access to system services from outside the Enclave is not encrypted, then this is a finding. 

	Category/MAC/IA:
	I  / 1-CSP, 2-CSP, 3-CSP / ECCT-1, ECCT-2


	PDI:
	3.061:  Unencrypted remote access is permitted to system services.

	Reference:
	DISA FSO Windows 2003 Addendum: Section 7.6


3.9 [M] Intrusion Detection 

If a Server does not have a host-based intrusion detection (HID) system installed and enabled, then this is a finding.

Note1:  A finding can be downgraded to a Category III, if there is an active JIDS or Firewall protecting the network.

Note2:  A HID device is not required on a system that has the role as the Network Intrusion Device (NID).  However, this exception needs to be documented with the site IAO.

	Category/MAC/IA:
	II  / 1-CSP, 2-CSP, 3-CSP / ECID-1


	PDI:
	1.025:  A Server does not have a host-based Intrusion Detection System.

	Reference:
	DISA FSO Windows 2003 Addendum: Section 2.1
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