(To be published in the 16th IEEE International Conference on Software Engineering, Sorrento, Italy, May 1994)An Integrated Method for Effective Behaviour Analysisof Distributed Systems(Research Paper)S.C. Cheung J. KramerDepartment of Computing, Imperial College180 Queen�s Gate, London SW7 2BZ, UKEmail: {scc, jk}@doc.ic.ac.ukAbstractBehaviour analysis is a valuable aid for the design andmaintenance of well-behaved distributed systems. Dataflowand reachability analyses are two orthogonal butcomplementary behaviour analysis techniques. Individually,each of these techniques may be inadequate for the analysisof large-scale distributed systems. On the one hand,dataflow analysis algorithms, while tractable, may not besufficiently accurate to provide meaningful detection oferrors. On the other hand, reachability analysis, whileproviding exhaustive analysis, may be computationally tooexpensive for complex systems. In this paper, we present amethod which integrates a dataflow and a reachabilityanalysis technique to provide a flexible and effective meansfor analysing distributed systems at preliminary and finaldesign stages respectively. We also describe some effectivemeasures taken to improve the adequacy of the individualanalysis techniques using concepts of action dependencyand context constraints. A prototype supporting the methodhas been built and its performance is described in thepaper. A realistic example of a distributed track controlsystem is used as a case study.1IntroductionThe design and construction of well-behavedconcurrent and distributed systems is a difficult and error-prone process. We therefore believe that techniques andtools for analysing the behaviour of such systems areespecially important. They can help to uncover logicalflaws or unintended properties in a system’s behaviour,such as deadlock, process starvation or synchronisationanomalies. In this paper, we focus on two orthogonal butcomplementary behaviour analysis techniques: reachabilityand dataflow analysis.1.1Reachability AnalysisThe behaviour of a distributed system can be given in aLabelled Transition System (LTS for brevity). An LTS isa state transition diagram whose transitions are labelledby communicating actions. Reachability analysis is apopular technique for constructing a composite transitionsystem from elementary components whose behaviours aregiven in LTSs [1, 13, 24, 32]. Traditionally, reachabilityanalysis adopts an all-at-once approach where the globalLTS (or reachability graph) of a system is constructeddirectly from the LTSs of its constituent processes in asingle step. The global LTS describes all possiblebehaviours of the system as a composition of itsconstituents. Since modularity is not generally supported,the LTS given by the analysis usually contains too manystates and transitions to be readily digested by softwaredevelopers. Reachability analysis techniques also sufferfrom the combinatorial state explosion problem becausethe state space of a system can increase geometrically withthe system size [31].In view of these problems, modifications have beenrecently proposed to add compositionality and modularityto traditional reachability analysis techniques usingvarious computational models in process algebra [25, 29,34, 37]. These modifications enable a system to bedecomposed into smaller subsystems and then successivelycomposed and minimised. These modified techniques areknown as Compositional Reachability Analysis (CRA forbrevity). CRA allows developers to analyse andunderstand a system incrementally. For instance,developers may analyse and comprehend each subsystemindividually, before inspecting the global behaviour of theenclosing (sub)system. Analysing a system in such acompositional way fits well with a constructive approachto software development [17].However, the state explosion problem could beexacerbated as subsystems are locally minimised withoutconsidering their contexts or local environments [3, 9]. Alocally minimised subsystem may contain a large numberof behavioural traces forbidden by its context. In view ofthis problem, Sabnani et al. [29] suggested that a goodcomposition order is essential in applying such a CRAtechnique. However, there is no systematic method or setof rules for the formulation of a good composition ordersuch that state explosion problem can always becontrolled. In this paper, we briefly present an effectivemethod (section 5) to alleviate this problem by includingcontext constraints in the composition of subsystems.These constraints can either be specified by users or

2automatically derived by a simple algorithm (section 5.4).Details of the method can be found in [2, 3].1.2Dataflow AnalysisAnother alternative is to side-step the state explosionproblem in reachability analysis by relaxing the accuracyof the analysis. Approximate techniques using dataflowanalysis have been proposed [4, 21, 27, 28, 33]. Thesetechniques approximate a system behaviour using simplepolynomial dataflow algorithms. Some "unreachable"actions that are never executed by the system can bereadily identified. However, the approximate analysis mayeither underestimate or overestimate the set of errors thatmay occur in the actual system. Despite this drawback,approximate dataflow analysis is useful for acquiring apreliminary understanding of system behaviour. Iteliminates the need to apply expensive exhaustive analysisto those systems for which anomalies have been identifiedby the dataflow analysis. Among different dataflowanalysis algorithms, the one proposed by Reif and Smolka[27] offers the best tractability. The complexity of thealgorithm is linear to the size of the system. However, theaccuracy of the algorithm is generally inadequate fordistributed systems where messages are removed from thechannels after reception. In this paper, we present adataflow algorithm (section 4) using the principle ofaction dependency to alleviate this problem withoutsignificantly affecting its tractability. The complexity ofthe improved algorithm is quadratic to the size of thesystem. Preliminary and optimised versions of thedataflow analysis algorithm can be found in [4] and [2]respectively.1.3Integrated ApproachDifferent design stages may require different types ofanalysis support. For example, an approximate technique isnot suitable for analysing behaviour of a distributedsystem at its final design stage because it does not deliversufficient confidence in the correct behaviour of thedesign. We generally require an exhaustive technique. Onthe other hand, it is impractical to employ a costlyexhaustive technique at the early stages of design as thespecification at that stage is usually incomplete, tentativeand plagued with errors. Indeed, it is unlikely that there isa single analysis technique fitting for all design stages.Thus, we need to use different analysis techniques atdifferent stages of software design. This view is also heldby Pezz� et al. [25] who suggest that a reasonable toolkitfor analysis should provide several analysis capabilities,and that more conservative approximate approaches may beattempted before one resorts to an exhaustive state-spaceexploration such as reachability analysis. In this paper wepresent a method to integrate a dataflow and a reachabilityanalysis technique to provide a flexible and effectivemeans for analysing the design and implementation ofdistributed systems. The approximate technique is used ata preliminary stage when the design is unstable. Theexhaustive technique is used at a final stage when thedesign becomes stable. Dataflow and reachability analyseswere chosen to be the approximate and exhaustivetechniques respectively in our experiment because they arecomplementary and share the same computational model. Adistributed track control system, described in section 2, isused as a case study to illustrate and evaluate the method.1.4Paper OutlineIn the next section, we describe briefly a state-basedmodel of a distributed track control system. Section 3presents an architecture in which dataflow and reachabilityanalysis can be integrated. Section 4 gives an effectivealgorithm to detect unreachable actions using concepts ofaction dependency and history sets. The effectiveness ofthe algorithm for the analysis of preliminary designs isexamined. Section 5 presents a technique to includecontext constraints in conventional CRA techniques.Performance of the technique in the exhaustive analysis ofdistributed systems is examined. Related work andconclusions are given in sections 6 and 7 respectively.2Preliminaries2.1Labelled Transition SystemBehaviour of a synchronous communicating process ina distributed system can be modelled as a labelledtransition system (LTS for brevity). An LTS of a processis a state transition diagram containing all the states theprocess may reach and all the transitions it may perform.For instance, figure 1 represents an LTS of an enginewhich can be either in state 0 or 1. The engine can go fromstate 0 to 1 as the consequence of an action start and backto state 0 from 1 by an action stop.

stop

Engine

start01Figure 1: An LTS Description of an EngineThe set of actions which are considered relevant for aparticular description of a process, say P, is called itsalphabet, written as aP. The alphabet is a permanentpredefined property of a process. It is logically impossiblefor a process to perform an action outside its alphabet. Thechoice of an alphabet is essentially a deliberatesimplification to make analysis practical. Thissimplification involves decisions to ignore many otherproperties and actions considered to be of lesser interest.Actions of a process can be restricted by a restrictionoperator ›. P›L is the process in which only the actions

3in set L are observable. Processes in a distributed systemcan also be composed by a composition operator || similarto that used in CSP [11]. P || Q is the parallelcomposition of processes P and Q with synchronisation ofthe actions common to both of their alphabets andinterleaving of the others. A formal definition of the LTSand the composition operator || is given in the appendix.In our discussion, we use the notation tr(P) to denote theset of traces exhibited by a process P . Similarcomputational models have been used in the literature [8,9, 16, 26, 35] to specify and analyse parallel anddistributed systems.2.2Behavioural EquivalencesStrong equivalence [22], denoted as ~, is commonlyused to relate two processes whose behaviours areindistinguishable to an observer even if internal t-actionsare observable. It is generally accepted that stronglyequivalent processes behave the same for all reasonablenotions of observations [12, 26].Observational equivalence [22], denoted as », iscommonly used to relate two processes whose behavioursare indistinguishable to an observer if internal t-actionsare not observable. Observational equivalence are widelyused in CRA to abstract away internal actions during thelocal minimisation of subsystems. Observationalequivalence is a weaker relation than the strongequivalence relation. Therefore, a pair of processes must beobservational equivalent if they are strongly equivalent.That is,P ~ Q � P » Q.Further descriptions and illustrations of behaviouralequivalences can be found in [8, 26, 30].2.3A Distributed Track control SystemAs an illustration of our discussion, we present adistributed track control system. The system wasproposed by Fischer et al. [6] as a real-life case study forformal verification. Figure 2 shows the schematic of thedistributed track control system. The system is modelledand specified in the same way as that in [6].vehicle

block control 1block control 2block 1block 2block control 0block 0

direction of motion

referencepoint

trackFigure 2: Communication between blockcontrols and a vehicleThe track in the system is divided into sections, calledblocks. The track system is jointly controlled by theblocks. Each block runs autonomously and coordinates itsactivities with its neighbours or vehicles throughsynchronised message passing. Although a vehicle mayoccupy two adjacent blocks at the same time, it can onlycommunicate with the block in which the reference pointof the vehicle is situated. For example, the vehicle infigure 2 occupies both block 1 and 2 but can onlycommunicate with block 1. The transition of the referencepoint from one block to the next is assumed to be atomic.For convenience, we use a, b and d to denote the blocknumber of the predecessor, current and successor block ofvehicle u respectively in explaining the example. Avehicle u exchanges five messages with the block bunderneath as it travels along:¥ub_Enter - The reference point of the vehicle enters thecurrent block.¥ub_EnterComp - The vehicle has completely entered thecurrent block, the predecessor block is not occupiedanymore. We assume that blocks are much longer thanvehicles.¥ub_ResReq - The vehicle requests the reservation of thesuccessor block as it approaches the boundary of thecurrent block.¥ub_OccSucc - The vehicle has (partially) occupied thesuccessor block. The distributed block control has to bedesigned in such a way that this action be performedonly if the successor block is not occupied by anothervehicle.¥ub_Exit - The reference point of the vehicle exits thecurrent block.The two leading letters of a message (u and b) indicatethat vehicle u is the sender and block b is the receiver.The vehicle u also broadcasts a signal u_EinBd to anexternal observer indicating its position when it partiallyoccupies the succeeding block d. Figure 3 shows thevehicle’s positions where the messages are transmitted.

ublock bub_Enter

ublock bub_EnterComp ublock bub_ResReq ublock bub_OccSucc ublock bub_Exit ublock bu_EinB dblock d

Figure 3: Messages transmitted by a vehicle uIn our case study, the track contains a vehicle V, and isdivided into three blocks: Blk0, Blk1 and Blk2, which areconnected as a ring. Figure 4 shows the interconnectiondiagram of the vehicles and the three blocks.

4V˚˚˚˚Blk0˚˚

Operators˚˚Track˚V_EinB1˚V_EinB0˚V_EinB2˚˚

Blk1˚˚˚

Blk2˚˚˚

5DataflowAnalysis

Actions that are never executedCompositional Reachability Analysis

Minimised Composite LTSs of SubsystemsContextual Subsystem BehaviourA Global LTS

Design Specification of a Distributed SystemFigure 8: An Integrated Analysis TechniqueWhen the system design becomes more stable, the userscan conduct an exhaustive analysis using the CRAtechnique. Recent research has suggested that exhaustiveanalysis should be conducted incrementally starting fromthe elementary components at the leaves of thecompositional structure [7, 8, 20, 34]. The analysis isconducted step by step in terms of subsystems such thatbehaviours of smaller subsystems are analysed before thatof larger subsystems. A global LTS is generated at thefinal stage of the CRA.4.Dataflow AnalysisOmission of the initial placement of the vehicle V inthe distributed track control system (section 2) causes thesystem to deadlock with numerous unreachable actions.Actions are unreachable if they can never be executed inthe system. Unreachable actions can be readily detectedusing an efficient dataflow analysis technique described inthis section.4.1General DescriptionThe dataflow analysis algorithm is general enough tohandle systems with arbitrary loops or nested non-deterministic structures. Unreachable actions detected bythe algorithm are conservative in the sense that theseactions can never be executed by the actual system evenwhen the data values of variables are considered. Whiledetecting unreachable actions in a complexity quadratic tothe system size, the algorithm may underestimate the set ofunreachable actions. It refines an algorithm proposed byReif & Smolka [27] to provide a better estimation ofunreachable actions. The refinement is achieved byeliminating some spurious execution sequences in thedataflow analysis using the concepts of action dependencyand history sets.The action dependency relation records the orderrequired between the first occurrence of an action and thatof other actions. An action a is in the dependency set Dbif the action b can never be executed before a. There is adependency set associated with each action in the system.An action cannot be executed unless all the actions in itsdependency set have been executed. The history set,denoted as Hs, of a state s in an LTS T records all theactions that could have been executed by T before reachingstate s. Actions not belonging to Hs can never be executedby T before reaching state s. Therefore, a transitions-bfis’ in an LTS T can never occur if there is an actiona in Db such that (i) a does not belong to Hs and (ii) abelongs to the alphabet of T. Let us consider a simplesystem with two processes P and Q in figure 9. Thehistory sets, initially empty, are shown at the top rightcorner of each state.b˚a˚

p0p1p2P˚{}{}{}ab q0q1q2Q˚{}{}{}Figure 9: The LTSs of a simple system P || QFrom the behaviour of Q, we can derive (using thecheck procedure in section 4.2) that Db˚=˚{a}. Similarly,we can derive from the behaviour of P that Da = {b}. Thetransition p0-bfip1 cannot be executed because action abelongs to Db and the alphabet of P but not to the historyset of p0. Similarly, transition q0-afi q1 cannot beexecuted either. As a result, no transition in the system canbe executed. The history set of p1 would change from {}to {b} when the transition p0-bfip1 has been executed inorder to capture the information that P can reach state p1after execution of action b.4.2Dataflow AlgorithmLet us denote D as the set containing Da for all actionsa in a system. D is an empty set when all Das are empty.The check procedure (figure 10) identifies, according tothe principles described in section 4.1, the unreachableactions in a given system Z subject to the supplied actiondependency information D. When D is empty, the checkalgorithm works in the same way as that proposed by Reifand Smolka [27]. When D is non-empty, it offers a betterestimation of unreachable actions using the additionalinformation supplied by D. The worst case complexity ofthe algorithm is O(|Act|+|States|+(|Act|·|Trn|)) where|Act|, |Trn| and |States| stand for the sum for distinctactions, transitions and states of component processes in asystem respectively. The complexity is generallydominated by O(|Act|·|Trn|). If D is an empty set, thecomplexity becomes O(|Act|+|States|+|Trn|).Action dependency information can be derived usingthe check procedure based on the principle that action amust belong to a dependency set Db if b is found to beunreachable when all transitions involving a are removedfrom the system. This principle is implemented by theoutermost for loop in the procedure main (figure 10).After computing the dependency information, we can theninvoke the check procedure again with a non-empty D.

6procedure check( Z, D )/* Z is the input system and D is a set of Da for all actions a in the system */ mark every state s and action a in Z to be unreachable;

mark every initial state s in Z to be reachable;

set history set Hs of every state s to empty;

repeat applying the following three rules until no further state or action can be marked reachable:

¥An action a is reachable if there exists a transition s-afis’ in each component process P containing a in its alphabet such that s is reachable and (aP˙Da) ˝ Hs.

¥For any transition s-afis’, if both s and a are reachable and (aT˙Da) ˝ Hs then s’ is reachable.

¥For any transition s-afis’, if both s and a are reachable and (aT˙Da) ˝ Hs then Hs’ is assigned to Hs’ ¨Hs¨{a} end repeat end check procedure main( Z )/* Z is the system to be analysed */ initialise all Da to an empty set for each action a in Z;

for each action a do/* work out the dependency set */ prepare a new system Z’ from the original system Z by removing all transitions involving a;

run check( Z’, fl );

for each unreachable action b identified in the previous step, check( Z’, fl ), do insert a into Db ;

end for run check( Z, D );

end main

Figure 10: An Approximate Dataflow Analysis Algorithm

The memory required for the dataflow algorithm isdominated by the storage of history sets, which isO(|States|·|Act|). A prototype developed requires less than100KBytes of memory to analyse a system of 128processes each containing 64 states and an alphabet of 32actions. Systems of that size are generally very difficult toanalyse using exhaustive analysis techniques.4.3Approximate Analysis of Track ControlSystemUnreachable actions in the track control system can bereadily identified by the dataflow analysis algorithm.Figure 11 shows the actions that are marked "reachable" atthe termination of the algorithm. V0_ResReq˚

012V˚V0_OccSucc˚3˚V_EinB1V̊0_ResReq˚012SucCtl0˚01_ResReq˚01_ResReq˚012

PreCtl1˚10_ResOk˚

10_ResOk˚

3˚4V̊0_OccSucc˚Figure 11: Possibly reachable actions in theTrack Control systemSince the algorithm could underestimate the set ofunreachable actions, actions that are marked reachable mayor may not be actually executed in the original system.However, actions that are marked unreachable can never beexecuted in the original system. The traces in figure 11 areuseful for understanding the underlying synchronisationerror. The error is caused by an incorrect specification ofthe start state for the process IntCtl0 in subsystem Blk0.IntCtl0 should start at the state 3 rather than 0 (figure 7)because the block contains a vehicle initially. Figure 12shows a correct behaviour of the process IntCtl0.

0˚13˚2˚5˚4˚20_ResReq˚

00_Reserve˚V0_Enter˚V0_Exit˚00_Release˚01_RelOk˚

IntCtl0˚Figure 12: The correct behaviour of processIntCtl0 in subsystem Blk04.4ComparisonsThe approximate dataflow algorithm takes 0.3 secondsto detect the design fault using a prototype running on aSUN Sparc/I workstation. For comparison, we have alsoanalysed the system using conventional exhaustive CRAtechniques [29, 37] by decomposing the system into thesoftware hierarchy shown in figure 13.In a conventional CRA [29, 37], subsystems aresuccessively composed and minimised from the bottomcomponents, such as PreCtl0, according to the softwarehierarchy. Actions internal to a subsystem are abstractedaway from the composite LTS which is then minimisedrespecting observational equivalence. This minimised LTScan then be used to substitute the original subsystem insubsequent analysis. Such an analysis takes about 40minutes to detect the design fault using the same worksta-tion. The largest intermediate composite LTS contains8,823 states and 40,579 transitions. A significant portionof the computational resources are consumed by theminimisation of the composite LTSs for subsystems Blk01

7and Blk012; both of them contain over 5,000 states and20,000 transitions.PreCtl0˚˚IntCtl0˚SucCtl0˚Blk0˚

PreCtl1˚˚IntCtl1˚SucCtl1˚Blk1˚

Blk01˚

PreCtl2˚˚IntCtl2˚SucCtl2˚

8823/40579(3420/15777)180/425(169/405)5743/22267(3887/15101)180/425(169/405)180/425(169/405)

#states

#transitions

size of thecomposite LTSbefore minimisation

size of thecomposite LTSafter minimisationFigure 13: Software hierarchy of the faultytrack control system for CRAThe computational time can be reduced significantly toaround 5 seconds using an improved CRA techniquedescribed in the next section. Nevertheless, the timedifference between the approximate dataflow analysis andexhaustive state space exploration technique increasesrapidly as the track contains more blocks. This experimentthus demonstrates the advantages of analysing a prelimi-nary design using approximate dataflow analysis beforesubmitting the design for exhaustive analysis.5Contextual Compositional ReachabilityAnalysisAfter correcting the behaviour of IntCtl0 in subsystemBlk0 as shown in figure 12, no unreachable actions can bedetected by the approximate dataflow algorithm. Anexhaustive analysis technique, such as compositionalreachability analysis (CRA), may now be employed toprovide an extensive analysis of the system’s properties,such as freedom from deadlock, freedom from starvationand freedom from undesirable executions. However asindicated in the previous section, the track control systemcannot be efficiently analysed by conventional CRAtechniques due to the generation of unnecessarily largeintermediate transition systems.5.1Existing Problems with Conventional CRATechniquesEach subsystem in a distributed program has tocoordinate with other components. These components forma context of the subsystem and impose constraints on itsbehaviour. These constraints are known as contextconstraints. In conventional CRA, subsystems are locallyminimised without considering their contexts. Subsystemsthus obtained may contain a large number of behaviouraltraces which are forbidden by their contexts [3, 9]. Figure14 shows the sizes of subsystems generated by theapplication of CRA to the track control system aftercorrection. Comparing with figure 13, the correctionchanges the size of subsytem Blk012 and the globalsystem Track.PreCtl0˚˚IntCtl0˚SucCtl0˚Blk0˚

PreCtl1˚˚IntCtl1˚SucCtl1˚Blk1˚

Blk012˚

V˚T̊rack˚18/18(3/3)6276/27800(3006/13515)180/425(169/405)5743/22267(3887/15101)180/425(169/405)180/425(169/405)#states#transitionssize of thecomposite LTSbefore minimisationsize of thecomposite LTSafter minimisationFigure 14: Sizes of composite subsystemsgenerated by conventional CRAIn fact, many of the states and transitions in thesubsystems generated by conventional CRA are forbiddenby their contexts. For example, only 32 states and 53transitions in the minimised composite LTS of Blk0would be preserved if the context of Blk0 is consideredduring the construction of the composite LTS. The numberof forbidden states and transitions is more significant inthe subsystems Blk01 and Blk012. In the minimisedcomposite LTS of Blk01, only 66 states and 123transitions are allowed by its context.In the following, we propose an approach, calledcontextual CRA, to include context constraints inconstructing the composite LTSs for intermediatesubsystems. The approach is characterised by thefollowing features:¥It performs the analysis using the same softwarehierarchy as that used by conventional CRA.¥It uses exactly the same computational model as thatused by conventional CRA. Therefore softwaredevelopers are not required to learn a more complexmodel in order to apply the contextual CRAtechnique.¥The global LTS constructed by contextual CRA isobservationally equivalent to that constructed by aconventional CRA. Therefore, contextual CRAprovides the same confidence as conventional CRA tothe software developers in their designs.¥Context constraints are evaluated without an explicitconstruction of a composite LTS for the context. Theevaluation is supported by a simple algorithm.Context constraints specified by software developerscan be superimposed on those computed by thealgorithm for a further elimination of forbiddensubsystem behavioural traces.

85.2Inclusion of Context ConstraintsIn a distributed program S = P 1 || ... || P n , theconstruction of the composite LTS for a component, sayP1, can be regarded as a transformation of this component,say Y(P1). We wish to find a transformation process Ythat can be used for eliminating forbidden traces in P1such that:i.Y(P1) describes a more restricted behaviour than thatof P1;ii.Y(P1) includes the context constraints of P1;iii.The overall system S behaves equivalently to the newsystem S’ where S’ = Y(P1) || P2 || ... || Pn.As a result, Y(P1) can be used as a substitute for P1within the context of S, and at the same time Y(P1)describes the behaviour of P1 under the influence of itsneighbours P2, ..., Pn ,

S ( = S’ )

Context˚˚

Y( P )˚1

P˚2P˚n˚�

P˚1I˚abstract constraints in I

Figure 15: Inclusion of context constraintsusing a transparent interface process IA natural choice for the transformation Y is theparallel composition operator || such thatY(P1) = P1 || I and aI ˝ aP1where I is a process capturing the context constraints ofP 1 as shown in figure 15. Clearly this satisfiesrequirements (i) and (ii). In order that the introduction ofI does not affect the behaviour of S (requirement iii), Imust be transparent to S. Therefore, I is called atransparent interface process.In figure 16, transparent interfaces introduced into thetrack control system are represented by shaded boxes.These interfaces can either be supplied by users or bederived algorithmically. In fact, transparent interfacessupplied by users and those algorithmically derived can bemerged to form another interface imposing stricterconstraints on the subsystem being minimised [2].In the following, we will briefly present a technique toderive transparent interfaces and include them insubsystem composition. Comparing the number of statesand transitions in figures 14 and 16, the techniquepresented significantly reduces the subsystem sizes in thedistributed track control system.5.3An Interface Theorem Theorem 1: Suppose S is a system and I is an interface

process, and ~ denotes the strong behavioural equivalence,

S ~ S || I ifaI ˝ aS;

tr(S›aI) ˝ tr(I); and

I is a deterministic LTS free of internal action t.

Theorem 1 gives three sufficient criteria for an interfaceI to be transparent to a system S. We use strongbehavioural equivalence suggested by Milner [22]. Theequivalence has been widely accepted as the strongestbehavioural equivalence relation of interest to the theoryof concurrency [26, 30]. The first criterion ensures that Idoes not introduce new actions into the S. The secondcriterion ensures that I does not eliminate any legalbehavioural traces of S. The third criterion ensures that Idoes not introduce new non-determinism into S. Internalaction t is excluded from I because context constraintscannot be captured bytransitions labelled with t. On thecontrary, it may introduce divergence [11] into the system.PreCtl0˚˚IntCtl0˚SucCtl0˚Blk0˚

PreCtl1˚˚IntCtl1˚SucCtl1˚Blk1˚

Blk01˚

PreCtl2˚˚IntCtl2˚SucCtl2˚Blk2˚

Blk012˚

V˚T̊rack˚18/18(3/3)

size of thecomposite LTSbefore minimisation

size of thecomposite LTSafter minimisation

Ifc1˚

Ifc0˚

36/59(32/53)

Ifc2˚

Ifc01˚

Ifc012˚

5/53/33/3sizes of the componentsin the interface Ifc1˚

5/53/33/35/53/33/32/23/33/310/1015/15Figure 16: S o f t w a r e h i e r a r c h y o f t r a c k c o n t r o l s y s t e m w i t h t h e i n t r o d u c t i o n o f t r a n s p a r e n t i n t e r f a c e s

9If the third criterion is relaxed by allowing t in I, theequivalence relation in the interface theorem becomes anobservational equivalence [22]. Proofs and detaileddescriptions of the theorem can be found in [2].5.4An Interface Construction AlgorithmAlthough an interface can be specified by users, it ismore useful if the interface can be derived algorithmicallybecause this allows the entire analysis task be automated.The derivation should avoid the need to construct anexplicit composite LTS for the context in figure 15. Thisis because an LTS of the context may be non-deterministicand contain internal actions. Moreover this approach is notdesirable as the computation for such a composite LTSgenerally suffers from the state explosion problem. Thus,we need to find a simple and practical algorithm toconstruct a transparent interface for a given context.5.4.1Algorithm DescriptionSuppose we want to construct an interface I for acontextual analysis of subsystem U in an application W =U || V where V is the context of U in W, the interface Ican be constructed by the following two steps.IReducing Elementary Processes with respect to aUMark those elementary processes1 of V which sharetwo or more actions with aU in their LTSs. For eachmarked process, construct a reduced LTS by repeatingthe following two operations until no transitionremains to be deleted:(i)delete a transition s1 -afi s2 where a ˇ aU;(ii)merge states s1 and s2 together forming a single state.As a result, each reduced LTS retains only thosetransitions with actions found in aU.IITransforming Non-deterministic Reduced LTSs intoDeterministic LTSsNon-deterministic reduced LTSs obtained in step I canbe transformed into deterministic LTSs using astandard NFA2 to DFA3 algorithm [14]. Eachdeterministic LTS can then be minimised by a DFAminimisation algorithm [14].The interface I is then given by a parallel compositionof the minimised deterministic LTSs obtained in step II.Note that I satisfies (i) aI ˝ aV, (ii) tr(V›aI) ˝ tr(I),and (iii) I is a deterministic LTS free of internal action t.

1Elementary processes are those processes at the leaves of anhierarchy.2NFA stands for Non-deterministic Finite Automata.3DFA stands for Deterministic Finite Automata.Hence I is transparent to V by theorem 1, i.e. V ~ V || I.This implies I is also transparent to W, i.e. W ~ W || I. Theconstruction algorithm does not require a derivation of anexplicit LTS for V in constructing the interface I.Only those processes sharing more than one actionwith the target subsystem U are chosen because a reducedLTS can only restrict the behaviour of U if it contains twoor more states. A process sharing one action or none withU is likely to be reduced into an LTS with a single state.Such a choice does not affect the correctness of thealgorithm but it saves the computational effort byskipping those processes which are unlikely to impose thebehavioural constraints onto the target subsystem U. Theproof of correctness of this algorithm can be found in [2].5.4.2Algorithm ComplexityThe complexity of step I is at most linear with respectto the size of V. The minimisation of each deterministicLTS in step II can be computed in O(NlogN) where N isthe number of states in the LTS. Therefore the algorithmiccomplexity is dominated by the NFA to DFAtransformation in step II. The theoretical complexity of thetransformation is exponential to the number of states in anon-deterministic reduced LTS. In practice, thecomputational costs for the transformation are low becausethe reduced LTS is often (i) nearly deterministic and (ii)small in size, unless the elementary processes to bereduced shares many actions with the target subsystem Uand contain many states and transitions. This algorithmtherefore provides an effective and pragmatic way toconstruct interfaces from those contexts composed of smallor medium size elementary processes.5.4.3Example - Derivation of interface Ifc0 forsubsystem analysis of Blk0Among the 10 elementary processes (white squareboxes in figure 16) in the track control system, onlyprocesses V, PreCtl1, and SucCtl2 share two or moreactions with Blk0. Applying the interface constructionalgorithm to V (figure 6), state 2 is merged with 3 to forma single state because V_EinB1 is not an action in thealphabet of Blk0. Similarly, states 4 to 16 are mergedtogether to form another single state. As a result, a reducedLTS V’ in figure 17 is constructed. Similarly, thealgorithm derives the reduced LTSs PreCtl1’ and SucCtl2’based on PreCtl1 and SucCtl2 respectively in figure 7.The interface Ifc0 is therefore equal to (V’ || PreCtl1’ ||SucCtl2’) and therefore the composite LTS for Blk0 isevaluated as a composition of (IntCtl0 || PreCtl0 ||SucCtl0 || V’ || PreCtl1’ || SucCtl2’).

100

1234V0_ResReq˚V0_OccSucc˚V’˚˚˚˚V0_Exit˚V0_Enter˚˚

V0_EnterComp˚

01210_ResOk˚10_RelReq˚PreCtl1’˚˚˚˚

01_RelOk˚0120_ResReq˚02_ResOk˚SucCtl2’˚˚˚˚

02_RelReq˚Figure 17: Reduced LTSs derived for constructing the composite LTS of Blk0Blk0, Blk1, Blk2Blk01Blk012Track

Conventional CRA ( figure 14 )180 / 4255743 / 222676276 / 2780018 / 18

Contextual CRA ( figure 16 )36 / 5998 / 18959 / 9918 / 18

Figure 18: Subsystems’ sizes generated by conventional & contextual CRA techniques5.5Exhaustive Analysis of Distributed TrackControl SystemFigure 16 gives the sizes of the intermediatesubsystems generated using contextual CRA technique. Ittakes 5 seconds to conduct a complete analysis of thedistributed track control system for a prototype running ona SUN Sparc/I workstation. The 5 second elapsed timeincludes the time for context constraint evaluation. At theend of the analysis, the global LTS in figure 5 is obtained.Similar analysis using conventional CRA technique takesabout 25 minutes and the sizes of the intermediatesubsystems are given in figure 14. The table in figure 18compares the sizes (#states/#transitions) of intermediatesubsystems generated by conventional and contextualCRA techniques in the analysis of the distributed trackcontrol system. The effectiveness of the contextual CRAtechnique is also confirmed by a case study of aclients/server system [3].6Related WorkDataflow algorithms have been proposed for thedetection of deadlocks and infeasible execution sequencesin a system [15, 23, 36]. However, the complexity of thesealgorithms are generally exponential with the size of asystem. Taylor [32] suggests that exhaustive analysis ofgeneral distributed systems by dataflow algorithms is verydifficult. Reif et al. [27] put forward a dataflow algorithmfor approximate analysis of a system. The algorithm istractable with linear complexity with system size.The accuracy of Reif�s algorithm in detectingunreachable actions is improved with concepts of actiondependency and history sets. The improved algorithmdemonstrates a quadratic complexity with system size. Apreliminary version of the algorithm which requires aunique label for each pair of communicating actions, canbe found in [4]. This requirement is eliminated in thedataflow algorithm presented in this paper.Compositional or related analysis techniques have beenproposed in [29, 37]. However, context constraints are notconsidered in local subsystem minimisation. As a result,the LTS of a subsystem may be even larger than that ofthe whole system.Larsen et al. [19] have presented a method toparameterise the bisimulation relations using an user-giveninterface process through which the context constraints arespecified. The minimised LTS for a subsystem is alsosupplied by users.Clarke et al. [5] presented an approach to verify certainglobal system properties in local subsystem analysis wherethe context constraints are considered. The generation ofan interface process assumes the existence of an LTS forthe environment. There is no suggestion as to how togenerate a minimised LTS for a subsystem so as tosimplify subsequent analysis.Graf et al. [9] proposed an approach to assistcompositional analysis using context constraints. Theinterface processes expressing those context constraintshave to be supplied by users. This poses a problem if onewishes to automate the analysis.To avoid this problem, we therefore propose a simplealgorithm to evaluate the context constraints in thecontextual CRA. A more detailed description of thealgorithm together with a simple clients/server exampleand preliminary performances can be found in [3]. In thispaper, we have demonstrated the contextual CRAtechnique using a more complex real-life example andstudied the integration with an enhanced, approximatedataflow technique for the analysis of large-scaledistributed systems.The integrated method is an attempt to combine twoorthogonal but complementary analysis paradigms:approximate and exhaustive analysis for verification andvalidation of distributed systems. The approximateanalysis is realised by an improved dataflow analysistechnique. The exhaustive analysis is realised by acontextual CRA technique. So far, we have found noliterature describing similar integrated approaches.

117.ConclusionThis paper presents a flexible and effective behaviouranalysis method to support the design process of large-scale distributed systems. The method integrates twotechniques: approximate dataflow and exhaustivereachability analysis. The adequacy of these techniqueshave been improved using concepts of action dependencyand context constraints respectively.Dataflow analysis provides a fast preliminary analysisof the global system. The analysis reveals certainunreachable actions and deadlock scenarios. The dataflowalgorithm detects unreachable actions with a complexityquadratic to the system size. The algorithm is useful foridentifying less sophisticated errors in a preliminarydesign. This is confirmed by an experiment to identifysynchronisation errors in a preliminary specification of adistributed track control system. It takes 0.5 seconds forthe dataflow algorithm to identify these errors as comparedto 40 minutes taken by a conventional CRA technique or5 seconds taken by a contextual CRA technique. The timedifference between the approximate dataflow analysis andthe exhaustive CRA techniques increases rapidly with theincrease of the number of blocks in the track system.Compositional reachability analysis (CRA) advocatesincremental analysis of a system in a compositionalmanner. The analysis fits well with a constructiveapproach to software development. Contextual CRAimproves the conventional CRA by including contextconstraints in constructing the composite LTSs forintermediate subsystem. The contextual CRA techniquecan significantly reduce the computational efforts requiredfor exhaustive analysis. This is confirmed by a case of thedistributed track control systems.We strongly believe that an integration of the proposeddataflow algorithm and contextual CRA techniques canprovide a more flexible and effective analysis support forthe construction of large-scale distributed systems. We areinterested in applying the techniques to Statecharts [10], adesign formalism using similar communication semanticsand graphical notations. To further explore the potential ofthe integrated analysis method, we are also applying thetechnique to more complex examples, implementingsupport tools on workstations, and proposing toincorporate this form of analysis support in anenvironment for the design and construction of distributedsystems, the System Architect’s Assistant [18].AcknowledgementWe would like to thank the anonymous referees fortheir suggestions to improve the quality of the paper. Wewould also like to acknowledge the Croucher Foundation,Swiss Bank and DTI (Grant Ref: IED 410/36/2) for theirfinancial support.References[1]K.R. Apt, �A Static Analysis of CSP Programs,� inWorkshop Program Logic., Outtsvyrgg, June 1983.[2]S.C. Cheung, �Tractable and Compositional Techniquesfor Behaviour Analysis of Concurrent Systems,� Ph.D.thesis, Department of Computing, Imperial College ofScience, Technology and Medicine, 1994.[3]S.C. Cheung and J. Kramer, �Enhancing CompositionalReachability Analysis with Context Constraints,� in theFirst ACM SIGSOFT Symposium on the Foundations ofSoftware Engineering, ACM SIGSOFT, Los Angeles,California, December 1993, pp. 115-125.[4]S.C. Cheung and J. Kramer, �Tractable Flow Analysis forAnomaly Detection in Distributed Programs,� in 4thEuropean Software Engineering Conference (ESEC’93),Germany, September 1993, LNCS 717, Springer-Verlag,pp. 283-300.[5]E.M. Clarke, D.E. Long and K.L. McMillan,�Compositional Model Checking,� in 4th AnnualSymposium on Logic in Computer Science., IEEE, PacificGrove, California, June 1989, pp. 353-362.[6]S. Fischer, A. Scholz and D. Taubner, �Verification inProcess Algebra of the Distributed Control of TrackVehicles - A Case Study,� in 4th International Workshopon Computer Aided Verification, Montreal, Canada,June/July 1992, pp. 192-205, published in LNCS 663.[7]L. Fix, N. Francez and O. Grumberg, �ProgramComposition and Modular Verification,� in 1 8 t h International Colloquium on Automata, Languages andProgramming., Madrid, Spain, July 1991, pp. 93-114,published in LNCS 510.[8]C. Ghezzi, M. Jazayeri and D. Mandrioli, Fundamentalsof Software Engineering, Chapter 6, Prentice-Hall Inc.,1991.[9]S. Graf and B. Steffen, �Compositional Minimization ofFinite State Systems,� in 2nd International Conference,CAV, New Brunswick, NJ, USA, June 1990, pp. 186-196,published in LNCS 531.[10]D. Harel, �On Visual Formalisms,� Communication ofthe ACM, vol. 31, no. 5, 514-530, 1988.[11]C.A.R. Hoare, Communication Sequential Processes,Prentice-Hall, 1985.[12]S. Holmst�m, �Hennessy-Milner Logic with Recursionas a Specification Language, and a Refinement CalculusBased on It,� in BCS-FACS Workshop on Specificationand Verification of Concurrent Systems, Stirling,Scotland, July 1988, pp. 294-330.[13]G. Holzmann, Design and Validation of ComputerProtocols, vol. Chapter 8 and 11, Prentice Hall, 1991.[14]J.E. Hopcroft and J.D. Ullman, Introduction toAutomata Theory, Languages, and Computation, 1979.[15]P.C. Kanellakis and S.A. Smolka, �On the Analysis ofCooperation and Antagonism in Networks ofCommunicating Processes,� in 4th ACM Symposium onPrinciples of Distributed Computing, Ontario, Canada,August 1985, pp. 23-38.[16]J. Kemppainen, M. Levanto, A. Valmari, et al., �"ARA"Puts Advanced Reachability Analysis TechniquesTogether,� in 5th Nordic Workshop on Programming

12Environment Research., Programming EnvironmentResearch, Tampere University of Technology, Tampere,Finland, January 1992, pp. 233-257.[17]J. Kramer and J. Magee, �A Constructive Approach tothe Design of Distributed Systems,� in 10th IEEEInternational Conference on Distributed ComputingSystems., Paris, June 1990.[18]J. Kramer, J. Magee, K. Ng, et al., �The SystemArchitect’s Assistant for Design and Construction ofDistributed Systems,� in 4th IEEE Workshop on FutureTrends of Distributed Computing Systems, Lisbon,September 1993.[19]K. Larsen and R. Milner, �Verifying a Protocol UsingRelativized Bisimulation,� in 14th InternationalColloquium on Automata, Languages and Programming,Karlsruhe, Federal Republic of Germany, July 1987, pp.126-135, published in LNCS 267.[20]K.G. Larsen, �Compositional Theories based on anOperational Semantics of Contexts,� in REX Workshop onStepwise Refinement of Distributed Systems: Models,Formalisms, Correctness, Mook, The Netherlands,May/June 1989, pp. 487-518, published in LNCS 430.[21]S.P. Masticola and B.G. Ryder, �A Model of AdaPrograms for Static Deadlock Detection in PolynomialTime,� in ACM/ONR Workshop on Parallel andDistributed Debugging, Santa Cruz, California, May 20-21, 1991.[22]R. Milner, Communication and Concurrency, Prentice-Hall, 1989.[23]W. Peng and S. Purushothaman, �Data Flow Analysis ofCommunicating Finite State Machines,� A C M Transactions on Programming Languages and Systems,vol. 13, no. 3, 399-432, 1991.[24]J.L. Peterson, Petri Net Theory and the Modelling ofSystems, Prentice-Hall, 1981.[25]M. Pezz�, R.N. Taylor and M. Young, �Graph Models forReachability Analysis of Concurrent Programs,� Tech. Rep.,Software Engineering Research Centre, Department ofComputer Science, Purdue University, May 1993.[26]A. Rabinovich, �Checking Equivalences BetweenConcurrent Systems of Finite Agents,� in 1 9 t h International Colloquium on Automata, Languages andProgramming, Wien, Austria, July 1992, pp. 696-707,published in LNCS 623.[27]J. Reif and S. Smolka, �Data Flow Analysis ofDistributed Communicating Processes,� InternationalJournal of Parallel Programming, vol. 19, no. 1, 1-30,1990.[28]J.H. Reif, �Data Flow Analysis of CommunicatingProcesses,� in 6th ACM Symposium on Principles ofProgramming Languages, June 1979, pp. 257-268.[29]K.K. Sabnani, A.M. Lapone and M.�. Uyar, �AnAlgorithmic Procedure for Checking Safety Properties ofProtocols,� IEEE Transactions on Communications, vol.37, no. 9, 940-948, September 1989.[30]D. Taubner, Finite Representation of CCS and TCSPPrograms by Automata and Petri Nets, LNCS 369,Springer-Verlag, 1989.[31]R.N. Taylor, �Complexity of Analyzing theSynchronization Structure of Concurrent Programs,� ActaInformatica, vol. 19, 57-84, 1983.[32]R.N. Taylor, �A General-Purpose Algorithm forAnalyzing Concurrent Programs,� CACM, vol. 26, 362-376, 1983.[33]R.N. Taylor and L.J. Osterweil, �Anomaly Detection inConcurrent Software by Static Data Flow Analysis,� IEEETransactions on Software Engineering, vol. SE-6, no. 3,265-278, 1980.[34]A. Valmari, �Compositional State Space Generation,�Tech. Rep., Department of Computer Science, University ofHelsinki, Finland, A-1991-5, October 1991.[35]A. Valmari, �Alleviating State Explosion duringVerification of Behavioural Equivalence,� Tech. Rep.,Department of Computer Science, University of Helsinki,Finland, A-1992, August 1992.[36]R.D. Yang and C.G. Chung, �The Analysis of InfeasibleConcurrent Paths of Concurrent Ada Programs,� in 14thAnnual International Computer Software andApplications Conference (COMPSAC 90), Chicago,Illinois, October 1990, pp. 424-429.[37]W.J. Yeh and M. Young, �Compositional ReachabilityAnalysis Using Process Algebra,� in Symposium onTesting, Analysis, and Verification (TAV4), ACMSIGSOFT, Victoria, British Columbia, October 8-10, 1991,pp. 49-59.Appendix - Semantics of Parallel CompositionFormally, a labelled transition system (LTS) T of aprocess P is a quadruple < S, A ¨ {t}, fi, P > where(i)S is a set of states;(ii)A is a communicating alphabet of P, which does notcontain the internal action t;(iii)fi ˝ S · A ¨ {t} · S is a mapping associating with eacha ˛ A ¨ {t};(iv)P is the initial state of the labelled transition system T.The parallel composition T1 || T2 of two LTSs T1 = (S1,A1, fi1, z1) and T2 = (S2, A2, fi2, z2) is defined as (S, A, fi,z) where¥S = S1 · S2¥A = A1 ¨ A2¥z = (z1, z2)¥fi is given by the following three transition rules:P˚-afi1˚P’P˚||˚Q˚-afi˚P’˚||˚Q

( a ˇ A2 )Q˚-afi2˚Q’P˚||˚Q˚-afi˚P˚||˚Q’

( a ˇ A1 )˚P˚-afi1˚P’˚˚Q˚-afi2˚Q’P˚||˚Q˚-afi˚P’˚||˚Q’

( a ˛ A1 ˙ A2 )