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Motivation g,

O Demand for processing complex computational jobs

Q One-processor machines have limited computational
resources

Q Powerful parallel machines are expensive

O Internet is emerging as an alternative platform for HPC
a @home projects (e.g., SETI [Korpela Werthimer Anderson Cobb Lebofsky 01])
Q Volunteer computing
Q CPU scavenging
Q Convergence of P2P and Grid computing iroster iamnitchi 03]

Internet-based Computing or P2P Computing — P2PC
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Motivation ¢

O Internet-based Computing
Q A machine acts as a server: Master

Q Distributes jobs, across the Internet, to client
computers: Workers

a Workers execute and report back the results

O Great potential but
Q Limited use due to cheaters anney o1]
Q Cheater fabricates a bogus result and return it

O Possible solution: Redundant task allocation

[Anderson 04, Fernandez et al 06, Konwar et al 06]
Q Master assigns same task to several workers and
Q Compares their returned results (voting)
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Our Solution/Approach

O Consider Internet-based Computing from a
game-theoretic point of view: Model computations
as games

Q Master chooses whether to verify the returned result
a0 Worker chooses whether to be honest or a cheater

O Design cost-sensitive mechanisms that incentive
the workers to be honest

O QObjective

a Maximize the probability of the master for obtaining
the correct result and

a Maximize master benefit
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Background

A game consists of a set of players, a set of
strategies available to those players, and a
specification of payoffs (utilities) for each
combination of strategies wipedi

O Game Theory in Distributed Computing e os
a Internet routl NQ [Koutsoupias Papadimitriou 99, Mavronicolas Spirakis 01]
O Resource location and sharing [Halldorsson Halpern Li Mirrokni 04]
Q Containment of Viruses spreading moscibroda schmia wattenhoter 06,
QO Secret Sharing [Halpern Teague 04]

July 12,2008 Fernandez, Georgiou, Mosteiro - NCA 2008 ©



Background

O Traditional Distributed Computing
Q A priori behavior of processors: either good or bad

O Game Theory:
Q Processors (players) act on their self-interest
a Rational ceie vironov 017 - S€EK tO INCrease their utility

Q Protocol is given as a game, and the objective is to
identify the Nash equilibria asn so

NE: players don’t increase their expected utility by
choosing a different strategy, if other players don’t change
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Background

O Algorithmic Mechanism Design nisan Ronen 01]

0 Games are designed to provide necessary
iIncentives s.t. players act “correctly”

»Behave well: Reward
» Otherwise: Penalize

Q The design objective is to force a desired
behavior (unique NE)

O Close connection between ishneidman Parkes 03]

Q Rational players in Algorithmic Mechanism
Design

Q Workers in realistic P2P (P2PC) systems
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Framework )

O Master
O Assigns a task to workers and collects responses

Q Can verify (audit) the values returned by the
workers

»Verification is cheaper that computing
» The correct result might not be obtained

O Workers
0 Rational: seek to maximize their benefit

Q Honest: Computes the task and returns correct
value

Q Cheater: Fabricates and returns a bogus result
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Framework

O We do not consider non-intentional errors produced
by hardware or software problems

O Weak collusion (no Sybil attacks): Workers decide
iIndependently, but all cheaters collude in returning
the same incorrect answer

O The probability of guessing the correct value
(without computing the task) is negligible
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General Protocol

Master assigns a task to n workers

Worker i cheats with probability p

Master verifies the responses with probability p,

If master verifies
O rewards honest workers and
Q penalizes the cheaters

If master does not verify
Q Accepts value returned by majority of workers
o Rewards majority (R, ), none (R,) or all (R))

0 Does not penalize anyone (“In dubio pro reo”)
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Contributions g

O Identify a collection of realistic payoff parameters

WPc

worker’s punishment for being caught cheating

WCr

worker’s cost for computing the task

WB 4

worker’s benefit from master’s acceptance

MPyy,

master’s punishment for accepting a wrong answer

MC 4

master’s cost for accepting the worker’s answer

MCy,

master’s cost for verifying worker’s answers

MBr

master’s benefit from accepting the right answer

Note that 1t 1s possible that

July 12, 2008

WB 4 # MCy4
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Contributions ¢

O Define the following games:
O Between the master and a worker 1:1
Q n games between the master and a worker /:1”
0 Between n workers (master out of the game) 0.n
O Between the master and n workers /:n
With the 3 reward models, we have 12 games in total!!

O Analysis of the 12 games under general payoff models
Q Characterize the conditions for a unique NE

0 Mechanisms that the master can run to trade cost
and reliability
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Contributions ¢

O Design mechanism for two specific realistic
system scenarios

Q A system of volunteering computing like SETI
»>Best is single-worker allocation with game (0:n,R,)

»Always correct result, almost no verification, almost
optimal master utility

a Company that buys computing cycles from
Internet computers and sells them to customers
»No single optimal game

»E.qg., If only n chosen, best is single-worker
allocation with game (0:n,R ) or (0:n,R,)
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Game Definition

set of assigned workers

master processor

set of pure strategies available to player

set of pure strategies of a worker

set of pure strategies of the master

strategy profile (a mapping from players to pure strategies)

strategy used by player 7 in the strategy profile s

strategy used by each player but ¢ in the strategy profile s

payoff of worker 7 for the strategy profile s

payoff of the master for the strategy profile s

probability that worker 7 uses strategy s;

probability that the master uses strategy s,

mixed strategy profile

probability distribution over pure strategies used by player ¢ in o

probability distribution over pure strategies by all players but ¢ in o

Ui(si,0-4)

expected utility of worker ¢ with mixed strategy profile o

Uni(Sn,0-n1)

expected utility of master with mixed strategy profile o

supp(oi)

set of strategies of player ¢ with probability > 0 in o
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Equilibrium Definition

O For a finite game, a mixed strategy profile o* is
a mixed-strategy Nash Equilibrium (MSNE), 1ff,
for each player i

(8’1,7 z) T (8,77 ) VS’HS] S supp( )
U (S’La ) > U (8k7 )

Vsi, sk : 8; € supp(o; ), sk & supp(o;).

A strategy choice by each game participant s.t
none has incentive to change |it.
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Methodology

O Foreachgame in{l:1, 1:1*, O:n, 1:n}
Q ldentify the parameter conditions for which there
Is a MSNE
»Instantiate the two equations of the MSNE definition
»Assume a general payoff model

Q From the above, obtain the conditions on the
parameters (payoffs and probabilities) that make
such a MSNE unique

a Plug the specific reward models (R , R,, R) on the

conditions to obtain the trade-offs between cost
and reliability
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Game [:1, 1 master - 1 worker

Expected utility of the master in any equilibrium

Unm = pepymey + (1 — pe)pymegy, + pe(1 — py)mey + (1 — pe)(1 — py)mgy;

Expected utility of the worker 1in any equilibrium

Uw = pcpywey +pe(l — pv)wey + (1 — pe)pywey, + (1 —pe)(1 — py)wey
Probability of master accepting a wrong value:

Pwrong — (]- — pV)pC
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Game [:1, 1 master - 1 worker

Depending on the range of values that p and p, take, we may have
a MSNE or a pure NE
Both p and p, can take values either 0, 1, or in (0,1) (9 cases)

Example

If pc € (0,1),py € (0,1), there is a a MSNE if, simultaneously,

Un(V,pe) =Un(V,pe) Uw(C,py) =Uw(C,py)

and hence

m mez Way — Weys
— (2% cy _ cy (%
Pc = by =

mey — Mgy — Mey; + Mgy, Wey — Wey — Way + Wey;
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Reward Models

O R : Rewards only majority

mcy = —MCy wey = — WPe
Mgy, = MBr — MCy — MCx  wg, = WB4— WCT
Mey = —MPy — MCy wey = WBY
May = MBr — MCy wey = WBag— WOt

O R : Rewards all workers (same as above)
O R, Does not reward any worker

mey = —MCy wey = — WPe

Mgy, = MBr — MOy — MCyx  wg, = WB4— WO
mcv = —MPW Wey, = 0

mw — MBR ’UJW - — WCT
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Game /:1", n Games 1:1

Master runs » instances of Game /:1, one with each
of the n workers

Chooses to verify or not with prob p, only once
If no verification, rewards all or none like in the 1:1
game

Key difference now is that redundancy can be used
to reduce the prob. of accepting a wrong value.

Pe= Y [[»& -2

(F,T)EWJEF  keT
|[F[>|T|

Pw'rong — (]- — pV)PC
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D D
@ 5 e C = U
Eq;ﬂll;num Conditions Pyrong Um Uw
Cy PV
py((1 — p¢)MBr—
MCy — (1 — pe)nMCa4)+
MC wce 1% C A
WO WEt WP U=pPe | (1= py)(MBR(1 - Pc)- Wha—Wer
MPywPe —nMCy)
__WCr <pp<l
0, WBA+V(‘)/13<C MCV =0 0 MBr — 'I’LMCA WBy4 — WCr
by
0<py< WB}I% (1—py) WBA—
= MP M 1— —pyMCy — (1 — MP MC
1, oy 2 1 c MCy w + MC4 py pyMCy — (1 — py)(MPy +nMCa) oy WPe
MCy
0= pc; MOAMPy WCr =0 Pc MBgr(1 — P¢) — MPyPc — nMCy WB.A
c
MCy o g (1= ITjew pd’)MBr — MCy—
MOATIPY 1| WCr=WB4+ WP 0 Y wewmew Ljew, P ~ WP
e, (1 = pe”)|WrlMCa
MCy < MPyy + MCy . _
1,1 WCr > WB.A + WPe 0 MCy, WPc
MCy, =0
0,1 WCy < WBA + WPe 0 MBr —nMCy WBA — WCT
1,0 MCy > MPyy + MCy 1 —MPyy — nMCy WB4
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Game [.:1", R, (Game [:1 for n=1)

Equilibrium
Dbc,Py

Conditions

Um

MCy+MCy WCr
MCA+MPyy ' WBa+WPe

pyv((1 — pg)MBr—
MCy — (1 — pe)nMCxy)+
(1 — pv)(MBR(l — Pc)—
MPyPe)

WCr
0, WBa+WPc <py<l
0< Py

MCy4 = MCy =0

MBr

WCr
0<pv < wE. twr;

1
’ py <1

MCy = MPy

—MCy

MCVY+MCa
OSpC S MC A+ MPyy, ,O

pc<1

WCr =0

MBx(1 — P¢) — MPyP,

MCy+MCy
MCatMPy <Pc <1

1
0<pc ’

WCr = WB4 + WP

(1- Hjewpg))MBR — MGy~
Z(WFaWT)EW HjEWF péj)'

k
[cw, (1 — &) |Wr|MCa

MCy < MPyy
WCr > WBA+ WPe

—MCy

MCy,=MC4=0
WCr < WB4 + WPe

MBr

MCy > MPyy

—MPy,
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Games 0:n and [:n

O In Game 0:n the master participates only
indirectly (by fixing p,)
a Under our assumptions, we prove that there are
only pure NE

a We force the unique equilibrium in which no worker
cheats

O Game I:n is similar to 0:n, but
Q The master is part of the game
Q This imposes additional restrictions on the NE

Q The unique NE in which no worker cheats requires
MC,=0
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Mechanism Design




SETI-like Scenario

O Here we assume

Q WB,> WC, = 0 (CPU scavenging, worker’s
incentive)

Q MB,> MC,> 0 (master’s incentive to compute)

Q MP,, > MC, > 0 (master’s incentive to verify)

O Under these constraints,

Q In both Games /:1 and /:1" one single
MSNE remains

Q There is no unique NE for Game /:n
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(Game,Model) Equilibrium Pyrong Um Uw
Dbc, Dy
(11, Rm), (111, Ra) 0<pc < 30Xp,Pc <1 ,py=0 pc MBr — pc(MBgr + MPyy) — MC 4 WB4
(11, Ry) 0<pc <y, pe<1 ,py=0]| pc MBr — pc(MBr + MPyy) 0
(11", R), (11", Ra) 0<pc < gavpo pc <1 ,py=0 Pc MBr — Pc(MBgr + MPyy) —nMC4 | WB4
(1:1™, Ryg) 0<pc< %‘%ﬁ pe<1l ,pp=0]| Pec MBgr — Pc(MBg + MPyy) 0
(OZ’I'L,Rm) Pc = 0, W‘Am < py < 1 0 MBR — pVMCV — TLMC_A WB_A
(0, Ra) pc=0,0<py<1 0 MBgr — pyMCy — nMCy WB4
(0, Rp) pc=0,0<py<1 0 MBr — py(MCy +nMCyu) py WB4

- The best choice is Game 0:r with reward model R, (no
verification, no payment) and non-redundant allocation

*To obtain always the correct answer it is enough for the
master to verify with arbitrarily small probability

* The master’s utility is arbitrarily close to optimal

July 12, 2008

Fernandez, Georgiou, Mosteiro - NCA 2008 ©

27



Contractor Scenario

O A company buys computational power from
Internet users and sells it to computation-
needing consumers (commercial P2PC)

O Workers must have incentive to participate:
U, >0

O Additionally
WB, = MC, (worker’s incentive)

MB, > MC, (master’s incentive to compute)
WC,> 0 (computing cost)

a
a
a
a

MP,, > MC, > 0 (master’s incentive to verify)
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Results for Contractor

(Game,Model)

Equilibrium
bc, Py

Um

Uw

(11, Rm), (1:1,Ra)

MCy WCT

MBr — pc(MBr + MPy) — MCig

WBa — WCT

(1:1,Rp)

MCA+MPW WBA+WPC
MCy+MC4 W
MC 4+MPw? WBA+WP('

MBr — pc(MBr + MPyy)

—py WP¢

(11™,Rm), (1:1™,Ra,)

MCy WCr
MCA+MPyy’' WBA+ WPe

(pv(1 —p2) + (1 —py)(1 —Pc))MBr
—pyMCy — (1 — py)PcMPyy
—(1 — pypc)nMCxy

WBy4 — WCr

(11", Rg)

MCy+MCyu WCr
MC 4+MPy,> WBa+ WP

(pv(1 —pg) + (1 —py)(1 — Pc))MBr
—pyMCy — (1 —py)PcMPy

—py(1 — pe)nMCy

—py WP¢

(0:m, Ron)

WBAFWCT
0, Whiawn, <Pv <1

MBR —vaCv - nMCA

WB4 — WCr

(0m, Ra)

Cr
0, WPe+ WBA <py <1

MBR —vaCV - TLMC_A

WB4 — WCT

(0, Ryp)

Cr
0, wp.rwey <Pv <1

MBr —pv(MCV + nMCA)

py WB4 — WCT

 To obtain always the correct answer, verification probability

py~>WC/(WP-+WB,) can be large

* No single optimal game
- Either Game (0:n,R ) or (0:n,R,) is the best if only n(=1) or
WP can be changed

- If master can only change WB,

(Z:1"R ) is the best
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sSummary

We considered master-worker Internet-based
computations from a game-theoretic point of
view

We defined the general model and cost-
parameters

Proposed and analyzed several games that the
master can choose to play to achieve high
reliability at low cost

Designed appropriate mechanisms for two
realistic scenarios

No optimal game for every scenario or set of
parameters.
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Future Work

O Consider other realistic scenarios where our
work can be applied

O Consider other forms of collusion (e.g., Sybil
attacks) and investigate how the trade-offs are
affected

O Remove the complete knowledge assumption
(implicit in NE analyses)

O Study games with several rounds (reputation)

O Consider irrational, bounded-rational, and
faulty players.
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Thank you!




|IAG vs Our Work

Q Closer Work tO ours [Yurkewych Levine Rosenberg 05]

O Master audits the results returned by rational workers with a tunable
probability

Q Bounds for that probability are computed to provide incentives to
workers to be honest in three scenarios

» Redundant allocation with collusion
— Cooperation among workers concealed from the master

» Redundant allocation without collusion
» Single-worker allocation

Q Their conclusion: Single-worker allocation is a cost-effective
mechanism, especially in the presence of collusion

O QOur model comprises a weaker type of collusion but
We study more algorithms and games

Consider a richer payoff model and probabilistic cheating
We have one-round protocols and

Show useful trade-offs between the benefit (cost) of the master and
the probability of accepting a wrong result (reliability)
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Prior/Related Work

Q Internet AUd|t|ng Game [Yurkewych Levine Rosenberg 05]
Q Three master-worker scenarios
» Redundant allocation with/without collusion
(Cooperation among workers concealed from the master)
» Single-worker allocation
Master (out of the game) audits the results or accepts majority

(Fixed) probability p, of auditing

(Fixed) payments R for accepted results
(Fixed) penalty P for rejected results
Result: Bounds on R, P, and p,to prevent cheating

Conclusions:
> Lots of auditing (p,>1/2) with collusion

» Redundancy only useful if no collusion
» Single-worker allocation is cost-effective
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