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Personal stories from the tranches

* Share a story about a security incident that happened to you
or someone you know
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Other stories from the tranches

e Everything around us is under attack: cars, medical
devices, smartphones, fitness devices, water treatment
systems, social networking sites, ATMs, governments,
children toys, and the list continues...

Karotz Your Smart Rabbit
http://store.karotz.com/en_US/




[: Android Malware

Impersonation
» SMS redirection
» Audio » Sending email messages

» Camera v Posting to social media
v Call logs

» Location
» SMS messages

|

Inancial
Sending premium rate SMS messages
» Stealing transaction authentication
| numbers (TANs)
Data theft ) & @~ Extortion via ransomware
+ Account details = » Fake antivirus
» Contacts ! » Making expensive calls
» Call logs
» Phone number
v Stealing data via app vulnerabilities
» Stealing international mobile
equipment identity number (IME)
Botnet activity

‘Source: SophosLabs » Launching DDoS attacks

*Source: 2013 Cost of Data Breach Study, Ponemon Institute » Click fraud
*Source: What's the Worst U.S. City for Smartphone Theft?, Mashable » Sending premium rate SMS messages
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Story II: GameOver/Zeus (GOZ) Malware

BUILDING THE BOTNET COMMAND AND BOTNET USE A QUIET THREAT
Cyber criminals create a network of CONTROL SERVERS Infected computersare  Botnets typically
compromised computers by sending emails with At the core of the botnet organized together to operate without obvious
embedded malicious links or attachments or by are servers which issue implement illicitorders  visible evidence and can
enticing users to visit infected websites, Once commands orchestrating fromthecommandand  remain operational for
infected, covertly installed malware connects various criminal activities. control servers, years,

computers to the botnet infrastructure without

the owners knowledge.

GOZ malware can be used to download and install additional malware, including Cryptolocker, as well
as extract banking credentials, which facilitates the illegal withdrawal of funds from individuals and
businesses through financial institutions. The criminals’ability to access accounts at will undermines
business integrity and public confidence and has the potential to threaten financial infrastructure.

Seidenberg

Source: http://www.fbi.gov/news/stories/2014/june/gameover-zeus-botnet-disrupted/gameover-zeus-botnet-disrupted L L
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Story II: GameOver/Zeus (GOZ) Malware

(contd.)
CryptoLocker Malware

Payment for private key

Computers compromised by the GOZ botnet may T ——
also be infected with Cr}fptﬂl_ﬂ{h?r, a form of ; Your personal files are encrypted! Bnedn [meat cheap sptien]
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« Victim files are encrypted and held “hostage”
until the victim makes payment

» More than 121,000 victims in the United States
and 234,000 victims worldwide

+ There were approximately 530 million in 7159184

ransom payments between September and
December 2013
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GOZ/CryptoLocker Scope

+ More than 1 million GOZ infections globally

+ Roughly 25% of infected computers are located in the United States

+ Losses estimated globally in the hundreds of millions of dollars

+ Key participation of 10 partner countries in support of takedown operation

Seidenb‘erg

Source: http://www.fbi.gov/news/stories/2014/june/gameover-zeus-botnet-disrupted/gameover-zeus-botnet-disrupted
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Story III: Stuxnet

* The first publicly disclosed cyber weapon continues to amaze
everyone from military strategists and computer security
experts, to political decision-makers and the general public.

* Watch Video:

http://www.youtube.com/watch?v=DSMOQOs7CF1Eo&Ilist=PLtkZe7
3XAAKTIMjgFGKoLZY szzuGcQSs



http://www.youtube.com/watch?v=DSMOs7CF1Eo&list=PLtkZe73xAAKT9mjqFGKoLZY_szzuGcQSs

Story III: Stuxnet
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1. infection

Stuxnet enters a system via a USB stick and
proceeds to infect all machines running
Microsoft Windows. By brandishing a digital
certificate that seems to show that it comes
from a reliable company, the worm is able to
evade automated-detection systems.
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4. compromise

The worm then compromises the
target system's logic cantrollers,
exploiting “zero day” vulnerabilities-
software weaknesses that haven't
been identified by security experts.
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2. search

Stuxnet then checks whether a given
machine is part of the targeted indus-
trial control system made by Siemens,
Such systems are deployed in Iran to
run high-speed centrifuges that help
to enrich nuclear fuel,
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5. control

In the beginning, Stuxnet spies on the
operations of the targeted system. Then it
uses the information it has gathered to
take control of the centrifuges, making
them spin themselves to failure.

Source: http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet
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3. update

If the system isn't a target,
Stuxnet does nothing; ifitis,
the worm attempts fo
access the Internet and
download a more recent
version of itself.
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6. deceive and destroy

Meanwhile, it provides false feed-
back to outside controllers, ensur-
ing that they won't know what's
going wrong until it's too late to do
anything about it.

Seidenberg
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Ethics - Ten Commandments

* Thou Shalt Not

Use a Computer to Harm Other People

Interfere With Other People’s Computer Work

Snoop Around in Other People’s Computer Files

Use a Computer to Steal

Use a Computer to Bear False Witness

Copy Or Use Proprietary Software for Which You Have Not Paid

Use Other People’s Computer Resources Without Authorization
or Proper Compensation

Appropriate Other People’s Intellectual Output

Think About the Social Consequences Of The Program You Are
Writing Or the System You Are Designing

Always Use a Computer in Ways That Insure Consideration and
Respect For Your Fellow Humans

Adapted from Source: http://cpsr.org/issues/ethics/cei/
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Heartbleed - one of the biggest stories of 2014

e SSL/TLS - security protocols used to encrypt and secure Internet
traffic; websites that use “https” use SSL/TLS;

* OpenSSL - open source toolkit for SSL/TLS implementation;

* Heartbeat extension - sends a small request to and receive a
small amount of data from a webserver to keep a connection
between the user’s computer and the webserver live;

“l want to keep this
connection open. Here is 1KB

of data to do that. Send me
@ 64KB of data if you agree.”

% “l agree. Here is 64KB of
Malicious

data.”

Actor

webserver

Source: MS-ISAC




Heartbleed - Let's Play It Out!

* Actors:
* Webserver
* Eve the Malicious User
* Other Users




P@$$wOrd$

Seidenb‘erg
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Authentication

* Prove that you are who you say you are in
order to gain access to a resource

* Something you know (eg. a password)

* Something you have (eg. a smart card)

* Something you are (eg. a fingerprint)
Pace U is researching biometric authentication




Passwords: Advantages and Disadvantages

* Advantages
* Simple to implement
* Straightforward to revoke or change
* Easy for users to understand
* Allow for quick authentication
* Disadvantages

* Difficult for users to create an remember
passwords that are hard for an attacker to
guess




Passwords: Entropy

* Entropy estimates the strength of a password
* Higher entropy = Stronger password

* Entropy measures the number of bits it would take to
represent every password of length L under an alphabet of N

different symbols
H=Llog, N

* Examples of password entropy values:
* example (7 lower-case characters)
entropy H = 7 log, 26 ~ 32.9 bits

* P4sswORd14 (10 alpha-numeric characters)
entropy H = 10 log, 62 ~ 59.54 bits




Exercise: Which password is stronger?

* Discuss in teams
* Count votes
* Reveal answer




Exercise: Which password is stronger?
Answer:

* Password I:

* F#Mo1le*TJCS8
* entropy H =12 log, 72 ~ 74 bits

* Password Il:

* carrot ways base split
* entropy H =22 log, 27 ~ 104.61 bits

Source: http://blog.shay.co/password-entropy/



Passwords: How to choose a good one?
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COMMON WORDS

oOonooooaanoo

QW:SRDﬂFWSHT
1000 GUESSES/sec

DIFRCOLTY TO GUESS:

HARD

DIFFICOLTY TO REMEMBER:
YOUVE ALREADY
MEMORZED IT

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FOR COMPUTERS TO GUESS.

Source: Password Strength by Randall Munroe, http://xkcd.com/936/
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Passwords: Difficult to make a choice!

* Password Rant:
* http://www.youtube.com/watch?v=jQ7DBG3ISRY



http://www.youtube.com/watch?v=jQ7DBG3ISRY

Passwords: Better Choices Anyone?

* Password manager

v
* Android L's 'personal .
unlocking’
- Digital ink T

* Password pills




Exercise: Crack the Combination Lock

* Each team gets one lock
* Two rounds / team
* 3 minutes / round |

* Prize for the first crack in
each round

* Locks will stay around for
those keen on cracking the
combination(s)




A CRYPTD NERD's

I MAGINATION &

HIS LAFTDPSs ENCRYPTED.
LETS BUILD A MULION-DOLLAR,
ELL}HER To CRACK \T.

NO GOoD! TS
uoGe -BIT REN
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Approaches to solving a security problem

WHAT WoULD

ACTUALLY HAPPEN:

HIS LAPTOP'S ENCRYPTED.
DRUG HIM AND HIT HIM WITH

THIS $5 WRENCH UNTIL
HE. TELlE US THE. PASSWORD.

G-OT IT,

“/Q

Source: http://xkcd.com/538/




Read for Fun:

How elite security ninjas choose and safeguard their passwords

http://arstechnica.com/security/2013/07/how-elite-security-
ninjas-choose-and-safeguard-their-passwords/

It’s official: Malicious hackers have crappy password hygiene, too

http://arstechnica.com/security/2014/06/its-official-malicious-
hackers-have-crappy-password-hygiene-too/



http://arstechnica.com/security/2013/07/how-elite-security-ninjas-choose-and-safeguard-their-passwords/
http://arstechnica.com/security/2014/06/its-official-malicious-hackers-have-crappy-password-hygiene-too/

Questions?
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