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Spam Leaves a Bad Taste in Your Inbox: What is its Recipe and What is Being Done to Keep it Canned?
The History of Spam:

In nineteen thirty seven, the food company Hormel Foods introduced a new kind of spiced ham called Spam.  However, spiced ham is not the concern of this paper but rather the spam that is malicious, not nutritious, email spam.  This paper will discuss the history and creation of spam, effects that result from spam, methods that are used to protect inboxes from spam as well as anti-spam legislation and government intervention against spam.

Email spam is junk email that is sent to email inboxes as often as two hundred times a day. The problem with this is that these emails end up in inboxes, mixed with important mail.  This can cause accidental deletion of important emails while trying to remove the spam. Some spam emails do a good job blending in and making email users think that it is actually an important email.  This junk email includes advertisements, supposedly special offers and even announcements that the receiver may have won massive amounts of money (which is a shame that it is junk, or else we would have been billionaires by now). Also these emails may have viruses attached, which can cause damage to the computer it first comes in contact with.  A virus from email can also proliferate and spread itself through the user’s email address book and send itself to other people.

Spam is not only an inbox clogger, but also a time waster.  For those who have to take the time to read spam, getting none to five spam emails a day is considered nothing.  For those who receive over fifty a day and have to go through them, just spending at least ten seconds per email can add up to about sixty hours per year. The spam emails also effects the servers that it is sent through. First of all there are costs the server has to pay when large quantities of emails are sent through the system. Secondly, overflowing the system with large amounts of emails can cause the system to crash, leaving users with no email access.


The term “spam” that is used to describe junk email comes from a Monty Python skit. In the sketch, a restaurant serves all its food with lots of Spam (the Hormel Foods product) and the waitress repeats the word several times in describing how much Spam is in the items. To add to this, a group of Vikings in the corner start singing about Spam, and they become very annoying. It is apparent how the term can be applied to mass junk emails. They are repeatedly sent to inboxes and can also become very annoying.


The first spam email was recorded to on May third nineteen seventy eight, when a marketing representative from DEC (Digital Equipment Company) sent a mass email to every ARPANET (The Advanced Research Projects Agency Network) email address using SNDMSG.  ARPANET was a project conceived by the defense department that would later be the predecessor of the internet as we know it today. DEC had just released their new DEC-20 machine, and they were inviting ARPANET users from the west coast by using the ARPANET directory, thus breaking the use policy (Huaben). 

One of the first instances of famous spamming came from someone known as Dave Rhodes.  No David Rhodes actually existed; it was just an alias, but it started some of the first spam postings on Usenet, which was at the time the largest online conferencing system. The topic of his spam was a get rich quick scheme “Make Money Fast!!” (Templeton).
In nineteen ninety three, a programmer named Richard Depew came up with a concept called “retro-moderation”, which would create a group of moderators who would control newsgroups and have the ability to delete postings after they had been made. The program Depew made had a bug in it and instead of deleting the postings, it was sending out about two hundred emails to the “news.admin.policy.newsgroup” which quickly became a nuisance. As a result, Depew personally apologized to the community for spamming, using the term “spam” himself (Templeton). 
 The major event in which the term spam was first applied to took place in April of nineteen ninety four, when two lawyers in Phoenix Arizona named Canter and Siegel sent out a mass email for an upcoming U.S. green card lottery. They sent out about six thousand messages to different postings at the same time. They actually reported making some money, as well as earning the title of being the most hated men on the internet at that time. At this time people quickly picked up on this and began using the term “spam” more widely to describe junk email. However, in this case the net users fought back by flooding mailboxes, emails, fax machines, every possible account that was connected to the spamming with their own messages. The internet service provider eventually could not handle it anymore and canceled Canter and Siegel’s account. The lawyers even wrote their own book called “How to Make a Fortune on the Information Superhighway”.  It was did not do well, sales were horrible (Davis).
The title started growing and was reported to be used often in a MUD (multi user dungeon). MUD is a real time multi purpose shared environment, where people are able to chat and move around the environment, interacting with objects. People would often cause havoc in these MUDs by sending large packets of data that would cause other peoples’ computers to crash. These spammers would flood chat rooms with text or data, sometimes using automated programs called bots to do the work. 

One of the biggest incidents of spamming was recorded on January eighteenth nineteen ninety four.  It was postings by Clarence Thompson with the title “Global Alert For All: Jesus Is Coming Soon” which was a document stating that the end of the world was coming soon. The message was cross posted along the system, which meant it showed up everywhere. It was posted in each section, every section; all sections were basically repeating themselves constantly.
A question people often ask is “why am I getting this junk? How are they getting my email address?” There a few ways in which spammers get addresses. There are robots that crawl through the internet harvesting email addresses. Any system that requires you to enter an email address is a candidate for spam use. The system sets up a list of all the emails, which can then be sold or shared for spam use. Systems such as forums, bulletin boards, advertisements, even signing up to something coming from a big company that you think is safe such as AOL or Microsoft. 

Different Types of Spam:

There are many different kinds of spam and there are many uses of spam. These can include message spamming, chat spamming, forum spamming, mobile phone spamming, online games message spamming, and spamming in search engines.  There are many other types of spamming but these are the ones used most for advertising and commercial purposes.

Email spamming is when a group or company collects email addresses into their mailing list and then sends emails to all of the addressed listed at once.  These emails are usually an advertisement for a company or a product. Spam emails are usually unsolicited and there are often many emails advertising the same product being sent on the same address.  Though not all unsolicited emails can be spam; for example if one of your old friends that you have not spoken to for a while sends you email to ask how you are doing, that is unsolicited email. Spam is usually sent in different quantities and for different reasons, but the most common reason is advertising.  
Mainsleaze is the term used to describe large emails sent by a big company. Email spammers usually use fake names, addresses, and phone numbers. Spammers are hard to track because they use one server to send emails to another, and then another, which makes it hard to find out where the email originally came from. Spammers use open mail relays and open proxy servers to help them send mass emails across the internet. They also use zombies, which are computers that have been infected by a virus to send out spam emails. One type of zombies is known as Botnets.  Botnets are a collection of robots or bots which are automated programs and run by themselves.  There was an average of fifty five billion spam emails sent each day in June two thousand six, which is an increase compared to June two thousand five.  Compared to nineteen seventy eight which had six hundred address spammed, today there can be as many as ninety billion spam emails per day. Bill Gates receives around four million spam emails per year with advertisements and scams. 


Chat spamming is very similar to email spamming, but instead of using email systems, it is done through instant messages or chat rooms. In chat spamming a spammer sends the same text over and over, similar to what an email spammer would do to multiple email addresses. Chat spamming is a way of getting the immediate attention of users.  Unlike email there is no warning or subject line to tell you if the content of the message is spam.  In some chat rooms there is a limit to how many times you can talk in a certain amount of time, which prevents people from spamming. People also use chat spam to find other people with similar interests or for advertising themselves to other people. Another variation of chat spam happens in instant messages when spammers randomly send messages to screen names.  These messages are unsolicited and often contain links to websites and advertisements.  To prevent this some users only accept messages from a select group of screen names that is trusted and known not to spam. 


Spamming of mobile devices does not happen very frequently but it is similar to instant message spamming. Spam in this method usually comes in the form of text messages with a random name.  It is similar to email in the fact that you have a choice to open it or not. Another method of mobile spam actually involves calling the person and then leaving a number. In this case the recipient also has a choice to call back or ignore it.

Yet another type of spam is forum spamming, which is similar to chat spamming, but people are able to choose if they want to read the topic.  Forum spamming is also another form of advertising. There are different methods used for forum spamming, one is spam bots. Spam bots are programs used to automatically generate messages into a forum. These bots operate without human control, find forums, spam their message and then leave.  They usually target specific companies or software types, but not always.  Most of the time spam messages are similar to each other and can be easily identified as spam. 


Game spamming is gaining popularity because it is another way to make money. Game spamming is technically the same as chat spamming except it is done in an online game chat. The spammer follows many methods utilized in chat spamming to advertise their product to players in the game. Some games allow users to spam text that would not benefit another person in the game, but there are some people that use the game to make money.

The last type of spam is spam that targets an internet search engine. This is different from the other types of spam but it does share the same motivation behind it, to advertise. Spam that targets search engines attempts to prioritize a specific page by exploiting a weakness in the algorithm that the search engine uses. Most search engines look for keywords and how many sites point to a site; spammers use these key terms to make their pages more popular. They embed key words into the HTML of the page or hide key words in with the background so that spiders, tools that search engines uses, will discover the site easier. 

Anti-Spam Filters and Software Solutions:
Since the beginning of spam email people have been looking for an easy and affordable way to prevent spammers from constantly filling up inboxes with unwanted email messages. There are many methods and software programs that have been developed and can be implemented to help to eliminate and reduce the mass amounts of spam that makes its way into personal and business email accounts. Filtering these messages is a problem because the user might want to receive some of the messages that are blocked; while other e-mails can get through the filter that would be classified as spam mail.  Due to this problem an important message may not be received on time, or at all, because of the spam filtering system that is in place.

On the market there are many different types of things that can be done in order to block unwanted messages from making it into your inbox. Some internet email accounts such as Yahoo mail and Google’s Gmail, have built in spam blockers that filter spam into a separate folder from your inbox so that you are not smothered with all of the spam email that your email address may be linked with. This type of mail service filters spam email only if a user with an account wants to turn on this option. These filters are useful in blocking and filtering some of the spam that is sent to these email accounts and they allow users to browse and answer the emails that have been sent to them from legitimate senders.

People who solicit through email know that the filters that control spam look for certain characteristics to choose which email messages will be blocked from the hundred of emails that a person may receive in one day. They “know that the use of filtering technology will block messages with certain identifying characteristics, such as a mail server known for sending mass quantities of UCE [Unwanted Commercial Email]”(Loren). Spammers try to hide these traits as best as they can so that the messages they send get through to their targeted email accounts.

Filters may be implemented by each individual account holder, or through the server of the service provider. An individual may setup preferences in their accounts to not receive mail from a certain address such as “joesmoe@yahoo.com”. This is an example of filtering that can be implemented by the user. These preferences can be set in most email systems regardless of the provider. These filtering tools are useful to block specific addresses that are known to be used by spammers.
The Online Service Providers (OSPs) also have a methodology that helps them keep spam from filling up space on their servers.  Spam email takes up a lot of memory on a server, and an OSP may want to clear up unwanted emails before they even make it into the inboxes of its users in order to save money and memory space. On the server side an, “OSP might determine that all mail coming from a particular account, or even a particular domain name, is UCE and none of that OSPs customers want to receive UCE. The OSP could then filter all mail sent from that particular location”(Loren). This technique used by Online Service Providers allows them to block junk emails before it reaches their users, which saves time and frustration for both the provider and the holders of the email accounts on that particular server. 

Using these types of filters is only effective if the sender of the unwanted email is known to the receiver. If these people cannot be identified then these types of filters are useless. OSPs and individual account holders cannot block unrecognizable or unidentifiable spam message senders from the rest of the senders that are able to send emails to their or their clients account address; “Not all senders of UCE are known, or can ever be known. New UCE senders arrive in cyberspace everyday. Relying on filters based on the origin of the message will not be a complete filter of UCE”(Loren).  Filters are becoming more and more common and useful when it comes to blocking most of the spam that may be received everyday. Now on the market are commercial products that are available to be purchased and implemented to better block spam messages and unwanted emails from getting into your inbox; because these messages are taking up time and space on your computer and the servers that hold all the information.

One of the more popular types of spam filtering is called Bayesian Spam Filtering. This method is adaptable so that it can cover all of the old spamming techniques as well as some of the new ones. This approach “does away with the problems of simple scoring spam filters, and it does so radically. Since the weakness of scoring filters is in the manually built list of characteristics and their scores, this list is eliminated” (Tschabitscher). Bayesian Spam Filtering dynamically makes its own lists and is able to learn from the choices that it and its users specifies. It can see the difference between spam email and legitimate mail, and makes a decision on which belongs in the inbox. This filtering system judges the following characteristics:  the number of words in the message, the header, code, and key words and phrases.  This process is valuable because, “The adaptability of Bayesian filtering also makes sure they are most effective for the individual email user. While most people's spam may have similar characteristics, the legitimate mail is characteristically different for everybody”(Tschabitscher). This method is constantly changing and updating, which allows users to keep up with spammers.
When a computer user types in the phrase “anti-spam” into Google’s search engine it comes up with thousands of anti-spam software tools. Some of these are free for the public to use while others are meant to be purchased in order to use them. Some tools are better than others, but they all have one common goal, to stop spam and other unwanted email from getting into inboxes of millions across the world. There are many stories that pertain to spam.  For example, “spam cost businesses an average of eight hundred and seventy four dollars per employee in lost productivity, according to Nucleus Research Inc. in Wellesley, Mass. Yet companies that have found the right anti-spam technology have culled as much as ninety eight percent of spam destined for users' desktops”(Hall). Anti-spam software is effective to a certain extent. This software is obviously helping big business stop spam from reaching employee mailboxes thus increasing productivity. But finding the right anti-spam software that is fit for your company may be a hassle.

Anti-spam software that is used in major businesses still does not filter out all of the mail that needs to be filtered, “Organizations that have been disappointed with anti-spam add-on filters and servers may want to consider outsourcing. Anti-spam service providers say they offer unique technical advantages over in-house efforts”(Hall).  Companies that provide the right tools that filter out spam will never be able to filter out one hundred percent if spam unless efforts are made by the entire email and intent community. Spammers will always be out there trying to solicit and take advantage of uneducated email and internet users. Anti-spam software companies do have to advantage of knowing and “can identify an IP address or a spammer's domain inside a message routed to one of its customers and quickly apply a filter that blocks spam from that source”(Hall). This makes these companies and their software useful and it is a powerful tool in trying to reduce the amount of junk e-mail that is receive in corporate business and personal home e-mail accounts.

The government is trying to protect users of e-mail from unwanted mail because it is both annoying and sometimes harmful to individual users and businesses in the United States as well as the rest of the world. It was proposed, by the state of California, that all spam senders would have to use certain characters in their messages that they send in order to identify it as spam mail. With this implementation all users who wish not to receive any mass emails would not be able to get them. This idea would only work, “If all UCEs are required by law to include these characters, then setting up a filter to delete all message that contain those characters in the subject line will filter all UCE except those that are violating the law”(Loren). Spammers that are persistent enough to send out thousands of emails a day will not be to enthusiastic to start marking their messages as unwanted email with these characters. This law that is proposed has to be strictly enforced by a governing body because people are not going to willing admit that they are sending out spam.

The filtering process is ever becoming more popular and more effective. As businesses individuals and the government join together to try to get rid of all the unwanted spam e-mail, spammers will have to find new and innovative ways of getting their messages out into the public. Spam filtering is evolving into a big initiative in order to protect businesses and individual e-mail users.

Legislative and Non-Technological Anti-Spam Measures:
Spam has created a legal reaction, and anti-spam legislation has been proposed in a number of countries.  The Unites States, many countries in the European Union, and a number of South American and Asian countries have moved to block spam through the passing of laws (Sorkin).  As well as governments, major companies are joining forces together to combat spam.  Some argue that because spam costs U.S. businesses so much money action is necessary by the government; while others feel that it is a violation of the first amendment to regulate spam.  It only costs around two-hundred and fifty U.S. dollars to send out one million spam emails, but at the federal minimum wage one million spam emails can cost an estimated two-thousand eight hundred dollars in workers’ wages (Bloom 45).


In two-thousand and three congress passed the CAN-SPAM act which came into effect on January first two-thousand and four.  The CAN-SPAM act stands for, Controlling the Assault of Non-Solicited Pornography and Marketing.  A spokesman for Senator Ron Wyden said “It's a tremendous opportunity for us to crack down on some of the worst offenders, who send thousands and thousands of e-mails a day… I think this bill is going to have a real effect in reducing spam” (McCullagh).  According to the federal trade commission, the act “establishes requirements for those who send commercial email, spells out penalties for spammers and companies whose products are advertised in spam if they violate the law, and gives consumers the right to ask emailers to stop spamming them.” (The CAN-SPAM Act).  There are four main things that the act outlines for spammers.  Firstly the act bans false or misleading information and the sender’s address must be clear and accurate.  Secondly, spammers cannot mislead the recipient about the contents of the message with the subject line.  Another requirement of the act is that email advertisers must include, and honor, an “opt-out” option that allows a recipient to choose not to receive any more emails from that sender.  According to the law if the recipient chooses to opt-out, the sender then has ten days and cannot help any other entity send emails to that address.


The CAN-SPAM act also outlines fines and criminal penalties for certain acts.  Companies that use scripts to register for many email addresses, generate email addresses by sending emails to different permutations of names, or utilize networks without permission can face fines up to eleven thousand dollars.  Internet advertisers that falsify or try to hide their identity can face jail time (The CAN-SPAM Act).  The act also requires the specific labeling of emails that contain pornography.  The FTC (Federal Trade Commission) has a database where consumers can send complaints and unsolicited spam emails can be sent to spam@uce.gov.  According to figure one in “Canning Spam: Proposed Solutions to Unwanted Email”, spam constituted just over sixty percent of emails in two-thousand four when the CAN-SPAM act was passed, and only briefly declined and now constitutes over eighty percent of emails (Bloom 41).  


 In the European Union a different approach was implemented in two-thousand two.  The European parliament passed “The European Directive on Privacy and Electronic Communication”.  The directive takes on a different strategy than the CAN-SPAM act; it uses an “opt-in” method instead of an “opt-out” one.  It states that recipients must give prior consent to receive advertising emails “unless there is an existing customer relationship for similar goods or services” (Bloom 42).  It also states that any tracking device or cookie must be readily identifiable by the recipient of advertising emails.  The directive only mentions penalties once when it says “Penalties should be imposed on any person, whether governed by private or public law, who fails to comply with the national measures taken under this Directive” (Sorkin, European Union).  Countries in the union only have jurisdiction over spammers inside their own borders.  The United Kingdom has given the ASA (Advertising Standards Authority) the power to take action against spammers that break the directive, but they only have reign over senders within the country (Bloom 43).  


Legal action against spammers has happened here in the United States.  The first case, Destination Ventures, Ltd. v. FCC, happened in nineteen ninety five.  Destination Ventures Inc., who send advertisements through fax to travel agencies, sued the FCC (Federal Communications Commission), claiming that they were protected under the first amendment.  The FCC claimed that Destination Ventures Inc. violated the Telephone Consumer Protection Act of nineteen ninety one.  Almost identical to the spam cases that came years after, the main complaint was cost.  Fax paper costs anywhere from three to forty cents, and a fax machine takes thirty to forty-five seconds to receive a message.  Destination Ventures Inc. lost the case and the law was not declared unconstitutional (Sorkin, Selected Cases).  Since then there have been over a dozen cases involving unsolicited electronic advertising.


One of the most famous anti-spam cases, and first conviction in the United States under anti-spam laws, involved Jeremy Jaynes who was convicted in Virginia of using false IP addresses to send large amounts of email advertisements.  In November of two thousand four a judge sentenced him to nine years in prison.  When Jaynes was twenty eight years old her already owned a million dollar house from his internet scams.  He illegally obtained email addresses from a stolen America Online database, and also illegally used email addresses from eBay users (Judge).  Only until last year the case was being appealed.  Jaynes’ lawyers argue that the emails were sent from North Carolina, but used routers in Virginia.  The prosecution argues that the law “prohibits trespassing on private computer networks through intentional misrepresentation, an activity that merits no First Amendment protection” (Rondeaux).  In September of two thousand six a Virginia appeals judge upheld the conviction and revoked Jaynes’ million dollar bond.  The American Civil Liberties Union released a brief statement in support of Jaynes (Rondeaux).  


Governments are not the only groups that are rallying against spammers.  The Messaging Anti-Abuse Working Group or (MAAWG) seeks to bring companies involved in the electronic messaging business together so that they can combat abuses.  MAAWG is sponsored by major companies that include Microsoft, AOL-Time Warner, Verizon, Yahoo, and more (Messaging…).  Its full members include Sun Microsystems, Symantec, Cablevision, Sprint and AT&T.  They feel that the problem must be addresses in all three areas, technology, public policy and industry collaboration.  Firstly they seek collaboration, developing ways for companies to work together.  They suggest a uniform code of conduct and development and sharing of practices that work.  MAAWG argues for standardized technology that best prevents identity fraud.  They also seek to “build interfaces to key standards” and engage policy-makers (Messaging…).  


Legislation against spam is not always welcomed as a plausible solution to the problem.  Neville Holmes from the University of Tasmania also argues that we are subjected to unsolicited advertising on television and the network is responsible for the content, but we do not put the same responsibility on internet providers (Holmes, 86).  Neville Holmes uses an analogy when he states “a physician might succeed in alleviating the symptoms but will always realize professionally that eradicating the illness requires seeking the cause” (Holmes, 87).  He states that the problem of spam is a social disease and that spam is a personal attack.  To him the problem is not purely a technological one.  Holmes introduces the idea that computer professionals should join forces with social scientists to combat spamming.  He makes a point in saying “software cannot undermine society, although people can use it to do so” (Holmes, 87).    In the internet advertising business there is the allure of making large amounts of money quickly.  It is debatable whether or not recent laws have actually deterred would-be spammers from sending out emails.  Holmes brings up another interesting point.  If spammers make malicious attacks on people they are not following a human code of conduct, but in reality that is all laws are, so why would a spammer follow the law (Holmes, 86)?

Who benefits and who does not benefit from spamming? A company who uses spamming benefits the most because spamming is a cheaper and faster method than other types of advertisement. People who are interested in the product also benefit from spamming because it is a way to discover what they are looking for.  The down-side is that spam takes away time and computing power, both of which amount to a loss of money.  It is apparent that spam is here to stay no matter what technological or legal measures we take to combat it.  Spammers have adapted spam to circumvent new anti-spam measures and they are sure to continue to do so in the future.  There will always be a struggle between those who seek to use technology for evil, and those who defend the public against such people.  
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